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CUCM Administration(CUCM & 2l) H O|X|ofl 21215l 1 Advanced Features(L& 7|S) > ILS
Configuration(ILS Z1x|agl|o|M)2 2 o|S &Lt
ILS Configuration(ILS Z41I|124/0|M) & 0f A Use Password(HIRHE AIS) &olgt2 MEHgLIC

HZHS E 228t O 2 XME 2 SELCHHIZHS E ILS HEYT o 2E ZB{AE{ A Sl ok
ghoict.

- ILS Authentbcation

Use TLS Certficaies

! Use Passwornd
Passward " CLITTRTTTY

Confsm Password * PR

Rote: If you ane using CA Signed [dentified Certificates without exchangeng certificates, the Password must be provisioned with “Use TLS Certificate”™
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Nobe: If you are usng CA Sgned [dentified Ceruficates without exchanging certificabes, the Password must be provssoned with “Use TLS Certilicate”
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Naoke: If you are using CA Signed Identified Certificates without exchanging certificates, the Password must be provissoned with "Use TLS Certificate”
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00154617.001 |16:58:42.888 |AppInfo |IlsD IlsHandler: Ils::wait_SdlConnectionInd(): New
connection accepted. DeviceName=, TCPPid = [1.600.13.5], IPAddr=10.106.104.201, Port=37816,
Controller=[1,20,1]

00154617.002 |16:58:42.888 |AppInfo |IlsD Ils::ConnectInd TCPPid([1l, 600, 13, 51),
PeerIP/Port(10.106.104.201:37816), LocalIP/Port(10.106.104.220:7502) (10.106.104.201:37816)

00154618.012 |16:58:42.889 |AppInfo |IlsD ::ConnectIndInner Server Connection to
PeerId(£7£885dcaca845£18f3b7e583f£f6c457), TCPPid([1, 600, 13, 5]),
PeerIP/Port(10.106.104.201:37816), LocalIP/Port(10.106.104.220:7502) TLSReqg(f) established

AXJo|l 2 Xzt

00145095.017 |16:58:42.878 |AppInfo |IlsD Ils::ConnectReqg(): Requesting Connection to
IpAddr (10.106.104.220), IpPort(7502), TLSReqg(f)

00145095.018 |16:58:42.878 |AppInfo |IlsD Ils::ConnectReg() Pub IP/Port(10.106.104.220:7502)
Pri IP/Port(:7502) TLSReqg(false)

00145095.024 |16:58:42.879 |AppInfo |IlsD Ils::processConnectReq Initiating non-TLS Connection

00145096.001 |16:58:42.881 |AppInfo |IlsD Ils::ConnectRes() appCorr(1029) TCPPid([1l, 600, 13,
5]), PeerIP/Port(10.106.104.220:7502), LocalIP/Port(10.106.104.201:37816) TLSReg(f) found

00145096.002 |16:58:42.881 |AppInfo |IlsD DEBUG(0000FAOE): Client Connection to
peerId (00000000000000000000000000000000) ipAddr(10.106.104.220) ipPort (7502) TLSReqg(f) succeeded

00145097.010 |16:58:42.896 |AppInfo |IlsD ::ConnectIndInner starting to

PeerId(77¢59d0960cc4fdc959168a3d686a6de), TCPPid([1l, 600, 13, 5]),
PeerIP/Port(10.106.104.220:7502), LocalIP/Port(10.106.104.201:37816) TLSReqg(f) established

A2Z 371 B0 8535t2dn AI=ZRKIEH &2 7F URISt x| ghof AlmiFH&LIct.

DecryptDataZ} ATiz{ 204 Hub 21 2| ILSPwdAuthenticationFailed ZE2 7} HIZH S 7} L x|5HX|
oI E 2 LtEFHLICE.

slgol 20 &2t
00155891.005 [17:25:26.197 |AppInfo |IlsD IlsHandler: wait_SdlDataInd EncrUtil::decryptData

failed. DeviceName=, TCPPid = [1.600.13.7], IPAddr=10.106.104.201, Port=40592,
Controller=[1,20,1]

00155891.006 |17:25:26.197 |AppInfo |IlsD wait_SdlDataInd sending ILSPwdAuthenticationFailed
alarm with IPAddress= 10.106.104.201; mAlarmedConnections count= 1
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00000901.001 |15:46:27.238 |AppInfo |IlsD Ils::VerifyCertificateInfo(): peer certificates are
in certificate store

00000902.008 |15:46:27.240 |AppInfo |IlsD ::ConnectIndInner Server Connection to
PeerId(£7£885dcaca845£18f3b7e583f£f6c457), TCPPid([1l, 600, 17, 4]),
PeerIP/Port(10.106.104.201:60938), LocalIP/Port(10.106.104.220:7501) TLSReqg(t) established

AXJo|l 2 Xzt

00000646.001 |15:46:27.189 |AppInfo |IlsD Ils::VerifyCertificateInfo(): peer certificates are
in certificate store

00000647.006 |15:46:27.199 |AppInfo |IlsD ::ConnectIndInner starting to
PeerId(77¢59d0960ccd4fdc959168a3d686a6de), TCPPid([1l, 600, 17, 31),
PeerIP/Port(10.106.104.220:7501), LocalIP/Port(10.106.104.201:36115) TLSReg(t) established

Hub®2| Tomcat 21 ME SpokedlAM 7Hx{2 x| go} 47 Al
AXFO| 2= =0l CiEt QIS M &elo Am#MS S LiEFHLICH

AXFO| 20 X7

00001821.000 |16:34:01.765 |AppInfo |[[1, 600, 17, 5]: HandleSSLError - Certificate verification
failed: (Verification error:18)- self signed certificate for 10.106.104.220:7501

00001822.000 |16:34:01.765 |AppInfo |[1l, 600, 17, 5]: HandleSSLError - Certificate verification
failed for 10.106.104.220:7501

00001827.002 |16:34:01.766 |AppInfo |IlsD Ils::wait_SdlConnectErrRsp sending
ILSTLSAuthenticationFailed alarm with Clusterl = 10.106.104.220; mAlarmedConnections count= 1

00001827.004 |16:34:01.770 |AppInfo |IlsD ERROR(000005C9): Connection to
peerId (00000000000000000000000000000000) ipAddr(10.106.104.220) ipPort(7501) TLSReqg(t) failed,
ConnReason (1)
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00003366.001 |17:06:30.877 |AppInfo |CertUtil Ils::isCertInLocalStore X509_STORE_get_by subject
failed.

00003366.002 |17:06:30.877 |AppInfo |IlsD Ils::VerifyCertificateInfo(): certificate is not in
the local store and the FQDN (cucmll.adfs.ucce.com) is not in the peer info vector, closing the
connection

00003366.003 |17:06:30.877 |AppInfo |IlsD Ils::VerifyCertificateInfo(): sending

ILSTLSAuthenticationFailed alarm for Clusterl= cucmll.adfs.ucce.com; mAlarmedConnections count=
1

00003366.004 |17:06:30.882 |AppInfo |IlsD IlsHandler: Close Reqg. DeviceName=, TCPPid =
[1.600.17.16], IPAddr=10.106.104.201, Port=39267, Controller=[1,20,1
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00000211.001 |08:06:58.798 |AppInfo |CertUtil Ils::isCertInLocalStore X509_STORE_get_ by subject
failed.

00000211.002 |08:06:58.798 |AppInfo |IlsD Ils::VerifyCertificateInfo(): peer certificates are
not in certificate store but Root CA signed certs are uploaded locally

00000212.001 |08:06:58.803 |AppInfo |EncrUtil Function: decryptData at line 163 succedded
00000212.002 |08:06:58.803 |AppInfo |EncrUtil Function: decryptData at line 165 succedded
00000212.003 |08:06:58.803 |AppInfo |EncrUtil Function: decryptData at line 168 succedded
00000212.004 |08:06:58.803 |AppInfo |EncrUtil decryptData: inlen 1956, outlen 1949 succeed
00000212.012 |08:06:58.804 |AppInfo |IlsD ::ConnectIndInner Server Connection to

PeerId(f7£f885dcaca845f18f3b7e583ff6c457), TCPPid([1, 600, 17, 11),
PeerIP/Port(10.106.104.201:56181), LocalIP/Port(10.106.104.220:7501) TLSReqg(t) established

AXJo|l 2 Xzt

00000064.000 |08:06:58.802 |Sdlsig | Sd1ConnectRsp
|wait |I1s(1,600,20,1)
| Sd1sSLTCPConnection(l,600,17,1) |1,600,16,1.17*~* | *TraceFlagOverrode

00000064.001 |08:06:58.802 |AppInfo |CertUtil Ils::isCertInLocalStore X509_STORE_get_by_subject
failed.

00000064.002 |08:06:58.802 |AppInfo |IlsD Ils::VerifyCertificateInfo(): peer certificates are
not in certificate store but Root CA signed certs are uploaded locally.

00000064.004 |08:06:58.802 |AppInfo |IlsD DEBUG(00000407): Client Connection to
peerId (00000000000000000000000000000000) ipAddr(10.106.104.220) ipPort(7501) TLSReqg(t) succeeded

00000065.010 |08:06:58.812 |AppInfo |IlsD ::ConnectIndInner starting to

PeerId(77¢59d0960cc4fdc959168a3d686a6de), TCPPid([1l, 600, 17, 11),
PeerIP/Port(10.106.104.220:7501), LocalIP/Port(10.106.104.201:56181) TLSReg(t) established

A X 39| Tomcat 2VF M7} A& AEE|o] Rlof 44 Almy
S{Eo| 2O AZ J O XA HE B Aol CHEr 1S M &l Ao E LIEHLICE

siHo| 21 xZI:

00000103.000 |09:44:16.896 |AppInfo |[[1l, 600, 17, 1]: HandleSSLError - Certificate verification
failed: (Verification error:18) -
self signed certificate for 10.106.104.201:52124

00000104.000 |09:44:16.896 |AppInfo |[[1l, 600, 17, 1]: HandleSSLError - Certificate verification
failed for 10.106.104.201:52124

00000106.000 |09:44:l6.896 |AppInfo |[1, 600, 17, 1]: HandleSSLError - TLS protocol error(ssl



reason code=internal error [68]),1ib=SSL routines [20],fun=SSL_clear [164], errno=0 for
10.106.104.201:52124

&12.9| Tomcat /& M7} &HA| HE |0 {0 dF Almi
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AxZ30l 21 X7t

00000064.000 |12:44:19.641 |AppInfo |[1l, 600, 17, 1]: HandleSSLError - Certificate verification
failed: (Verification error:18)- self signed certificate for 10.106.104.220:7501

00000065.000 |12:44:19.641 |AppInfo |[1, 600, 17, 1]: HandleSSLError - Certificate verification
failed for 10.106.104.220:7501

00000067.000 |12:44:19.641 |AppInfo |[1, 600, 17, 1]: HandleSSLError - TLS protocol error(ssl
reason code=bad message type [114]),1ib=SSL routines [20], fun=ssl3_get_server_hello [146],
errno=0 for 10.106.104.220:7501
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FQDNRIL|Ct. H[YHS 215 EeoM TLSE HMete [l tomcat 215 ME WA 7HKLX| te a2
2770{ "X509_STORE_get_by_subject A" 27} QIMEL|CH 224L} "FQDNO|
PeerinfoVectorofl AUS"0|2 2 TLSE AlE35l0o{ ¢1AS £2F8LCt

seol 21 =zt

00000169.001 |19:41:50.255 |AppInfo |CertUtil Ils::isCertInLocalStore X509_STORE_get_by_subject
failed.

00000169.002 |19:41:50.255 |AppInfo |IlsD Ils::VerifyCertificateInfo(): FQDN is in
PeerInfoVector

00000169.003 |19:41:50.255 |AppInfo |IlsD IlsHandler: Ils::wait_SdlConnectionInd(): New
connection accepted. DeviceName=, TCPPid = [1.600.17.1], IPAddr=10.106.104.201, Port=51887,
Controller=[1,20,1]

AXJOo| 2 X7t

00000072.001 |19:41:50.257 |AppInfo |[CertUtil Ils::isCertInLocalStore X509_STORE_get_by subject
failed.

00000072.002 |l9:4l:50.257 |AppInfo |IlsD Ils::VerifyCertificateInfo(): FQDN is in
PeerInfoVector
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00000151.000 |12:29:18.600 |AppInfo |[1l, 600, 17, 2]: HandleSSLError - Certificate verification
failed: (Verification error:18)- self signed certificate for 10.106.104.220:7501

00000152.000 |12:29:18.600 |AppInfo |[1l, 600, 17, 2]: HandleSSLError - Certificate verification
failed for 10.106.104.220:7501

TLS QISo 2 TEtgr M AZ 30 XA ME QISAM7I 22 HA Alul & = =(8FL|Ct
B 2O AZ 39| KA ME QB Aol CHst QIS M & Ql Mu{E LIEFALIC
sEol 21 =7t

00000089.000 |09:32:27.365 |AppInfo |[1, 600, 17, 1]: HandleSSLError - Certificate verification
failed: (Verification error:18)- self signed certificate for 10.106.104.201:41295

00000090.000 |09:32:27.365 |AppInfo |[1, 600, 17, 1]: HandleSSLError - Certificate verification
failed for 10.106.104.201:41295
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