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https:// <FQDN of ADFS>/federationmetadata/2007-06/federationmetadata.xml
https:// <FQDN of ADFS>/federationmetadata/2007-06/federationmetadata.xml

"ﬂ't Add Relying Party Trust Wizard E

Welcome

Steps
@ Welcome

Welcome lo the Add Relping Party Trust Wizaid

This wazard wil help you 2dd 2 new rebyng pasty st to the A0 FS configuation databaze. Relang parhes
conzume claims in secuity okens that are issusd by thes Federabon Service fo make authentication and
authonzation decisions,

@ Select Data Sounce

@ Chooze |zsuance

Alihoaccation Thee relymg padty biuzt that thiz wizand creates defines bow this Federation Serace iecognizes the rshing
@ Feady 1o Add Trust paity and sues clarns bo it You can define 1izsuance bransformn ules For issung claims to the relang party
| after pou complete the wizand,
@ Firush

g
.
g
= =
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"'-:l Add Relying Party Trust Wizard

Select Data Source

ataps Galact an oplion that this wizard will usa 1o obtain dats about this raking party:

@ ‘Welcome
™ lmport data sbout the relping party published onlire or on & local network

3 SelectData§ A . x —_—
= s Lize thiz option bo import the neceszany data and certificates from a relwng party ciganzation that
@ Choote |ssuance puiblizhes itz federaton metadats online of on & local netwark.

Authonzation Rules

Federation metadata address (host name or URLE
@ Ready to Add Trust

E xample: f2. contoso. com of hilps S Asee, contoso, coms/app

@ Firish

% Impost data about the relying party from a file

Liza thiz option to impart the necessany data and certificates from a ralang party cogarization that has
expoited its federation metadata to a file. Ensure that s fle is from & tiusted sounce. This wizand wil
niot validate the sowce of the file.

Federation metadata file location

It:".Ll sershAdminiztrator\De sk topi Cluster Widehcucml 150-zingle-ageement. <ml Browse._. I

[ Enjes data about the relying party manualy
Lize thiz option o manually input the necessay data sbout this reling party ceganization

t.Erew'nus” Newt > | Cancel 1 Hep |

Display Name(EA| O|&) & Relying Party(&lZ| AR Ol CHEH MEHA M2 & l23gfL|Ct. o|O|X|
o ZAIE! CHE Next(CH)E =28t



"r"-_'t Add Relying Party Trust Wizard

Specify Display Name

Steps Type the display name and any optional notes for thiz relying party

@ ‘welcome

Dizplay name:
JCUCM_Chuster_wide_Relying_Party_trust

@ Select Data Souice
= Speciy Display Mame

@ Choose |ssuance HNates:
Authonzation Rules [ _‘_|

j @ Feady to Add Trust

| @ Frish

(F‘rwinus“ Nest > | Cancel |  Hep ]

Permit all users to access this relying party(Z2.& AFSXF7} O] AZE| FALKLo| HHASIEE FE)E
MEiSlod ZE AL XI7} O] AZ| G AR HMHAS TS 588 CHS olO|X|ol EAIE CHE
Next(Ct=)E 2 2/&LIct.




Wi Add Relying Party Trust Wizard

Choose |lssuance Authorization Rules

aheps | ssuance authaization rules deteimine whether a user ks permitted to receive claims for the relying party.
@ ‘Wealcome Choose one of the following options for the nial behavior of the: relving party's iszuance authonzation
rulez,
@ Select Data Source
8 - Spwcily Display Mame {* Permit 3l users to access this eling party
el The izuance authorization rules will be configured to permit 2l users to access this relving pary. The
- Aﬁ;;mﬂﬁ“ 1eling parly service or application may sl deny the user access
@ Ready o Add Trust " Dery all users access b this relying party
@ Finizh The rzuance authorzation ez wil be configued to dery all uzers access to this ralying paity. r'ou

later add issuance authonzation ndes bo enable any users fo access thes reling party,

Y'ou can change the suance authonzation nules for this reling party ust by s2lecting the r2lying party
trust and clicking Edit Claim Rules in the Actions pane,

-tElm-'inusl Newt> | Concel | Hep |

Ready to Add Trust(&12] %7} ZH|) HO|x|of M TAE AR ERAE it Mg HAEY 5
2l&Lich ol olO|x|oll EAIE CHE Next(CHS)E 228fLich

=



%1 Add Relying Party Trust Wizard

Ready to Add Trust

Steps

@ ‘Welcome

@ Select Data Source
@ Specifp Display Mame

@ Choose lzsuance
Buthaonzation Fules

@ Readpto Add Trust
@ Finish

The relving party trest has been confgured. Review the fallowang seltings. and then click Nest to add the
1ehing parly st bo the AD FS configueabion database.

Moritoring | Idensifiers | Encrypiice | Signature | Accepted Claims | Drganization | Endpoints | N4 ] #|
Specify the monitonng settings for thes reling party st
Rielying party's federation metadata LAL:
I
o ot
I | Susomatically update reling parfy

Thiz relying parly's federation metadats dats was lazt checked ar
£ NEVEl >

Thiz relving party was last updated from federation metadata one
£ heyer >

cErwiausl Mext > I Cancel | Help I

=

OFE! O X|0l M AZ| FALRF EB{AETFAD FS 71 CIO|E{HIO|A0 HBHMo 2 FIIEUSE
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1:_-'! Add Relying Party Trust Wizard

Finish

il The relng party st waz successfuly added o the AD FS conhgurabon database.
Welcome "
— You can modiy this relwing party trust by using the Properties dislog bos i the AD FS 2.0 Management
@ Select Diata Source SHAp-In.
@ Speciy Display Mame

| | Dpen the Edit Clam Fules dislog for this relying paty trust when the wizard closes
# Choose |szuance

Authorization Bules
# Feady tobdd Trust
@ Finizsh

WaaD Fs 20
Wi Fle  Action  Vew Window  Help
de ol | T ~ E 5

ADF5 2.0

Relying Party Trusts
] Servica
= Trisst Radabasnships

Clairns Provider Trusts Add Piehysng Party Trust,,,
Relvire Party Tnasts

= W L3
Attribuba Stores o

Maws SRR Froem Hara
& Refresh
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I..I v

Edit Claim Rides.. .
Disabla
Prigesrties

M Delnte
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I"""?;:_T.Eul:lil: Claim Rules for CUCM_Cluster_Wide_ Relying_ Party_trust

sl A |

lzzuance Transform Rules | |zsuance Authorization Fules I Delegation Authorization Fules I

The fallowing transtorm rules specify the claims that will be zent to the relving party

Order | Rule Mame

lzzued Claims

)
g

&dd Rule. . Edit Rule... | Hemove Bule.. |
ak. | Cancel | Epply Help

Add Transform Claim Rule(H8 22 72 F£71)0| &¥2|™ Next(Ct=)E 2 2!5t1 CtF o|0|X|*t
Zo| 7|2 28 7= EZ3! Send LDAP Attributes as Claims(LDAP E4& &
ECIEN

222 ME)E



=8 Add Transform Claim Rule Wizard

Select Bule Template

Steps Select the lemplste for the claim e thal pou veant b create from the following list. The deseaiption
@ Choose Rule Type prowides defals about each clam rule template.
@ Configure Claim Rule Claim rule templale;

|Send LDAP Attibutes s Clams =]

Claim rule termplate descripbon:

Using the Send LDAP Attibute az Claims nde terplate you can select athibutes from an LDAP atiribute
store such as Active Directory to send &z claims to the reling pafy. Multiple atbibutes may be sent a5
multple claims fram a single nde using this rule pe. For exanple, pou can use this e template to
create arule that wil extract stitnbube values for suthenbcated weers from the displayM ame and
telephoneMumber Active Direchon athibutes and then send those vakies as two different outgoing
claims. Thes nde may alzo be used to send all of the user's group memberships, If pou want to only send
individual group rembeizhips, use the Send Growp Membership a2 a Claim e template.

Tell P

Fevoss [[ Mews | cancdl | Help

Am

o| o|O|x|ofl EA|E! CHZ Configure Claim Rule2 Z2/gL|C}I.LDAP
=]

A2 CUCML| LDAP C|HE

2| 41| 2eio| Mol M LDAP §-d1F Lx[sof TLich e &l SRY *EE vid=2 #2I&LICHol0[X|
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"":_E:- Add Transform Claim Rule Wizard

. Configure Rule

Steps
@ Choose Rule Type

@ Configure Claim Ride

“Y'ou can configuee this nue fo send the values of LDAP sttibutes as clams. Select an attnbute store from
which to estract LDAP attributes. Specify how the atiributes will map to the outgaing claim types that will be
isaed fram the ule.

Clairr rulls niame:;

[NamelD
Fiule template: Send LDAP Attrbutes as Clams

Auftribke shone:
|active Directory |
Mappng of LDAP attibutes to outgoing claim bypes:;
| LDAP Attribute | Dutgaing Claim Type
b |SaMAccourtName ﬂ;u'd |
* -] |

¢Previous [[ Fish | Concel | Hew |

A2 AR CHEE AL AF X 722 F7HELICHAd rule® 8 2B LICHSend Claims using a
Custom Rule(AtS %} x| 72| AL835tod 2o ELH7|)& M=t Ot ol0[X|ofl ZAIE CHE

Next(CH&)E =%

LICE.




TEF Add Transform Claim Rule Wizard

Select Rule Template

Steps Select the template for fhe claim e that yow want to create from the following list. The descripbon
@ Choose Fule Type providas detals about each clarn rule template

@ Configure Clam Fule Claim e template;

Clairn mule template descriphian:

Using a custom iule. vou can create rules that can'l be created with a nile template. Custom rules ane
written in the A0 F5 2 0 claim nde langueage. Capabilfies that reqguee custom mules inchude:

+ Sending clams from a SO0 attribute store

+ Sending clams from an LDAP athibute store using a custom LDAP fiter

= Sending clams from & custom athibute shone

+ Sending clams only when 2 or more incoming claims are pragent

+ Sending clams only when an incoming claim value matches a compler pattein
+ Sending clams wih comples changes fo an mncomng claim vaue

+ Creating clams for use only in later ndss

Lell me more about the: nde templale,

| Mest = I Cancel | Hedn |

Configure Claim(2il & #4) -Fn""oﬂkl Claim Rule Name(aEﬂ ™= o) =Bt Ohs
Claim(Z2il2!) 7#%]2| Namequalifier & spname $HHAHE +=H5t= OFEAFS| Custom Rule(% F.Z:._‘-%ci'
T 2l) 220 Claim Rule Name(Z2&! 2! 0|F)1 Past(0|™)E S A& LICH O[O X[of| A=l CH
2 Finish(Ot&)& 2 =!g Lt

=] 73
c: [Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]
=> issue(Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer =

c.Issuer, OriginalIssuer = c.OriginalIssuer, Value = c.Value, ValueType = c.ValueType,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient",
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier"] =
"http://<FQDN of ADFS>/adfs/com/adfs/services/trust",
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"] =
"<Entity ID in the SP Metadata>");

Entity ID = Open the SP metadata and check the Entity ID. Basically, its the CUCM Publisher’s
FQDN.



T

r

Configure Rule

Steps
@ Uhoose Rule Type

& Conhgure Clam Rule

%5 Add Transform Claim Rule Wizard

ou can condigure a custorn clam rule, ssch as a e that requires muliple incoming clarms or that exfracts
clarnz from a SOL atinbute store. To configure a custom nile. type one or more ophonal condibons and an
issiance slatement uzng the AD FS 2 0 claim rule languaoe.

Chaan rule name:

|Eluster_5|de_lilaim_ﬂ ule

Fiule termplate: Send Clars Using a Custom Ruls
Cuystom rule:

ntname™ ] _‘J
== issue(Type =

"hetp: //schenas, xplsoap, org/ws Z005/05/idencicy/clains /naneidencifier
", Issuer = c.lasuer, Originallssuer = c.0riginallszsuer, Value =
c.Walue, ValueType = c.ValueType, Properties

[http: f/echenas ., xmlsoap. org/ws f2005/05 fidentity/clainproperties /form
at”] = "urn:iossis:nhames:to:SAML: 2.0 nameid-format: transient”,
Propercies

[Mhttp: //achenas, xmlaoap. org/wa /2005/05 /identity/clainproperties /name
qualifier™] = "http://win-

Jd4i aTugmrn. adfs. ucce. con/adfs fcom/adfs/services /trust’ , Propercies
["http://fachenas.xnlsoap. org/vs ,—'ZEIEIEEEIE,-'identit‘jrfclalimptuper ties/spna

wequalifier”] = “cucmllS0. adfs.ucce, con™) il

Maie about the claim mile lanmiages.

<Brevious [[ Frwsh Cancel Heb

o|O[x[o ZAIE CHZ Apply(H8)E &EIEt ChS OK(& )& FEIRrLICH




il Edit Claim Rules for CUCM_Cluster_Wide_ Relying_Party_ktrust

lzzuance Transtorm Rules | |ssuance Autharization Fules | Delegation Authorization Bules I

T he following transform rulesz specity the claims that will be zent to the relying party.

Order | Bule Name [zzued Claims
1 MamelD uid

Cluster_Side_Claim_FRule <5See claim rule:

AddPule. | EdtRue. | RemoveRule. |

ak, | Cancel | Apply Help

AEHAH|. SAML SSO &4438}

Y HetRKXE ¥ CUCMO| #E[xE2 2218t CHF System(A|AE]) > SAML Single Sign On2
2 o|S gt

7|22 2 Cluster Wide 2tC|2 HE 0| M= EILICH 0|0 X|0] A€l CH= Enable Saml SSOE 2
2{g Lt



SAML Single Sign-On

SS0D Mode
@ Cluster wide (One metadata file per cluster. Requires multi-server Tomcat certificate)

_ Per node (One metadata file per node)

Q{,? Enable SAML S50 @ Export All Metadata "tU Update IdP Metadata File Fix All Disabled Servers

o|O|X|of EAIE CHE EHME & M RHAIZ o CHEt B L idpod| 2 22 AE| HEH|
SAML SSO E&= =48 SAML SSOE MEHsH= MEE ¢ 'LIEI- Continue(Hl<%) & =Lt

L 5 Web server connections will be restarted

Enabling 550 and importing the metadata will cause web services to restart upon completion of the
wizard. all affected web applications will drop their connection momentanly and need to be logged into

again.

@ Click "Export All Metadata™ button

If the server metadata has not already been uploaded to the IdP, it can be done before running the
wizard. You can obtain the server metadata by clicking the "Export All Metadata" button on the main

page. Then go to the IdP and upload the file.
If IDP is provisioned with duster-wide SP meatdata, you need to enable duster-wide SAML S50. If IDP
is provisioned with per-node SP metadata, you need to enable per-node SAML 5S50.

[ Continue ][ Cancel |

EAE ™A SSOE % M3lsl= 7|12 HE|MH tomeat 213 M7 ol0] +=E|0q Qlofof BtCh=
ZdelL|ct.olOlx|of| E A|E! CHE Test for Multi-Server tomcat CertificateS = 2!8tL|C}.

SAML Single Signi-On Configuration

wm

 Status

@ Saius: Ready

[ Test for Multi-Server lomeat certificate
The critens for enabing dusterwde S50 = that you must have a multsanver tomeat certficate aesdy deployed. If you have not done this already pleass foliow the below steps:

1} Losgin 0 Cexqo Unified OF AdmenisTraton Page and Navigate 10 Comfcaoe Managemeant v der Saiuniny Many

2} Chek oin Gererate CSR

3} Sel=ct Certificate Purpase as Tomeat

4} Select Dstribution 22 "Mulli-Serne™

5} Chik Generate

6) Dawnload the CSR and get 1t signed from the CA of yaur chake

7} Gnoe the cortficate |8 issund by the CA, upload It va the "Upload Certficate/’ Certificate chain® option an the Certficnie Management page
0} Restart Tomoat servce on ol the nodes in the chsier

) RestaeT TFTR dervick on @1 the TRTP nodes in i dustern

If the above steps have been compheted, ook Test below which will confiers F the mult-server tomest certficate s deployed bedore procesding ta the next stags
| Test for Multi-Server tomcal certificate

[ Mot | comcet

LD



golg|H 2 E £ E0i Multi Server Certificate(CHS A 215 )7t /2 All Nodes have Multi
Server Certificate(ZE = E0{| CtE A 215 M UF)7F EAIELICH O= CHZ o|0|X|of EAIE
CHE Next(CtH)E S2I&Lct

SAML Single Sign-On Configuration
e

— Stk

@‘S-ta'tu:: Rezacly

s Al nodes have Wl Server Cartificate

r Test for Multi-Server toncat certificate

The critesia fior enabing clistervise S50 5 That you must have 8 midtisenses temcat certificate aleady deploped, IF you have nat done this aleady please falow the below steps:

1} Legin 1o Cisco Unified OS5 sdministration Page and Mavigate Do Certificate Management under Sacuity Manu

Z) Chok on Gererate C5R

3} Sekect Centificates PUEposs a5 Toomcat

4) Select Distributian as “Multi-Server®

5} Clhick; Generate

&) Dawnlaad the CSR and get it sigred from the C4 of yawr cholos

Fy Cnoe the certificate i issued by the CA, wpload it vis the "Uplosd Ceificate) Certificate chain®™ option on the Cerificate Management page
E) Restart Tomcat service an al the nodes in the duster

) Restart TFTR service am al the TFTR nodes in the clster

If the abosse steps have been completed, chok Test below which will candfinm iF the mwli-serser tomcat centificate i deploved bedome proceading to The mest sTage
| Test for Multi-Server tomcat certificate |

olO|x|oll EAIE CHZ Ch&E S={gfLIct

SAML Single Sign-On Configuration

~ Download [dentity provider{1dP) Metadata Trust File

To configure the trust relationship between the IdP and vour devices, you must first obtain trust metadata from your IdP and
import it to your servers. You will need to manually obtain the file from the 1dP before you can upload it to your Collabaration
SETVers.

[ ';3 This is a manual step!

1)Log im to your IdP and download the metadata trust file to your local server.
2)Chck Next once you have this file avallable locally.

Next || Cancel |

Ct2=Z =8t IdP HIEtC|O|E{ & Aot A= g L|Ct o|O[X|of| Z A&l CHZ Import IdP Metadatag 2 =
gfLch



SAML Single Sign-0On Configuration

m ren

@ Ready to import Identity Provider metadata trust file to duster servers

- Import the IdP Metadata Trust File
This step uploads the file acguired from the IdP in the previous manual step to the Collaboration servers.

1)Select the IdP Metadata Trust File

federationmetadata.xml

2)import this file to the Collaboration servers
This action must be successful for at least the Publisher before moving on to the next task in this wizard.

. Import IdP Metadata |

ol Ho|X|oME ZE Mo CHaH 7tX 27| &S & elg & ChZ ol0|Xx|o ZA|IE CHZ Ch&2 2
2I5t |}
—H .

SAML Single Sign-0On Configuration

V’ Import succeeded for all servers

- Import the IdP Metadata Trust File
This step uploads the file acquired from the IdP in the previous manual step to the Collaboration servers.

1)5elect the IdP Metadata Trust File

Browse... | No file selected.

2)import this file to the Collaboration servers
This action must be successful for at least the Publisher before moving on to the next task in this wizard,

. Import IdP Metadata | %{? Import succeeded for all servers

| Next || Cancel |

o|O|x|ofl EAIEl CHZ Next(CH®)E Z2/&fLICH &7| SAML SSO Z1m|2 80| H 0| X0l SP H|
EtC|O|E{E olO] LHERRZ| 2Lt



SAML Single Sign-On Configuration

@ ocx @ rer

If Admin has already uploaded the server metadata to [dP then skip the steps below and click Mext, Otherwise follow the
steps below to upload the server metadata to IdP

\f IdP Metadata has been imported to servers in this duster

- Download Server Metadata and install on the Idp
Download the metadata trust file from Collaboration servers and manually install it on the IdP server to complete S50 setup.

1)Download the server metadata trust files to local storage

~ Download Trust Metadata File

':_\, This Is a manual step!

2)Log in to your IdP and upload the server metadata trust file.
3F)Chick Next once you have installed the server metadata on the [dP.

| Back | mext | cancel

CUCM2 LDAP C|HEZ|t S7|3tx|o{of & L|Ct Ot A= LDAP CIRHEE|0f & REEF 2E|
Kt ALSRHE EAIELICHASRIE =45 O|0IX|of EAIE CHE SSO HIAE A¥s S=2IFLICH

SAML Single Sign-0On Configuration

@ o=

~ Status

':5 The server metadata file must be installed on the IdP before this test Is run.

~ Test S5O Setup

This test verifies that the metadata files are commectly configured and will allow SS0 to start up on the servers. This test can be
run on any server for troubleshooting once S50 has been enabled. SS0O setup cannot be completed unless this test is
successful,

1)Pick a vakd usermmame to use for this test

You must already know the password for the selected username.
This user must have administrator rights and also exist in the IdP.

P ;"5 Please use one of the Usernames shown below. Using any other Username o log into the IdP may result in administrator
lockout.

Valid administrator Usernames
| samiuser -

2)Launch S50 test page

. Run S5O Test., |

Back | | Cancel




o|OlX[of ZAIE CHE ZEZEEX|H ALSX}H DS Zf HIZHE & I={FLIcH

Authentication Required Lﬂ—hJ

0 Enter username and password for https://win-jd4ia7ugmrm.adfs.ucce.com

User Name: samluser

Password: eo-ooou..|

[ OK l ‘ Cancel

[

SSO Test Succeeded!

Congratulations on a successful SAML SSO configuration test. Please
close this window and click "Finish" on the SAML configuration
wizard to complete the setup.



System * Call Routing = Media Resources *  Advanced Features = Device = Application =  User Management = Bulk Administra

SAML Single Sign-On Configuration

‘ Back ' Firish

rStatus

\f' 550 Metadata Test Successful

~ Ready to Enable S50

Clicking "Finish® will complete enabling S50 on all the servers in this duster. There will be a short delay while the applications are
being updated.

To verffy the SS0O status of each server, check the main S50 Configuration page.
Additional testing and manual uploads may be performed from the main page if neccessary.

_Back || Finish | Cancel |

o|O|x[of EA|E HO|X|= 2E MO SAML SSO & &3t T2 M[ATE AIZFE[A

Ct.

SAML Single Sign-On Configuration

Status

. SAML 550 enablement process initiated on all servers.
There will be a short delay while the applications are being updated on each server.
To verfy the S50 status of each server, check the main S50 Configuration page.

SAML SSO A4 EHE A& 35104 23031 CUCMOA| CHA| 22 Q1ELICH[AIAE]] >SAML
Single Sign On2 £ O|s&fLICt. O|O[X|ofl EA|E HE E2HAHO| CHE = E0i Ci5 SSO EHIAE
Adg FELICH

550 Mode

¥ Quster wide (One metadnta file per dester. Requines multl server Tomoat dertificabe)
Pr npdde (Ons matadatn ke poe node)
x Cesatic SAML 350 @awum ﬁ Ligeinl: P Metadsts File Fi: Al Disabiod Servers
— Staties
@rm-rr-s enabled for S50, You Can change S50 for RTMT here,
@ SAML S50 enabled
SAML Single Sign-0n (1 - 3 of 3) Rows per Page 50~
e P Lol e Latt Metadsts tmpart T Last Metadata Dxpeoet 50 Test
| cuemd b50. s uce. com SAML Ny Hing 21, 2006 9:28:19 o ree hone 23, ML6 TI46:56 Fassed - une 21, | Run S5O Test.., |
PH ST PM ST 016 9:29:04 PM ST —_—
cucmllS0gul adis uoce. cam  SAML ] June 21, 2006 9:28:39 Iﬂ' Fie Jene 21, LG 74656 Mever | pun S5 Test,.,
PH IST PM ST
P 158005 ucees. oo SAML & 1ar JUne 21, 20016 §:26:19 ok rie Jufie 21, JOLG 746156 [T R I —
M I=T PM EST
(=X =]
Cl== EelgfLCt.
Ol MME AFE3to{ ZAm|ef|lo|M0| MCHE 2 Sst=X| 2 lgLC.
SAML SSO7} g8t = of CHall SSO ElAETH 3= K| & lEf LIt System(AlAH]) >
SAML Single Sign On2 2 0| &Lt Successful SSO E|AE 0= Passed(S1) AE{ 7} EA|EL]

Ct.



SAML Single Swgn-0n

S50 Mode

Per node (One metadata file per node)

2 Cluster wide (Ore metadata file per duster. Requires multi-sarver Tomeat certficate)

—Status

xnmus.ul_sm &El.puﬂ.ﬂ.llm Emmmmm . FoAll Dizatied Servers

@ RTHT is enabked for S50, You fan change S50 for RTHMT hare,
@ SAML £50 enabled

SAML Single Sign-0On {1 - 3 of 3)

Rowrs per Page 500 % |

S50 Re-Impom
Server Name ratyuz Matadata Last Metadats Imoport

U0 L1508 alS. ook, Com SAHL LI June 20, 2016 9:57:30
AM 15T

CUOM L 150, adrs.uoce.com SAHL ﬂ':'\‘ lae June 20, 2016 10:15:46
FM 15T

IMp1LS. adiEucoe, oom SAHL e 1ap Juns 20, 2016 100150446
FM 15T

Expert
Metadats

e Fie
e Fia
X Fie

Last Metadata Export S50 Teat
hime 20y 2016 10006227 Pagsad - June 20, Bun S50 Test... [
M 15T 2016 5:59:02 PH IST
Mime 20, 2016 100062 36 Pagsed - June 20, Riifi S20 Teak...
P 15T 2016 10:11:39 PM ST
M 20, 2016 100062 26 Passed - une 20, | gpun S50 Test.. |
P ST 2016 10:12:40 PM ST |

_ Disabie SAML 550 | | Export All Metadata | | Update 1dP Matadata Rle | | Foc 40l Dsanled Servers

SAML SSO7} 443tz o] o|O|x|2F 2ol cUCM 2191 H|o|X|oi CHsH Ad x| =l o= 2|7i 0|4 &l

ESME of E2|7olHof LEEELICH

Installed Applications

Cisco Unified Communications Manager

o Recovery URL to bypass Single Sign On (SS0)

Cisco Prime License Manager
Cisco Unified Reporting
Cisco Unified Serviceability

® 8 8 @

Platform Applications

Cisco Unified Communications Self Care Portal

» Disaster Recovery System

¢ Cisco Unified Communications OS Administration

SAML SSO7t
2|7 ol4d & E34E o Z 2|7 0[40] LIFELICH

g M3tz|™ ChE olO|x|2F 20l IM and Presence 219! H 0| X|oi| CHaH A &|El oHZ



Installed Applications

¢ Cisco Unified Communications Manager IM and Presence
o Recovery URL to bypass Single Sign On (SS0)

¢ Cisco Unified Reporting

¢ Cisco Unified Serviceability

Platform Applications

* Disaster Recovery System
¢ Cisco Unified Communications OS Administration

= -

2x a4

o] MM ME HT|TH0lM EXIE sHHste O AFRE 4+ Y= HEE "BsLch
SSO 21 & CIHAUSIEE M 5te{H BT set samltrace level DEBUGE AFR & LICT.

RTMTE At&35t0{ SSO 21 & =& 5t7Lt CLIE AM&5t09 activelog /tomcat/logs/ssosp/logdj/*.log
XM = &F Lt

SSO 29| o= M E HEH OB} CHE L EE & E[= HEHIOIHE Eo{FLICH.

2016-05-28 14:59:34,026 DEBUG [http-bio-443-exec-297] cluster.SAMLSSOClusterManager - Call GET
API to generate Clusterwide SP Metadata in the Local node.

2016-05-28 14:59:47,184 DEBUG [http-bio-443-exec-297] cluster.SAMLSSOClusterManager - Call to
post the generated SP Metadata to other nodes

2016-05-28 14:59:47,185 INFO [http-bio-443-exec-297] cluster.SAMLSSOClusterManager -
Begin:postClusterWideSPMetaData

2016-05-28 14:59:47,186 DEBUG [http-bio-443-exec-297] cluster.SAMLSSOClusterManager - Nodes
[cucml1150, cucmll50sub.adfs.ucce.com]

2016-05-28 14:59:47,186 DEBUG [http-bio-443-exec-297] cluster.SAMLSSOClusterManager - Post
ClusterWideSPMetadata to the cucmll50

2016-05-28 14:59:47,187 DEBUG [http-bio-443-exec-297] cluster.SAMLSSOClusterManager - Post
ClusterWideSPMetadata to the cucmll50sub.adfs.ucce.com



	AD FS 버전 2.0으로 클러스터당 단일 SAML IdP 연결/계약 구성
	목차
	소개
	 사전 요구 사항
	요구 사항
	사용되는 구성 요소

	배경 정보

	구성
	1단계. CUCM에서 SP 메타데이터를 내보냅니다.
	2단계. AD FS에서 IDP 메타데이터를 다운로드합니다.
	3단계. IdP 프로비저닝
	4단계. SAML SSO 활성화

	다음을 확인합니다.
	문제 해결


