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O & Mol M= CA(Certificate Authority) A& 21EMHE AL&3+0{ Communications Manager0i| A
SIP(Session Initiation Protocol) TLS(Transport Layer Security) EE3 & Fdst= HHYE T2 A|
A0f CHaH A ehulct.

O| EME BER5IH F E2{2H 2t2| SIP HA|X[7} TLSE At&sto] & E3HELIC.

. glilgco CUCM(Unified Communications Manager)

ABElE FE 24



Ol EMe| HE=E CIZ AZEQ|o{ HEE 7[gte = L.

. CUCM H{ *9 1(2)

. CUCM H# 10.5(2)

. Microsoft Windows Server 20032 CAE Al
Ol ZEMo| HEE= EY & 8 3E2o| CIHIO|AE ECHE M E|}&LICH O] EAM0i AFZ E E% C|H}
OlaE X7IgHE(Z7I8) AHI|ado|/Me =z AI’S.*EI‘EZ'SI—IEP..‘EXH HEXIII &8 52 42, 2E
HZo4o| A MRl J&E 0|2 SKISHAIZ| HFEHLICE.
HiE HE
o| o|O|X|of| EAIE RAXEH LIS MHE ArE35t= SSL SHEMo|Z LCt.

CUCMA CUCM 10
- o
* *
» [ «
+i+ 1 CLIENT HELLO
CUCM 9.1(2) > CUCM 10.5(2)
2 SERVER HELLO
=

.ﬁ: 3 CERTIFICATE L

4 CERTIFICATE _REQUEST
Extension @ < SERVER_DONE Extension
1018 0808

6 CERTIFICATE

T CLIENT KEY EXCHANGE

B8 CERTIFICATE VERIFY

9 CHANGE CIPHER SPEC

10 FINISHED

-
1 CHANGE CIPHER SPEC
12 FINISHED
-
Inter Cluster SIP TLS Trunk
< >
EXT 1012 Calling EXT 9892
T4

1E-Al. Windows Server 200301A 38 CA £ CA MW

213 E 2 X5 A A2 . Windows 2003 AME0A CA A%



https://msdn.microsoft.com/en-us/library/ms755466%28v=vs.85%29.aspx

2EHH. ZAE O|F W HH &l

QIZAE Ol8S 7Igto = BLICH A 3t7| Tofl 01&0| SHHEX| SHQlstAlA,

0l
rr
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From SSH CLI

admin:show cert own CallManager

SignatureAlgorithm: SHAlwithRSA (1.2.840.113549.1.1.5)

Issuer Name: CN=CUCMA, OU=cisco, O=cisco, L=cisco, ST=cisco, C=IN

Subject Name: CN=CUCMA, OU=cisco, O=cisco, L=cisco, ST=cisco, C=IN

Y3 E XA, CUCMO| SAE 0|8 Y

AE O B4Z35t2{™ C}

fok
oju
fjo
mjo

3EH7A|. CSR(Certificate Signing Request) 44 A CIR2E

CUCM 9.1(2)

CSRE 444452424 OS Admin(OS & &2l) > Security(&£ 2t) > Certificate Management(2!1& A #2l) >
Generate CSR(CSR ‘442 0o|S&LCt.

Certificate Name 2 E9| EELCI2 S550{A CallManager M2 ME{EFL|C},

Generate Certificate Signing Request

—Status

l'l'}’ Warning: Generating a new CSR will overwrite the existing CSR

- Generate Certificate Signing Request
Certificate Name®  CallManager *

- | Generate CSR l:lme

CSRE CIREZE5t2{™ 0S Admin(OS #2l) > Security(:2.2F) > Certificate Management(21& M #
2]) > Download CSR(CSR CH22E)2 0|S &Lic}.

Certificate Name ZE=9| EELCI2 =S 0{ A CallManager M2 MEHFHL|CY.


/content/en/us/td/docs/voice_ip_comm/cucm/install/8_6_1/ipchange/ipchg861.html#wp42589

Download Certificate Signing Request

|ﬁi Download SR E Close

—Status

I'E Certificate names not listed below do not have a corresponding CSR

—Download Certificate Signing Request

Certificate Name®  CallManager v

- [Comrce] s |

CUCM 10.5(2)

CSRE 44452474 OS Admin(OS & 2|) > Security(& 2F) > Certificate Management(2/& A #2El) >
Generate CSR(CSR 442 o|S&Lct.

1. QI8N 8 HEL| EECIR F§50iA CallManagerg® AME4ELCt

2. 7| 2ol H=o| E&CIH2 S50iA 10248 MEBfLIC..
3. Hash Algorithm B =2| E&CIR2 S50{A SHA1E ME{EFLICEH

enerate Certificate Signing Request

-Status

:! warning: Generating a new CSR for a specific certificate type will overwrite the existing CSR for that type

-Generate Certificate Signing Request

Certificate Purpose® CallManager -
Distribution * CUCM10 -
Common Name* CUCM10

Subject Alternate Names (SANs)
Parent Domain

Key Length®

Hash Algorithm®

e [

CSRE CI22E35t2{™H OS Admin(OS & 2l) > Security(& 2t) > Certificate Management(2!S A &
2l) > Download CSR(CSR CIR 2 E)2 0|S &FL|Ct.Certificate Purpose HE S| EELCIR 5501 A




CallManager 42 ME{#L|CH,

Download Certificate Signing Request
2 | Download CSR g Close

— Status

/ '5 Certificate names not listed below do not have a corresponding CSR

—Download Certificate Signing Request

Certificate Purpose® CallManager

Download CSR Close

#t1:CallManager CSR2 1024H|E. RSA(Rivest-Shamir-Addleman) 7|2} &7 MAELICHaen
Microsoft Windows 2003 215 7lz-e = csrel 420| HE & Microsoft Windows 2003 CAZ CSROI| M35t MEX
HERlLCH1. 21F 7|7& Lt

-------

cabion Authority

rorse Edition

2003 Ente

JitiEaal | A ok B | O AAnATAV MO smarketl 2. CAOlO|22 O}
A QEZ HESE 2|51 All Tasks(ZE Z2d) > Submit new request(M 23 X|&E)Z O|S &L



{8 Certification Authority

File Action Mew Help

¢""|E:I|Eil FRE 2 r m

Marie
| .\—Iu.-\.r\.'aj.iil‘-l Fa Tl Akes

Subrit nawe regquest. .,

[ e A e - .I'

c}. 3. CSRES MEi5tn
7| M 2 #LICHCSR(CUCM 9.1(2) & CUCM 10.5(2)0IAM 25 XM 75
).



2% Certification Authority

File  Action Miew Help
e BamFRE 2| n
@ iZertification Authority (Local) | Mame |
El@ A _Arevoked Certificates
-1 Revoked Certificates (Issued Certificates
-] Issued Certificates (CdPending Requests
= (1 Pending Requests (CJFailed Requests
‘[ Failed Requests
Open Request File EE3
Loak ir: @' Desktop j
E My Daocuments
- a My Compuker
My Fecent "G My Mebwark Places
Documents S Security Configuration Wizard
r.:
Dezkio u]
. 2] cucm101 . cer
_ ) PhoneCSRL . cer
by Documents =] PhoneCsR car
E!!' |®] SEPZO3a07E2d99f , csr
tdy Computer
File name: CallManager. csr j Open
Files of bype: I.-'-‘-.II Files [7.7] j Lancel
r

4. ¥2l ZE CSRO| O7| 3¢l 23 &C{ol EA|IELICEZ CSRE O0I2A LER HESE &85
1 All Tasks(ZE &) > Issue(2A)2 0|30 2IEAME &Z&Lct(CSR(CUCM 9.1(2) &

CUCM 10.5(2)0]l 25 XM
)



{&8 Certification Authority

File  Ackion Wew Help
€& = | E|m 2

@ Certification Autharity (Local)

El--@ A
.| Revoked Certificates

Request ID

All Tasks v

Wiew Akkribukes/Extensions. ..
Export Binary Data. ..

Refresh

Help

.QISME CI2REEsH WaE 28M ECE MHELICLASAHE OI*A LEZ BHEE S

5
2letn H7| M F=EUC
123 Certification Authority

File  Action  Miew  Help

= | D@ R 2

@ Certification Authoriky (Local)

=03 ca

| Binary Cerk

all Tasks »

Refresh

Help

IPZLIL, ..

Fequeskt ID | Fequeskter Mame

2 CIsCo-FedPzUY,,, ----- BEGIM
3 CISCO-FelPzUd... - BEGIM
4 CIsCoO-FelPzUY,,, - BEGIM
14 CIsCoO-FelPzUd,,, - BEGIM

6. QS AM Al

HALSHO| EAIEILICH OIS ME CHR 2 = 51242 Details 8 A=45t1 Copy to File(TH 0l ZAL...)



Certificate 7| I

s
| =-1 Certificate Information

This certificate is intended for the following purpose(s):

+Ensures the identity of a remote computer
*Proves vour identity ko a remote cormpuker
* Allows secure communication on the Internet

Issued to: CUCMI0

Issued by: A

Yalid From 5/23/2015 bto 5/23/2016

Issuer Statement

4
HES S&(§fLict 7.
Certificate Export Wizard(2!& A LHE LY 7| OtAb) Foll A Base-64 2132 X.509(.CER) EtC|2 H
£ =g




@3 Certification Authority (Local) | Request I | Requester Name | Binary Certificate | Certificate Template | Serial Mumber | Cettificate Effective Date | Certificate Expira

E"@ CA = CTRCO-FRIPZINL. . - FFCTH CERTLL., 197ad7e0000,,,  5f14/2015 9:51 AM S/14/2016 10:01
. GeneraICertiFication Path I Export File Format
Certificates can be exported in & wariety of File Formats.
Show: |<AII:> j
Field | Yalue | = Select the Format you want to use:
E Version W3
[l serial number 3a 73 F1 b 00 00 00 00 00 OF £ _DER encoded binary 1,509 (. CER
ESignature algorithm shalRSA M F i
Elssuer CA, CA e : . N
E\ialid Eram Saturday, May 23, 2015 10:0... " Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7E)
E\ialid ko Mondary, May 23, 2016 10:15:... I™ Include allicertificates in the certification path i possible
ESUbiECt CUCM1A, cisco, cisca, Csco, d.. " Bersonal Information Exchange - PKES #12 (PR
[Elrublic key RS# (1024 Bits) =l

I™ Include allicertificates in the certification path i possible

I™ Enable strong protection (requires IE 5.0, MT 4.0 584 ar shove)

™ Delete the private key if the export is successful

< Back I Mext = I Cancel

Edit Propetties., ., | I Copy ko File, .. I

(0]:4 |
8. Ilelo| ol & ™&stAH XIHELICE O] oo A= CUCM1052.cer EAIE AL ELICH

File to Export
Specify the name of the file wou wank to export

File name:
C:\Documents and Settingsi administratorDeskroplCUCM1052, ced Browse, .,

. CuU
CM9.1(2)2] A St HAE T EILICHse. cadn 22 eisnm inguc.IF 7|# #E Ut &
E CAE CI2EC3l2{HH1. CAOIO|22 0IRA QEZ HECE 251 44 SAMe S22
Ch.2. Qi TABUIM QIEM E7|§ EF2IELICES. QIS HollM 4MU Big F=2I8LICH4. o
of SAL..E F2ELCH



{& Certification Authority

File  Action Wiew Help
e ->|T||@| =

:I Chll
Al Tasks 3 2 Certificate Managers Bestictions I Auditing | Security PR CertiFication Path I
icw 5 Palicy Module | E =it Module I Extensions | Storage 3 .
i e o . Show: |<P.II> j
Lo Refresh r— Certification autharity [Ca)
Expart List, .. Mame: Ciy Field | value "
LA certificates: E\fersion V3
Cettificats HO ESerial number 175b9c3ecfSase9f 44 70 ...
=il s B Esignature algorithm shalR5A
EIssuer A, CA |
E\falid from Thursday, May 14, 2015 9:39:,..
1. Right Click on CA Evald ta Thursday, May 14, 2020 %:48:...
and click on Elsubject CA, CA
. [Elrublic key RSA (1024 Bits) =l
Properties
2. In General TAB
click on View I Yiew Certificate I
Certificate S
. r— Cryptographic settings
3.In certificate CSF: Microgoft Enhanced Croptographic Provider 1.0
window click on — "y
. azh algorith: P
Details Tab 4
4.Click on Copy to Edit Properties. .. | Copy toFile...
File.
ok | caneal | s |

B6EH. CA RE Q1B ME CaIIMan-ager exxss2zcCA R E QISMHE YR E352{H OS Admin > Security >
Certificate Management > Upload Certificate/Certificate Chain(OS # 2|l > Eot > QIZ M #E| >
QIS M/RIE M #Ql Y2 E)of| 22T LICt

Upload Certificate /Certificate chain

EEI Upload File ﬂ Close

—Status

® Status: Ready

—Upload Certificate/ Certificate chain

Certificate Name* CallManager-trust h

Description

—| Upload File | | Close |

.’EI'_ECUCM(CUCM 91(2) 'il CUCM 105(2)0"A'| EI‘% EI'}“E #gﬁL—lcl‘JFjﬂl. CA K CallManager CSR 21&
M& CalManager 2154z w=ctic CA AH CallManager CSRE Y2 E5t2{H 0OS Admin(0S #2|A}H >
Security(2.2t) > Certificate Management(2!& A1 £ 2]) > Upload Certificate/Certificate Chain(2!5
MIRIEM Aol P2 E)ofl 2l ct



Upload Certificate/Certificate chain

E% Upload File g Close

—Status
® Status: Ready

—Upload Certificate/ Certificate chain

Certificate Name* CallManager -
Description Self-signed certificate
Upload File CUCM3.cer

—| Upload File | | Close |

£ 1:CUCM(CUCM 9.1(2) & CUCM 10.5(2)0ll A1 CHg EHAHIE BB LICHsen, sp 2wz v zane 4y
CUCM 9.1(2)

SIP Trunk Security Profile(SIP EF 3 EoF Z21}2l)& M4 5l2{H System(A|AH]) > Security(2
©h) > SIP Trunk Security Profile(SIP EZ 3 H9oF Z2 1 ))2 o|S&LC7|EQ| HIE S SIP EY
3 Z2EL M M o|FE XI™ELICE 0] ddlollMHE Non Secure SIP Trunk Profile(HIE 2+ SIP
Exd3 z212l)o| o|&0| Secure SIP Trunk Profile TLSZ HZAE|A&LICH



SIP Trunk Security Profile Configuration

lB Save x Delete [ Copy %l Reset # Apply Config HI]: Add New

SIP Trunk Security Profile Information

|i Name* Secure SIP Trunk Profile TLS I
Description Secure SIP Trunk Profile authenticated by null String
Device Security Mode Encrypted -
Incoming Transport Type* TLS -
Outgoing Transport Type TLS -

Enable Digest Authentication

Nonce Validity Time (mins)* 600
X.509 Subject Name CUCM10 This Name should be CN of CUCM 10.5(2)
Incoming Port* 5061

"I Enable Application level authorization
e Accept presence subscription
"] Accept out-of-dialog refer**

(] Accept unsolicited notification

] Accept replaces header

I Transmit security status I

] allow charging header
SIP V.150 Qutbound SDP Offer Filtering® Use Default Filter hd

X.509 Subject Name0i| A 0| o|O|X[of] EA|E! CHE CUCM 10.5(2)(CA AME 21& A)2|
CN(Common Name)& A EtLIC}H



— Certificate Settings

Locally Uploaded 23/05/15

File Name CallManager.pem
Certificate Purpose CallManager
Certificate Type certs

Certificate Group product-cm

Description{friendly name) Certificate Signed by CA

—Certificate File Data

[
Version: V3

Serial Number: 398B1DA&00000000000E
SignatureAlgorithm: SHA1withRSA (1.2.840.113549.1.1.5)
Issuer Name: CN=CA, DC=CA
Validity From: Sat May 23 17:50:42 IST 2015
To: Mon May 23 18:00:42 IST 2016
Subject Name:|CN=CUCM10, OU=cisco, O=cisco, L=cisco, ST=cisco, C=IN
Key: RSA (1.2.840.113549.1.1.1)

Key value:
30818902818100bcf093aa206190fe76abel3e3bd3ecd45cc8b2afeee86e8393f568e1c9aalc5fdf3f044eebe
f2d999edBac3592220fef3fodcf2d2e7e939a4b26896152ebb250e407cb65d9e04bf71e8c34563378604 12
5c806405160ac42a7133d7d6e44294226b850810fffd001e5bf2b39829b1fb27f126624e5011f151f0ef07C7
eccb734710203010001

Extensions: 6 present

[

CUCM 10.5(2)System(A|A &) > Security(2 ) > SIP Trunk Security Profile(SIP EE3 EHot T2
I 2 o|SgLICH7|EL| HIE o SIP EHI T2 EHE FSASD M O|F=2 X|™ErL|Ct. o] ofol
ME Non Secure SIP Trunk Profile(H|/ 2.2t SIP EEH 3 Z 21} 21)9| O|& 0| Secure SIP Trunk
Profile TLSE HAE|AR&LICH




SIP Trunk Security Profile Configuration

IB Save x Delete [ Copy %l Reset  Apply Config cﬂ; Add New

SIP Trunk Security Profile Information

Name* Secure SIP Trunk Profile TLS I
Description Secure SIP Trunk Profile authenticated by null String
Device Security Mode Encrypted v
Incoming Transport Type* TLS -
Outgoing Transport Type TLS -
| Enable Digest Authentication

Nonce Validity Time (mins)™* 600

X.509 Subject Name CUCMA This Name should be CN of CUCM 9.1(2)
Incoming Port® 5061

] Accept reglaces header

"] Enable Application level authorization
(] Accept presence subscription
" Accept out-of-dialog refer**

(] Accept unsolicited notification

Transmit security status I

1 Allow charging header

SIP W.150 Outbound SDP Offer Filten'ng"t Use Default Filter hd

X.509 Subject Name(X.509 & O|&0{A{ CUCM 9.1(2)(CA ME 2l&M)2| CN& ZZE EAIFfL

ct



File Name CallManager.pem
Certificate Name CallManager

Certificate Type certs

Certificate Group product-cm

Description Certificate Signed by CA

-Certificate File Data

[

Version: V3
Serial Number: 120325222815121423728642
SignatureAlgorthm: SHAlwithRSA (1.2.840.113549.1.1.5)
Issuer Name: CN=CA, DC=CA
Validity From: Thu May 14 09:51:09 IST 2015
To: Sat May 14 10:01:09 IST 2016
Subject Name:|CN:CuCHA, OlU=disco, O=cisco, L=cisco, ST=csco, C=IN
Key: RSA (1.2.840.113549.1.1.1)

Key value:
30818902818100916c34c9700ebed4fc463671926fa29d5c98896df 27 5T 305Ff80ee0c7edbfée90eT4cdScd44bSb26]
be0207bf5446944aef901eeSc3daefdb2cf4cbeB70fbeceldaSce78bc1629702b2F2bbb8e45deB8 3579414 1ee5c53d
ab8a7afS149194cce07b7ddcl01lcede8eddad 7 fd01cce 1 3fe3f1 250203010001

Extensions: & present

[
Extension: ExtkeylUsageSyntax (0ID.2.5.29.37)

Critical: false
Usage oids: 1.3.6.1.5.5.7.3.1, 1.3.6.1.5.5.7.3.2, 1.3.6.1.5.5.7.3.5,

£ SIP Trunk Security Profiles(SIP EH3 Hot T2 0ll)= 5 £4l TE 50618 A& etL|CH of
ZE 50612 Z FHAE{7I M2 QHIRE SIPTLS 2 &2 4 C7|8L|C}.opn. sipeza wxH OF
LT2LO| MYE ¥ sip ETIE BHED SIP EZ I 0iA of2l 7+ of7fed& HAEILIC.CUCM
9.1(2)

1. SIP Trunk Configuration(SIP EE 3 Z1I|22{0|M) & oflA x| |o|M o7+ SRTP

Allowed(SRTP 5{8) &Qlgte MEgtLct,

olzA &H ol EEHIE S S0l AH8E& RTP(Real-time Transport Protocol)7} 2.3 E|LICt.SIP
TLSE M85t d<olgt o] &elghs MEf3l ok grL|Ct. SRTP(Secure Real-time Transport
Protocol)2| 717} SIP HIA|X| BE20M BEtE|7| 2 elLICtSIP &% XMElE TLSE S5l 22 Elo]
of ghLict O X| fo™ HIE QO SIP &l %E[7} = RE MEXIII EHIE Sl siE SRTP
AERIE HEE = JAagLct




g 5= XDele‘he %F{E&t G Add New

rStatus

@ Status: Ready
rDevice Information

Product: SIP Trunk

Device Protocol: SIE

Trunk Service Type Mone{Default)

Device Name® CcucM10

Description

Device Pool*® Default hd
Commen Device Configuration < Mone = -
Call Classification® Use System Default -
Media Resource Group List < Mone = dl
Location™® Hub_Meone -
AAR Group < Mone » hd
Tunneled Protocal® None A
QSIG Variant® Mo Changes -
ASN.1 ROSE OID Encoding® Mo Changes -
Packet Capture Mode® Mane hd
Packet Capture Duration o

D Media Termination Paint Required
Retry Video Call as sudio

Path Replacement Support
DTransmit UTF-8 far Calling Party Mame

Transmit UTF-8 Mames in Q5IG APDU

SRTP Allowed - When this flag is checked, Enc
Consider Traffic on This Trunk Secure

ted TLS needs to be configured in the network to provide end to end security, Failure to do so will B(EOSE kexs and other information, I

When using both sRTP and TLS -

Route Class Signaling Enabled ® Default hd

2. SIP Trunk Configuration(SIP E& 3 Z1|a8|0|M) & 9| SIP Information(SIP &) AlMoi| M
Destination Address(CH#& F4), Destination Port(CH& ZE) %! SIP Trunk Security
Profile(SIP EZE3 EoF X 21l & F71ghLct.

-SIP Information

Destination

["] pestination Address is an SRV

Destination Address Destination Address IPv6 Destination Port
1* 10.106.95.200 5061
MTP Preferred Originating Codec* 71lulaw hd
BLF Presence Group™ Standard Presence group [~]
ISIP Trunk Security Profile* Secure SIP Trunk Profile TLS A I
Rerouting Calling Search Space < None > -
Out-Of-Dialog Refer Calling Search Space < None > hd
SUBSCRIBE Calling Search Space < Nope > hd
SIP Profile* standard SIP Profile -
DTMF Signaling Method * No Preference -

CUCM 10.5(2)

1. SIP Trunk Configuration(SIP E& 3 Z41|18|0|A) ol A ZHu|a 2|0l o7+ SRTP
Allowed(SRTP 31&) grelgtsS HEjghL|ct.
O|E7 5™ SRTP& Ol EZIE S8t S3toll ASE = JU&LICESIP TLSE AH&35t= A<oltt
o| &Qolgrg MEs|{of ELICE. SRTPE 717} SIP HIAIX| E20M mEt=|7| M2 LCH HIE o SIP
AUE XEIE ABSE ZE MEBAIVI EHIE S8l siY Secure RTP AERIE SISE += e
B SIP AE ®Ele TLSE S3l 23 =|o{ok gLct



lgd s2ve I ek Ry Reset o Add New

SIP Trunk Status
Service Status: Unknown - OPTIONS Ping not enabled
Duration: Unknown

rDevice Information
Praoduct: SIP Trunk
Device Protocol: SIP
Trunk Service Type MNone{Default)
Device Name® CUCMA

Description

Device Pool® HQ

-
Common Device Configuration < Mone » hd
Call Classification® Use System Default hd
Media Reseurce Group List < Mone = -
Location® Hub_MNone -
AAR Group < Mone * ha
Tunneled Protocol ® Mone il
QSIE Wariant™® Mo Changes -
ASM.1 ROSE OID Encoding® Mo Changes -
Packet Capture Mode® Mane -
Packet Capture Duration o

l:‘ Media Terminatien Point Required
Retry Video Call as Audio
Path Replacement Support
DTransmit UTF-8 for Calling Party Name
Transmit UTF-8 Names in Q51G APDU

L Lioaanico 2o

SRTP Allowed - When this flag is checked, Encrypted TLS needs to be canfigured in the netwark to provide end to end security, Failure to do 50 will expose keys and ather infarmatian,

ConsiaErTra#c on Tl'lis Trunk Secure™ when using both sRTP and TLS b

2. SIP Trunk Configuration(SIP EE 3 71|84 0]|M) & 2| SIP Information(SIP &) 4|0l
Destination IP Address(CH4 IP 4 ), Destination Port(C & Z E) & Security Profile(®2.2F
Emal)g FIHEch

-SIP Information

Destination

|| Destination Address is an SRV

Destination Address Destination Address IPve Destination Port
1* 10.106.95.203 5061
MTP Preferred Originating Codec* 71lulaw M
BLF Presence Group* Standard Presence group hd
SIP Trunk Security Profile* Secure SIP Trunk Profile TLS v
Rerouting Calling Search Space < MNone > -
Out-Of-Dialog Refer Calling Search Space < None > -
SUBSCRIBE Calling Search Space < None > -
ISIP Profile*® Standard SIP Profile - I{\ew Details
DTMF Signaling Method* No Preference hd

108, 22 nel gy b ZHEREE L2 SIP EEIE 2 JtE7Ie 4 22{4E0| S g 443t
£ AL Z2 38 Y 42 S8 A8E + U&LICL.CUCM 9.1(2)2 TLS SIP EEA & 33l
CUCM 10.5(2)0l Route Pattern 9898& 7}2|ZL|Ct

| Trunks (1-1of1) Rows per Page 50 ~

Find Trunks where Device Name ¥ begins with ~ Find || Clear Filter | ! -']-_ l =
Select item or enter search text «

Name * Description Calling Search Space Device Pool Route Pattern Partition Route Group Priority Trunk Type SIP Trunk Security Profile

& CUCMI0 Default 9898 SIP Trunk Secure SIP Trunk Profile TLS

[ add New || select al |[ clear all |[ Delete Selected || Reset Selected |

CUCM 10.5(2)= TLS SIP EEZ3 & &3l CUCM 9.1(2)0i| CiEt Route Pattern 10188 7+ 2|ZILIC}




Trunks (I-1o0f1) Rows per Page 50 ~

Find Trunks where Device Name ~ begins with ~ | | Find | clear Filter ) (i) o=
Select item or enter search text ~

Calling Search Device Route Route Trunk SIP Trunk
-
Name Description Sriaca ] e Partition Broun Prionity i SIP Trunk Status e SIP Trunk Security Profile
& HQ sip unknown - OPTIONS Ping not
Trunk enabled

| Add New | | Select All || clear all || Delete Selected | [ Reset Selected |

CtS 2 IR LT} a4xq o] 7420l st AL 7hs 8 2ol matot e B A Sl
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9.1(2) CUCM 10.5(2) Zt2| 4742 =215t 2{™ CUCM AHOIA mZ! Z%{E &5t SIP TLS

E2|T2 &QILICLSIP TLS ESfT2 sip-tis2 EAIE TCP ZE 506101 M M&ELICHEHS of
ol A& CUCM 9.1(2)0ll & E SSH CLI AlMo| dgLcH. 3ol CcLI THS! Z4%{0| CLIE SIP TLS

Ei=o cigt E=& steiof lMErLct

admin:utils network capture host ip 10.106.95.200

Executing command with options:

interface=eth0

ip=10.106.95.200

19:04:13.410944 IP CUCMA.42387 > 10.106.95.200.8ip-tls: P 790302485:790303631(1146) ack

3661485150 win 182 <nop,nop,timestamp 2864697196 5629758>

19:04:13.450507 IP 10.106.95.200.sip-tls > CUCMA.42387: . ack 1146 win 249 <nop,nop,timestamp

6072188 2864697196>

19:04:13.465388 IP 10.106.95.200.s8ip-tls > CUCMA.42387: P 1:427(426) ack 1146 win 249

<nop,nop, timestamp 6072201 2864697196>

2. I}Qlof| CHE CLI ZIXO| CLI=E BAEE 7IHISE T2 X E £Hstn = olF o mielg A

Agrct.

admin:utils network capture eth0 file packets count 100000 size all host ip 10.106.95.200

CUCM 9.1(2)0llM SIP EZ 38 CtA| A|EHstT LA 12 1018(CUCM 9.1(2)0lIA] LM H=

9898(CUCM 10.5(2) 2 T&t A7|CLIoAM Il Ct2EE35tc{H Cfg BEE Al ELIC

admin:file get activelog platform/cli/packets.cap

W= BEE .cap SA o2 +HELICE 0| ool M= Wireshark® AM& 35104 packets.cap Il &l &

X2t I R BEA| EFE A E = UGLICH

Source Destination Protocol Length
18:46:11.313121 10.106.95.203 10.106.95.200 e 7433135 > sip-tls [SYN] Seq=( Win=5840 Len=0 MSS=1460 SACK_PERM=1
18:46:11.313230 10.106.95.200 10.106.95.203 TP 745ip-tls > 33135 [SYN, ACK] lSeq=0 Ack=1 Win=14480 Len=0 M55=1460
18:46:11.313706 10.106.95.203 10.106.95. 200 TCP 66 33135 > sip-tls [ACK] Seq=1l Ack=1 Win=5888 Len=0 TSval=15676167:
18:46:11.333114 10.106.95.203 10.106.95.200 TLSVL 124
18:46:11.333168 10.106.95. 200 10.106.95.203 TCP 66 sip-tls > 33135 [ACK] Seq=l Ack=59 Win=14592 Len=0 TSval=988679
18:46:11.429700 10.106.95.200 10.106.95.203 TLSVL 1514 Ferver Hello
18:46:11.429872 10.106.95.200 10.106.95.203 TLSVL 260ertificate, Certificate Request, Server Hello Done
18:46:11.430111 10.106.95.203 10.106.95. 200 TCP = Tsval=1567¢€
18:46:11.430454 10.106.95.203 10.106.95. 200 TCP 66 33135 > sip-tls [ACK] Seq=59 Ack=1643 win=11648 Len=0 Tsval=1567
18:46:11.450926 10.106.95.203 10.106.95.200 TCP 1514 [TCP segment of a reassemb'led PDU]
18:46:11.450969 10.106.95.200 10.106.95.203 TCP Bb = 43 A
18:46:11.451030 10.106.95.203 10.106.95.200 TLSV1 507
18:46:11.451081 10.106.95. 200 10.106.95.203 TCP 66 _510- K
18:46:11.461558 10.106.95.200 10.106.95.203 TLSVL 1200fNew Sessmn T1cket Change C1pher Spec meshed
18:46:11.463062 10.106.95.203 10.106.95. 200 TLSv1 1161 Application Data
18:46:11.502380 10.106.95.200 10.106.95. 203 TCP 66 sip-tls > 33135 =2777 Ack=3043 win=23168 Len=0 Tsval=9¢
18:46:11.784432 10.106.95.200 10.106.95.203 TLSVL 440fapplication Data
18:46:11.824821 10.106.95.203 10.106.95. 200 TCP 66133135 > sip-tls [ACK] Seqa3043 Ack=3151 Win=17536 Len=0 Tsval=1:
18:46:12.187974 10.106.95.200 10.106.95.203 TLSV1 1024pplication Data
18:46:12.188452 10.106.95.203 10.106.95.200 TCP 66133135 > sip-tls [ACK] SeqsB043 Ack=4109 Win=20352 Len=0 Tsval=1:
18:46:15. 288860 10.106.95. 200 10.106.95. 203 TLSV1 1466pplication Data
18:46:15.289237 10.106.95.203 10.106.95. 200 TCP 66133135 > sip-tls [ACK] Seq9B3043 Ack=5509 Win=23296 Len=0 TSval=1:t
18:46:15.402901 10.106.95.203 10.106.95. 200 TLSV1 770lpplication Data

1. TCP(Transmission Control Protocol) Synchronize(SYN)= CUCM 9.1(2)(Z2O0|HE) 1
CUCM 10.5(2)(AHH) 7t2e] TCP & 418 A& gLt
2. CUCM 9.1(2)2 Client HelloE® &304 TLS MM A|ZtErLICEH
3. CUCM 10.5(2)= Server Hello, Server Certificate %! Certificate RequestE 2L 1EAM n#
Z2MAE AIEFELCH
4, E2l0|¢E CUCM 9.1(2)0| QIEA et 2 37| {8l HEstE QUSA.
5. 23 SIP A& 2| o ZF2|FH 0|M H|0|E{= TLS Al 0| ’é’éil%i%% Hoi{ELc}.
SHIE CIE M7 BEEIREKX| F7} & QlServer Hello 0% A{HH CUCM 10.5(2)&= &2I0|21E
CUCM 9.1(2)0ll RIS MHE HSELICH



Mo. ~ Time Source Destination Protocol Length Info

4 2015-05-23 18:46:11.333114 10.106.95.203 10.106.95.200 TLSvL 124 Client Hello

5 2015-05-23 18:46:11.333168 10.106. 95 200 10. 106 95 203 TCP 66 sip-tls > 33135 [ACK] Seg=1 Ack=59 Win=14592 Len=0 TSval=988679
6 2015-05-23 18:46:11.429700 i 292, i 95, TLSvl 4 110

7 2015-05-23 18:46:11.429872 TLSVL

8 2015-05-23 18:46:11.430111 - =43, C .95, TCP TSval=1567¢

b

secure Sockets Layer
v T Ver: T protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 1560
Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 1556
Certificates Length: 1553
= Cert1f1cates (1553 bytes)
wgth: 902
Certificate (id-at-commonName=CUCML0,id-at-organizationalunitName=cisco,id-at-organizationNname=cisco,id-at-localityName=cisco,id-at-stateorProvincen
5 signedCertificate
version: v3 (2)
serialNumber : 0x398b1da&00000000000e
4 signature (shawithRSAEncryption)
= issuer: rdnSequence (0)
2 validity
» subject: rdnSequence (0)
# subjectPublicKeyInfo
2 extensions: 6 1tems
GYEE TG T T RrrURTTANT

AH CUCM 10. 5(2)01| U el HE 5 K= HE = 20| E CUCM 9.1(2)0l EA|EL|Ct &
HE FH|, AZA U RE UXE 2F 0S #iel 215 #e| Ho|x[e] HE ot H|m ELCh AH
CUCM 10.5(2)E sras 5l K& 1B MHE NS 5HH, O|Al| F20|HE CUCM 9.1(2)2] RIS M E
EQIgrLICt gl FuEo = S™-ELC

Filter: t| Expression... Clea Apply Save test
Source Destination ﬁDHKDI Length Infa
L0 490.11.43U4)4 AU, LU0.¥). LUD AU, LU0, Y. Luw © 33130 > SIP-LI> LALR] DEU=2Y ALK=1042 WINSLL040 LEMNSU 1DVAISLI0/ 0L0044 | DECI=Y
18:46:11. 450026 10.106.95.203 10.106.95. 200 TCP 1514 [TCP segment of a reassemb]ed PDU]
18:46:11. 450969 10.106.95. 200 10.106.95.203 TcP
18:46:11.451030 10.106. 95 203 10.106. 95 200 TLSVL
.95, 95, TCP

18:46:11. 451081

| Secure Sockets Layer ! ' i i ' ’
= : hake Protocol: Certificate

Content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 1559
= Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 1555
Certificates Length: 1552
Cert1f1cates (1552 bytes)
ath: 901
Certificate (id-at-commonName=CUCMA,id-at-organizationalUnitName=cisco,id-at-organizationName=cisco,id-at-localityName=cisco,id-at-state0OrProvinceNa
signedCertificate
version: v3 (2)

serialNumber : 0x197ad7e9000000000002
signature (shawithRSAEncryption)

% issuer: rdnSequence (0)

@ validity

@ subject: rdnSequence (0)

# subjectPublickeyInfo

& exten510ns 6 1tems

IIH7' b4 bl °|§k|9|- oS E‘EI ﬁl Ho|x[2] I&E M7} FXISHR| o™ SHIE 2IEMII HEEE]
x| gtgyLich 2HHE @1F M8 OS Admin Cert B O|X[o] 12 =30k & LICHcucm 251 +aCUCM F5
2 CUCM 9.1(2)Z CUCM 10.5(2) M Ztoll metz|= HA|X|9 SSL Ml4d0] McH2 M ERE=X|
o2& ol ol =80| 8 == d&Lct. o] ooAHE cuCM 9.1(2)2l FH 0| =& E[AR&L
Ct =2 28:144 1018 > CUCM 9.1(2) > SIP TLS TRUNK > CUCM 10.5(2) > L4 9898++ =X}

=
B4

04530161.009 |19:59:21.185 |AppInfo |Digit analysis: match(pi="2", fgcn="1018",
cn="1018",plv="5", pss="", TodFilteredPss="", dd="9898",dac="0")

04530161.010 |19:59:21.185 |AppInfo |Digit analysis: analysis results

04530161.011 |19:59:21.185 |AppInfo ||PretransformCallingPartyNumber=1018

| CallingPartyNumber=1018

|pialingPartition=

|pialingPattern=9898

| FullyQualifiedCalledPartyNumber=9898

++ S|P TLSE Ol §8}of Cial X E 506100 AFR &l Ql&Lch

04530191.034 |19:59:21.189 |AppInfo |//SIP/SIPHandler/ccbId=0/scbId=0/SIP_PROCESS_ ENQUEUE:
createConnMsg tls_security=3

04530204.002 |19:59:21.224 |AppInfo
|//SIP/Stack/Transport/Oxo/sipConnectionManagerProcessConnCreated: gConnTab=0xb444c150,
addr=10.106.95.200, port=5061, connid=12, transport=TLS Over TCP

04530208.001 |19:59:21.224 |AppInfo |SIPTcp - wait_SdlSPISignal: Outgoing SIP TCP message to
10.106.95.200 on port 5061 index 12



[131,NET]

INVITE sip:9898@10.106.95.200:5061 SIP/2.0

Via: SIP/2.0/TLS 10.106.95.203:5061;branch=z9hG4bK144f49a43a

From: <s8ip:1018@10.106.95.203>;tag=34~4bd244e4-0988-4929-93£2-2824063695£5-19024196
To: <s8ip:9898@10.106.95.200>

Call-ID: 94fffc00-57415541-7-cb5£6a0a@10.106.95.203

User-Agent: Cisco-CUCM9.1

++ SDL(Signal Distribution Layer) HIA|X| SIPCertificateind= F&| CN & HZ HEof CiEr M5

HEE AMSgrLc.
04530218.000 |19:59:21.323 |sdlSig |SIPCertificateInd |wait

| sIPHandler(1,100,72,1) | sTPTCP (1,100,64,1)
[1,100,17,11.34%4% | [T:N-H:0,N:1,L:0,V:0,%:0,D:0] connIdx= 12 --

remoteIP=10.106.95.200 --remotePort = 5061 --X509SubjectName
/C=IN/ST=cisco/L=cisco/O=cisco/OU=cisco/CN=CUCM10 --Cipher AES128-SHA --SubjectAltname =
04530219.000 |19:59:21.324 |sdlsig | STPCertificateInd

| restart0 | sIPD(1,100,74,16)

|SIPHand1er(1,100,72,1) |1,100,17,11.3**** |[R:N-
H:0,N:0,L:0,V:0,Z:0,D:0] connIdx= 12 --remoteIP=10.106.95.200 --remotePort = 5061 --
X509SubjectName /C=IN/ST=cisco/L=cisco/0O=cisco/0OU=cisco/CN=CUCM10 --Cipher AES128-SHA --
SubjectAltname =
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