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- Cisco CUCM(Unified Communications Manager)
- Cisco Unified IM and Presence

- Cisco Unified Unity Connection

- CUIS

. Cisco &4

- Cisco UCCX(Unified Contact Center Express)
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imported for

Show + Seftings = Security = Software Upgrades = Services + Help =

Certificate List

L?LJ_-. Generate New Eliﬂ Upload Certificate/Certificate chain Lﬂ\}.’ Download CTL L['h]:‘ Generate CSR

-

] @ Generate Certificate Signing Request - Mozilla Firefox l =T |i:?—]

m https:/10.66.90.50:8443/ cmplatform/ certificateGenerateMewCsr.do

Generate Certificate Signing Request
[_QJ__. Generate CSR m Close

—Status

!3 Warning: Generating a new CSR will overwrite the existing CSR

—Generate Certificate Signing Request

Certificate Name™ tomcat -

—| Generate C5R | | Close

® *_ indicates required item.
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Microsoft Active Directory Certificate Semvices -- sophia-WIN-3318JC3LM2A-CA,

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC(

Saved Request:

Ick/J2kTReiStjvd888F1ffqlgd4BgsIKhATrHIZn -
Base-b4-encoded 9U=sTzI75Ik=siJBRuHkcnUQCoMpmwlWipEva3MsSik
certificate request eUVUS9Bzc45zbcfagfocfkI/1/87BGec453/ 29880

(CMC or EALYmMNEFtnS5b8I3CIJuh368WYRMFQPAYSTAISyyLE

PRCS#10or  ———— END CERTIFICATE REQUEST-———- ]
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Certificate Template:

Web Server -

Additional Attributes:

Attributes:
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| @ Upload Certificate/Certificate chain - Mozilla Firefox | B 3

i https://10.66.90.50:8443/ cmplatform/certificatelpload.do

Upload Certificate/ Certificate chain

| 5
* Upload File E} Close
U B

- Status

@ Error reading the certificate

—Upload Certificate/Certificate chain

Certificate Name* tomcat hi
Description Self-signed certificate
Upload File | Erowse_ | Mo file selected.

—| Upload File | | Close |

| @ *_ indicates required item.
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» Tomcat_priv_csr.pem
» tomcat_priv_csr.der

’ tomcat. csr
tomcat_priv.der
tomcat_priv. pem
tomcat- trt:t.p"SSpPr=SE
tomcat. passphras
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What to Check

' Check if a Certificate and a Private Key match
2 Check if a CSR and a Certificate match

Enter your Certificate:
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=====END CERTIFICATE=====

Enter your CSR:

====-BEJIN CERTIFICATE REQOFEST--—--
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@ The certificate and CSR match!

ﬁ'cemﬁcate Modulus Hash:
cd7Bedicb2abezfaz03a3f283499aa5c
@CSR Modulus Hash:

cd7Bedleblabe2fa203e3f2e3499eesC
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cartificata:
Data:
Versiom: 3 ([0x2)
Serial Number:
TH:38:79:ed:00:00: 00:00:00: 35
Signature Algorithm: shalWithRSAEncryption

Issver:
Eesmman s = sophia-WIN-28138JC3LMIA-CR
dempinComponant = saphia
domainComponent = la

Validity

Hot Bafore: Jan 4 05:02:45 2015 GMT
Her After : Jan 3 05:02:45 ZOLT GMT

Subjecst:
commonlame = CURCHMPUB0L .abc.com
organizationallnitiame = CUCM
organizatloniame = Cimoo
localityName = THO
statedzProvincala=e = HIW
countryHams = AL}

Subjest Public Feay Ianfo:
Public Eey Algorithm: rsaFncoryption
Public=Key: (2048 bitc)
Y LR ETE
] QD :Be:da: El:boiad Ll 0d:i 07 1bal T2 41l:8d:47;
d9:30:57:5a:64:88:c9:72:b3:2a:1d: Ea:23:00:25;
FBidd:idciesi 920G Edrad:BE: 2bi2biBb:nT: 38:5k;:
fErodrler 32059029431 bor 3brb3rf3r e 55t ac:
cErddr 8028 ldreB s Terbd B8 S b2 10l dddar
S5l:66:9b26calrebzeV el af 0234032 00222
cl:Ze:fFiamiaaiccsBerddicPidT: 639 0b: 5053
chi:aZ:fa:bi:Ta:lT:9c ez i 46 60:89:c6:£2:91:25:
BE:fe:lb: 3 92: 3T 4:30: 77 iz 0B:23:15:d49:63:
Sbr18:52re2:3drdd 0284 T e bSO rdlroB 40,
et 480 5T 08 el Sded3 o3 rafiad s Sdr 44 la Sy
gl 16 0a: 1T aa 0B 1E:1T 6B 683 ¥ 53
1S5:e3:c0: 3E:9E:da:al8:29:96:5b:8c:29: 9E:de el
ok ;4G dD:ib0: £B: TS5 4%: 9e: b6 Fe:a5:6T:09:71
10:ad:al; 9% :18:b2:59aceciaBicTifasdbiad; 18:dd
b dS: F TR TS 30 9T 2l lb a8 S 1223
;1=§i=-h=01:5-Ld3=1!=33=ib:1==!2=21=ﬂ3=12522
w:dd
Exponent: 65537 (0x10001)
X509%3 extenslions:
X509+3 Extended FRey Usage:
TLS Wek Server Authenticaticon
#E205%¢3 Fey Vaage: =ritical
Digital Signacuze, Rey Enciphezment
X509+3 Subject Alternative Name:
DA CUCHMPUROL . abo.com, DME:10.86E6.90.50
X50993 Bubject Key Identifier:

X509%¢3 hutheority Fey Identifiex:
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Subject;
serialRasber = 96bad152 31 fdclecaafhisdmaabacl ensl
COmmOaE = CLCHPLER L. abc. com
argandzationa linithiase = LUCH
argandiat ionlans = Ciige
localitynese = Tag
statedrProvincelame = H5H
countryfiase = A

Subject Public Koy Info:
Public Wey algorithe: rsafncrypticn
Public-Key: (2048 bit)
Madialus:

LR E TR SIS PR LT -E -5 PR R e R P B
A Bl ST Sac BB b3 2asld: Far 2B 0w 252
Sz 5d: deeSc92a0c: i od o BF 20 2bi Bboe T MBI 9h:
ferod: 1e 32 RS9 29143 thor b3 fAr6e 551801
2B 08 6 IdneBr T 1 Od 38 g5ab2: LB e dd s dey
$1:66:Sh Be oz ehiaR 10l 02 B 0T 3D e 122
edzdeifivaeanzocBe dd e dT 0N 0F reb e 9N
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efrfor16:3f 92371148130 771461081 23119184163
Shr1B: 52 a2 ddsad 02 Sd:F T ccel 1 bO AR e B 4B
ez al ST 0bed: 5d b o3 abad Dl dd  1e: Bb:
G2l cS 100 1T a0 08 10 1700 68 JacbF 90
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w8 de v bR TB 7544 1 e bl Be 1 a5 6T @S T
18:a3:0l 0 bl 0a e ia@aT i niabad s 18 dd:
wbzdb FF o AE TR Be 0 2 el 1 ol e S 00020
alicaieb @7 Sead N8 38 8b: e F2: 21 dB 02 22
Se12d

Expeasmenit: 65537 (Gm1BBE1)

Attributes:

Eequested Extenzions:
X589v3 Extended Key Usage:

TLS Web Server Authentication, TLS wWeb Client Authenticatd

XS89 Key Usage:

Digital Signature, Key Encipherment, Data Enciphersent, Ke

45093 Sebject alternative Hame;
DS D CUPPUBEL . aber . Do, IDHS 11866 . 58, 58

Rt After @ Jam § @5:00:45 01T GHT

Subject:
commoniane = CUMPUBBL . ok . Com
erganizaticnalinitiiase = CLH
erganisatlenhme = Ciiga
localityiame - Tal
statedrProvinceiose = NS
L4271 - AU

rylase
Subject Public Key Isfa:

Public Key Algerithe; rsafncryption
Public-key: (2048 bit)
Modulus:

B0 Bez ez T1:h5: 62 1560 BT 1beaf s 72241 B 47
d9: 3z ST: R Ba B8 aP:T2:hi 2a LEFEEL B
98 8 Boae 020 Fdo ks B 1 2bo 2b Bz e 7 DB 9k
ferodoler321fR159: 2914 31be 1 3brb3 s F306e 155 1a0T
chrddegdr rhrld ed: Tes S BB 1 d5 b2 Ad o5 6d 1 der
PR T § L AR LER RO
edidacfizanancolesde et dPdl o ieh: Se9d:
corad:faba i Ta 1T iR e b6 6O ES 06  F 2191125
Bf rfcz 16 3f 192137 042 30 77 rde 1 BE  2 30 190 1 B3
Shii@=Skeed:3d dq @S 7 o e i bR g0 cB A
corado Pz ET 00 e Sdzabciafrad Rz s e Sbe
B2 ;bR 100 17 om0 16 1708 68: RasbF 90
151300 3F 19f rdaraBs 291961 5Sbr B 290 9f idetebr
efrGosdrdb b f3: 7548 e t G Ge a5 67 1B 7L
10:a3:80:0e: 18 B2 Pac ez eB: cT i Pasdbial: 18: dd:
ebdBFFobE: 00 Be 9T i el efilddd:
alicasebad7 i Seiddaf MEdb Pe i F 2 2B i 22:
Serdd

Exponent: S5537 {Bwl0adl)

A5e%v) extensions:
K53 Ewtended ey Usage:
TLS Web Server Authenticstion
X5bfv3 Key Usage: crivical
bigital Signature, Key Enciphersent
K33 Subject alternatiwve Meme;
S CUCHPLER] . abc . com, DNS:118.66. 99,58
aSEIV3 Subject Key Identifber:
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