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Of &fLCt.

m"‘ m_L )||

=
S =S

O
_|
= o

KRK- UC- 2x2811- 2#crypto key generate rsa general-keys label IOS_CA exportable

SCEP(Simple Certificate Enroliment Protocol)& S35l &t 2E SE0| A& Z|2 2 HTTP MHE &
A §|.%I- Ll |_‘_|.

o2 H .

KRK- UC- 2x2811- 2#ip http server
Ho|E<|olol CA MHE F/d35ted™ CtZ A E =t =35l oF & L|Ct.

1. PKI M O|§& &g LIch o|xof st 7| 41t o|F ol Zotof gfLCt.
KRK- UC- 2x2811- 2( confi g) #crypto pki server IOS_CA
2. CA MHof CHsf 2 E Cl|lo|E{H|o|A& =S MEE IXIE RIHeLIc
KRK- UC- 2x2811- 2( cs-server) #crypto pki server IOS_CA
3. CAYZXt O|§2 FHgfLich
KRK- UC- 2x2811- 2( cs- server ) #issuer-name cn=I0S
4. 2B M MM &2 8t 215 Mol AL & CRL(Certificate Revocation List) HHEZ X|&(CDP)&
X|I’d3t1 Cisco 10S 52| CA MO CHell QIS M MEE 2HE AIS2 2 Foig = U&LICH

KRK- UC- 2x2811- 2( cs-server) #cdp-url http://209.165.201.10/I0S_CA.crl

KRK- UC- 2x2811- 2( cs- server) #grant auto

CA MHE g &Lich

KRK- UC- 2x2811- 2( cs- server) #no shutdown

T+ B7lE 22 HTTP MHE 7121712 URL S22 AF5tod 2t E| @15 Mol T3 CA Q1B A
L =24 ME x|™HE ddst= JLICH

o

KRK- UC- 2x2811- 2( confi g) #crypto pki trustpoint IOS_CA

KRK- UC- 2x2811- 2( ca-trust poi nt ) #revocation-check crl

KRK- UC- 2x2811- 2( ca-trust poi nt ) #rsakeypair IOS_CA

KRK- UC- 2x2811- 2( confi g) #crypto pki trustpoint locall

KRK- UC- 2x2811- 2( ca- t rust poi nt ) #enrollment url http://209.165.201.10:80
KRK- UC- 2x2811- 2( ca- t rust poi nt ) #serial-number none

KRK- UC- 2x2811- 2( ca- t rust poi nt) #£gqdn none

KRK- UC- 2x2811- 2( ca- t rust poi nt ) #ip-address none

KRK- UC- 2x2811- 2( ca- t rust poi nt ) #subject-name cn=KRK-UC-2x2811-2

KRK- UC- 2x2811- 2( ca- t r ust poi nt ) #revocation-check none

ZZ CAUAM MBE EtRE2 QB AE ddstedH AME X|HE Bst SSaliof &Lict

KRK- UC- 2x2811- 2( confi g) #crypto pki authenticate locall
KRK- UC- 2x2811- 2( confi g) #crypto pki enroll locall

O™ ChE 22 CAOM 2tREe| AIBME ddst MBEFLICLE QIS flo 2t B0l AIBAME
LtagrLlct,



KRK- UC- 2x2811- 2#show crypto ca certificates
Certificate
Status: Avail able
Certificate Serial Number (hex): 02
Certificate Usage: Ceneral Purpose
| ssuer:
cn=l CS
Subj ect :
Nanme: KRK-UC-2x2811-2
cn=KRK- UC- 2x2811- 2
CRL Distribution Points:
http://10.48. 46. 251/ 1 OS_CA. crl
Validity Date:
start date: 13:05:01 CET Nov 21 2014
end date: 13:05:01 CET Nov 21 2015
Associ ated Trustpoints: |ocall
St orage: nvram | OS#2. cer

CA Certificate
Status: Avail able
Certificate Serial Number (hex): 01
Certificate Usage: Signature
| ssuer:
cn=I CS
Subj ect :
cn=I CS
Validity Date:
start date: 12:51:12 CET Nov 21 2014
end date: 12:51:12 CET Nov 20 2017
Associ ated Trustpoints: locall | OS_CA
St orage: nvram | OS#1CA. cer

F 712l RIZ M7t LiEx|o{of ErLICHA Hmi= 22 CA0M MHEE 2H2E Q| (KRK-UC-2x2811-2)
RIEMO|1 F Hmi= CA 2B AMLICH

2. CUCM CA M3 IPsec 1B M MM

IPsec E{'2& CUCM2 ipsec.pem QIS ME AISELICL7[2XH2 2 0| QIE e AARI0| EX|E
] RE&Y| M |o] MAIELICHCA ME QB MHZ m|Ste{T A CUCM OS 22| H 0] X|0of| A
IPsecOi| CHEt CSR(Certificate Sign Request)2 4445 0F & LIC}.Cisco Unified OS Administration >
Security > Certificate Management > Generate CSR2 ME{&HLIC}.
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CSRO| MM El 0= CUCMOM CIRZE35+04 GWE| CA0| S5 5ok

crypto pki AtH I0S_CA request pkcs10 terminal base64 B2 2450
2 S5 20{'g0{oF FL|CR0{E QB M7t EA|L|T ipsec.pem LI LE =

Ct.

KRK- UC- 2x2811- 2#crypto pki server IOS_CA request pkcsl0 terminal base64
PKCS10 request in base64 or pem

% Ent er Base64 encoded or PEM fornmatted PKCS10 enrol |l ment request.
% End with a blank line or "quit" on a line by itself.

----- BEA N CERTI FI CATE REQUEST- - - - -

M | DNj CCAh4CAQAWgak x Cz AJBgNVBAYTAI BMMUWDAYDVQQ EwVj aXNj bz EOVAWG
ALUEBXMFY2! zY28xDj AMBgNVBACTBWNpC 2Ny MUWDAYDVQQLEWY] aXNj bz EPMAOG
A1UEAXMEQLVDTUl x MUKWRWYDVQQFEOALN] Y2O0W5M gz NWZnZWQLMDgOY] | 5MTU4
N cwivDBMGE 2Nj |1 Y] dk YWZh NDNVR Qz OANFhNGQX Mz MLZTI | M UzM | Bl j ANBgkg
hki GOWOBAQEFAACCAQBAM | BCKCAQEAKT Hxvcov4vFrK+3+dQShWBs3Sz AYBQLY
0JDBI | c4eDRndr g0V2dkn9UpLUx9OH7V0OCe/ 8wrHg Ywox FZ5a6B5qRRkc 010/ ub2
ul 1QQw+NQBQ ZGdNndneONYY4r 3odF4Ckr t YAJAAPUScelt Wkf i JY5dw Xhv8cVg
gWuxct ESenf MnUf vEMRO3NUON0d7YTEzQzuAadj Ncyc4blu91v QrbOVUNXx ODov
e7/ A QNUWUSLSEr Oal 91 C75x3qdRGBe8Pwnk/ gWbT5B7 pwuwiVXTUB+UFj 6+ vir QM
Rb47dw22y FnSMObvez 181 VExAyFs50 94 / r NFI dUQ t +Nt +Q+f 38wl DAQABoEcw
RQYJKoZI hvcNAQkOMIgwihNj AnBgNVHSUEI DAeBggr BgEFBQC DAQYI KwYBBQUHAW G
CCs GAQUFBWVFVAS GA1 Ud DWQEAW DuDANBgk ghki GOw0BAQUFAACCAQEAQDgARAA
0Az2yqgSs| CAZ2hQA3Vzt p6ad +0PSyM i hGS/ / 3V3t ALEZL2+t 0Y5el KsBea72
si eKj pSi kXj Naj +Si YlaYy4si WWSEKQD3! i 4Quvl 15Bvuni ZXvBi BQUW-SpBLbeNi
xW gr YELr FywQZBeZOdFgnSKNOXI i s Xe60U9GXux 7uwgXwk CXM-/ azut bi ol 4Fgf
qUFO00Gzkht EapJA6c5Rzaxd OuDuKY+4z1eSSsXzFhBTi f k3Rf JA+I 7Nalz (QBI EJ
21 AJdi ZnnOHW/r 5C5eZ7VnQuNdi C/ gn3uUf vNVRZo8i CDg3t Rv7dr / n64j dKsHEM
| k6P8gp9993cIw==

quit

% Granted certificate:

rLICk. Ol 3t
N3 2 $AIS ol
Abstod x{asfioF BL|



M | DXTCCAsagAw BAgl BBTANBgkghki G3w0BAQQFADAOMQWCY YDVQQDEWNI T1Mwv
Hhc NMTUWMT A4 MTT wivIT AwMih ¢ NMTYWMT A4 MTT wivT AWM CBq TEL MAK GAL UEBh MCUEWX
Dj AVBgNVBAgTBW\pc2Nv MAWDAYDVQOHEWV] aXNj bz EOVAWGALUEChMFY2I zY28x
Dj AVMBgNVBAs TBW\pc 2 Nv MQBwDQYDVQQDEWZDVUNNG Ex STBHBgNVBAUTQDU2ZN) Y5
Zj kyODMLZnZI ZDUWODRI M kxNTg2Nz AWMGYwWY] Y20MNi N2RhZnEOM2 Yz ZDIVB YVEO
ZDEz Mz VI Oy NTMaggEi MAOGCSgGSI b3DQEBAQUAA4| BDwAWYgEKAOI BAQCR8f G9
yi /i 8Wyr 7f 51BKFbezdLMBgFDX3QkMA hzh4NGZ2ur RXZ2Sf 1Skt THOAf t XQ67/ z
CYepj G EVnl r oHmpFGRW7 XT+5va6XVALD6dDpClkZ02F2d7QLhj i vehOXgKSulgA
kDg9RIX7WLbF+1 | j | 3D9eG xxWCBXK7FyORI6Z8yFR+8QzbTc1T2eh3t hMTNDO4B
p2MLzJzhvW 3V Cbk5VQLf E4AG 97v86VALRZTct | SvRoj 2ULvnHeplEYF7w CeT+
BZt PkHUNnC7 AxdNTz5QWPr 6WHt AxFvj t 3Dbbl WZI wsu97PXwhUTEDI W k6POCP+s0
Un1RAi 34235D5/ f zAgMBAAG gaowgacwLwYDVROf BCgwJdj AkoCKgl | YeaHROcDov
LzBEwj Q4L) Q2Lj | IMS9JITINF QOEUY3JsMAs GALUd DWQEAW DuDANBgNVHSUEI DAe
Bggr BgEFBQc DAQY! KwYBBQUHAW GCCs GAQUFBWIVFVBSGALUdI wQYMBaAFJ SLP5cn
PL8bI P7VSKLt B6Z1soc OVBOGALUdDgQWBBR4ANRe TSy ELs dRBWAMRTDNAT2qppTAN
Bgkghki GwOBAQQFAAOBgQBuUVJ +t VS0JqP4z9TgEeuMbVWNOOCTKXz/ f Cuh6R/ 50
gq8JhERIG R/ ZHvHRLf +XawhnoE6daPANE+WkI Pt HI | hb MHCbbx GOf f dyai NXRW
5s1 5XycF1FgYGTFBYDOMILgsw+FI YaT2Zr bOGsx8h6pZoesKgnB5RBy | Ui X4nJK

1g::
3 1:Base64 E QAL E QIS Mo LI 2 C|2 YT & Ql5tEd™ openssl x509 -in
certificate.crt -text -noout WX 248t |Ct.

F04El CUCM 2IE A= Ch&1 Zo| CIZEELCH

Certificate:

Dat a&col on;

Version: 3 (0x2)

Serial Nunber: 5 (0x5)

Si gnature Al gorithm nd5W t hRSAEncryption

I ssuer: CN=IGS

Validity

Not Before: Jan 8 12:01:00 2015 GMVIr

Not After : Jan 8 12:01:00 2016 GvVIr

Subj ect: C=PL, ST=cisco, L=cisco, O=cisco, OU=cisco,
CN=CUCMBL/ seri al Nunber =56669f 92835f f ed5084b2915867000f 0b669bb7daf a43f 3d39aa4d1335e9e253
Subj ect Public Key Info:

Public Key Al gorithm rsaEncryption

RSA Public Key: (2048 bit)

Modul us (2048 bit):

00:91:f1:f1: bd:ca: 2f: e2: f1: 66: 2b: ed: fe: 75: 04:
al: 5b: 7b: 37: 4b: 30: 18: 05: 0d: 7d: d0: 90: c1: 88: 87:
38:78: 34: 66: 76: ba: b4: 57: 67: 64: 9f : d5: 29: 2d: 4c:
7d: 38: 7e: d5: d0: e7: bf : f3: 09: 87: a9: 8c: 28: c4: 56:
79: 6b: a0: 79: a9: 14: 64: 70: ed: 74: fe: e6: f 6: ba: 5d:
50: Ob: Of : a7: 43: a4: 22: 64: 67: 4d: 85: d9: de: dO: d6:
18: e2: bd: e8: 74: 5e: 02: 92: bb: 58: 00: 90: 38: 3d: 44:
9c: 7b: 5b: 56: ¢5:f8:89:63:97: 70: fd: 78: 6f: f1: c5:
60: 81: 5c: ae: c5: ch: 44: 49: €9: 9f : 32: 15: 1f : bc: 43:
36:d3:73:54:f6: 7a: 1d: ed: 84: c4: cd: Oc: ee: 01: a7:
63: 35: cc: 9c: el: bd: 6e: f7: 5b: dO: 9b: 93: 95: 50: d5:
f1:38:3a: 2f: 7b: bf : ce: 95: 03: 54: 59: 4d: cb: 48: 4a:
f4:68: 8f:65:0b: be: 71: de: a7:51: 18: 17: bc: 3f: 09:
e4: fe: 05:9b: 4f: 90: 7b: a7: Ob: b0: 31: 74: d4: f 3: e5:
05: 8f : af : ab: be: b4: Oc: 45: be: 3b: 77: 0d: b6: ¢8: 59:
92: 30: e6: ef : 7b: 3d: 7c: 21: 51: 31: 03: 21: 6¢C: e4: e8:
fd:02: 3f: eb: 34:52: 1d: 51: 02: 2d: f 8: db: 7e: 43: e7:
f7:13

Exponent: 65537 (0x10001)

X509v3 ext ensi ons:

X509v3 CRL Distribution Points:



URI : http://10.48.46.251/10S_CA. crl

X509v3 Key Usage:

Digital Signature, Key Encipherment, Data Enci phernent, Key Agreenent
X509v3 Ext ended Key Usage:

TLS Web Server Authentication, TLS Web dient Authentication,

| PSec End System

X509v3 Authority Key ldentifier:

keyi d: 94: 8B: 3F: 97: 27: 3C: BF: 1B: 20: FE: D5: 48: A2: ED: 07: A6: 75: B2: 87: OE

X509v3 Subj ect Key ldentifier:

78:9B: 67:93: 4B: 21: 0B: B1: D4: 41: 5B: 83: 11: 99: B3: 5D: 4F: 6A: A9: A5
Signature Al gorithm mnmd5WthRSAEncryption

6e: 54: 9f : ad: 55: 2d: 09: a8: fe: 33: f5: 38: 04: 7a: e3: 1b: 57: 09:
f4:d0: 24: ca: 5f: 3f: df : Oa: e8: 7a: 47: fe: 74: aa: af : 09: 84: 44:
49: la: 24: 7f : 64: 7b: c7: 44: b7: fe: 5d: ac: 21: 9e: 81: 3a: 75: a3:
c0: 98: 4f: 96: 90: 83: ed: 1c: 82: 21: 6¢: cl: c2:6d: bc: 46: f5:f7:
dd: c9: a8: 8d: 5d: 15: b2: e6: c2: 39: 5f: 27: 05: d4: 58: 18: 1a: 94:
c5: 05: 80: fd: 33: 42: ea: b3: 0f : 85: 21: 86: 93: d9: 9a: db: 38: 6b:
31:f2: 1le: a9: 66: 87: ac: 2a: a9: bc: e5: 10: 72: 21: 48: d7: e2: 72:
4a: d6

3. CUCMO{ A CA, CUCM & 4 GW CA 2I&M 7IM27]

CUCM IPsec @& A{7} 0|0| .pem U2 LHELHFI&LICHCHS CHAHZ 24 GW 215 A 2! CA @l
SMe S T2 HAE FE5H0F B LICH O|Z | 624 X crypto pki export local1 pem
terminal BE S AtE 504 EHO|E0| E A5t B | .pem Tt o| FASHoF & LICH

KRK- UC- 2x2811- 2( confi g) #crypto pki export locall pem terminal

% CA certificate:

----- BEG N CERTI FI CATE- - - - -

M | BOTCCAV6gAW BAgl BATANBgkghki G3w0BAQQFADAOMQWCY YDVQQDEWNI T1Mv
Hhc NMTQxMTT x MTELMTEy Whc NMTc X MTT wiMTELMTEy W AOMQWCg YDVQQDEWNI T1 My
g9Z8wDQYJKoZl hvc NAQEBBQADg YOAM GJ A0GBAK6ECd2y x Uywt bgBEI kZUsP6eaZVWv
6Yf pEbFpt yt 6pt Rdpxgj OYl 31 nEP3wewt mEPNeTJL8+a/ W MDUemBt / Nl WBO6 T2
nBBp6k OFNOBXMKe Df TSqOKEy 7W LASe/ Pbq8M+JMpeMAZ8xnMioYCh66r Y8i gZFz
k1t RPI | Msf 5r OLt nAgMBAAG Yz BhMA8 GA1 Ud EWEB/ wQFMANVBAF 8wDg YDVROPAQH
BAQDAgGGEVBEGALUdI wQYMBaAFJ SLP5cnPL8bI P7VSKLt B6Z1soc OVBOGAL Ud DgQwW
BBSUi z+XJzy/ GyD+1Ui i 7QendbKHDj ANBgkghki G3wOBAQQFAAOBgQCUMCLSFVI S
TSS1ExbMi 2D4HOWYhCur hi f gTWLXMVIj 0j ynm24DogqZ91aDNGLVwi J/ Yv4i 40t 90
y65WbapZL1S65q+d7BCLQy pdr weKkdSOdf TdKf XEsyW.hecRa8mmZckpgKBk8I r
Bf MOK+caXkf hPEPa644Uz V9++OKMKht DuQ==

----- END CERTI FI CATE- - - - -

% General Purpose Certificate:

----- BEG N CERTI FI CATE- - - - -

M | B2z CCAUSgAW BAgl BAj ANBgkghki G3w0BAQUFADAOMQWCY YDVQQDEWNI T1Mv
Hhc NMTQXMTT X MTT WNTAXWhc NMTUXMTT X MTT WNTAX W AaMRgwig YDVQQDEWIL Uk st

VUM Mhgy CDEX LTI wXDANBgk ghki GOWOBAQEFAANLADBI Ak EApGN N1nAAt KLVMO

nZVKQFgl 8Lr HD6z Sr | aKgAJhl U+H mRQQGr qi t | pekDdPoowSTIRXC5CINB4spT
VWK Ykwi DAQABo4 GAMHAWLWYDVROf BCgwdj AkoCKgl | YeaHROcDovLzEwLj Q4Lj Q2
Lj I IMS9JITINF QOEUY3JsMAs GAL1Ud DWQEAW FoDAf BgNVHSVEGDAWBSUI z+XJzy/

GyD+1Ui i 7QendbKHD) AdBgNVHQAEFgQUEt AWE61K5nYGgW)KAI | OLM phf gl wDQYJ
KoZl hvc NAQEFBQADg YEA] Df | H+N3yc3RykGi g9B0aAl XWZPnmaqLFIvIR75zc+f 8x
zbSl zoVbBhnUCeu(G 1hnl gHyyM eELj TEh6uQr WUN2EI WLy pf mxk1j N5qOt +vf dR
+yepS04pFor 9RoD71 Wy6e/ 1hFDEep9hBvzr VWQHG zeYOr Vr PcLl 26k50auMiTs=
----- END CERTI FI CATE- - - - -

% CA 215 M7}t C|ZEELICH.



Certificate:
Dat a&col on;
Version: 3 (0x2)
Serial Nunber: 1 (0x1)
Signature Al gorithm nd5W thRSAEncryption
I ssuer: CN=I OS
Validity
Not Before: Nov 21 11:51:12 2014 GVvIT
Not After : Nov 20 11:51:12 2017 GVIT
Subj ect: CN=I CS
Subj ect Public Key Info:
Public Key Al gorithm rsaEncryption
RSA Public Key: (1024 bit)
Modul us (1024 bit):
00: ae: 82: 77: 6¢: bl: 53: 2c: 2d: 6e: 00: 44: 96: 46: 54:
b0: fe: 9e: 69: 95: 6f: e€9:87:e9: 11: bl: 69: b7: 2b: 7a:
a6: d4: 5d: a7: 18: 23: 39: 82: 37:22: 71: 0f : df : 07: b0:
b6: 61: Of : 35: e4: c9: 2f: cf: 9a: fd: 6e: cc: 0d: 47: ab:
9b: 7b: 7f: 36: 55: 81: 3b: a4: f 6: 9b: dO: 69: ea: 4d: 05:
34:e0:57:30: a7: 83: 7d: 34: aa: 38: al: 32: ed: 67: ch:
01: 27: bf : 3d: ba: bc: 33: e2: 4c: ab: e3: 16: cf:cc: 67:
31: ba: 18: 39: be: ba: ad: 8f: 22: 81: 91: 73: 93: 5b: 51:
3e: 52: 0c: 49: fe: 6b: 3b: 5b: 67
Exponent: 65537 (0x10001)
X509v3 ext ensi ons:
X509v3 Basic Constraints: critical
CA: TRUE
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
X509v3 Authority Key ldentifier:
keyi d: 94: 8B: 3F: 97: 27: 3C: BF: 1B: 20: FE: D5: 48: A2: ED: 07: A6: 75: B2: 87: OE

X509v3 Subj ect Key ldentifier:

94: 8B: 3F: 97: 27: 3C. BF: 1B: 20: FE: D5: 48: A2: ED. 07: A6: 75: B2: 87: OE
Signature Al gorithm nd5W thRSAEncryption
94: 30: 2d: 52: 15: 59: 52: 4d: 24: b5: 13: 16: cc: f 6: 2d: 83: e0: 73:
96: 62: 10: ae: ae: 18: 9f : a9: 35: 8b: c4: c3: 17: 8f : 48: f 2: 9b: 6e:
03: a2: a6: 7d: d5: a0: cd: 1b: 55: 70: 88: 9f : d8: bf : 88: b8: d2: df :
74: cb: ae: 56: cd: b6: a9: 64: bd: 52: eb: 9a: be: 77: b0: 42: 2d: Oc:
a9: 76: bc: 1c: 2a: 47: 52: d1: d7:d3: 74: a7: d7: 12: cc: 96: 2e: 17:
9c: 45: af : 26: 9d: 97: 24: a6: 02: 81: 93: c2: 2b: 05: f 3: 3d: 2b: e7:
la: 5e: 47: el: 3c: 43: da: eb: 8e: 14: cd: 5f: 7e: f 8: e2: 8c: 2a: 1b:
43: b9

% General Purpose Certificate= Ct& 8 £ C|ZEELICH

Certificate:
Dat a&col on;
Version: 3 (0x2)
Serial Number: 2 (0x2)
Si gnature Al gorithm shalWthRSAEncryption
I ssuer: CN=I OGS
Validity
Not Before: Nov 21 12:05:01 2014 GvIr
Not After : Nov 21 12:05:01 2015 GvIr
Subj ect: CN=KRK- UC- 2x2811-2
Subj ect Public Key Info:
Public Key Al gorithm rsaEncryption
RSA Public Key: (512 bit)
Modul us (512 bit):
00: a4: 65: 88: 37: 59: ¢0: 02: d2: 8b: 54: c3: a3: 99: 95:
64: 40: 58: 08: f0: ba: ¢c7: 0f : ac: d2: ae: 56: 8a: 80: 02:



61: 95: 4f: 87: fe: 69: d1: 41: Oe: 6b: aa: 2b: 48: ab: e9:
03:74:fa:28:cl:24:fd: 47: 10: b9: 08: 99: 81: e2: ca:
53:55:69:18: 93
Exponent: 65537 (0x10001)
X509v3 ext ensi ons:
X509v3 CRL Distribution Points:
URI: http://10.48.46.251/10s_CA crl

X509v3 Key Usage:
Digital Signature, Key Enci phernment
X509v3 Authority Key ldentifier:
keyi d: 94: 8B: 3F: 97: 27: 3C: BF: 1B: 20: FE: D5: 48: A2: ED: 07: A6: 75: B2: 87: OE

X509v3 Subj ect Key ldentifier:

B4: 05: 9C. EB: 52: B9: 9D: 81: AO: 5A: A2: 80: 88: 83: 8B: 32: 5A: 61: 7E: A2
Si gnature Al gorithm shalWthRSAEncryption
8c: 37:e5: 1f : €3: 77: c9: cd: d1: ca: 40: a2: 83: d0: 74: 68: 02: 17:
59:93: e6: 6a: a2: c5:f6:ff:51:ef:9c:dc:f9:ff:31: cd: b4: 88:
ce: 85:5b: 06: 19: d4: 39: eb: 8e: 8f: 58: 67: 22: 01: f 2: ¢8: c8: de:
10: b8: d3: 12: 1e: ae: 42: b5: 94: 37: 61: 25: 5b: 5¢: a9: 7e: 6¢: 64:
d6: 33: 79: ab: 4b: 7e: bd: f 7: 51: f b: 27: a9: 4b: 4e: 29: 16: 8a: f d:
46: 80: fb: 21: 68: 3a: 7b: fd: 61: 14: 31: 1le: a7: d8: 41: bf : 3a: d5:
c1:01: c2:8f:37:98: d2: b5: 6b: 3d: c2: e5: db: a9: 39: al: ab: 8c:
cl:3b

.pem It UZ X{EEF F0i= CUCMEE 7+X{2toF & L|C}.Cisco Unified OS Administration >
Security > Certificate management > Upload Certificate/Certificate® 418 L|C}.

. IPsec@ 2 CUCM QI& M
. 2M GW 2B ME IPsec-trustE Al
. IPsec-trust2| CA 215 A:

Showy + Sclings: + Secoriy v Softere Upgrocies = Sorviees + Help =

Cartificate List

.,J__’ Ganarale Haw -"-53-' Upuse: Carlilicalmese ificals chan [ﬂ Brvehoend CTL "J;r Ganarsls G5 Lﬂ Drsrhoend G5R

Certificate List

Find Certificate List where  File Mame - hogns with - Find il Cle:ar Filter | “p |
-
& Uplosd Certificate/Certificate chain - Mozills Firefox = E=E =

Gaparale Nav “ Upload Serlihcala/Cartihicale diaim ] B s 10,4846, 23 1893 crnplatforrry cerdl eatelpl oad di

Upload Certificate f Certificate chain

L3 uprocrre [Ty coae

- Status

(D Status: Meady

~Upload Certficate fCertificate chain

Caificate Hame® ipssc-trasl =
Dascrpton
Jplasd File Bromse. | KRE-UC-222B11-2 cisco.com pam

-[ Upload Fila | Chose

@ b ndiales regdirad e

4. CUCMO{IA] IPsec El'd A& 714



CtS EtAl= cucMmzt

ol odlof M= 1B M 7|8 QIZE S 2 "vgipsecpolicy"EH=
U5t 4 cwel Au|az|o|Mof Lx|aH ok g Lict.

28 GW 72| IPsec E'd I 20| LICt.CUCME] IPsec E{'E 782
Cisco Unified OS # 2| ¥ M 0| X|(https://<cucm_ip_address>/cmplatform)& S35l & ElLIC}.
Security > IPSEC Configuration > Add new IPsec policy® =& LIC}.

-Status

@ Sktatus: Ready

-The system is in FIPS Mode

=IPSEC Policy Details

Palicy Group Mame®

Falicy Mame*
Authentication Method®
Paer Type®

Certificate Name
Destnabon Addrass®
Destination Port*
Source Address™

Source Port®

vgipsecpolicy

YgIpsec

Certificata

Cifferent
KRE-UC-2x2511-2.pam
209, 165.201.20

SNY

209.165,201.10

SN
Mode* Transport
Remote Port® 500
Protocol* AMT
Encryption Algonthm™®  aFs 178
Hash Algorithm™* SHAL
ESE Algorithm® AES 178

=Phase 1 DH Group

Phase One Life Tima* 3500

Phase One DH*

o
£

Phase 2 DH Group

Phase Two Life Tima* R0

Phase Twa OH¥

2

=IPSEC Policy Configuration

¥ Enable Falicy

2 1:Certificate Name(21E A 0|F) E=0l &8 HOIEH 0| 215X 0|FE



5. &8 GWOIA IPsec E{'"d A& & T A&LICt

ol ofofl M= lztel IHEQ} §H S cwel siie T o[MME E AR LICEH
crypto i saknp policy 1 (defines an IKE policy and enters the config-iskmp mode)
encr aes (defines the encryption)

group 2 (defines 1024-bit Diffie-Hellman)

lifetime 57600 (isakmp security association lifetime value)

crypto isaknp identity dn (defines DN as the ISAKMP identity)

crypto i saknp keepalive 10 (enable sending dead peer detection (DPD)

keepal i ve nmessages to the peer)
crypto i saknp aggressive-node disable (to block all security association
and ISAKMP aggressive mode requests)

crypto i psec transformset cnB esp-aes esp-sha-hmac (set of a combination of
security protocols
and algorithms that are
acceptable for use)
node transport
crypto i psec df-bit clear
no crypto ipsec nat-transparency udp-encapsul ation
|
crypto map cnB 1 ipsec-isaknp (selects data flows that need security
processing, defines the policy for these flows
and the crypto peer that traffic needs to go to)
set peer 209.165.201.10
set security-association lifetine seconds 28800
set transformset cnB
mat ch address 130

nterface FastEthernet0/0

i p address 209. 165. 201. 20 255. 255. 255. 224

dupl ex auto

speed auto

crypto map cnB (enables creypto map on the interface)

access-list 130 permt ip host 209.165.201.20 host 209. 165. 201. 10

Cte& &QlgLic

ol MME AtEstod Zdm|aefol4do| MCHz 2 SshEX| & gLt

CUCM EZ2] IPsec E{'d &Ef &2l

CUCMOIM IPsec E{'E A EHE & Ql5t= 7HE HiHE 282 OS Administration(OS 2t 2[) HO|X[Z
0|5 35t04 Services(MH|A) > Pi n (‘Z‘J)Oilkl ping M2 Al&35t= 2 LICt validate IPSec(IPSec
HB) golgto| M| ER| #OIgtLIC.od7|ol XIHE IP FAE GWO| IP FALICH



—Ping Settings

*

Hostname or IP Address™ 209 165.201.20

Ping Interval® 1.0
Packet Size® 55
Ping Iterations 1
[¥] validate IPSec

—Ping Results

Yalidate IPSec Policy: 209,165.201.10[any] 209.165.201.20[any] Protocol: any
Successfully validated IPSec connection to 209,165.201.20
L}

=t

#1:CuCMa| ping 7|52 &t IPsec E{'d AE0i CHEF AtAMIEH LHE 2 CHF Cisco HH1 IDE
_75_3|.AIA|O

- Cisco H{11 ID CSCu053813 - ESP(E ¢t Ho|2E =35l mfZlo| MEE il IPSec Ping 2
IHE H|Y SLic.

- Cisco {1 ID CSCud20328 - IPSec H2 & A ZHAL0| FIPS ZEO|M 2R E @ F HA|X]
71 EAIE

=4 Ho|ESi0] 22| IPsec El'd &El &2l

HHEOo| M2 AYEl=X] &elstzi™ 5 i 0|o{(ISAKMP(Internet Security Association) 2!
ME[od=

IPsec(Key Management Protocol) 2501 CHE SA(Security Associations)7t S HFEH| 44 (A
x| &elsof gFLCt.

ol

ISAKMP& SA7} Ao MCHE & 5t=X| & 215242 GWoll show crypto isakmp sa B E 2
=gfLCt.


https://tools.cisco.com/bugsearch/bug/CSCuo53813
https://tools.cisco.com/bugsearch/bug/CSCud20328

KRK- UC- 2x2811- 2#show crypto isakmp sa

I Pv4 Crypto | SAKMP SA

dst src state conn-id status

209. 165. 201. 20 209. 165.201. 10 QM I DLE 1539 ACTI VE

IPv6 Crypto | SAKMP SA

2r7:SAQ| XZ4st AEff= ACTIVE 2! QM _IDLEO{OF & L|Ct.

= il 2|0]0{= IPsec& SARILICHSHE AEH= show crypto ipsec sa BHEO 2 & QIg

Ct.

KRK- UC- 2x2811- 2#show crypto ipsec sa

interface: FastEthernet0/0
Crypto map tag: cnB, |ocal addr 209.165.201. 20

protected vrf: (none)

I ocal ident (addr/mask/prot/port): (209.165.201.20/255.255.255.255/0/0)
renote ident (addr/nmask/prot/port): (209.165.201.10/255.255. 255. 255/ 0/ 0)
current _peer 209.165.201.10 port 500

PERM T, flags={origin_is_acl,}

#pkts encaps: 769862, #pkts encrypt: 769862, #pkts digest: 769862
#pkts decaps: 769154, #pkts decrypt: 769154, #pkts verify: 769154
#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: O

#pkts not deconpressed: 0, #pkts deconpress failed: O

#send errors 211693, #recv errors O

local crypto endpt.: 209.165.201.20, renote crypto endpt.: 209.165.201. 10
path ntu 1500, ip ntu 1500, ip ntu idb FastEthernet0/0

current outbound spi: OxA9FA5FAC(2851757996)

PFS (Y N): N, DH group: none

i nbound esp sas:

spi: 0x9395627(154752551)

transform esp-aes esp-sha-hnac

in use settings ={Transport, }

conn id: 3287, flow_id: NETGX: 1287, sibling flags 80000006, crypto nap: cnB
sa timng: remaining key lifetine (k/sec): (4581704/22422)

IV size: 16 bytes

repl ay detection support: Y

Status: ACTI VE

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:

spi: OxA9FA5FAC(2851757996)

transform esp-aes esp-sha-hnac

in use settings ={Transport, }

conn id: 3288, flow_.id: NETGX: 1288, sibling flags 80000006, crypto nap: cnB
sa timng: remaining key lifetine (k/sec): (4581684/22422)

IV size: 16 bytes

repl ay detection support: Y

Status: ACTI VE

out bound ah sas:

o]

A

A

=1



out bound pcp sas:
KRK- UC- 2x2811- 2#

AFEN ACTIVEOI A A
I2EE= E{de S&

#1:0lHt2E 2 o HH2 E SPI(Security Policy Indexes)&
M, YeshdY=s U d5s/Y S i=E iz <=of CHEr 7

OFX|2 EFAlE MGCP GW7t S5l ZEfo|1 TFTP Z1x[12|0[440] CUCMOY| A ZoH §
A O 2R2ELREX] #elsts JULICHOHE P2 £30iM e = &L

KRK- UC- 2x2811- 2#show ccm-manager
MGCP Domai n Nanme: KRK- UC-2x2811-2.ci sco.com
Priority Status Host

Primary Regi stered 209. 165. 201. 10
Fi rst Backup None
Second Backup None

Current active Call Manager: 10.48.46.231

Backhaul / Redundant |ink port: 2428

Fai |l over Interval: 30 seconds

Keepal i ve Interval: 15 seconds

Last keepalive sent: 09:33:10 CET Mar 24 2015 (el apsed tine: 00:00:01)
Last MCP traffic time: 09:33:10 CET Mar 24 2015 (el apsed time: 00:00: 01)
Last failover time: None

Last switchback tine: None

Swi t chback node: Graceful

MECP Fal | back nbde: Not Sel ected

Last M3CP Fal | back start tinme: None

Last MGCP Fal | back end tine: None

MECP Downl oad Tones: Di sabl ed

TFTP retry count to shut Ports: 2

Backhaul Link info:

Link Protocol: TCP

Rermote Port Nunber: 2428
Rermote | P Address: 209.165.201. 10
Current Link State: OPEN
Statistics:

Packets recvd: O

Recv failures: 0O

Packets xmitted: O

Xmt failures: O

PRI Ports bei ng backhaul ed:
Slot 0, VIC 1, port O

FAX node: disable
Configuration Error History:
KRK- UC- 2x2811- 2#

KRK- UC- 2x2811- 2#show ccm-manager config-download
Configuration Error History:
KRK- UC- 2x2811- 2#

= e e

ol Mioi M Zim|azlolMd SXIE SHZste O ALSE 4 U HEE MSELIC

st ok ot
E H.u.lol

10| SHI2



CUCM Z 29| IPsec E{'& A sliA

CUCMOIME IPsec B2 L #E|E HEsts MHIA 7184 ME|A T} ei&LICECUCME 2 |
Aofl LiEH= Red Hat IPsec & I 7|X|E A& &LICH.Red Hat Linux0ll A A E|1 IPsec 1AE B
Z3tE CIE2 OpenSwanglL|CH.

=
482 mjotch Openswan G| = 0| CHA| A|ZHEILICH O|= Linux HIAIX| E:LONH Eolg = gLt
KHAIE S CF2 o2 EAIELCH

Nov 16 13:50:17 cucmi psec daenmon 3 ipsec_setup: Stopping Openswan | Psec. ..
Nov 16 13:50:25 cucni psec daenmon 3 ipsec_setup: ...QOpenswan | Psec stopped
(...)

Nov 16 13:50:26 cucmi psec daenon 3 ipsec_setup: Starting Openswan | Psec
U2. 6.21/ K2.6.18-348. 4. 1. el 5PAE. . .

Nov 16 13:50: 32 cucni psec daenmon 3 ipsec_setup: ...QOpenswan |Psec started

CUCMO A IPsec @320 A7t /2 tHOtCH OpenswanO| 28 2 A™E|=X| 20QI5H7| 2/5H |
ARl 29| otx[a &5 2 %.*O._loHOF gt LICk(file list activelog syslog/messages* HE =

).OpenswanO| A= E[o] 27/ ¢10| )\I’“EI‘:|=| IPsec ¥’d EXE sHEE = AU&LICHOpenswanof
M IPsec E{'d Axig EH:*-}E 22 PlutoLICHHE A 2= Red Hatoll M 218 2353517

28l =8 T/ o get activelog syslog/secure.* BWH L= RTMTE S8l =8 = U&L|ch 2ot
2.

A I:RTMTE Sl EaE £ZElste Yol CHEt REMIEH LHE 2 RTMT EME XS AIL.

olget 2O & 7[¢te 2 2ol #elS mtorstr| ogi2 3 —?— cucmel RE
TAC(Technical Assistance Center)Oﬂkl IPsec2 FII2
MM ASHH CHS O 2 |Psec AEHO]| CHE 78_‘?'_ ol =2

ey
r
[ul
U i
|m
1
Ofm
ol
@)
c
@)
<
2

ipsec verify (used to identify the status of Pluto daemon and IPSec)
i psec auto --status
ipsec auto --listall

FEE 3ol Red Hat sos 2T AME ddst= ML QJ&LICHO| EnMols 2 K| =& 0ilA
7t 2XE sHZ3st7| /51 Red Hat X|Hof|l 228t ZE HEI = ?:. Tlof U&Lch

sosreport -batch - output file will be available in /tmp folder

=4 Ho|ESio]l 22| IPsec EI'd EA| &llA

O| AtO|E Ol A CHS debug BEE &35 et F IPsec E'd MHO| 2R E BHHE 2T &= U&LICH

debug crypto ipsec

debug crypto isaknp
#H:IPsec EHERE S QI8 RIM|E EHHIE IPsec EB{E R0 & Q15 £~ & LICHC[H
1 BH ofsH I ME.

CHE debug HHE 2 Z MGCP GW EME SZ2E = U&LICh


/content/en/us/td/docs/voice_ip_comm/cucm/service/10_0_1/rtmt/CUCM_BK_CA30A928_00_cisco-unified-rtmt-administration-100/CUCM_BK_CA30A928_00_cisco-unified-rtmt-administration-100_chapter_01000.html#d112235e441a1635
//www.cisco.com/c/ko_kr/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
//www.cisco.com/c/ko_kr/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
//www.cisco.com/c/ko_kr/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html

debug
debug
debug
debug
debug
debug
debug
debug
debug
debug

ccm nanager
ccm nanager
ccm nanager
ccm nanager
ccm nanager
ngcp packet
ngcp events
ngcp errors
ngcp state
isdn q931

config downl oad all
backhaul events
backhaul packets
errors

events
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