2|#t AD FS HA

o

SAML SSO Z1x|1g| o]
2.0 A& of

T

AD FS H{Z 2.0 IdP(Identity Provider) MIEIG|O|E{ CIHRZE
SP(Collaboration Server) HE}H|O|E{ CIRZE

CUCM IM and Presence AMH|A

sLIE| A

Cisco Prime Collaboration Z 2 H|X{'<!

CUCME2 ZAMX EBAER F7}

CUCM IM and PresenceE ZAIAI EB{AER F7}
UCXNEZ FAIAt EHAER F7}

Cisco Prime Collaboration ZZH|XM LS EAIX EHAER F7}
Ct=2 =olstL|ct.

=X &

eyl

0| 2 MoAM= CUCM(Cisco Unified Communications Manager), UCXN(Cisco Unity Connection),
CUCM IM and Presence 2! Cisco Prime CollaborationZt Z2 Cisco Collaboration A& 01l CH3H
SAML(Security Assertion Markup Language) SSO(Single Sign-on)& AF& 3t 5 AD FS(Active
Directory Federation Service) HHX 2.02 T4d5t= &0l cHal A LICH

MEF A g
QF A

AD FS HH%X 2.0 Mx|5t1 BE|IAESHOF & L|C}.

ZFol:0| Mx| 7to|lEE= 3 MM J|HIOE 5FH, AD FS & 2.02 Cisco Collaboration A=
O| SAML SSO0||TF AFRE|= Zdo 2 7}AstL|CHCFE2 H| A LA T Z|E|Z o= 2|7 0] A10]| A
MB5HE B2 24! Microsoft Ao et 2R st A K X|HE &5l oF ghL|Ct.

A8ElE T 24

Ol EMol HE= S AZEQ 0] X st=fo HEE ZIgte = gLt



- ADFS T 2.0

- Microsoft Internet Explorer 10

. CUCM HHZ1 10.5

. Cisco IM and Presence Server HH™ 10.5

. UCXN HZ1 10.5

- Cisco Prime Collaboration Provisioning 10.5
Ol EAMo| HEE EY & B9  C|HIO|AE ECHE HMHE|UELICHO| EMo| AFSEI ZEE C
Ola= Z7|8tEl(712) ATt o|/MeE AR ER&LICEEE HESITT 55 ¢l 4%, 2&
TP o{o| ERHA QI H&¥E O|2| =KISHAIZ| BFEFLICH.

T8
AD FS HZ 2.0 IdP(Identity Provider) HE}EIO|E| CI2 2=

|dP HIE}C|O|E{E CIR2E 624 EEl Kol o] 2135 At AA|2 https://<AD FS2|
FQDN>/FederationMetadata/2007-06/FederationMetadata.xml.

SP(Collaboration Server) H|E}C|O|E{ CIR22E
CUCM IM and Presence A{H|A

2 HEFRXME ¥ cucMo ZrE2IXRt2 23218t CHE System(A|AE]) > SAML Single Sign On2
2 o|S gLt

fLUE| ¥4

2 HERKXE ¥ UCXNO| #EIXRI2 23018t S System Settings(AIA ] AH) > SAML
Single Sign Ongi O|SgrLC}.

Cisco Prime Collaboration 2 H|X{'d

2 HEtR X E Y11 Prime Collaboration Assurance0i| globaladmin £ 21218t CtS
Administration(# 2l) > System Setup(AlAH A7) > Single Sign On(EH 23 2))e 2 o|S§rLCt
CUCMEZ ZAIX EHAER F7}

1. AD FS Mol 21915t Microsoft Windows Z212 H|50llAM AD FS H{% 2.02 A|ZHghL
Ct.

2. Add Relying Party Trust@& ME{gfL|C}.
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i Add Relying Party Trust Wizard

Welcome
Steps
Welcome to the Add Relying Party Trust Wizard
@ Welcome
Select Data So This wizard will help you add a new relying party trust to the AD F5 configuration database. Relying parbes
@ 2 Lietn Souce mmhmmmmﬂmwm Federation Service to make authertication and
@ Choose lssuance authorization decisions.
Authorization Rues The refying party trust that this wizard creates defines how this Federation Service recognizes the relying
@ Readyto Add Trugt party and issues claims to it. You can define issuance transform rules for issuing claims to the relying party
after you complete the wizard.
@ Firi

< Previcus | Start I Cancel | Heldp

P

ol
i gl

m O

4. Import data about the relying party about the relying party from a file M2 M=
SGEEAM L2 Z = 8 SPMetadata_CUCM.xml HIEFH|O|Ef T} S MEHS T Ne
L|CF.

X
mC
2

d



Wi Add Relying Party Trust Wizard

Select Data Source

Stepa
@ Welcome

@ Select Data Source

@ Choose lssuance

Authorization Fules
@ Readyto Add Tnust
@ Finish

Select an option that this wizard will use to obtain data sbout this refying party:

™ Import data about the relying party published online or on a local networdk

Use this option to import the necessany data and certficates from a relying party organization that
publishes its federation metadata online or on a local network.

Federation metadaia address fhost name or URL):
|
Example: fs contoso com ar hitps /Awww comtoso coms/app
% Import data about the relying party from a file
Lize thiz option to import the necessany data and certficates from a rehing party organization that has

exported is federation metadaia to a file. Ensure that this file is from a tusted source.  This wizand will
ot validate the source of the file.

Federation metadata file location:
N sers \Adminstratort Desktopt oPMetadata CLUCM xml Browse |

" Enter data about the relying party manually
Lse this option to manually input the necessany data about this relying party organization,

<Previous || Net> | Cancel Help

5. Display name(EA| O|&)2 /235t Next(CHF)E 2 =/ LIC.




Wi Add Relying Party Trust Wizard _
Specify Display Name
Steps ' :
Type the display name and ary optional notes for this relying pasty.
@ Welcome
@ Select Data Source Display name:
fcucs
@ Specify Display Name
@ Ehnusn_z Is-_sua'lce Motes:
Authorizalion Fules Adding CUCM as Relayng Party to ADFS =]
@ Readyto Add Trust
@ Finish

<previos |[ Med> | Cancel |

Help

6. Permit all users to access this relying party(2 & AF2A}F7} 0] 22| SALKIO| HM|A S =5 5

)8 MEi5l1 Next(CI2)E F2/&LCH




3 add Relymg party TrustWizard x
Choose Issuance Authorization Rules
Stepe lszuance authonzation rules determine whether a user is pemmitted to receive claims for the relving party.
@ Welcome ﬂ:ﬂawdﬁmfmmfuﬂmiiddeﬂwdﬂimpmhmaﬂWﬂnﬁm
@ Select Data Source '
@ Speciy Display Name % Permit all users to acoess this relying paty
The issuance authorization rules will be configured to parmit all users to access this relying party. The
@ Choosge lssuance
Athorization Rules relying party service or application may still dermy the user access.
@ Ready o Add Trust " Dery all users access to this relying party
@ Firesh The issuance authorization rules will be configured to deny all users access to this refying party . You must
later add issuance authonzaton rules to enable ary wsers to access this relving party.
fou can change the issuance authorzation nies for this relying party trust by selecting the relying party
trust and clicking Edit Claim Rules in the Actions pane.
<Previos [[ Nets> | Cancd | Heo |
7. 0FHAHE B2 M AE BAK ESAE CHE oY 75 BE Cist %t ¥7|E MEistD

7| =L




%3 Add Relying Party Trust Wizard

8. Add Ruleg & =|&fLIC}.



¥ Edit Claim Rules for CUCM I ] B

lssuance Transform Rules | lssuance Authorization Rules | Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relying party.
Order | Rule Name lzzued Claims
Add Rule. .. Edit Rule. . | Remowve Rule... |
ok | Camcel | opy Help
9. Send LDAP Attributes as Claims(LDAP §82 St 2 ELH7)2 MHEE 7|2 Sl #

L
2| &1Z3/0] = Next(CHS)E 22



¥z Add Transform Claim Rule Wizard _ x|

Select Rule Template

Shene Select the template for the ciaim nule that you warit to create from the following ist. The description
@ Choose Rule Type provides details about each claim ruls template.
@ Configure Claim Rule (Claim rule template:
| Send LDAP Attributes as Claims =]
Claim rule template description:

Using the Sand LDAP Atribuie as Claims nule template you can select attributes from an LDAP atiribute
store such as Active Directory to send a5 claims 10 the relying party. Multiple astributes may be sert as
multiple claims from a single rule wsing this rule type. For example, you can use this nue template to
create a nule that wil extract attribute values for suthenticated users from the displayName and
telephone Mumber Active Directory atiibutes and then send those values as two diferent outgoing
claims. This rule may also be used to send all of the user's group memberships. Fyou want to only send
individua group memberships, use the Send Group Membership as a Claim rule template.

Tl me more about this nile template..,

¢ Presaous | Mend = I Cancel | Help I

10. Configure Rule(T& 7)ol M Claim(Z2Ie) #&! O|§2 =5t Attribute(§ 8 ME A
)2 Active DirectoryS =45t 11 0| 0|0|X|of EA|E! CHZ LDAP Attribute(LDAP S43) &

—_ 1

Outgoing Claim Type(& 4! 22l|l&] F8)& + 452 Finish(0l&)& 22| gLiCt.

#o.

- LDAP(Lightweight Directory Access Protocol) 542 CUCME| Directory Sync &1t K|
SHoF & Lct.

- "uid"E A EXtoq0k ErL|CH



Wi Add Transform Claim Rule Wizard i x|

Configure Rule

epe You can corfigure this nie to send the values of LDAP attibutes as claims. Select an attribute store from
@ Choose Ruile Type which to extract LDAP atiributes. Specify how the attributes will map to the outgoing claim types that will be
issued from the e .
@ Corfigure Claim Fule
Claim nule name:
[Name ID

Rule template: Send LOAP Atiributes as Claims

Aitrbute store;
| Active Directory |
Mapping of LDAP attributes to outgoing claim types:
LDAP Attribute | Claim Type
3 SAM-Accourt-Name | e EII
* ~ -]

11. Add Ruleg 2235l Send Claims Using a Custom Rule2 22| 2! BHE3/S 2 MEAE
F NextE S=FLCH



¥ Edit Claim Rules for CUCM =) =

lssuance Transform Rules | Issuance Authorization Rules I Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relying party.

Drder‘ Rule Mame ‘ lzzued Claims |

AddRue. | EdtRue. | Remove Rule.. |

oK | Cancel | Apply Help




2 Add Transform Claim Rule Wizard x|
Select Rule Template

Steps Select the tempiate for the claim ne that you want to create from the folowing ist. The description
@ Choose Rule Type provides detals about each claim nile template.

@ Configure Claim Rule Claim nule template:

Claim rule template descrption:

Using a custom rule, you can create rules that can't be created with a rule template. Custom ules are
writen inthe AD F5 2.0 claim rule language. Capabilities that require custom rules include:

* Sending claims from a SOL attibute stone

* Sending claims from an LOAP atiribute store using a custom LOAP fiter

* Sending claims from a custom attribute store

+ Sending claims only when 2 or more incoming claims are present

* Sending claima only whan an incoming claim value matches a complex pattem
* Sending claims with complex changes to an incoming claim value

* Creating clams far use only in later nules

Tell me mare about this rule template...

< Brevious | IWI Cancel | Help I

12. Claim Tt 2! O|§2| O|§ &2 =I5t Custom(AtE XL X|d) #&loi| X|HE Sztof o FES

SAFErLICH

c:[Type == "http://schemas. ni crosoft.conm ws/ 2008/ 06/i dentity/cl ai ns/ wi ndowsaccount nane"] =>
i ssue(Type = "http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ nanei dentifier",

I ssuer = c.lssuer, Oiginallssuer = c.COliginallssuer, Value = c.Value, ValueType =

c. Val ueType,

Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/i dentity/cl ai nproperties/format"] =
"urn:oasis:nanes:tc: SAML: 2. 0: nanei d-fornmat : transi ent",

Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/cl ai nproperties/ namequalifier"]
= "http://<FCQDN of ADFS>/com adfs/services/trust",

Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/cl ai nproperties/ spnanequalifier
"] = "<FQN of CUCW");

(BH: OI2{3H Oflol M HAEE SAstod Boils ZS UL 9= Z2 M4 2ZEoi7}
ASCII I 2 E(ME SLIZE HE(™SE CABICHE HMoll Rol3tAIAIQ. SLIZE e

il &S ddfistA gLch



| % Add Transform Claim Rule Wizgard ES

Configure Rule

= You can configure @ custom clsim rule, such as a rule that requires multiple incoming caims o that extracts
@ Choose Rule Type claims from a SOL atiribute store. To configure a custom rule, type one or more optional condtions and an

igsuance statement using the AD FS 2.0 claim rule language.
@ Configure COaim Rule

Claim rule name:

|Cal Manager Claim Fuie

Rule template: Send Oaims Using a Custom Rule
Custom rule:

“hucp:ffanhenﬂa.micrnaufu.cnmﬁwafznGEIDEI1dentityfcla1mﬂfwindnwﬂaccnu‘:J
ntname™]=%* izsue (Iype =

“htep://achemas. ¥xml 30ap.org/wa,/2005/05/1dencity/claima/nameidentifier
"; Igguer = c.lgguer, Originallssuer = c.0riginallssuer, Value =
z.Valoe, ValuseType = c.ValueIype, Properties
["http://schemas.umlsoap.org/wa/2005/05/identity/clainproperties/fom
AL"] = Turn:oasis:names:to:SAML:Z.0:nameid-FormAt:cransient”,
Properties

["hetp://schemas . xmlssan. org wa,/2005/05/identity/claisproperties/name
qualifier®] = "htcp:///ADF51.CISCOLIVE.COM/com/adfs/services/trust™,
FPropertiea

["http://3chemas.xmlsoap. org/wa/2005/05/identicy/claimproperties/apna
mequalifier™] = "CUCM.CISCOLIVE.COM"):

More about the claim rule [snguage...

<Previous |[ Fnsh |  Cancel Helo

EIgn i
- 0| 0|0l M= CUCM 2! ADFS FQDN(Fully Qualified Domain Name)O| &/& CUCM & AD
FSZ O|2| MK orq &-Fol &H| =43l oF & LICt.
- CUCM/ADFS2| FQDN CH/AEAIE T 25tH HEH O|E ot Unt x|5HoF & L|Ct,

13. Orgl2 S=ghuct.

14. Apply(H8)E 22Tt OtS OK(E 2\ E =8 C.

15. Services.mscOi|A AD FS BH71 2.0 MH|AE CHA] A|ZFEFLICEH

CUCM IM and Presence & Y AKX EHAER F7}

1. CUCME AlE| G AR ERHAE R &0 MHEE CHZ 1~11EHAIB BHE 510 20HAH 2 RISHEt
L|C}.

2. Claim 7t%! O|§ 2| O|§ 2 =5t Custom(AHE Xt X|W) #&lof| X|HEl S7Hol| Ol 222 &

ArErLCE.
c:[Type == "http://schemas. m crosoft.conm ws/ 2008/ 06/i dentity/clai ns/ W ndowsaccount nanme"] =>
i ssue(Type = "http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/cl ai ns/ nanei dentifier", |ssuer

= c.lssuer, Originallssuer = c.Oiginallssuer, Value = c.Val ue, Val ueType = c. Val ueType,



Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/i dentity/cl ai nproperties/format"] =
"urn:oasi s:nanes:tc: SAM.: 2. 0: nanei d-format: transi ent",

Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/i dentity/cl ai nproperties/namequalifier"]
= "http://<FCQDN of ADFS>/com adf s/services/trust”,

Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/cl ai nproperties/spnanmequal ifier”
] = "<FQDN of I MP>");

¥ Add Transform Claim Rule Wizard

e
Configure Rule
Stope *fou can configure @ custom claim ruke, such as a nule that requires multiple incoming claims or that exdracts
@ Choose Fule Type claims from a 50L atfribute store. To corfigure a custom ruke, type one or more optional conditions and an
issuance statement using the AD F5 2 0 claim rule language .
@ Configure Claim Rule
Claim e name:

|Custom Rule for IMP

Rule template: Send Claims Uising a Custom Rule
Custom nie;

"http://achemas.microsoft.com/wa,/2008/06/identity/claims/windowsaccou EI
ntname"]=» iasue (Iype =
"http://achemas.xmlscap.org/wa,/2005/05/identity/claims/nameidentifier
*, Iasuer = c.Ilzsuer, Originallssuer = c.0riginal Tasuer, Value =
c.Value, Valuelype = c.Valuelype, Properties

["hrttp://schemas . Xml Soap. org,/ Wwa,/2005/05/ identity/claimpropercies/ form
at™] = "urn:casis:names:tc:SAML:2.0:nameid-format:trangient”,
Froperties
["http://achemas.xml3cap.org,/wa/2005/05/identity/claimproperties/name
gualifier™] = "http:///ADF51l.ciscolive.com/comn/adfa/servicea/trust”™,

Properties
["http://achemas.xmlacap.org,/wa/2005/05/identity/claimproperties/apna
mequalifier™] = "IMP.ciscolive.com™); =
More about the clam nie language. .

<Previous |[ Fnisn |  Cancel | o Hen |

O] ool M= IM and Presence 2! AD FS FQDNO| Lab IM and Presence 2! AD FSZ 0O|2| #{
X Ao eFol| HAH =d3loF &LICt.

3. 03 =gt
4. Apply(i8)E S2I8t Ch2 OK(&e)E F2IgrLict.
5. Services.mscO|A AD FS {7 2.0 MH|AE CHA| A|&HgtLCE.

UCXNZ BAIX EHAER F7}

1. CUCME AlZ| St ARt EMAEZ 7o) MBHE C)2 1~120H 4| BH2 511 2CHA| 2 FIs8 3
L|C}.



2. Claim 7% O|&2| 0|§2 2=t Custom(ALE At X|H) &0 X|IHE Sztol ol 2EE 5
AREfLICH

c:[Type == "http://schemas. m crosoft.com ws/ 2008/ 06/i dentity/clai ns/ Wi ndowsaccount nane"] =>
i ssue(Type = "http://schemas. xnm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ms/ nanei dentifier", |ssuer
= c.lssuer, Oiginallssuer = c.Oiginallssuer, Value = c.Value, ValueType = c. Val ueType,
Properties["http://schemas. xnl soap. or g/ ws/ 2005/ 05/ i dentity/cl ai nproperties/format"] =
"urn:oasis:nanmes:tc: SAM.: 2. 0: nanei d-format : transient",

Properties["http://schemas. xnl soap. or g/ ws/ 2005/ 05/ i denti ty/cl ai nproperties/namequal ifier"]
= "http://<FQDN of ADFS>/ coni adf s/ services/trust",

Properties["http://schemas. xnl soap. or g/ ws/ 2005/ 05/ i denti ty/cl ai nproperties/spnanequal ifier"
] = "<FQDN of UCXN>");

Wi Add Transform Claim Rule Wizard |

Configure Rule

e You can configure a custom claim rule, such as a ule that requires multiple incoming claime or that extracts
@ Choose Rue Type claims from a SGL attibute stors. To corfigure a custom nule, type one or more aptional condtions and an
Bsuance statement using the AD F3 2.0 claim rule language.
@ Configure Claim Rule
Claim rule name:
|Custom Fule for UCKN|

Fule template: Send Claima Using a Custom Rule
Cuestorn rule:

=» isaue(Type = =]
"http://3achemas.xmlacap.org/ws/2005/05/identity/claima/nameidentifier
", Issuer = c.lzsuer, Originallssuer = c.0riginallasuer, Value =
c.Value, ValueIype = c.ValueIype, Propertiea
["http://achemas.ml3cap.org/w3/2005/05/identity/claimproperties/form
at™] = "urn:casis:names:;tc:S5AML:2.0:nameid-format:tranaient™,
Propercies
["http://achemas.xml3cap.org/w3/2005/05/identity/claimproperties/name
gualifier™] = "http:///ADF53l.ciscolive.com/com/adfa/servicea/truat™,
Propercies
["http://achemas.xml3cap.org/wa/2005/05/identity/claimproperties/spna
mequalifier™] = "UCHENl.ciscolive.com™);

l4]

More about the claim nile language..

<Previos |[ Frish | Cancd | Hep |

O| ool = UCXN ! AD FS FQDNO| &l& UCXN 2 ADFSE O|2| M A2 SFol| &
H d3H{oF BfLCt.

3. 0r&lE =gt
4. Apply(HE)E 228t Cts OK(EH )& 2&[gfLct

5. Services.mscOl| A AD FS B{Z1 2.0 AH|AE CHA| A|&HELICE.



Cisco Prime Collaboration T2H|Xd& FAIAI EHAER FI}

1. CUCME AlZ| EHAMKF EHAER Fho| MAHEE CHE 1~12EHAH B BHE5tD 2CHAH 2 RIS E
L{CH.

2. Claim 7% O|&2| 0|§2 ™t Custom(ALE At X|H) &0 X|IHE Sztol ol 2EE 5

— —
AbgfLict,
c:[Type == "http://schemas. m crosoft.com ws/ 2008/ 06/i dentity/clai ns/ Wi ndowsaccount nane"] =>
i ssue(Type = "http://schemas. xnm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ms/ nanei dentifier", |ssuer

= c.lssuer, Oiginallssuer = c.Oiginallssuer, Value = c.Value, ValueType = c. Val ueType,
Properties["http://schemas. xnl soap. or g/ ws/ 2005/ 05/ i dentity/cl ai nproperties/format"] =
"urn:oasis:nanes:tc: SAM.: 2. 0: nanei d-format : transi ent"
Properties["http://schemas. xnl soap. or g/ ws/ 2005/ 05/ i denti ty/cl ai nproperties/nanmequal ifier"]
= "http://<FQDN of ADFS>/con adfs/services/trust”

Properties["http://schemas. xnl soap. or g/ ws/ 2005/ 05/ i denti ty/cl ai nproperties/spnanequal ifier”
] = "<FQDN of PCP>");

Wi Add Transform Claim Rule Wizard ]
Configure Rule
Steps You can configure a custom claim rule, such as a nule that requires muttiple incoming claims or that edracts
@ Choose Fule Type claims from a S0IL attibute store. To corfigure & cusiom ke, type one or more optional conditions and an
issuance statemert using the AD FS 2.0 claim rule language.
@ Configure Claim Rule
Claim rule name
ICusmm Rule for PCP
Ruile template: Send Claims Using a Custom Rule
Custom nule
ntnams"] .:J

=» iasue (Iype =

"http: //schemas.mlacep. org/wa/ 2005/ 05/ identity/claims/nameidentifier
™, Issuer = c.Issuer, Originallssuer = c.0riginallssuer, Value =
c.¥Value, Valuelype = c.ValueIype, Properties
["http://achemas.xmlspap.org, wa,/2005/05/identity/claimpropertiea/form
at®] = "urn:casis:names:tc:SAML:2.0:nameid-formac:cransient”,
Properties
[*htrep://schemas.xmlsoap.org,/wa,/2005/05/1dencity/claimproperties/nams
gualifiez™] = "http:///ADFSl.cisceolive. com/com/adfs/services/ trust”™,
Properties
["http://3schemas.xmlscap.org/ws/2005/05/identity/claimproperties/spna
mequalifier™] = "PCP.ciacolive.com™);

Maore about the claim nie language. ..

<Previous |[ Finsh | Cancel | Hep

Prime Provisioning 2 AD FS FQDN{ 0| 0i|0f| A 4/& PCP(Prime Collaboration
Provisioning) 2! AD FSZ 0|2 AKX Qo] #tHoi A sl ok gLiCt

3. 0rEE =g



4. Apply(H)E 2

5. Services.mscOllA{ AD FS H{7 2.0 MH|A

AD FS H{Z 2.02 M

2|8 CHE OK(&2)E F=IFfLICt
E CtA| AIZFErL

M %8t £ Cisco Collaboration XM|& 0| A SAML SSOE AIE3IEE MAEFLICH

Cte& &lghuc

23Xl o] 8ol Chal ALE 7hs B =l HRtIt

= e e

&LCh

AD FSE TIEH C|O|E{E A|AH] O|HIE 2104 7| & LICE. AD FS MEH{2| M & 2[Xtof| A TIE -
>O|HE Ho{->88 218 4 MH|A ->ADFS 2.0 -> #2|& ¥Lct.

AD FS 2tedof CHal 7|

E, Server Manager

I—He Action View Help
= >[m @D
Hia Server Manager (CUC-ADFS)
® 3 Roles
i Features
E jm Diagnostics
2 & Event Viewer
B o Custom Views
# s Windows Logs
= . Applications and Servic
= L1 ADFS 2.0

{:] Hardware Events
;’.—] Internet Explorer
i’.—] Key Management 5
23] Microsoft
[« ] Windows PowerShe
4 Subscriptions
H (N Performance
=4 Device Manager
jﬁ Configuration
3 Storage

| |

2 o®E yaLt

— 0

Admin  Number of events: 211
 Level Date and Time Source Event ID | Task Category -
l]lnformaﬁon 6/28/2016 11:18:12 AM ADF5 2.0 337 None
'i]lnforrnaljon 6/28/2016 11:18:12 AM ADFS 2.0 336 None
_i)lnforrnau’un 6/28/2016 11:17:12 AM ADFS2.0 390 None
i ) Information 6/28/2016 11:17:12 AM ADFS2.0 386 MNone
i) Information 6/28/2016 11:17:12 AM ADFS 2.0 399 None
1'JInformatlon 6/28/2016 11:17:12 AM ADFS2,0 157 None
i_]lnfarmaﬁan 6/28/2016 11:17:12 AM ADF52.0 156 None
'j)lnfomaﬁon 6/27/2016 11:18:02 PM ADFS2.0 337 None
j_‘]lnformah’on 6/27/2016 11:18:02 PM ADFS 2.0 336 None
(i) Information 6/27/2016 8:12:59 PM ADFS 2.0 388 MNone
Werror ejzr;zo 168:12:11PM ADFS2.0 364 None
_11Inforrnannn 6,‘2?,’20 16 8:12:10 PM ADFS 2.0 251 None
i) Information 6/27/2016 8:11:59 PM ADFS 2.0 100 None -
Event321, ADFS 2.0 x

General | Details I

I»

The SAML authentication request had a NamelD Policy that could not be satisfied.
Requestor: ciscouc-105-impsl, clscouc org

L Li> |

Name identifier format: o rames:tc:SAML:2.0:nameid-fi t:transient
Log Name: ADFS 2.0/Admin e
Source ADFS20 Logged: 6/27/2016 8:12:11 PM
Event ID: 32 Task Category: None ~|
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