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CUCM K% 10.5 O| &0 ME 0] EE{AE AE 04 CSR(Certificate Signing Request)oll Z=&i| CHA|
O|&(SAN) & CHA| =H[Qlo| 28 & &= /JU&Lct

1. Tomcat - CUCM %! IM&P

2. Cisco CallManager - CUCM &

3. Cisco CUP-XMPP(Unified Presence-Extensible Messaging and Presence Protocol) - IM&P

Mg

4. CUP-XMPP S2S(Server-to-Server) - IM&P &
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HAIRLS| OS(2Y A Al) #elol 22215t Security(2 ) > Certificate Management(21& A #El)
> Generate CSR(CSR M4)Z o|S&FLC}.
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~Status

!5 Warning: Generating a new CSE for a specfic certificate type will overwrite the existing CSA for that type
~Generate Certificate Signing Request

Certificate Purpose®  [fomcat =l

Distribution * I es-ccm-pub.y .com -]

Eﬂmmnn Hame:. Cs-CCm- uh-"-—‘-mm

Subject Alternate Names (SANs)

Parent Domain | com

Key Length* [ 2048 =l

Hash Algorithm* | SHAZ256 L]

Generate | Close |

@ *. indicates required item.

2EHA.
Distribution0d| A Multi-Server SANS MEHEHL|C}.



Generate Certificate Signing Request

E% Generate E} Close

- Status
:_.,'5 Warnming: Generating a new CSR for a specific certificate type will overwrite the existing CSR for that type

- Generate Certificate Signing Request
Certificate Purpose® [tomcat

Distribution * [cs-cem-pub g
Common Name* | H'Dfm-iuh-\—_.:nm l-

Subject Alternate Names (SANs)

=l
=l

Parent Domain I com
Key Length® | 2048 -]
Hash Algorithm* | sHazss =1

Genarate I Close |

@ *_ indicates required item.
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[@;m [T close

~ Status

.-!5 Warning: Ganerabing a new CSE for a specific certificate type will overnsynite the exsting CSR for that type

—Generate Certificate Signing Request

Certificate Purpose ™ [ tomcat =l
Distribution™ | Multi-server(SAaN) =
Comman Name* |cs-ccm-pub. smsss.com-ms
Subject Alternate Names [SAMNs)
Auto-populated Domains  [ee com-pub, .com

cs-corm-sub. .com

cE-imp. sz, com

Parant Domain | com

Other Domaing - Browee_ I Mo file salactad.

Flease import .TXT file only.
For more informabion please refer to the notes in the
Help Section

Key Length® Izma
rash Algarithm™ |5HA25E-

@ *. indicates required item.

3EtAL
Generate(44)& 225l CSRO| dME|H CSRO| LI¥E 2 & £ E7} Successful CSR
exported(dS e CSR LIE LW 7|) S5 EAIL|=X] &lgfL|Ct
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@

@ Success: Certificate Signing Request Generated

[‘9 C5R export operation successful on the nodes [cs-ccm-sub.vessss.com, cs-com-pub. wmsess.com, cs-imp. smee.com].

Certificate Management(2/& A 2 2[)0ll A SAN 20| HMELICt.



Certificate List (1 - 15 of 15)
Find Certificate List where | Certificate v | begins with v| tomcat || Find | Clear Filter | g || =
Certificate * Common Name Type Tﬁ?ﬁ Distribution Issued By
tomcat 115pub-ms EE————— RSA [ Multi-server(SAN -
tomcat 115pub-ms. N CA-signed RSA Multi-server(SAN) [
4HHH.
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Download CSR(CSR CI2E2E)E 228t Ct MEHSE T Download CSR(CSR CH2

EC)g F2ELcH

alali,  Cisco Unified Operating System Administration

Cisco For Cisco Unified Communications Solutions

Show *  Settings +  Securfy +  Software Upprades = Sendces v Help v

Certificate List

Lg}__'ms:rrm Eé' Upied Certificate/Certificate chain Lij_i_., Generate C5A |8 1 Downlcad CSR

Download Certificate Signing Request
E':l Downioad CSR E} Close

=Status

*I'ﬁ Certificate names not listed below do not have a corresponding CSR

- Download Certificate Signing Reguest
Certificate Purpose™ | tomcat w|

| Download CSR Close |

® *- indicates required item.
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Microsoff Actrve Directory Cerificate Senaces — vasank-DC1-CA

Certificate Pending

Your cerificate requast has been received. However, you must wait for an administrator to issue the certificate you requested.
Your Request Id is 32
Please return 1o this web site in & day or two 10 retrieve your certificate.

MHote: You must return with this web browser within 10 days o retrieve your cerbificate
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Upload Certificate/Certificate chain

2y voesa [ oo

—Status

Warning: Uploading a cluster-wide certificate will distribute it to all servers
in this cluster

=Upload Certificate/Certificate chaln

Certificate Purpose® [tomcat-trust o
Description(friendly

name)

Upload File | Choose File | certchain.p7b

| Upload | | Close |
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O|X| CUCM M&H QIS AME Tomcate =2
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Upload Certificate/Certificate chain
Egl Upload [g Close

t1 2eHAECS 2E =7 O8I 20| "5 M
P

rStatus
Certificate upload operation successful for the nodes cs-ccm-pub.wessec.com,cs-
ccm-sub.” B L.Ccom, CS-IMp. S, COMm.

Restart Cisco Tomcat Service for the nodes cs-ccm-pub. ssee ' .com,c5-ccm-sub, el .com, cs-
Imp. st .com using the CLI "utils service restart Cisco Tomcat”.

—Upload Certificate/Certificate chain

Certificate Purpose™® | tomcat =l
Description(friendly name) IEeIf—signed certificate
Upload File Browse _ | Mo file selected.

Upload | Close |

@ *_ indicates required item.
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ertificate Viewer:" cs-ccm-pub. £ .com-ms” X
General I Details |

Could not verify this certificate because the issuer is not trusted.

Issued To

Common Name (CN)

Organisation (O) Cisco

Organisational Unit (OU) TAC

Serial Number 10:54:C2:6E:00:00:00:00:00:20

Issued By

Common Name (CN) s DC1-CA

Organisation (O) o -DC1-CA

Organisational Unit (OU) <Not Part Of Certificate >

Validity

Issued On 12/19/2014

Expires On 12/18/2015

Fingerprints

SHA1 Fingerprint DC:E3:9A:D6:F4:81:6F:A7: 38:4F:DB: 1B:AA:BF:CC:05:F5:AT:A3: 1A
MD35 Fingerprint 97:EA:6C:AD:91:12:88:0D:0E: 30:C9: 46: 54:89: 3E:59
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. Cisco Unified Serviceability(Cisco Unified AH|A 71& ) > Tools(Z) > Control Center -

Feature Services(X|01 MlE - 7|& MH|A) > Cisco TFTP

. Cisco Unified Serviceability(Cisco Unified A{H|A 71& ) > Tools(
Feature Services(X|0{ ME] - 7|& AH|A) > Cisco CallManager

. Cisco Unified Serviceability(Cisco Unified AH|A 71 &) > Tools(Z) > Control Center -
Feature Services(X| 01 MlE - 7|& A{H|A) > Cisco CTIManager

. Cisco Unified Serviceability(Cisco Unified AH|A 71& ) > Tools(Z) > Control Center -
Network Services(XM| 01 MIE - HE {3 AH|A) > Cisco Trust Verification Service
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