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<phoneService type="1" category="0">
<name>Corporate Directory</name>
<url>Application:Cisco/CorporateDirectory</url>
<vendor></vendor>

<version></version>

</phoneService>
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1. 3} 7|0 M HTTPS URLE At2EfL|LCt.

7949 NOT 11:04:14.765155 CVM-applLaunchRequest: [thread=AWT-EventQueue-0]
[cTass=cip.app.G4ApplicationManager] Creating application module -
Corporate Directory

7950 ERR 11:04:14.825312 CVM-XsiAppData&colon;:getCdUrl:

[thread=appmgr MQThread]

[cTass=xxx.xxx.xx] Using HTTPS URL

2. CIHE{2| MEoM T3t7|of MBS E Tomcat & QIS AE T3 7|0l M AL E &= Q& LICH
BtM ™3t 7|= TVS(Trust Verification Service)& &3l QIS MHE Q1532 A= gLct

7989 ERR 11:04:15.038637 SECD: -HTTPS cert not in CTL, <10.106.111.100:8443>
7990 NOT 11:04:15.038714 SECD: -TVS service available, can attempt via TVS

3. Mat7|= TVS FHAIOIM X &1, & X| X8t B TVS Aol 87 L|ct

7995 NOT 11:04:15.039286 SECD: -TVS Certificate Authentication request
7996 NOT 11:04:15.039394 SECD: -No matching entry found at cache

4. TVSeto| HAAL QHHstEZ QB M 2150| 2tz E|H O]l HAIX|E &3 5tE AUMELICH
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8096 NOT 11:04:15.173585 SECD: -Successfully obtained a TLS connection
to the TVS server

5. O|M| Tt 7|0l M 2B M 215 2Fs E-LCt



8159 NOT 11:04:15.219065 SECD: -Successfully sent the certificate Authentication
request to TVS server, bytes written : 962
8160 NOT 11:04:15.219141 SECD: -Done sending Certificate Validation request
8161 NOT 11:04:15.219218 SECD: -Authenticate Certificate : request sent to
TVS server - waiting for response

6. TVS2| SH "0"2 (&) 250l 83z S2 2folgfLict

8172 NOT 11:04:15.220060 SECD: -Authentication Response received, status : 0

7. Ol HIAIX|7} EAIE|H SEO| ZAIELICEH
8185 NOT 11:04:15.221043 SECD: -Authenticated the HTTPS conn via TVS

8198 NOT 11:04:15.296173 CVM-[truncated] Received
HTTP/1.1 200 OKAM
X-Frame-Options: SAMEORIGINAM
Set-Cookie: JSESSIONID=660646D3655BB00734D3895606BCE76F;
Path=/ccmcip/; Secure; HttpOnlyAM

Content-Type: text/xml;charset=utf-8AM

Content-Length: 966AM

Date: Tue, 30 Sep 2014 11:04:15 GMTAM

Server: AM

AM

<?xm1 version="1.0" encoding="UTF-8" standalone="yes"?><CiscoIPPhoneIlnput>
<Title>Directory Search</Title><Prompt>Enter search criteria</Prompt><SoftKeyItem>
<Name>Search</Name><Position>1</Position><URL>SoftKey:Submit</URL></SoftKeyItem>
<SoftKeyItem><Name>&1t;&1t;</Name><Position>2</Position><URL>SoftKey:&1t;&1t;</URL>
</SoftKeyItem><SoftKeyItem><Name>Cancel</Name><Position>3</Position>
<URL>SoftKey:Cancel</URL></SoftKeyItem>
<URL>https://10.106.111.100:8443/ccmcip/xmldirectorylist.jsp</URL>
<InputItem><DisplayName>First Name</DisplayName>
<QueryStringParam>f</QueryStringParam><InputFlags>A</InputFlags>
<DefaultValue></DefaultValue></InputItem><InputItem>
<DisplayName>Last Name</DisplayName><QueryStringParam>1</QueryStringParam>
<InputFlags>A</InputFlags><DefaultValue></DefaultValue></InputItem><InputItem>
<DisplayName>
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04:04:15.270 | debug ipAddrStr (Phone) 10.106.111.121
04:04:15.270 |<--debug

04:04:15.270 |-->debug

04:04:15.270 | debug 2:UNKNOWN:Incoming Phone Msg:


https://community.cisco.com:443/t5/collaboration-knowledge-base/communications-manager-security-by-default-and-itl-operation-and/ta-p/3129362
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04:04:15.270 | debug
HEX_DUMP: Len = 960:

04:04:15.270 |<--debug
04:04:15.270 |-->debug
04:04:15.270 | debug 57 01 01 00 00 00 03 ea

<< o/p omitted >>

04:04:15.271 | debug MsgType : TVS_MSG_CERT_VERIFICATION_REQ

3. TVS7} &h 2k} M EAISS 488t |}

04:04:15.272 |-->CDefaultCertificateReader: :GetIssuerName

04:04:15.272 | CDefaultCertificateReader: :GetIssuerName got issuer name
04:04:15.272 |<--CDefaultCertificateReader: :GetIssuerName

04:04:15.272 |-->debug

04:04:15.272 | debug tvsGetIssuerNameFromX509 - issuerName :
CN=cucml0;0U=TAC;0=Cisco;L=Blore;ST=KN;C=IN and Length: 43

04:04:15.272 |<--debug

4. TVS7} Q1B A2 &HolstLctH

04:04:15.272 | debug tvsGetSerialNumberFromX509 - serialNumber :
6F969D5B784D0448980F7557A90A6344 and Length: 16
04:04:15.272 | debug CertificateDBCache: :getCertificateInformation -

Looking up the certificate cache using Unique MAP ID :
6F969D5B784D0448980F7557A90A6344CN=cucml0;0U=TAC;0=Cisco;L=Blore;ST=KN;C=IN

04:04:15.272 | debug CertificateDBCache: :getCertificateInformation -
Certificate compare return =0
04:04:15.272 | debug CertificateDBCache: :getCertificateInformation -

Certificate found and equal

5. TVS7t M3l7|2 8E& ™M&ghLict.

04:04:15.272 | debug 2:UNKNOWN:Sending CERT_VERIF_RES msg
04:04:15.272 | debug MsgType : TVS_MSG_CERT_VERIFICATION_RES
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<phoneService type="1" category="0">
<name>Corporate Directory</name>



<url>Application:Cisco/CorporateDirectory</url>
<vendor></vendor>

<version></version>

</phoneService>

HM3t7| 2& 2301 M o] EHAIE &l = JU&LICH

7250 NOT 11:44:49.981390 CVM-applLaunchRequest: [thread=AWT-EventQueue-0]
[class=cip.app.G4AppTlicationManager] Creating application module -

Corporate Directory/-838075552

7254 NOT 11:44:50.061552 CVM-_HTTPMakeRequestl: Processing Non-HTTPS URL

7256 NOT 11:44:50.061812 CVM-_HTTPMakeRequestl() theHostname: 10.106.111.100:8080

7265 NOT 11:44:50.233788 CVM-[truncated] Received
HTTP/1.1 200 OKAM
X-Frame-Options: SAMEORIGINAM
Set-Cookie: JSESSIONID=85078CC96EE59CA822CD607DDAB28C91;
Path=/ccmcip/; HttpOnlyAM

Content-Type: text/xml;charset=utf-8AM

Content-Length: 965AM

Date: Tue, 30 Sep 2014 11:44:50 GMTAM

Server: AM

AM

<?xml1 version="1.0" encoding="UTF-8" standalone="yes"?><CiscoIPPhonelnput>
<Title>Directory Search</Title><Prompt>Enter search criteria</Prompt><SoftKeyItem>
<Name>Search</Name><Position>1</Position><URL>SoftKey:Submit</URL></SoftKeyItem>
<SoftKeyItem><Name>&1t;&1t;</Name><Position>2</Position><URL>SoftKey:&1t;&1t;</URL>
</SoftKeyItem><SoftKeyItem><Name>Cancel</Name><Position>3</Position>
<URL>SoftKey:Cancel</URL></SoftKeyItem>
<URL>http://10.106.111.100:8080/ccmcip/xmldirectorylist.jsp</URL><InputItem>
<DisplayName>First Name</DisplayName><QueryStringParam>f</QueryStringParam>
<InputFlags>A</InputFlags><DefaultValue></DefaultValue></InputItem><InputItem>
<DisplayName>Last Name</DisplayName><QueryStringParam>1</QueryStringParam>
<InputFlags>A</InputFlags><DefaultValue></DefaultValue></InputItem><InputItem>
<DisplayName>Number</D
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Service Name : <Any Name>
Service URL : http://<CUCM_IP_Address>:8080/ccmcip/xmldirectoryinput.jsp
Secure-Service URL : http://<CUCM_IP_Address>:8080/ccmcip/xmldirectoryinput.jsp

Service Category : XML Service
Service Type : Directories

Enable : CHECK

Enterprise Subscription : DO NOT CHECK
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5007: NOT 10:25:10.060663 SECD: clpSetupSsl: Trying to connect to IPV4,
IP: 192.168.136.6, Port : 2445

5008: NOT 10:25:10.062376 SECD: clpSetupSsl: TCP connect() waiting,
<192.168.136.6> c:14 s:15 port: 2445

5009: NOT 10:25:10.063483 SECD: clpSetupSs1: TCP connected,
<192.168.136.6> c:14 s:15

5010: NOT 10:25:10.064376 SECD: clpSetupSsl: start SSL/TLS handshake,
<192.168.136.6> c:14 s:15

5011: ERR 10:25:10.068387 SECD: EROR:cl1pState: SSL3 alert
read:fatal:handshake failure:<192.168.136.6>

5012: ERR 10:25:10.069449 SECD: EROR:cl1pState: SSL_connect:failed in SSLv3
read server hello A:<192.168.136.6>

5013: ERR 10:25:10.075656 SECD: EROR:c1pSetupSsl: ** SSL handshake failed,
<192.168.136.6> c:14 s:15

5014: ERR 10:25:10.076664 SECD: EROR:c1pSetupSs1: SSL/TLS handshake failed,
<192.168.136.6> c:14 s:15

5015: ERR 10:25:10.077808 SECD: EROR:c1pSetupSsl: SSL/TLS setup failed,
<192.168.136.6> c:14 s:15

5016: ERR 10:25:10.078771 SECD: EROR:c1pSndStatus: SSL CLNT ERR,
srvr<192.168.136.6>

KEMIEH LI 2 Cisco H{1 ID CSCuab56182 & Xt AAIL.
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05:54:47.779 | debug 7:UNKNOWN:Got a new ph conn 10.106.111.121 on 10, Total Acc = 6..

05:54:47.835 | debug MsgType : TVS_MSG_CERT_VERIFICATION_REQ

TVSE &=ZXt 0|&2 7FMSLICh

05:54:47.836 |-->CDefaultCertificateReader::GetIssuerName
05:54:47.836 | CDefaultCertificateReader: :GetIssuerName got issuer name
05:54:47.836 |<--CDefaultCertificateReader::GetIssuerName


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCua65618

05:54:47.836 |-->debug
05:54:47.836 | debug tvsGetIssuerNameFromX509 - issuerName :
CN=cucmpub9;0U=TAC;0=Cisco;L=Bangalore;ST=KN;C=IN and Length: 49
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05:54:47.836 | debug CertificateCTLCache: :getCertificateInformation
- Looking up the certificate cache using Unique MAP ID :
62E09123B09A61D20E77BE5BF5A82CD4CN=cucmpub9;0U=TAC;0=Cisco;L=Bangalore;ST=KN;C=IN
05:54:47.836 |<--debug
05:54:47.836 |-->debug
05:54:47.836 | debug ERROR:CertificateCTLCache: :getCertificateInformation
- Cannot find the certificate in the cache
05:54:47.836 |<--debug
05:54:47.836 |-->debug
05:54:47.836 | debug getCertificateInformation(cert) : certificate not found
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