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&t LI IP Phone Security and CTL (Certificate Trust List) EAME XA A|L.

ITL It 2! Hoto] CHEt F 7} ME= 7|22 9 2 Communications Manager Security By
Default(Communications Manager 22t 7|&) 2! |TL Operation and Troubleshooting(ITL %24 5!
2 ) EMAM & = U&LICH

2N 54
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- SSH(Secure Shell) A M|A

- SPAN(Switched Port Analyzer)0iA{ PC ZEZ

CCM Admln(CCM £2]) HOo|X|olA T&t 7|0l CHal o|2q8r Aol ¢HdA sl HMSH7[7F MAE™E =
HZE AMEO| MEBEIX| 2 B & 7|0 TFTP MHE AMEISHK| f 2 &= U&LICHE CHE Uit
JHC>,_I 42 3|ACIEEE| £ OHE ™3 MHH|[A0] HAM|AE [ Host Not Found(E A E i8)ct
& HA|X|7F EAIELICH 7‘*9}7I7+ E7|17HL AElE = gle HEfRIX] & Qlsted™ MEt 7| RHA| EE=
M3t ¢ Ho|X|o| M &t & EH TIAIX|E = 215104 Trust List Update Failed HIA| X7} EA|Z|=X| &
°|°*LIE+ ITL Update Failed(ITL C[0|E AlM) HA|X|= H37|7F #HRHITLE AME S {2 2155t
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Settings(4™) > Status(2 EH) > Status Messages(& Ell HIA|X])Z 0|S 35T 37| AHAM 0l A Trust
List Update Failed(2lZ| S5 YCI0|E AI) HIAIXKIE 2 = JU&LICH

16:26 03/10/14

-~ Status Messages
16:25:17 Trust List Update Failed
16:25:11 Trust List Update Failed
16:22:15 Trust List Update Failed
16:22:13 Trust List Update Failed

Trust List Update Failed H|A|X|= CH2 1 ZH 0| Status Messages(&EH HIA|X|)2| 3} ¥ m|O|X|of|
ME & = &t
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Status Messages

Cisco Unified IP Phone CP-7965G ( SEP64A0E71502CC )

20:16:01 Trust List Update Failed

54 -3 L XdH

CUCM HH7Z 10.0(1)2 T3t7|2F CUCM MB] 7Ho| AlZ|E I:I-AI )§!7é,5|-7| 2 A2 E = U F7t
7|8 AL BHLICH.O| Af 71 ITL 27 F|ULICHTL 27 7|= M=l £ Yasolc Sof MMEL
C}O| 27 7l $AE O|f 47 DNS #1Z E£ 7|8 ¢ Aet 0
2 QI3 3t7I7t 74 uto| MRS of 0l4 A5t o AE7H B 4 ALic

A utils itl reset CLI 232 T3+ 7|7} Trust List Update Failed HIA|X|7F EA|E|= HEHO| U M ™

stLt M3t2t CUCME| TFTP MH[A 7F MEZIE K Het7| flsl AEE =+ U&LICHutils itl reset &
24.
[=3

1. HAIRF 22O BHRH ITL ZtL 2 7HX{eH ITL Tt o] B2 MHS L ITL 57 7HR! 7|8 AMS
510 ITL It ol LHE S CHA| MHEELICH
2. MITL It e SHAEM UE ZE M TFTP = EQ| TFTP CIHEZ|0| RS2 Z SAEL
Ct.
3. TFTP7t A™ElE ZE =20 TFTP AMHIAE XS 22 RHAIZHELICH
O Chg HER7 2 HEH7|E A ™st ok o+|,||:+ MAEEES TFTP ME{oilA 22IE [ T35}7|
HMITL LS RYSIE S stH, T3 7|0 M =4It = ITL ZHY2 callmanager.pem 7HQ! 7| CH A
ITLRecovery 7l MBELICHITL AdHE A&5tE 5 7HX| 40| A& LICh.utils itl reset
localkey %! utils itl reset remotekey.ITL A BH2 HAIKMEF Aeieh = Q&L|CH 7HURLo]
MITL ZHEH S A& SHH This is not a Publisher Node HMIA|X|7F Z AIE|LICHZF B@&30| of = CHS
MMM REMIT| A& EFLICE.

ITLREH 53 7|8 M8 857

localkey =412 Publisher 3t= E2t0|E0i| R}= ITLRecovery.p12 Ztoi| Z & E ITL SF 712! 7|
E MITL T MEXE AFSELICH

adm n:utils itl reset localkey
Enter CCM Admi ni strator password :

Locating active Tftp servers in the cluster.....
Following is the list of Active tftp servers in the cluster
["test10pub', 'test10sub']

The reset ITL file was generated successfully

Transferring newreset ITL file to the TFTP server nodes in the cluster.........



Restarting Cisco Tftp service on host test10pub
Cisco Tftp service restarted on host test10pub
Successfully transferred reset |ITL to node test10sub

Restarting Cisco Tftp service on host test10sub
Cisco Tftp service restarted on host test10sub

A 53 7|8 A& ITLRecovery

remotekey SME AL& 35 ITLRecovery.p12 THAUO| MEH El 2|F SFTP MHE X[HE &= JU&L
Ct.

adm n:utils itl reset remotekey joemar2-server.cisco.com joemar2
/home/joemar2/ITLRecovery.pl2

Enter Sftp password : Processing token in else 0 tac

coutn is 1

Processing token in else 0 tac

coutn is 1

Enter CCM Admi ni strator password :
Locating active Tftp servers in the cluster.....
Following is the list of Active tftp servers in the cluster

['test10pub', 'testl1l0sub']
The reset ITL file was generated successfully

Transferring new reset ITL file to the TFTP server nodes in the cluster.........

Restarting Cisco Tftp service on host test10pub
Cisco Tftp service restarted on host test10pub
Successfully transferred reset |ITL to node test10sub

Restarting Cisco Tftp service on host test10sub
Cisco Tftp service restarted on host test10sub

#d:remotekey SM S AL& 5107 ITL RHEHE =~ 5tH HAIX2| localkey(C|A 3 T 9
localkey) 7t remotekey 2 HFEIL|C}H,

"show itl" BHE2Z B MEX &el

ITL reset HHS A&l 7| 0o show itl HHEOZ ITL IILUS £ ZER ITLO
ITLRECOVERY_<publisher_hostname> & =0| Z& E[0{ UZS S EAIFLICLEHAES BE
TFTP MM M3 5tE 2 ITL o= AAIRIS| O] ITL S+ &F 0| Z& E|0{ U&LICH ol of
0| M show itl BHEO| £E242 A AR 7HKASLICHITLO ME3H7| QI AASElE EE2 IH X
AL

0

200

adm n: show itl
The checksum value of the ITL file:
b331e5bf b450926e816be37f 2d8c24a2( MD5)



9d7da73d16c1501b4d27dcled79211f 390659982( SHAL)

Length of ITL file: 5302
The ITL File was | ast nodified on Wed Feb 26 10:24:27 PST 2014

Parse ITL File

Version: 1.2
Header Lengt h: 324 (BYTES)

BYTEPOS TAG LENGTH VALUE

3 SIGNERID 2 139

4 SIGNERNAME 57 CN=testlOpub.joemar2.lab;OU=tac;O=cisco;L=rtp;ST=nc;C=US
5 SERIALNUMBER 16 61:40:52:E9:1E:E9:7C:77:9B:7B:5E:81:0A:B1:46:A5
6 CANAME 57 CN=t est 10pub.j oemar 2.1 ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
7 SI GNATUREI NFO 2 15

8 DI GESTALGORTI THM 1

9 SI GNATUREALGO NFO 2 8

10 SI GNATUREALGORTI THM 1

11 SI GNATUREMODULUS 1

12 SI GNATURE 128

8f d4 0 cb a8 23 bc b0

f 75 69 9e 25 d1 9b 24

49 6 ae dO 68 18 f6 4

52 f8 1d 27 7 95 bc 94

d7 5c 36 55 8d 89 ad f4

88 0 d7 dO db da b5 98

12 a2 6f 2e 6a be 9a dd

da 38 df 4f 4c 37 3e f6

ec 5f 53 bf 4b a9 43 76

35 ¢c5 ac 56 e2 5b 1b 96

df 83 62 45 f5 6d 0 2f

c dl1 b8 49 88 8d 65 b4

34 e4 7c 67 5 3f 7 59

b6 98 16 35 69 79 8f 5f

20 f0 42 5b 9b 56 32 2b

cO b7 la 1e 83 c9 58 b

14 FI LENAME 12

15 TI MESTAMWP 4

I TL Record #:1

BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 1115

DNSNAME 2

SUBJECTNAME 57 CN=testlOpub.joemar2.lab;OU=tac;O=cisco;L=rtp;ST=nc;C=US
FUNCTI ON 2 System Admi ni strator Security Token

| SSUERNAME 57 CN=t est 10pub. j oemar 2. | ab; QU=t ac; C=ci sco; L=rt p; ST=nc; C=US
SERIALNUMBER 16 61:40:52:E9:1E:E9:7C:77:9B:7B:5E:81:0A:B1:46:A5

PUBLI CKEY 140

SI GNATURE 128

9 CERTI FI CATE 684 01 9C 4C 3D 27 D7 4D 82 CB Bl 84 84 D4 2A 63 9F 71 78 BE A9
(SHA1 Hash HEX)

This etoken was used to sign the ITL file.

o ~No O wWDN PR

| TL Record #:2

BYTEPCS TAG LENGIH VALUE

1 RECORDLENGTH 2 1115



DNSNAME 2

SUBJECTNAME 57 CN=t est 10pub. j oenar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
FUNCTI ON 2 TFTP

| SSUERNAME 57 CN=t est 10pub. j oemar 2. | ab; QU=t ac; C=ci sco; L=rt p; ST=nc; C=US

SERI ALNUVMBER 16 61:40:52: E9: 1E: E9: 7C. 77: 9B: 7B: 5E: 81: OA: B1: 46: A5

PUBLI CKEY 140

S| GNATURE 128

9 CERTI FI CATE 684 01 9C 4C 3D 27 D7 4D 82 CB Bl 84 84 D4 2A 63 9F 71 78 BE A9
(SHA1 Hash HEX)

I TL Record #:3

BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 439

DNSNAME 2

SUBJECTNAME 49 CN=CAPF- 75638ad9; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
FUNCTI ON 2 CAPF

| SSUERNAME 49 CN=CAPF- 75638ad9; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
SERI ALNUVBER 16 42: BF: 37:77:9B: 16: AF: 1C. D2: 30: 88: C2: 17: 24: 9D: AA
PUBLI CKEY 140

SI GNATURE 128

11 CERTHASH 20 BB C3 4A 1D DE 17 39 C5 36 1A 15 6B FO 65 FE BE D1 E6 19 03
12 HASH ALGORI THM 1 SHA-1

0 ~NO UL~ WN

0O ~NOO O WN P

| TL Record #:4

BYTEPCS TAG LENGTH VALUE

RECORDLENGTH 2 455

DNSNAME 2

SUBJECTNAME 57 CN=t est 10pub. j oenar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
FUNCTION 2 TVS

| SSUERNAME 57 CN=t est 10pub. j oemar 2. | ab; QU=t ac; C=ci sco; L=rt p; ST=nc; C=US
SERI ALNUVBER 16 76:59: 84: D8: B7: 30: 60: 63: 36: E5: C7: B6: A7: DD: B9: D6

PUBLI CKEY 140

S| GNATURE 128

11 CERTHASH 20 7A BF CE B6 BE E2 06 02 74 D9 EB AE 58 48 52 93 7A 1E A5 55
12 HASH ALGORI THM 1 SHA-1

0O ~NOO O WN P

| TL Record #:5

BYTEPCS TAG LENGIH VALUE

1 RECORDLENGTH 2 1141

2 DNSNAME 2

3 SUBJECTNAME 66 CN=I TLRECOVERY_t est 10pub. j oenar 2. | ab; OU=t ac; O=ci sco; L=rt p;
ST=nc; C=US

4 FUNCTION 2 System Admini strator Security Token

5 | SSUERNAMVE 66 CN=I TLRECOVERY_t est 10pub. j oemar 2. | ab; QU=t ac; OC=ci sco; L=rt p;
ST=nc; C=US

6 SERI ALNUVMBER 16 6E: 3F: 65: C2: 97: B3: EO: 1F: E7: 42: 81: AB: 52: CC: 55: DC

7 PUBLI CKEY 140

8 S| GNATURE 128

9 CERTI FI CATE 692 CD C7 4A 39 87 87 52 FA BO 89 0C 28 AB CB 36 32 EB 87 16 DC
(SHA1 Hash HEX)

This etoken was not used to sign the ITL file.

| TL Record #:6

BYTEPCS TAG LENGIH VALUE

1 RECORDLENGTH 2 713



DNSNAME 2

SUBJECTNAME 57 CN=t est 10sub. j oenar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
FUNCTION 2 TVS

| SSUERNAME 57 CN=t est 10sub. j oemar 2. | ab; QU=t ac; C=ci sco; L=rt p; ST=nc; C=US
SERI ALNUVBER 16 67: D1: Al: 9E: F8: AB: 91: E6: CO: A6: 10: 35: 26: 30: EE: 02

PUBLI CKEY 270

S| GNATURE 256

11 CERTHASH 20 AF 28 89 16 F9 94 E6 62 A3 65 C2 88 3B 94 08 1C 66 7C 49 C9
12 HASH ALGORI THM 1 SHA-1

0 ~NO UL~ WN

The ITL file was verified successfully.

ITLRecovery 7|7t At E|=X| & QIgLC.

ITL MEHS =38 £ showitl BE2Z ITL IHYUS E™ ITLRecovery 50| 047]0f EAIE CHZ
ITLO| MBS S & = U&LICEITLRecovery= TFTP7F RHA[ZHE X[ ITLL| MEXF(ITLOA CF
Al ME 37| 25l callmanager.pem = TFTP QIS M7t AF&E)E | XIELICH.

adm n: show itl

The checksum val ue of the ITL file:

c847df 047cf 5822cled6cf 376796653d( MD5)

3440f 94f 9252e243¢99506b4bd33ea28ec654dab( SHAL)

Length of ITL file: 5322
The ITL File was |ast nodified on Wed Feb 26 10:34:46 PST 2014<

Parse ITL File

Version: 1.2
Header Lengt h: 344 (BYTES)

BYTEPOS TAG LENGTH VALUE

3 SIGNERID 2 157

4 SIGNERNAME 66 CN=ITLRECOVERY testlOpub.joemar2.lab;OU=tac;O=cisco;L=rtp;ST=nc;C=US
5 SERIALNUMBER 16 6E:3F:65:C2:97:B3:E0:1F:E7:42:81:AB:52:CC:55:DC
6 CANAME 66 CN=I TLRECOVERY_t est 10pub. j oemar 2. | ab; OQU=t ac; O=ci sco; L=rt p; ST=nc; C=US
7 SI GNATUREI NFO 2 15

8 DI GESTALGORTI THM 1

9 SI GNATUREALGO NFO 2 8

10 SI GNATUREALGORTI THM 1

11 SI GNATUREMODULUS 1

12 SI GNATURE 128

58 ff ed a ea 1b 9a c4

e 75 f0 2b 24 ce 58 bd

6e 49 ec 80 23 85 4d 18

8b dO f3 85 29 4b 22 8f

bl c2 7e 68 ee e6 5b 4d

f8 2e e4 al e2 15 8c 3e

97 ¢c3 fO 1d cO e 6 1b

fc d2 f3 2e 89 a0 77 19

5c 11 84 18 8a cb ce 2f

5d 91 21 57 88 2c ed 92

ab 8f f7 c 0 cl c4 63

28 3d a3 78 dd 42 f0 af

9d f1 42 5e 35 3c bc ae

c 3 df 89 9 f9 ac 77

60 11 1f 84 f5 83 dO cc

14 FI LENAME 12



15 TI MESTAMWP 4

I TL Record #:1

BYTEPCS TAG LENGTH VALUE

RECORDLENGTH 2 1115

DNSNAME 2

SUBJECTNAME 57 CN=t est 10pub. j oenar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
FUNCTI ON 2 System Admi ni strator Security Token

| SSUERNAME 57 CN=t est 10pub. j oemar 2. | ab; QU=t ac; C=ci sco; L=rt p; ST=nc; C=US
SERI ALNUVMBER 16 61:40:52: E9: 1E: E9: 7C. 77: 9B: 7B: 5E: 81: OA: B1: 46: A5

PUBLI CKEY 140

S| GNATURE 128

9 CERTI FI CATE 684 01 9C 4C 3D 27 D7 4D 82 CB Bl 84 84 D4 2A 63 9F 71 78 BE A9
(SHA1 Hash HEX)

This etoken was not used to sign the ITL file.

0O ~NOO O WN P

| TL Record #:2

BYTEPCS TAG LENGTH VALUE

1 RECORDLENGTH 2 1115

2 DNSNAME 2

3 SUBJECTNAME 57 CN=t est 10pub. j oemar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
4 FUNCTION 2 TFTP

5 | SSUERNAMVE 57 CN=t est 10pub. j oemar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
6 SERI ALNUMBER 16 61:40:52: E9: 1E: E9: 7C:. 77: 9B: 7B: 5E: 81: 0A: B1: 46: A5

7 PUBLI CKEY 140

8 Sl GNATURE 128

9 CERTI FI CATE 684 01 9C 4C 3D 27 D7 4D 82 CB Bl 84 84 D4 2A 63 9F 71 78 BE A9
(SHA1 Hash HEX)

| TL Record #:3

BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 439

DNSNAME 2

SUBJECTNAME 49 CN=CAPF- 75638ad9; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
FUNCTI ON 2 CAPF

| SSUERNAME 49 CN=CAPF- 75638ad9; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
SERI ALNUVBER 16 42: BF: 37:77:9B: 16: AF: 1C. D2: 30: 88: C2: 17: 24: 9D: AA
PUBLI CKEY 140

SI GNATURE 128

11 CERTHASH 20 BB C3 4A 1D DE 17 39 C5 36 1A 15 6B FO 65 FE BE D1 E6 19 03
12 HASH ALGORI THM 1 SHA-1

0O ~NOO O WN P

| TL Record #:4

BYTEPCS TAG LENGTH VALUE

RECORDLENGTH 2 455

DNSNAME 2

SUBJECTNAME 57 CN=t est 10pub. j oenar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
FUNCTION 2 TVS

| SSUERNAME 57 CN=t est 10pub. j oemar 2. | ab; QU=t ac; C=ci sco; L=rt p; ST=nc; C=US
SERI ALNUVBER 16 76:59: 84: D8: B7: 30: 60: 63: 36: E5: C7: B6: A7: DD: B9: D6

PUBLI CKEY 140

S| GNATURE 128

11 CERTHASH 20 7A BF CE B6 BE E2 06 02 74 D9 EB AE 58 48 52 93 7A 1E A5 55
12 HASH ALGORI THM 1 SHA-1

0O ~NOO O WN P

| TL Record #:5



BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 1141

DNSNAME 2

SUBJECTNAME 66 CN=ITLRECOVERY testlOpub.joemar2.lab;OU=tac;O=cisco;L=rtp;ST=nc;C=US
FUNCTI ON 2 System Admi ni strator Security Token

| SSUERNAME 66 CN=I TLRECOVERY_t est 10pub. j oenmar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
SERIALNUMBER 16 6E:3F:65:C2:97:B3:EQ0:1F:E7:42:81:AB:52:CC:55:DC

PUBLI CKEY 140

SI GNATURE 128

9 CERTI FI CATE 692 CD C7 4A 39 87 87 52 FA BO 89 0C 28 AB CB 36 32 EB 87 16 DC

(SHA1 Hash HEX)

This etoken was used to sign the ITL file.

O ~No O WwWDNPE

| TL Record #:6

BYTEPCS TAG LENGIH VALUE

1 RECORDLENGTH 2 713

2 DNSNAME 2

3 SUBJECTNAME 57 CN=t est 10sub. j oemar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
4 FUNCTION 2 TVS

5 | SSUERNAMVE 57 CN=t est 10sub. j oemar 2. | ab; QU=t ac; O=ci sco; L=rt p; ST=nc; C=US

6 SERI ALNUMBER 16 67: D1: Al: 9E: F8: AB: 91: E6: C0: A6: 10: 35: 26: 30: EE: 02

7 PUBLI CKEY 270

8 Sl GNATURE 256

11 CERTHASH 20 AF 28 89 16 F9 94 E6 62 A3 65 C2 88 3B 94 08 1C 66 7C 49 C9
12 HASH ALGORI THM 1 SHA-1

The ITL file was verified successfully.

Mg ME| &4 7tsdE £0[7] /T IHME ME

ITL A 715 20l CUCM T 10.0(1)0ll= H3t7(|7}F AE[E &= Qi MEZ E0{7l= "2 W
X5tz #ElRt 7|s0| ZE E|o] U&LICETE (ol e F A2 X2 TVS 18 M(TVS.pem)2t
TFTP 215 M(callmanager.pem) & LICt. EF 5tLES| CUCM MEHEH I 71 Bredh 2t 8o M 2|
X7} callmanager.pem /5 X 2 TVS.pem QIZMHE x| 2 MMMetE B2 M3 7|7F MM
T 2E! A| Trust List Update Failed HIA|X|7} EAIELICHRHAAIE! ITLO| ZEHE QIZAMZ QI5H
CUCMOIM 732 A& ClHIO|A A AHO| MEE|HEt: M7= CUCME 2IZ[6HK| et= & El
2 E0{Z = JU&Lch

oit] QIS M7I SAl UGl &S YX|stT| flsi(HPHoz SAE 0|F HE EE= DNS
T oel ol§ +=H) CuCMolE 27 EtO|H7F U&LICHABS M7 MU EIH cuCM2 & 2RI 0|
MM MUY F 58 o|Lio] SUEr =0l = CHE AUBME MUHst x| Rt 5 LIt 0
ZZMAE a5t X Hmf QIZME MUGE M ME 77t LA HEMH, S QIZSME CHAl
dst7| ™ol M3t7|E st n SSHalok gL

O CIB M7 HA] MME|RA=X|0od| A 0| HEt7|of mtE Q& st EX wWEo| U&LICHO|
I 2 MAO CHEF RFAMIEH LI € Communications Manager Security By Default(Z[&) &! ITL
Operation and Troubleshooting(ITL 291 2! 22X sHZ)0|A] &Qlgt 4= Ql&LCt.

0| o™ B M Zidd = 5& Liofl 2rE[XH7F CHE QIS A

jn

O] £22 CUCMO| CLIoIM &

A
T
MAGsH R Rt S ste &2

adm n: set cert regen CallManager


https://supportforums.cisco.com/docs/DOC-17679
https://supportforums.cisco.com/docs/DOC-17679

WARNI NG This operation will overwite any CA signed certificate
previously inported for Call Manager
Proceed with regeneration (yes|no)? yes

Successfully Regenerated Certificate for Call Manager.

Pl ease do a backup of the server as soon as possible. Failure to do
so can stale the cluster in case of a crash.

You must restart services related to Call Manager for the regenerated
certificates to becone active.

adm n: set cert regen TVS

Cal | Manager certificate was nodified in the last 5 minutes. Please re-try
regnerating TVS certificate at a later tinme

CHSo 20| Os(29Y AA) &2 mo|x|oMq SUet HIAIXIE & & JA&LICH

~Status

e CallManager certificate was modified in the last 5 minutes. Please re-try regnerating TVS certificate at a later time

- Certificate Settings

File Name TVS. pem

Certificate Name TVS

Certificate Type certs

Certificate Group preduct-cm

Description Self-signed certificate generated by system

H AR} ITL 23 7|= ITLRecovery_<node name>2| CN(Common Name)oll 2 2= 7.8
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ITL &5 7| &2 CLI EE= OS Administration(OS 2t 2l) H|O| X0l A ChA] & == Ql&LICH
ITLRecovery 215 M7t HAIRt EE= TS AOIM ChA| MAE M 1P 37t R HEE|X| eE &L Ch
ATLRecovery /5 M7t RHMEE[H TFTP MH[A7F R A[ZHE 77K ITL 2t 0| ATl O|EX|X| 2F
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L|Ck OFX|2f EHHl= System(AIAE]) > Enterprise Parameters(QIE|Z 20| = Of7HEH )M 2 E C
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Recovery 7|7} 4=l {77} X| M2 2 RTMT(Real-Time Monitoring Tool) & 20| D4 MAEIL|C}
.DRS(Disaster Recovery System) Bi{o 2= ZTE SX|& = U&LICHITL 57 7|2 X&35Hed
0 Q0| HEL|X|BH 7| I ol =5 WMHT E o i. L|Ct

23 7|8 ¥dsted™ AHAIXKEe| CLIO| 212151 get tftp ITLRecovery.p12 B& mp g Q248 |
Chod7[of ZAIE CHE oS MESHE{H SFTP M7t 2 ghL|ch 7Rt =Eoi= ITL S+ ot
ol gie =22 mel get tfp ITLRecovery.p12 B2 S X0IM A5 H nielE 38 + SlaL
Ct.

adm n: file get tftp ITLRecovery.pl2

Pl ease wait while the systemis gathering files info ... done.
Sub-directories were not traversed.
Nunmber of files affected: 1

Total size in Bytes: 1709

Total size in Kbytes: 1.6689453

Woul d you like to proceed [y/n]? y

SFTP server |P: joemar2-server.cisco.com
SFTP server port [22]:

User | D: joemar2

PaSSV\Drd kkkkkkkhkkhkkkkk*

Downl oad directory: /home/joemar2/

The authenticity of host 'joemar2-server.cisco.com (172.18.172.254)"' can't be
est abl i shed.

RSA key fingerprint is 2c:8f:9b:b2:ff:f7:a6:31:61: 1b: bc: 95: cc: be: ba: bd.

Are you sure you want to continue connecting (yes/no)? yes

Transfer conpl eted.
Downl oadi ng file: /usr/local/cmtftp/lTLRecovery. pl2

ITLRecovery.p12 Tt 2 HH45t7| 2{3H CLI01|A‘| T 4 Q% &g 77} X| CiscoSyslog(Event
Viewer - Application Log)01l of2fet 20| B 7t oY E A[E/LICE.OS Administration(OS & 2[) T O]
X[, Security(E ) > Certificate Monitor(2!5 A 2 L|E{)0d| M OIIHIOI or2lo| M3l El AR 5 Ui
ol == m7HX| oY ol Y W =& U&LICt

4
|E_I ;
Feb 17 13:38:10 || Mame: MLRecoveryCertBackup
H.l:hht Name: test10pub :
w {:Ilsml Igmmu Manitar Description: This cluster has an ITLRecovery certificate that has not
Message: ||| been backed up. Taking a manual backup of this certificate is
||| recommended 1o avold the need 1o manually delete the ITL file from
0: westl0pub: Feb 17 2014 09:38:10 PM.73E5 UTC : A | ewery phone In the cluster after certain cluster reconfiguration
HUC_CERT=-4-TLRecoveryCerBackup: ¥{Messages aperations.
I[ClusteriD=][NodelD=testl dpub]: This cluster has an MLRecovery
certificate that has not been backed up. Taking a manual backup of || || gyplanation: This alarm indicates that the newly generated ITL
this certificate is recommended 1o avoid the need 1o manually ||| Recovery Certificate and key have not vet been backed up.
delere the ITL file from every phone in the cluster after certain ¥ ¥ L g
cluster reconfiguraton operations. ||| Recommended Action: Use the CLI command file get tftp
: ITLRecovery.pl2” to back up the ITL Recovery Certificate as soon as
possible.
||| Parameters:
* | + J | [ Close
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71|*|7<F7F CHAl ZF 5| E8{AE 2ot HIZH S = ITLRecovery.p12 It 0| E2{AE E ot H|LH
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HI ITL ™ 7|S2 T3 7(0f ITLRecovery &= 0| X
st 7)ol Ax|E TL T ITLRecovery & 50| Z& |
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adm n: show itl

The checksum value of the ITL file:

b331e5bf b450926e816be37f 2d8c24a2( MD5)
9d7da73d16c1501b4d27dc1ed79211f 390659982( SHAL)
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. CSCun18578 - §74 AILI2|20{| A ITL reset localkey/remotekey 7} *'HH°*L—|EF
. CSCun19112 - SFTP HZ &l 218 Rl ITL {4 remotekey 2


https://tools.cisco.com/bugsearch/bug/CSCun18578/?reffering_site=dumpcr
https://tools.cisco.com/bugsearch/bug/CSCun19112/?reffering_site=dumpcr
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