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. AnyConnect Premium SSL 2}0[AlA

. Cisco VPN Phone 2}0|MA & AnyConnect
ASA HH 2F ASA 2 2|4 8.0.x2| B2 "AnyConnect for Linksys phone" EE= ASA ElE2|A
8.2.x 0| & 2| 42 "AnyConnect for Cisco VPN Phone"0O| ZE A[EL|C}



. ASA - 2I2|A 8.0(4) 0|4

- IP Phone 2 & - 7942/7962/7945/7965/7975

. M3} - 8961/9951/9971(2 2|4 9.1(1) TS0 T8

. M3} - /2|4 9.0(2)SR1S - SCCP(Skinny Call Control Protocol) 0|4}

. Cisco CUCM(Unified Communications Manager) - 2 2|4 8.0.1.100000-4 O| 4
O Zdx|1zi[o|4 ofjof At El 2l E|A0= CZ 0| Z & ELICEH

. ASA - 2l2[A 9.1(1)
. CallManager - 2|4 8.5.1.10000-26
CUCM HEO| M X[ El= 3t7(o| TN S5 Ei{H Chs HAE 225t AIR.

1. CHE URLE YLICH https://<CUCM A{H{ IP & £>:8443/cucreports/systemReports.do
2. Unified CM Phone Feature List(Unified CM T8 7| 7| S5) > Generate a new report(Af &£
TN M) > Feature(Z|1S)& MEIEILICEH 7Y AFEY.
Ol ZMe| HE= & & 2tE9| C|HIO|AE ECHE HMHEIR&LICHO| 2 Mol AFZEl 2 & C|ut
OlAE Z7I8tEl(712) ALt o|Me 2 AR E|RSLICEEHA HESIFI 28 ¢l 842, 2E
PHo{o| FAHQI F&FE 0l2| SKIstAIZ| BEEFLICEH

E7| 73

24 ol CHE AFMIEH LHS S Cisco 71 Bl 72
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3l els M §8
Cisco= T&7[0|M CIE 2B FEE AFSELIC

. MIC(Manufacturer Installed Certificate) - MICE 2 7941, 7961 & %|4l 2 & Cisco IP &lof
Z & EILICHMICE Cisco CA(Certificate Authority)lA A8 2048H|E 7| Q15 AHQILICEH.
MIC7} & 73 LSC(Locally Significant Certificate) 2 Ax|& E 7} @i&LICH CUCMO| MIC
ABEME dZI5t7| flal ABM A= KHE M A DX[E CA 215 M CAP-RTP-001, CAP-
RTP-002 2! Cisco_Manufacturing_ CAE & &%rL|C}.

. LSC-LSCe 25 E= 453HE @l ClHio|A Eot ZEE F M F cuCMat T3t 7| zto
g ESELICHLSCE CUCM CAPF(Certificate Authority Proxy Function) 7HQ! 7|01 o|3H
MBEl Cisco IP T3t 0| Z74 7|& ERELICLEERII =522 Z2H|X'Et Cisco IP &
OFCTL ZIUS CIREZESIT & QIE = QIO D2 MICE AF8SHE CHAl O]l S AF8StE X
O| EZ&LICH 2ot /&o| &7+eHo 2t Cisco= LSC A x|o2t MICE AI&3tE Zd0| &
OH, A& A8E & & LICEHTLS(Transport Layer Security) 215 EE= CHE 8 2 MICE
AE3HE = Cisco IP 37 |& F85tE D42 fI&s dslok guict
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/c/ko_kr/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

=
o] EMoiME chE Zu| Tz olMo| s B ErLICH

. ASA Zdx|z2fo|M
. CallManager
. CaIIManager°| VPN Zu|agolM
IP T30l QIZ M MR
ASA HI|ago|M

ASAQ| Z1x|Tei|0|442 AnyConnect Z2}0|2E HAFE{E ASAO| 1ZAE et 7ol SLeLICta
oLt Ol2HEt MBH AHE 2 OS2t Z&Lch

- E'd a2 &0ll= group-urlOf &lo{ok ELCt O] URLZ VPN HO|E|0] URLL| CMAIM T E L
Ct.
E Moo= AZE E{d0o| £ E| K| otofof &L},
0| 7:’_‘|_1L|1E-||O|A|_=|O'"A‘|I_ ASA C|HIO|A 9| SSL(Secure Socket Layer) MEI X0l M o|Hof 724 A
MRIE ASARHAM ME EE= EtAN QIS ME MSELICLAME L2 O EME FEsHaAIR.

- CIX|EH RIEM 74
- ASA 8.x Manually Install third Party Vendor Certificates for use with WebVPN Configuration 04|
- ASA 8.x:AtA| ME QIE M Z1T|12f|o[MHE ALE 504 AnyConnect VPN ZEIO|HEE S8t
VPN S A|A of
ASAQ| ztd (O gio|M2 CtEat Z&LCt

ip local pool SSL_Pool 10.10.10.1-10.10.10.254 mask 255.255.255.0
group-policy GroupPolicy_ SSL internal

group-policy GroupPolicy_ SSL attributes

split-tunnel-policy tunnelall

vpn-tunnel-protocol ssl-client

tunnel-group SSL type remote-access

tunnel-group SSL general-attributes

address-pool SSL_Pool

default-group-policy GroupPolicy_SSL
tunnel-group SSL webvpn-attributes
authentication certificate

group-url https://asa5520-c.cisco.com/SSL enable

webvpn

enable outside

anyconnect image disk0:/anyconnect-win-3.0.3054-k9.pkg
anyconnect enable

ssl trust-point SSL outside

CallManager T+

ASAM|M 215 HE LHELH CallManagerdll Phone-VPN-Trust QIS ME RQIBEME 7tx{224™ Ct
2 CHE 22 A2,

1. dgEl QIS AME CuCMoi|
2. SSLoj| A8 &= Q1B ME

ASA (config) #show run ssl

St
o3

2IgrL/ct.

18 on


//www.cisco.com/en/US/docs/security/asa/asa91/configuration/general/aaa_certs.html
/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-3rdpartyvendorcert.html
/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/99756-asa8-x-anyconnect-vpn.html
/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/99756-asa8-x-anyconnect-vpn.html

ssl trust-point SSL outside
3. 2B ME LHEHLICE,
ASA (config) #crypto ca export SSL identity-certificate

PEM(Privacy Enhanced Mail) /2% ID QIZ M= Ch21 Z&Lch

————— BEGIN CERTIFICATE-----ZHUxXxFjAUBgkghkiG9w0BCQIWBOFTQTU1INDAwWHhcNMTMwMTMWwMTM1Mz EwiWhcNMjMw
MTI4MTM1MzEwWW]AmMMQwwCgYDVQQODEWN1ZHUXFjAUBgkghkiGO9wOBCQIWBOFTQTUL
NDAwgZ8wDQYJKoZIhvcNAQEBBQADgYOAMIGJIJAOGBAMYCcrysjZ+MawKBx8Zk69SWAAR
FSpV6FPcUL7xsovhwbhsJE/2VDgd3pkawc5jcl5vkepTkhjbf2xC4Clg6ZQwpahde22sdfl
wsi1dpQWglDDrJID1We83L/ogmhkWJO7QfNrGZhOLvIxOpR7BFpZdlyFyzwAPkoBl1

4. E{O| ol HAEE SAIstD .pem THUZ K& EFLICH
5. CallManagerdll 22215t 1 Unified OS Administration(Unified OS & 2l) > Security(:2. 9 >
Certificate Management(2/S X #2l) > Upload Certificate(21& A Y2 E) > Select Phone-
VPN-trust(Phone-VPN-trust) & MEH5t0{ O™ EHAH|O| MHEE QB M TS Y2 =7t
CallManager®| VPN #HI|ag|o|M

1. Cisco Unified CM Administration(Cisco Unified CM #Z)2Z 0|5 & L|C}.

2. HlF 220i A Advanced Features(ZL2 7|s) > VPN > VPN Gateway(VPN HO|EQ|0O|)&
EHEFL|CH

dhalie Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

Systern = Cal Routing = Media Resources = | Advanced Festurez « | Device =  Application = User Management = Bulk Administrsadion

Yoice Mail b

SAF b

Cisco Unified CM Adn :

System version: 8.5.1.10000-26 Iniescompany Media Services o
Fallback

WPN
Please visit the License Report Page for more getalis.

PR Profile

WM Group
YMwrare Installation: 2 »CPU Intel{R) Xeon{R) CPU E5540 i@ E.SBGHI,! WM Gateway

PR Feature Contiguration

Last Successful Logon: Feb 5, 2013 5:55:45 PM

3. VPN Gateway Configuration(VPN #[O|E{|0| ZAZ|Z2&|0|4) FolMd Ot S HAHE 2t =& Lct
VPN Gateway Name ZE=0j O|§2 =23gL|C}t.0| O|F§2 ZE 0|§0| E &+ U&LICHVPN
Gateway Description(VPN H|O|E9||0| HH) E=of AdH(4=H AP°*)2 =4gLlct VPN
Gateway URL ZE=0{ ASA| HO|El group-url2 &I=23&FL|Ct. 0] {x|2| VPN Certificates(VPN
QIE M) HEof M O|Ho] CallManageroll Y2 EE QIS ME MEHSH0] A K{E L0M O] 2
%2 o|s&LIct



System *  CalReouwting = Media Resources * Advanced Fealuas = Davice = Applicslion = User Marageenenl = Buk Administration = Hep =

VPN Gatewray Configuration

log sove P oote [ ooy o stiiew

rStalus

. Status: Ready

~¥PH Gateway Information

VPN Gateway Name®  azpi phonavE
VPN Gateway Description

UFN Gabteway URL®

~¥PH Gateway Certificates

VPN Certificates in your Truststore | SUBIECT: CH=10,198,18. 136, unstructuredMarne=10,198,15.1 36 155UER: CH=10,193,16.136,unstructurediame= =
SUBJECT! Ch=10,1948,16. 140,unstrusturediarne=10,193,15, 140 1S5UER: CH=10,193,16.140,unstructuredianne=
SUBJECT! Ch=10,198,16. 1405443 ISSUER: CN=10,198,16,140:8443 5/ o702 72:4f

SUBJECT! Ch=ASASEL0-F-17 -PHONE UNstructuradhame=A5A55 10-F cisco.com 1SSUER ! Chl=ASASEL10:F-1P-FHON

g
LL =T = =ER N e T (U Rl =1 IF IECT: unsiructur=dhame=~AZA45520-C psca.com,C H=AZAES20-C . cisco.cam [SSUER: O =com DC=crtac, D0

Save | Creleke | Copy ] [ Add Mew

. Hl++ 2 20{ M Advanced Features(& 7|S) > VPN > VPN Group(VPN 1 8)& MEfgFL|Ct

System + CallRouting +  Media Resources » | Advanced Festures + | Device = Application =  User Marsgement «  Bulk Adimines

(] H H P
SAF .

BSWE XDeIete Cl:lm-' EE;AM - ' |

 Gtotus Intercompany Medis Services L4
Fadllaack ]
@ Update successful
WP r WP Priofile L
- ¥PN Gateway Information WP Group I
VPN Gateway Name® ASA_PhonevPh VPN Gateway
VPN Gateway Description P Feature Configuration
VPN Gateway URL* Https://asa5520-c.cisco. com/SSL

. All Available VPN Gateways(At& 7ts8t Z & VPN HO|ES0]) 2 =AM o|Fof Holst
VPN HO|EQ||0|& MEdgfL|ct MEYSE H|o|ER|0|E O] VPN Group(0| VPN 18&) E=2|
Selected VPN Gateway (1St VPN HO|EQ|O))E 0|S3stE{™ otz st EE S2IFLICH



Swatem =  Call Routing = Media Rezourcez +  Advanced Festures = Device +  Applicstion =

Lzer Manas

VPN Group Configuration

LB Save x Delete Copy E:} Acdd Mewy

—¥PM Group Information

WPN Group Mame®  asa Phonevpn

WPM Sroup Description

—¥PN Gateway Information

all available WPMN Gatewars

Move the Gateway dovwmn

vA {'_l}

Selected WPN Gateways in this WPN Group® 4S8 PhoneWYPN

* <

6. Hl¥F 2 =01 A Advanced Features( & 7|S) > VPN > VPN Profile(VPN 21} ))& EAF

L|Ct

System »  CallRouting «  Media Resources | Advanced Fegtures + | Device *  Application +  Uszer Management -

' b
VPN Group Configuration Voice Mal
SAF §

Bulk Administ

LB i x Rl ID Lo EB; i EMCC »
|
- Gtatus Intercompsany hadia Services ]
Fallback ¥
@ Status: Ready
5PN » PN Profie -
- ¥PN Group Information YR Groug B
VPN Group Name® ASA_PhoneVPN VPN Gateway
VPN Group Description PN Festure Configursation

7. VPN Z20i g A MH52{H HEMZ EAIE 2E ZEE 22 Lt



syatem *  Call Roting = Media Resourcez *  Advanced Feastures = Device +  Application -

VPN Profile Configuration

B Save x Delete Copry ED:I Acdd Meww

—¥PH Profile Information

Marme®  asA PhoneWPN

Description

| Enable Auto Network Detect

—Tunnel Parameters
MTU* 1790

Fail to Connect® 35

DEnaI:nIe Haost ID Checl

—Client Authentication

Client Authentication Method* Certificate -

" lEnable Password Persistence

—[ Save l [ Delete ] [ Copy ] [ add MNew ]

S UEQA B X| AFS: & HEtEl B2 VPN M7= TFTP MEE pingdt SEO| 4%
K| otom™ VPN GIZE XS 2 AEELICLEAE ID &0l AMS: & MHstE Z<2 VPN T3]
= VPN 70|E2{|0] URLS| FQDN2t 215 MOl CN/SANZ H|w g LICH Y R[etR| 7Lt HE
)7t U= ALUEFIE LB ME A8t B 2Et0|MET A5 K| RELICHHIYHE K|
&M AF&:32{™ VPN ™30l M CHS VPN Aol CHEH AL X} 0|8 U HIZHZS E FHAIR &
A& LICEH

. Common Phone Profile Configuration(gt 2&t7| =2 & Z11|T78|0[M) Foll A Apply
Config(Z1Z|28|0|M X8)E 22504 A VPN Z4m|23i|0o|M2 % %fL|C}. "Standard
Common Phone Profile(Z& gt T3 7| Z2E)"'Z AISSHHLE M Z2 22 MEE = A&
L[CF




- 6 66 ©@Gmmheeeesssam
Device - | Application + User Management *  Bulk Adminizstration + Help -

CTl Route Point
Gatekeeper
Gateway
Phone

Trunk

Remote Destination

Device Settings F Device Defaults

Firmware Load Information
Default Device Profile
Device Profile

Phone Button Template
softkey Template

Phone Services o

SIP Profile

Commen Device Configuration

Commaon Phone Profile

zvztem *  Call Bouting *  Media Rezourcez + Advanced Festurez +  Dewvice = [

Common Phone Profile Configuration

B =ave x Delete Copy % Fezet ¢f£ Apply Config E:;h Acdd Blewyy

VPN Group  ASA_PhoneWPN -
VPN Profile asa_PhaonevPN -

|"||I'FN Information
=
=

HE '|§} AE R0 CHEF M| Z2 22 M 32 Phone Configuration(Z87| 741|224 0] 44
) & 0|= &L|Ct.Common Phone Profile(t A3t 7| = Z u} 1) Z = 0f A Standard
Common Phone Profile(E& Bt 37| Z20} )& MEHEFLICt



wurez v | Device » | Applcafion » User Management + Bulk Adminitration + Help «
- ST Related Links: EERCL LTS
Galekeeper
Soafio. 0 Gateway I
el )
Phone L
MAC BCBG4F575113
Trunk L
Desg Ruto 1000
: Remote Destination -
Devi Default » View Details
: ; [l
et Device Settings L None > » View Detail
Fhone Button Template® Standard 7962G SCCP -
Softkey Template Aualige Phoges -

@n_mnn Phone Profile® Standard Cemmon Phone F‘rl:Tﬁ_l_;} -

10. M +4& CIREZE35t24™ CallManagerol| Z&t7|E CHA| S§35H AR
QIS M eI& x| o|M

CIS M 25 & F435t24™ CallManager ! ASAO|AM CH2 EHAHE 2t &LICH

1. H¥F 2&0lM Advanced Features(& 7|5) > VPN > VPN Profile(VPN Z2I} ))& e
LIC}.

2. Client Authentication Method(Z 20| E 215 W) EE 7} Certificate(215 M)E A% k|0
A= K| EelghLict



Swvaten «  CallRouwting = Media Rezources »  Advanced Features = Dewice «  Application

VPN Profile Configuration

| HSave xDEIete Copy I{JJ Acdd Mewy

— Status

@ Status: Ready

—¥PM Profile Information

Name®  asa_PhoneWPn

Description

| Enable auto Metwaork Detect

~Tunnel Parameters
MTU* 17490

Fail to Connect® 5

| Enable Host ID Check

—Client Authentication \\
Client Authentication Method*  certificate o
" |Enable Paz i

. CallManager0i| 2 2 21&L|Ct.Hf+ 2 S0l A Unified OS Administration > Security >
Certificate Management > Find& ME4 &l L|C}.

 MESSE QIS M 215 dhdol CHEt HEE IS MHE LHE LT MIC:Cisco_Manufacturing_CA -
MICZ IP Phone /5

Fired Cartifizate st wikere File Mams »* hegnswich o« | Find [ Cleér Filter H"—_‘F” =]
Cafifizatz Nams Cedificate Tvpe -7EM Fla

btormicat carts tomcat.aam

ipeac carts ipeec.parn

Lz l=le sl Lrusl=cerls CUCHES, e

|pe=c-Trust trust-certs CUCHMES.pem

CalManager carks CallManagzr.oem

CHAPF carts CRPFpenn

TVE oarks NS oam

|Gd|h1:|||d|_.|l:r-L|u:~L Lrus-uenls ey Manuldclusiny S8 e

CalManager-trust trust-certs CAaP-RTP-001 pem

ZCalManager-trust thusT-certs Cece oot CA 2048 pem

CalManager-trust trust-certs CaPF-15cf4ie nem

Z @ iMana ger-trust tHIET-Carte CAP-RTR-002 parn

LSC:Cisco CAPF(Certificate Authority Proxy Function) - LSCZ IP Phone 21&



Comitificabs Maimes Caibiicabe Typs -*CK Fils

o cers IDMCat. e tomoat. dar

pesC Lans DEsc.cam Ipeac Jar
mmmcal-trust trist-cers CUCHES. pmrr CLOMAS det
pEac-trus tnet-cers CLICHES. pam Ol CIES dgr
ZalManager carte CalMasacernien o= Il
| zeer cems CAPF.perr CAPF der

™5 cams TWE.DEm WS dar
ZalManaper-trust trist-cerk Crsro Manutactinna C.oem
5. Cisco_Manufacturing_CA == CAPF QIS ME at&LICH pem THUS CHRZESH D txt THY

2 X{&stLCt
6. ASAOIM A Al2| X|HE Mstn o™ XMEE CIBME AZE| X[HE Q&S & LICt base-642
QIZYE CA ASME 2= HAIXITH EAIZIH CH2 228 pem I
BEGIN & END &1t &7H 20o{gd&LICho|E EH CtSat Z &L
ASA (config) #crypto ca trustpoint CM-Manufacturing
ASA (config-ca-trustpoint) #enrollment terminal
ASA (config-ca-trustpoint) #exit
ASA (config) #crypto ca authenticate CM-Manufacturing

(
(
(
ASA (config)#

<base-64 encoded CA certificate>

quit
7.5d 089|215 0| 215 152 MYE|R=X] Eelglct
tunnel-group SSL webvpn-attributes
authentication certificate
group-url https://asa5520-c.cisco.com/SSL enable

IP F&tof els A Mk
IP Phone2 MIC EE& LSCO|M 2SS & = UX|TH 2 QIS Mof cHal =+ =2 M AT CHE LICE
MIC A x|

7|12xo 2 VPNE X|&steE B E ™37 |o MICTF A .
MBEIX| 42 LSC7} o5t AH SS6tedH S+ Ax| Mxb7F 2 ghLct

.’%& LSC Mx|of2F MICE AME35tE
= LSCE X|ELICtMIC R E QIS M

I'o SIEE M3y |E 4 orf 42 e 3§
Mol X|X| er&Lct.

| 2&LIC}.CiscoE CUCME Al235t0o{ TLS ¢d8g
F&ME £~ Qoa2 TS 9IE EECHE %EE MIC
{oF &FL|C}.CiscoE= MIC7} &4 &l FAL

LSC M x|

1. CUCMO{|M CAPF MH|AE & /dstErLict.

2. CAPF MH|A T} #435HE|H CUCMOIM LSCE M5t 7| @8 T3t x|ElIS Y& LICH Cisco
Unified CM Administration(Cisco Unified CM £ 2|)0ll 21215t 1 Device(C|HIO[A) >
Phone(T&}7[)& =S L|CH T8t T3tV |E MEfELICE.

3. Certificate Authority Proxy Function (CAPF) Information(CAPF(QI& 7|# ZEA| 7|5) HE)

MMM 2& H4E0| SHIED 50| g5 IME MHE|of U=X| Felehct

- =2 O



— Certification Authority Proxy Function (CAPF) Information

Certificate Operation® Install/Upgrade -
Authentication Mode® By Authentication String -
Authentication String 1234565

’ Generate String ]

Key Size (Bits)* 2048 -
Operation Completes By 2013 3 10 12 (YYY¥Y:MM:DD:HH)

Certificate Operation Status: Mone
Mote: Security Profile Contains Addition CAPF Settings.

4. Authentication Mode(2!& 2. =)7} Null String(null £XI¥d) & = Existing Certificate(7|E €l
ME HHEE 32 F71 2go| E35HK| &Lt

5. Authentication Mode(@1E 2 E)7t EAIEE MM E B2 M357| 2£0| A Settings(A™) >
Security Configuration(=2. 2t Z4X|184|0|M) > **# > LSC > Update(CIO|E)E S22 AMEH
glct.

Cte& &elRrLic

Ol 4442 AFE5of AT OIMO| MCHZ SHSHEX| ZQlstIct
ASA &2l

ASA5520-C(config) #show vpn-sessiondb detail anyconnect
Session Type: AnyConnect Detailed

Username : CP-7962G-SEPXXXXXXXXXXXX

Index : 57

Assigned IP : 10.10.10.2 Public IP : 172.16.250.15

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium, AnyConnect for Cisco VPN Phone
Encryption : AnyConnect-Parent: (1)AES128 SSL-Tunnel: (1)AES128
DTLS-Tunnel: (1)AES128

Hashing : AnyConnect-Parent: (1)SHAl SSL-Tunnel: (1)SHAL
DTLS-Tunnel: (1)SHA1lBytes Tx : 305849

Bytes Rx : 270069Pkts Tx : 5645

Pkts Rx : 5650Pkts Tx Drop : O

Pkts Rx Drop : O0Group Policy :

GroupPolicy_SSL Tunnel Group : SSL

Login Time : 01:40:44 UTC Tue Feb 5 2013

Duration : 23h:00m:28s

Inactivity : Oh:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:
Tunnel ID : 57.1



Assigned IP

Encryption AES128 Hashing

10.10.10.2 Public IP

SHA1

Encapsulation: TLSv1l.0 TCP Dst Port

Auth Mode Certificate
Idle Time Out:
Client Type
Bytes Tx 1759 Bytes Rx
Pkts Tx 2 Pkts Rx : 1

Pkts Tx Drop

SSL-Tunnel :

Tunnel ID 57.2
Public IP 172.16.250.15
Encryption AES128 Hashing

30 Minutes Idle TO Left
AnyConnect Client Ver
799

0 Pkts Rx Drop : O

SHA1

Encapsulation: TLSv1.0 TCP Src Port

TCP Dst Port
Idle Time Out:
Client Type
Client Ver
Bytes Tx 835 Bytes Rx : 0
Pkts Tx 1 Pkts Rx : 0
Pkts Tx Drop

DTLS-Tunnel:
Tunnel ID
Assigned IP

57.3

Encryption AES128 Hashing
Encapsulation: DTLSv1.0 UDP
UDP Dst Port

Idle Time Out:
Client Type
Client Ver
Bytes Tx 303255 Bytes Rx
Pkts Tx 5642 Pkts Rx
Pkts Tx Drop

CUCM %2l

Exzlen *

Col Rmdng *  RiEdka Resouess T

Find mnd List Phones

443 Auth Mode
30 Minutes Idle TO Left
SSL VPN Client
Cisco SVC IPPhone Client v1.0

443 Auth Mode
30 Minutes Idle TO Left
DTLS VPN Client
Cisco SVC IPPhone Client v1.0

Akt b Fodrcs =

0 Pkts Rx Drop : O

10.10.10.2 Public IP

172.16.250.15

443

29 Minutes
Cisco SVC IPPhone Client v1.0

50529

Certificate

29 Minutes

(1.0)

172.16.250.15

SHA1
Src Port 51096
Certificate

269270

5649
0 Pkts Rx Drop : O

Dedke T Appikdicn ¢

29 Minutes

(1.0)

(1.0)
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Fhone (T -Jofa)
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Hep *

Erlated Links: BRG]

e — IF Phora raylstarad with
5 [ & o~ P g
= begrs with = sine || lner riter | ][ = Hhe CUGM using ¥PN
Seleet bz or entor scarch bzxt - oddress
Lmrziphcn Uauics Fool Dmuice Protmosd SEmtuT TL# Addresr
Autn 1201 Default SCCF Urknnwn Unkraan
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