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TLS(Transport Layer Security) 2! PKI(Public Key Infrastructure)
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<ttroot>
Router#

show si p-ua status

SIP User Agent Status

SIP User Agent for UDP : ENABLED

SIP User Agent for TCP : ENABLED

SIP User Agent for TLS over TCP : ENABLED

Router#

show si p connections udp brief | i 5060

0 [0.0.0.0]:5060: O


/content/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m_sip_tls_support_cube.html
/content/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m_sip_tls_support_cube.html
/content/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m_cc_fips_compliance.html?bookSearch=true#id_118373
/content/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m_cc_fips_compliance.html?bookSearch=true#id_118373

Router#

show sip connections tcp brief | i 5060

0 [0.0.0.0]:5060: 0!

|
sip-ua
no transport udp

no transport tcp
|

<#root>
Router#

show si p-ua status
SIP User Agent Status
SIP User Agent for UDP :

DI SABLED

SIP User Agent for TCP :

DI SABLED

SIP User Agent for TLS over TCP : ENABLED

Router#
show si p connections tcp brief | i 5060
Router#
show si p connections udp brief | i 5060
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<#root>
Router(config)#

voi ce class tls-cipher 1

Router(config-class)#

ci pher ?

<1-10> Set the preference order for the TLS cipher-suite (1 = Highest)
Router(config-class)#

ci pher 1 ?
DHE_RSA_AES128_GCM_SHA256 supported in TLS 1.2 & above
DHE_RSA_AES256_GCM_SHA384 supported in TLS 1.2 & above
DHE_RSA_WITH_AES_128_CBC_SHA  supported in TLS 1.0 & above
DHE_RSA_WITH_AES_256_CBC_SHA  supported in TLS 1.0 & above
ECDHE_ECDSA_AES128_GCM_SHA256 supported in TLS 1.2 & above
ECDHE_ECDSA_AES256_GCM_SHA384 supported in TLS 1.2 & above
ECDHE_RSA_AES128_GCM_SHA256 supported in TLS 1.2 & above
ECDHE_RSA_AES256_GCM_SHA384 supported in TLS 1.2 & above
RSA_WITH_AES_128_CBC_SHA supported in TLS 1.0 & above
RSA_WITH_AES_256_CBC_SHA supported in TLS 1.0 & above



!
voice class tls-cipher 1
cipher 1 ECDHE_RSA_AES128_GCM_SHA256
cipher 2 ECDHE_RSA_AES256_GCM_SHA384
!
voice class tls-profile 1
trustpoint TEST
cipher 1
|
sip-ua
crypto signaling default tls-profile 1
!

7Et BE HA

<ffroot>

! STRICT CIPHERS
sip-ua
crypto signaling default trustpoint TEST

strict-cipher

! Only Enables:

! TLS_RSA_WITH_AES_128_CBC_SHA

I TLS_DHE_RSA_WITH_AES_128_CBC_SHA1

I TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
I TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

!

! ECDSA Ciphers

sip-ua

crypto signaling default trustpoint TEST

ecdsa- ci pher

! Only Enables:

| TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256

I TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
!
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https://sec.cloudapps.cisco.com/security/center/resources/next_generation_cryptography
https://sec.cloudapps.cisco.com/security/center/resources/next_generation_cryptography

<ffroot>

crypto key generate rsa general-keys modulus 2048 Tabel CUBE-ENT exportable
!

Router#

show crypto key nypubkey rsa CUBE- ENT

% Key pair was generated at: 11:38:03 EST Mar 10 2023
Key name: CUBE-ENT

Key type: RSA KEYS

Storage Device: private-config

Usage: General Purpose Key

Key is exportable. Redundancy enabled.

Key Data:

[..truncated..]

CA(Certificate Authority) M QS & &

ZH2|Xt= CUBE Enterprise& 412 x| 2! ID(ID) QIS ME M8 M AtA| ME Q15 M cH4l CA M
H QIBME ArE3atiok &Lict

CA CIEME YRt™Mo 2 CRL(Certificate Revocation List) &2= OCSP(Online Certificate Status
Protocol) URLZ} 22 F7+ EoF HIZLIES M335tH, ol= O_%Hﬂ H 7|2 X| et ASE &S|
?I5H ClHFO|AMM AFSE = JUELICH MEE = U= SE CAXNRAUS AESIH H LTl RE
CAO| CHEt EE{AET} ZEE|0] QUL HE{ZE0|= EH QI CHEH R E CA EZAETL 0[O] U
= I|0f C|HFO|AMAM EBHAE A HI|ado|ME &H s-&E &= U&Lct

EE 8t CA 213 M= Basic Constraints(7|2 M 2F Z74)0il M True(E) 2l CA E2i1E Z & 5HoF 5t
CUBEZQ| ID 2!& Moi= Client Auth(22t0|1E 215)2| Extended Key Usage(E & 7| AH&) OH7H
B4~7} Z EE|o{oF B LICH.

CIS2 CUBER MZ FE CA QI 4 ID 213 M L|Ct.

openssl x509 -in some-cert.cer -text -noout

<#froot>

### Root CA Cert

Certificate:
[..truncated..]
X509v3 extensions:

X509v3 Basic Constraints

critica



CA: TRUE

, pathlen:0
[..truncated..]

X509v3
Ext ended Key Usage

TLS Web Server Authentication, TLS Web

Cient Authentication

[..truncated..]
### |1 D Cert

Certificate:
Data:

[..truncated..]
Signature Algorithm:

sha256W t hRSAEncr ypti on

[..truncated..]

Subject Public Key Info:
PubTic Key Algorithm: rsaEncryption

RSA Public-Key: (2048 bit)

[..truncated..]
X509v3 extensions:
X509v3 Key Usage: critical
Digital Signature, Key Encipherment

[..truncated..]
X509v3

Ext ended Key Usage

TLS Web Server Authentication,

TLS Wb dient Authentication

[..truncated..]

ZEqE A B8
CUBEZ2| ID 2I5 Aof CHEH AME| X|HE A4 E
ghoich

siel gnEl&S MEistof

<{froot>

F [ SHA256, SHA384 = SHA5122t

7t
=

(=}
[

PASEL!
o —



Router(config)#

crypto pki trustpoi nt CUBE- ENT

Router(ca-trustpoint)#

hash ?

md5 use md5 hash algorithm
shal use shal hash algorithm

sha256 use sha256 hash al gorithm
sha384 use sha384 hash al gorithm

sha512 use sha512 hash al gorithm

CRL(Certificate Revocation List) E== OCSP(Online Certificate Status Protocol)
L AE

7|8M2 2 |0S-XE Trustpionts= crypto pki auth @2 S0 QIS M LH{of LI¥E CRLE & Ql5ted
1 ANE3HH, LSOl TLS $HEM 0|2 St IOS-XEE +AIE 215 ME 7|82 2 C}E CRL 7ML
7|1& s=&sto QIE M7t o4Xds| RE K| EQIErL|Ct CRLL| W2 HTTP = LDAPY = U2
M 43 5t2{™ CRLO| CHEt @1Z20][ Qlofof B LTt &, Aol A I0S-XE EHE{Z DNS =2l TCP
AU OMUCIREEE AFSE & QlofoF &Lt a3 K| ofom™ CRL AAF AlmighL|ct. ob&k7t
X2 |0S-XE AE| X|™HES HTTPE S35l OCSP SE Aol #EIE =& 5t0o] FALEH HALE &85t
HAAMSHES Q1B M Li 2| AlIA(AuthorityinfoAccess) SICHOA OCSP gt2 AFESHE 8 T8 = U
gLct #2|XtE elE Mo 1™ URLE AM335t04 218 M LHolA OCSP =& CDP(CRL
Distribution Point)& A& o|& = U&LICH £t Zt2[Xt= CRL == OCSP7t & .t it 76t
o HALlE &ME 788 =& A&Lc

o2 2 T2 NIAE 7tA3H5H7| @3l revocation-check none2 2 H| 7| AALE H|& A 38}5HK|EH
O|§ Sl Zrelxt= EotE &EtA|IZ|1 X El QIS M7F o{T5| R =8t X| HEHE & QI5H7| 2|6l
|I0S-XEQ| H|Z{LI&EZ M7{RfLICH 7tS8t B2 #2lXt= OCSP EE= CRL2 & &350 =4IE 213
Mol ol 7|8t HALE +&soF & LICH CRL EEE OCSPOi| CHEH RHMIEH LHE2 CHg EME HZE
SHAAI2.

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec _conn pki/configuration/xe-17/sec-pki-xe-17-
book/sec-cfg-auth-rev-cert.html

CRL ZAl

<tfroot>

I Sample A: CRL fromthe certificate

crypto pki trustpiont ROOT-CA


/content/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-17/sec-pki-xe-17-book/sec-cfg-auth-rev-cert.html
/content/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-17/sec-pki-xe-17-book/sec-cfg-auth-rev-cert.html

revocation-check crl
|

! Sanple B: CRL Override OCSP in certificate

crypto pki certificate map CRL-OVERRIDE 1
issuer-name eq root-ca.cisco.com
subject-name eq root-ca.cisco.com

alt-subject-name co cisco.com
|

crypto pki trustpoint ROOT-CA
revocation-check cri

match certificate CRL-OVERRIDE override cdp url http://www.cisco.com/security/pki/crl/crca2048.cril
!

OCSP ¢!

<{froot>

! Sanple A: OCSP fromthe certificate

crypto pki trustpiont ROOT-CA

revocation-check ocsp
|

! Sanple B: Override OCSP in certificate

crypto pki certificate map OCSP-OVERRIDE 1
issuer-name eq root-ca.cisco.com
subject-name eq root-ca.cisco.com

alt-subject-name co cisco.com
!

crypto pki trustpoint ROOT-CA
revocation-check ocsp

match certificate OCSP-OVERRIDE override ocsp 1 url http://ocsp-responder.cisco.com
|

OCSP 4! CRL AAl =M X|H
<#root>
I Check CRL if failure, check OCSP

crypto pki trustpoint ROOT-CA

revocation-check crl ocsp
I

CN(Common Name) & SAN(Subject Alternate Name) &2l A
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<#root>
Router(config)#

voice class tls-profile 1

Router(config-class)#

cn-san validate ?

bidirectional Enable CN/SAN validation for both client and server certificate
client Enable CN/SAN validation for client certificate
server Enable CN/SAN validation for server certificate

Z2t0|HE/AMH X|E2 TLS HEAM|O|=Z 9] Z[o] C|HIO|A Hg s & EBtChE ™ol 72
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« cn-san validate server: CUBEE OFRHI2E TLS 917301 CHaH =& 10| M 215 Mol &
AE O|§ A2 s™ELICt 07| CUBEE= Z2I0|E A lL|Ct,

« cn-san validate client: CUBEE= CUBE7} MB{ 23&Ql QIHFR2 = TLS 24Z0d| CHEH =4IE! 1|oq
ZS20|ME QIB M| ZAE 0|8 ASE s&ighLCt.

« cn-san validate bidirection: TLS SHEM|0|3 S0i & m|o{ A& o CH5H EAE O|§ AES2 &

gEHErLict

cn-san validate client &

EE FUWE)2 ABY He MM Ciaol HOlER o b2 E oA U
cn-san validate server0i| C g

o
FHEE[EZ SANS T 4dstod Flsliof grLCt.
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!

voice class tls-profile 1
ch-san validate client
ch-san 1 *.example.com

cn-san 2 subdomain.example.com
|
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voice class tls-profile 1
ch-san validate server
!
sip-ua
crypto signaling default tls-profile 1
!
dail-peer voice 1 voip

session target dns:subdomain.example.com
|

17.8.1 O|A

I M SAE O|§ AB0 ol Y2 Sl A8 = J&Lict
<ffroot>

!

sip-ua

crypto signaling default trustpoint TEST

cn-san-val i date server

!
dail-peer voice 1 voip

session target dns:subdomain.example.com
|

o

TLS HEM|O|= LHOlM CUBES| FQDN EAE 0|
I|0{ C|HIO|AR ME&5t0{ SAE O|IE &

A& 3= SNI(Server Name Indication) TLS
Kt e
e —’r—_'.:_ AU&LICH

= [
M ZAAME HESHH =35t =5 CUBEE +

|:0|| 1l

voice class tls-profile 1

snhi send

!

sip-ua

crypto signaling default tls-profile 1
!

CUBEZ2| Mutual TLSO{| CHEt &1

- 7|EXo2Z CUBE7} TLS ME{(QIHI2E= TLS 917 ¢{7|) 4%
RQUBME QEELICH o]l S22 HIgdste Zm|aa o

« CUBE7} TLS EC0|HE 482 5t

HFOIA 7} TLS A 382 &

RQIBME Q&K 22 = U

« O| & AlLIE2|2 25 CUBE?

0 xtst [[H A% TLSE 1Ilof C|
AlLI2|20i M Z|o{ C|HIO|AE CUBEOIA EE10(|Q1E

15 5tE 215 A Q2 TLS Z 21}l == crypto signaling &

—_



ol FolEl AZ| X|™Hol olsi Mo{E LIct

<{froot>

!
sip-ua
crypto signaling default

trust poi nt CUBE- ENT

!
I OR
voice class tls-profile 1

trust poi nt CUBE- ENT

!
sip-ua

crypto signaling default tls-profile 1
!

ATLS HZAE EHH AlE| X[Hof OHE

e

2t S5t A|aE3 7|& sip-ua BE2 AE5tE B9 ZE QHIRE TLS 122 tis-profile == 7HE
post fix BEZ2 S5l olz{8r ZAm/aio|Mol| oHEELICt 8 QB M HAE S 8T I A 7t

gt 2 MZ x|™Hol HEELICH

Holste Eot oMt ST TLS MMl HE517 ML S s2iH IP FAE JlHoR S
Ijo{ £|HolA0] Chal S TLS Z2 0 ZL|T2|0|Me Madsts Zi0| HIERIE £ UALILH Of
i

= A 5t24™ crypto signaling remote-addr B & A& 5107 tis-profile EE= postfix B& ElgHof o E
gl IPv4 EEE IPv6 MEUIS XolgtL|Ct 8t client-vip) B Ea&ll 21 AS A2 XIS ofE st
o o{iH AlZ| X|H0| Z|of QIS M| AB0| AFE =X HES A &2 £ YUsLCH

otei BHE2 XISMK| =& R EL| &52 ofgfLCH

|
voice class tls-cipher 1
cipher 1 ECDHE_RSA_AES128_GCM_SHA256
cipher 2 ECDHE_RSA_AES256_GCM_SHA384
|
voice class tls-profile 1
trustpoint CUBE-ENT
ch-san va1idate bidirectional
cn-san 1 *.example.com
cipher 2
client-vtp PEER-TRUSTPOINT
sni send
|
sip-ua
crypto signaling remote-addr 192.168.1.0 /24 tls-profile 1



sip-ua
crypto signaling remote-addr 192.168.1.0 /24 trustpoint CUBE-ENT cn-san-validate server client-vtp PEE
!

MCHZ7| ZEE Fdstod X|HE =

17.82EE 24 a4 HIHETY tis-profile & EIAEY &
A %L—IEP

CHZ| ZEof| £7t MaHEO[MH SHE MSE =

|
voice class tenant 1
tls-profile 1

Tisten-port secure 5062
!

4743t SRTP X

CUBE Enterprise0l A SRTPE & 43t A2 7|2 2Y2 RTPE 2| thX & 31835t x| ot WL
Jts8t A RE £35} o210 SRTPE AF25HX|EH 7|E2X o2 CUBEE Z R0 [M2F RTP-

CUBEE 16.11+0{| M A& 5l= C|B{Z oA SRTP 7|18 24 5HK| f&LCt

|

voice service voip
srtp

!

! or

!

dial-peer voice 1 voip
srtp

718xoz DE SRTP ¢35 &= Aore MMde [ CUBEMIM & ELICH & 2[R 10S-XE



16.5+01| M voice class srtp-crypto BHEE AL

5to4 xtAICH AEAD

E FAE = s
EE3t O] ZAm[a3|0| M2 CUBEZ} SRTP &5 & MEASIT AL 7ts 8 o4t SM0| U= L= A
of Ciet SE S Mg M AIS k= 7|2 238 dde HEE = JUsLch
o U5 2eiEl Cisco C|HO|A EE= T|of C|HIO|A = AEAD 3 & X|#s5tX| et = U&LIct
2% IS ECITE WM Bl BE EME "*xoP*'AIO
<#root>
Router(config)#
voi ce class srtp-crypto 1
Router(config-class)#
crypto ?
<1-4> Set the preference order for the cipher-suite (1 = Highest)

Router(config-class)#

crypto 1 ?

AEAD_AES_128_GCM
AEAD_AES_256_GCM
AES_CM_128_HMAC_SHA1_32
AES_CM_128_HMAC_SHA1_80

!

voice class srtp-crypto 1
crypto 1 AEAD_AES_256_GCM
crypto 2 AEAD_AES_128_GCM
!

voice service voip

sip

srtp-crypto 1

!

I or

!

voice class tenant 1
srtp-crypto 1

!

I or

!

dial-peer voice 1 voip

voice-class srtp-crypto 1
!

Allow
Allow
Allow
Allow

secure
secure
secure
secure

calls
calls
calls
calls

with SRTP AEAD_AES_128_GCM cipher-suite
with SRTP AEAD_AES_256_GCM cipher-suite
with SRTP AES_CM_128_HMAC_SHA1_32 cipher-suite
with SRTP AES_CM_128_HMAC_SHA1_80 cipher-suite
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0| 7{|0|ESj|0|0d A H323, MGCP, SCCP, STCAPP, CME, SRSTE At&3t%| &= @< CUBE
stot7| fls Au|asiolME MHE BRIt A&LICH

H323& H|gA&&t5t SIP 7F S8 5

|
voice service voip
allow-connections sip to sip
h323
call service stop

MGCP, SCCP, STCAPP, SIP & SCCP SRSTE H|&d3}t&L|Ct.

I olt{E B8 & YF = O E 2 E Zu|aslo|ME Axstn, 25| M7Hst7| ol 7Is 0l A

<#root>
Router(config)#

no ngcp

Router(config)#

no sccp

Router(config)#

no stcapp

Router(config)#

no voi ce register globa

Router(config)#

no tel ephony-service

Router(config)#

no cal | - manager-fal | back
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g

FIHIP FAE F7I5t2dH 4 MHIA voipE Sl #E ip address trusted list HEE AFR
Ct

ot M CN/SAN S 7|s2 Sal|l Z2CI0|HE/ME ZAE 0|8 HSBO0|SIP TLSSH &7 74
=l 22 CN/SAN ZB0| MZ5H P TAO| AZ|E 4 Ql= 22 =0l0| R A|=LICH

|
voice service voip
ip address trusted authenticate

ip address trusted Tist
ipv4 192.168.1.1

ipv4 172.16.1.0 /24
!

show ip address trusted listS Al-& 304
U S AZ S5 Holo| HEHE = + UBLICHL

cholg Tof7h B2 &7t Zietols ZHAtol ATjE % Che AE|2 MREI Choly Tlof/MH
JE0lM IHYE S5 70| AZE £ s SEolA MHELUCH

7|I82Mo 2 Q2 E &8l7} IP Trusted(IP A12)) S5 S5t 28 4
no silent-discard untrusted voice service(no silent-discard A Z|& =
BHS A F sto ARt A @ 7 & CHA| 2 [ O] RHEHO|E +=
2 AFE5tod ClHIO|AZE AKX 2 SIP EEfEIE 4 CHZI5tD Q)

st 9£$LIEP. 0|24t At& &A= IP Trusted List A M E &4 2|5t

AHso = AN T K|BH
A MH|A) voip > sip
Lich 2Lt S 3%t Ol
LPEPL 3 4 xkoi<> 7}

o

B 0I0

O

2tk Cto[Yd m(of 2t x|

destination-pattern®t Z2 LAl "H = EIX['CHA MEIS ALE5tH CUBEE Sall At7|E SstE
ot REE 7tsd0| =otE = JU&LCh.

TE|RHE LedT et HE M| EE SIP URIO CHEF S&HEH 2t et =5 CUBEE T/ d8tioF &
LICE.

CUBE S5 2t & 7|s50f CHEt AtMIEH MH2 CHS BAE

o

FZEsHMA2.
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https://www.cisco.com/c/en/us/support/docs/voicel/ip-telephony-voice-over-ip-voip/211306-In-
Depth-Explanation-of-Cisco-I0S-and-10.html



https://www.cisco.com/c/ko_kr/support/docs/voice/ip-telephony-voice-over-ip-voip/211306-In-Depth-Explanation-of-Cisco-IOS-and-IO.html
https://www.cisco.com/c/ko_kr/support/docs/voice/ip-telephony-voice-over-ip-voip/211306-In-Depth-Explanation-of-Cisco-IOS-and-IO.html
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|2 S 2 CUBEE SIP 2 RTP IHZ!2 ZAISt0 @/ E = Qlstn izl AMNIFLICE.
H|QI7} RTP m{Z!

7|2%2 2 I0S-XE CUBEE= SIP SDP A|gH o E 4R 5{838to EE

2 =
o
RTP/RTCP AEZlof| Cis AA ZE ZHB 2 £3slH 1|

ChE BEE #elstod ZLIEHZE & AU&LICH

show platform hardware qfp active feature sbc global | s Total packets dropped|Dropped packets:

CUCMZt2| interopl| B ZE 40000 M MBS El= Ch7| & S 0| XN E|X| 25 Cisco
CallManager ServiceE &5 FEHA 0O|C|o{ AEZ|YE &E35t5t= W0| E&LICH

RTP XZE H| 2§
7|2%{2 2 |0S-XEE 8000~481982| L E HL|E AL FLICE O HYLS O BYS Sl
16384~327681 &2 CIE HR(Z +4 %El- A& LICE.
|
voice service voip
rtp-port range 16384 32768
|
ZEIRHE IPv4 X IPv6 FA HPEE RTP ZE HRIE 7HE & U&Lch
O| ZAI|Zjo|ME AIE5tH IP & ZE HR[7} HXMo 2 HO|E|2 2 CUBEL| VolP OE 2|7 0]

oM ol2{t mZl & Bt E{2| CPUOIA UDP Z2MAZ 2235t X| § +° So=M HEH I X2E &
Ct 22Moz Y = JIGLICH o[Z7| st CPU HR SXE ?=|sto{ H2 s §HM Ee
M4 RTP HZE MEE M £2 CPUE &8ss ol ==0[ FLioh.

voice service voip

media-address range 192.168.1.1 192.168.1.1
port-range 16384 32768

media-address range 172.16.1.1 172.16.1.1
port-range 8000 48198



https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-
book/m phantom-packet-handling.html

DOS(Denial of Service) & X|

& 31, CPU, M2El CiolS 8 J|E02 548 MHHER 53 58 dlof IS gusiE 4
QG LIC £ 8t 3t ATHO|ZE BR[5H04 S5 HR5T MulA HEE YRIF 4 ABLICH

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m voi-
cube-call-admission-control.html

T 5717
7|82 2 CUBEE SIP S| IP &A(0: Via, Contact ! From)& A+l IP A2 CHA I LICH

24 MH|A voip BE T4 &7(|718 &304 Refer-To, Referred-By, 3xx 21Z &, History-Info,
Diversion IHZ & & & =

CC

oI

et o Sl gholl =&t E == U= ZF S8t ol 28t IP 40 Cis M S3tID7F A -8E LIt

FLAE 7171 /ol IP FA CHel EAE 0|F 0| ERBH F voice-class sip localhost
dns:cube.cisco.com HHEE T E = U&LICH

HFAKF ID Z2FO|HH A

tL 3t CUBEE PPID(P-Preferred Identity), PAID(P-Asserted Identity), Z2+0|H{A|, PCPID(P-Called
Party Identity), RPID(Remote Party Identity)2t Z2 SIP ZZ2O0|H{A| S|HE 1S5t O|sHE = U
&LICH RtMIEH LIS 2 CfS EME & ESHAAIL. hitps://www.cisco.com/c/en/us/td/docs/ios-
xml/ios/voice/cube/ios-xe/config/ios-xe-book/m voi-paid-ppid-priv.html

SIP CHO|MAE QIF

e S5t Alad3l YAER UAS B x|7F401 EEE
S8 WWW-Authenticate/Proxy-Authenticate 3l

CUBE7} MH|A ZBZXt0f SIP S&36tE SOt =&
= 7
|3 &0 CUBEE £& 20| M Authorization &l

407 4Ef IEE CUBEZS| 2150 =&6t
O 2o &7/ BHErer = Q&LICE o BHEM
Zic ZtE AHlAHSEH7| @8t MD5s & 1 E|1&EE K|

K| E|X| et= SIP 5l === SDP
CUBEE= X|HE|X| &f= SIP 8l == SDP7t QIAE|X| et = AS MHELICE. pass-thru content
sdp, pass-thru content unsupp EE £ pass-thru header unsupp2t 22 B2 A& ZE o O

O|E{7| CUBEE &1}6t=X] %f°|oH0|= gLt

SIP &|{ EE= SDP M7 EE= =™


/content/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m_phantom-packet-handling.html
/content/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m_phantom-packet-handling.html
/content/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m_voi-cube-call-admission-control.html
/content/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m_voi-cube-call-admission-control.html
/content/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m_voi-paid-ppid-priv.html
/content/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m_voi-paid-ppid-priv.html

* https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-
book/m voi-sip-param-mod.html
 https://www.cisco.com/c/en/us/support/docs/voice/ip-telephony-voice-over-ip-voip/211306-In-
Depth-Explanation-of-Cisco-10S-and-10.html#anc45
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password encryption aes
key config-key password-encrypt ciscol23
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M £ e 55 7|52 CUBE ofEE|71 0|44 Li2| 2f|ofo] 70 M Xt SEfLICH Z!0| RIS 2
AfX|E w7k x| CUBEE ol0| WiZ! 2§ A& LICH

HF2E 8|0]0{ 3 EE= 4 MM A S 29| QIE{H|0|AE ZH7} 2HRE{ Q| TR0 A
| HFEHE

O|Z A ™ CUBES| CPU 7|7} g™ ol Eei=lofl AF&EILICH. IP Trusted List(IP A ZE 55) &
Hostname Validation(Z £ E O|& AS) &7 ACLS CUBE E0tof LSt AISstE M2 Wals

MSghLct,

n°l'

eq 7|Ht ghatE(ZBFW)
Cisco CUBEE 10S-XE ZBFW} & 74 T445t01 O Z2|7/|0|M ZAL L J|EF 2ot 7|58 MBE £

UAELICH
O &=of CHet Rt MIEH LHE 2 CUBE X ZBFW 7H0|EE B ZFAAIR.

https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-border-
element/220378-configure-zone-based-firewall-zbfw-co.html
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https://www.cisco.com/c/ko_kr/support/docs/unified-communications/unified-border-element/220378-configure-zone-based-firewall-zbfw-co.html
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