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voice service voip
sip
source filter
Sa 3 x|
0& £0{ CUCMO| S&tE ER/st 7|2XSE CUCMO| ¢lEE &35l X E 40002
S X8 S5 RTPE ¢ 2|1 4X|Z = Clusterwide Parameters(2 244 E{ wide Of

Service Parameter Duplex Streaming Enabled( 32768-610000000000)0{ A RTPE AEE|Yst=

o2l me 4
THiH %) ofl

rl

7t Higd&lste £2 327t (&L

Clusterwide Parameters (Service)

Default Network Hold MOH Audic Source 1D * 1

Default User Hold MOH Audio Source 1D * 1

[mplex Streaming_Enabled *I ¥
Debug CCSIP Messages(ElH'lﬂ- CCSIP [HIAIJKI)E 2 2t 2E{0ll SDP(Session Description
Protocol)2t &f7H =41l SIP ACK HIAIX|E EA|StH, Ol= 2tE0 RTP7I CUCM-IP-Address %!

Port 40000i|M X3S ge{FLCt.

//-1/XXXXXXXXXXXX/SIP/Msg/ccsipDisplayMsg:

Received:

ACK sip:6002@Router-IP-Address:5060 SIP/2.0

Via: SIP/2.0/UDP CUCM-IP-Address:5060;branch=z9hG4bK4ad424fed85

From: <sip:65002@CUCM-IP-Address>;tag=4091~842780d9-7186-4740-ada2-23e5d1b91316-46404063
To: <sip:6002@Router-IP-Address>; tag=2FF652-51D

Date: Thu, 18 Apr 2019 19:59:50 GMT

Call-ID: 3EDDDY9E4-614B11E9-800D9C4B-C5465DB2@Router-IP-Address

User-Agent: Cisco-CUCM12.0

Max-F
CSeq:

orwards: 70
102 ACK

Allow-Events: presence
on-ID: 4978aa3900105000a000006cbcbcfda2; remote=836b14b48c77bfe681c0780c54ab4091
Content-Type: application/sdp
Content-Length: 191

Sessi

v=0

o=Cis
s=SIP
c=IN
t=0 0

coSystemsCCM-SIP 4091 3 IN IP4 CUCM-IP-Address
Call
IP4 CUCM-IP-Address (MoH Server)

m=audio 4000 RTP/AVP 0

a=X-c

isco-media:umoh

a=ptime:20
a=rtpmap:0 PCMU/8000
a=sendonly

Show Call Active Voice Brief(S2} &4 &

4000

11EC :

E AlE RTP7} CUCM-IP-Address 2! AT&

2
oM e Hoz2 o Els B38| RX EEE EAISHX| f&LICH RTPE CHE ZEO0|M =
AME|T S 2tRE oA AAMIELICH

3 3143250ms.1 (14:59:02.516 CDT Thu Apr 18 2019) +1960 pid:0 Answer 6002 active

dur 00:47:29 tx:2330/391440 rx:64875/10380000 dscp:0 media:0 audio tos:0x0 video tos:0x0

Tele

0/0/0:23 (3) [0/0/0.23] tx:2803960/1263780/0ms g7llulaw noise:-65 acom:3

i/0:-60/-64 dBm



11EC : 4 3143250ms.2 (14:59:02.516 CDT Thu Apr 18 2019) +1950 pid:1 Originate 65002 connected
dur 00:47:29 tx:1686/269760 rx:2330/372800 dscp:0 media:0 audio tos:0xB8 video tos:0x0

IP CUCM-IP-Address:4000 SRTP: off rtt:1lms pl:46150/0ms lost:0/0/0 delay:55/55/65ms g7l1llulaw
TextRelay: off Transcoded: No ICE: Off

media inactive detected:n media contrl rcvd:n/a timestamp:n/a

long duration call detected:n long duration call duration:n/a timestamp:n/a
LostPacketRate:0.00 OutOfOrderRate:0.00

Show VolP RTP Connections(VolP RTP 2d&d E A|)= RmtRTPE 40002 £, RemotelP& CUCM-
IP-Address2 F A|gfL|C}.

EIRE{E RTP7I SUSH AAMM & W2 Z of & &Lt
show voip rtp connections

VoIP RTP Port Usage Information:
Max Ports Available: 8091, Ports Reserved: 101, Ports in Use: 1

Min Max Ports Ports Ports
Media-Address Range Port Port Available Reserved In-use
Global Media Pool 16384 32766 8091 101 1
VoIP RTP active connections :
No. CallId dstCallId LocalRTP RmtRTP LocalIP RemoteIP
MPSS
1 4 3 16386 4000 Router-IP-Address CUCM-IP-
Address NO

Found 1 active RTP connections

AL HAHE AL st RTP7H AX| 2 ofClol M 2LEX| &Qld & Ql&LICH 0] o ol A= 4000 CH
&l L E 2458801 2B 2 AA HEO| Hulisto M 2HRE7F WZA!S A LICEH

Source Address &  Source Port Destination Address Destination Port SSRC Payload Packets Lost Max Delta (ms) Max Jitter Mean Jitter
Remote IP Address 24588 Router |IP Address 16386 Ox66c g711u 514 0({0.0%) 29.003 1174 0.187

4 RTP &4 EHE
0| 7152 15.5(3)M9, 15.6(3)M6 10S {0 A ==& LICH.

oA HEQ Ut YACE X S5iH HYH A4 IP FAE HEE OIS &4 ZEE HASSHX|E
x o

1. 24 RTP &4 TEE SIP, H.323, MGCP 2! SCCPoi 25 gtL|Ct.
2.0| 7|58 AA Q&M A MIfE Q5 RTP7} AN El= Al7|E £AH EFX|5H7] €8 ClH
VoIP RTP 2F0 27 HA|IX|E F7IzH&LICH

FOl0| 7|se 7|1EMo 2 EMEt | Hu|adio|Mol LIEILEX| et&LICH O] 7|58 K[§5t
EZEI0S ZE|AR Yado|EstH ME R 2| CHAl CHE AA0M RTPE M& 5= CIHEO|
A7 QUE B9 QLI EMIL LdE + QA*L—IEP

H2d 2Hof No7F EA|Z|of O] 7Io% H| & A5t ZHm| oMol E A|IELICE

0P>
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Configuration Terminal
voice rtp source-filter

ZZEZEH S A HI



H.3232| A<

28 2tRE{Q| C|tH H225 ASN12 2t E{of #Z O|C|0o{ 4 0.0.0.0:001 CH3H L El=
openLogicalChannelAck =418 T AI&FL|C}.

H245 MSC OUTGOING PDU ::=

value MultimediaSystemControlMessage ::= response : openLogicalChannelAck
{
forwardLogicalChannelNumber 1
forwardMultiplexAckParameters h2250LogicalChannelAckParameters
{
mediaChannel unicastAddress : iPAddress :
{
network 'Router-IP-Address'H
tsapIdentifier 16404 (Router's UDP Port for the RTP)
}
mediaControlChannel unicastAddress : iPAddress :
{
network 'Router-IP-Address'H
tsapIdentifier 16405 (Router's UDP Port for the RTCP)
}
flowControlToZero FALSE

Received openLogicalChannelAck has network and tsapIdentifier for the mediaChannel in zeros
which means IP Address 0.0.0.0 and port O.
H245 MSC INCOMING PDU ::=

value MultimediaSystemControlMessage ::= response : openLogicalChannelAck
{
forwardLogicalChannelNumber 2
forwardMultiplexAckParameters h2250LogicalChannelAckParameters
{
sessionID 1
mediaChannel unicastAddress : iPAddress :
{
network '00000000'H
tsapIdentifier 0
}
mediaControlChannel unicastAddress : iPAddress :
{
network '00000000'H
tsapIdentifier 1

Show Call Active Voice Brief(&2 &4 84 712 EA)ol= RX 20| EA|E[X| et 20 Remote
IP Address and Port(&Z IP &4 2! ZE)7}0.0.0.0:02 2 A& T|o] U&L]CH.

11F5 : 21 18903090ms.1 (16:00:48.794 CDT Fri Apr 19 2019) +1070 pid:2 Answer 6002 active
dur 00:00:43 tx:376/63168 rx:899/137074 dscp:0 media:0 audio tos:0x0 video tos:0x0
Tele 0/1/0:23 (21) [0/1/0.1] tx:35340/14230/0ms g7llulaw noise:-68 acom:3 1/0:-64/-63 dBm

11F5 : 22 18903090ms.2 (16:00:48.794 CDT Fri Apr 19 2019) +1070 pid:1 Originate 36004 active



dur 00:00:43 tx:152/23047 rx:376/60160 dscp:0 media:0 audio tos:0xB8 video tos:0x0

IP 0.0.0.0:0 SRTP: off rtt:0ms pl:0/0ms lost:0/0/0 delay:0/65/65ms g7llulaw TextRelay: off
Transcoded: No ICE: Off

media inactive detected:n media contrl rcvd:n/a timestamp:n/a

long duration call detected:n long duration call duration:n/a timestamp:n/a
LostPacketRate:0.00 OutOfOrderRate:0.00

LocalUUuID:

RemoteUUID:

VRF':

Show VolP RTP Connections(VolP 247 Z Al)= RmtRTP 2 RemotelP& 0.0.0.0:02 2 E A|5t=
2 BIREE siE AA Q| RTPE of &l gtLCt

VoIP RTP Port Usage Information:
Max Ports Available: 8091, Ports Reserved: 101, Ports in Use: 1
Port range not configured

Min Max Ports Ports Ports
Media-Address Range Port Port Available Reserved In-use
Global Media Pool 16384 32766 8091 101 1
VoIP RTP active connections
No. CallId dstCallId LocalRTP RmtRTP LocalIP RemoteIP
MPSS VRF
1 22 21 16404 0 Router-IP-Address 0.0.0.0
NO NA

Found 1 active RTP connections
AL|H X E AESHH RTPIE =AEl= 2IXIE &elE = U& Lol oo M= Port 0 2 IP
Address 0.0.0.0 CH 4! Z E 24608 2! CUCM-IP-AddressOfl A <= &1 E LT},

@ ® Wireshark - RTP Streams - H

Source Address A  Source Port Destination Address Destination Port SSRC Payload Packets Lost Max Delta (ms) Max Jitter Mean Jitter

CUCM IP Address 24608 Router IP Address 16404 0x676 g/11u 1095 0(0.0%) 30.214 3.567 0.769

Debug VolP RTP Error(CIEH1 VoIP RTP 2= 0.0.00| ot =l CUCM-IP-AddressOil A 2= A13t Ab x|
£ 120 AR E EAIS2Z A4 ZHF0| AmyE L

voip_rtp_recv_fs_input:ERROR IP address validation failed, dropping packet.
Expected addr: 0.0.0.0, Received addr: CUCM-IP-Address
voip_rtp_recv_fs_input:ERROR IP address validation failed, dropping packet.
Expected addr: 0.0.0.0, Received addr: CUCM-IP-Address
voip_rtp_recv_fs_input:ERROR IP address validation failed, dropping packet.
Expected addr: 0.0.0.0, Received addr: CUCM-IP-Address
voip_rtp_recv_fs_input:ERROR IP address validation failed, dropping packet.
Expected addr: 0.0.0.0, Received addr: CUCM-IP-Address

SIP2| AL

Debug CCSIP Messages(C|HH1 CCSIP HIAIX|)= &4 2tE{0 SDPt &7H =41Z|= SIP ACK
HAIX|B E A5, O] HIAIX|E 2HLE{7F CUCM-IP-Address 2 Port 40000l RTPE X Z sl 2
K|AEfLICE.

[/ -1/xxxxxxxxxxxx/SIP/Msg/ccsipDisplayMsg:

Received:

ACK sip:6002@Router-IP-Address:5060 SIP/2.0

Via: SIP/2.0/UDP CUCM-IP-Address:5060;branch=z9hG4bK1l6712e94eda

From: <sip:65002@CUCM-IP-Address>;tag=5931~842780d9-7186-4740-ada2-23e5d1b91316-46404140
To: <sip:6002@10.201.160.54>;tag=FE677E-E12

Date: Fri, 19 Apr 2019 23:53:48 GMT



Call-ID: 32798F13-623511E9-805BC9D5-801BF5C7@Router-IP-Address
User-Agent: Cisco-CUCM12.0

Max-Forwards: 70

CSeqg: 102 ACK

Allow-Events: presence

Session-ID: 5fdd1bc300105000a000006cbcbcfda?; remote=761410b40eed518a94bd5f7bbeccfbed
Content-Type: application/sdp

Content-Length: 191

v=0

o=CiscoSystemsCCM-SIP 5931 3 IN IP4 CUCM-IP-Address
s=SIP Call

c=IN IP4 CUCM-IP-Address (MoH Server)

t=0 0

m=audio 4000 RTP/AVP 0
a=X-cisco-media:umoh
a=ptime:20

a=rtpmap:0 PCMU/8000
a=sendonly

Show Call Active Voice Brief(S 2 &4 4 712 & Al)= CUCM-IP-Address:40000{| A{ RTP7} =
AE Ho 2 ofldfste Blael RX SEBE EAISHK| b&LC.

RTP= AXZ CHE ZEOMH 2B E AMX|IELICE.

11F0 : 29 16672630ms.1 (18:53:43.109 CDT Fri Apr 19 2019) +1450 pid:0 Answer 6002 active
dur 00:00:07 tx:169/28392 rx:265/42400 dscp:0 media:0 audio tos:0x0 video tos:0x0
Tele 0/0/0:23 (29) [0/0/0.23] tx:4020/4020/0ms g7llulaw noise:-74 acom:3 1/0:-64/-64 dBm

11F0 : 30 16672630ms.2 (18:53:43.109 CDT Fri Apr 19 2019) +1450 pid:1 Originate 65002 connected
dur 00:00:07 tx:64/10240 rx:169/27040 dscp:0 media:0 audio tos:0xB8 wvideo tos:0x0

IP CUCM-IP-Address:4000 SRTP: off rtt:0ms pl:3200/0ms lost:0/0/0 delay:0/55/65ms g7llulaw
TextRelay: off Transcoded: No ICE: Off

media inactive detected:n media contrl rcvd:n/a timestamp:n/a

long duration call detected:n long duration call duration:n/a timestamp:n/a
LostPacketRate:0.00 OutOfOrderRate:0.00

LocalUUID:5fdd1bc300105000a000006cbcbcfda2

RemoteUUID:761410b40eed518a94bd5f7bbccfbed

VRF: NA

Show VoIP RTP Connections= RmtRTP Z! RemotelPE CUCM-IP-Address:4002 2 T A|EL|C}.
EIRE{E RTP7} SR AA0M 22 W22 of AL,

show voip rtp connections

VoIP RTP Port Usage Information:

Max Ports Available: 8091, Ports Reserved: 101, Ports in Use: 1
Port range not configured

Min Max Ports Ports Ports
Media-Address Range Port Port Available Reserved In-use
Global Media Pool 16384 32766 8091 101 1
VoIP RTP active connections
No. CallId dstCallId LocalRTP RmtRTP LocalIP RemoteIP
MPSS VRF
1 30 29 16430 4000 Router-IP-Address CUCM-IP-
Address NO NA

Found 1 active RTP connections

AL ZHRE A2 5IH RTP7 AKX Z ofC|o M @E K| &QlE £~ &Lt o oflof A= CUCM-
IP-Address:4000 CH Al Z E 24634 ! CUCM-IP-AddressOlA| 2 EX| &Qlg 4 2l&LCt



@ @ Wireshark - RTP Streams - SIPG22

Source Address A Source Port Destination Address Destination Port SSRC Payload Packets Lost Max Delta (ms) Max Jitter Mean Jitter
CUCM IP Address 24634 Router IP Address 16430 0xB683 g711u 600 0(0.0%) 29.820 1.300 0.2n

Debug VoIP RTP Error(C|tH1 VoIP RTP 2R = T E 4000 CHAl T E 2463401 A 2= A5 ALx| =l
HZlo] O|RE HojFa R A4 R34 ZAtol AT LICH

voip_rtp_recv_£fs_input:ERROR Port validation failed, dropping RTP packet.
Expected port: 4000, Received port: 24634
voip_rtp_recv_fs_input:ERROR Port validation failed, dropping RTP packet.
Expected port: 4000, Received port: 24634
voip_rtp_recv_£fs_input:ERROR Port validation failed, dropping RTP packet.
Expected port: 4000, Received port: 24634
voip_rtp_recv_£fs_input:ERROR Port validation failed, dropping RTP packet.
Expected port: 4000, Received port: 24634

MGCP2| A<

Debug MGCP Packets(C|HH1 MGCP %)= S3t7t M0l P4 &l OIC|o{t EFE AlZHE EA|

gfLich

When the call initially connects, it negotiates the media capabilities through SDP.

MGCP Packet received from CUCM-IP-Address:2427---> MDCX 1324 S0/SU1/DS1-1/23@3945-A.luirami2.lab
MGCP 0.1 C: D000000002c4139b000000F500000008 I: 10 X: 17 L: p:20, a:PCMU, s:off, t:b8 M:
sendrecv

R: D/[0-9ABCD*#]

S:

Q: process, loop

v=0

o=- 16 0 IN EPN S0/SU1/DS1-1/23@3945-A.luirami2.lab
s=Cisco SDP 0

t=0 0

m=audio 23248 RTP/AVP 0

c=IN IP4 IP-Phone-IP-Address

<——==

MGCP Packet sent to CUCM-IP-Address:2427--->
200 1324 OK

<——==

Then when it is placed on hold, CUCM only changes the direction of the media.

MGCP Packet received from CUCM-IP-Address:2427---> MDCX 1325 S0/SU1/DS1-1/23@3945-A.luirami2.lab
MGCP 0.1 C: D000000002c4139b000000F500000008 I: 10 X: 17 M: recvonly

R: D/[0-9ABCD*#]

Q: process, loop

<

MGCP Packet sent to CUCM-IP-Address:2427--->
200 1325 OK

<——==

Show Call Active Voice Brief(S 2 &4 &4 712 & Al)= IP-Phone-IP-Address:2324801 A RTP 7}
R M5tz BlL RX BEE EAISHK| f&LICH

RTPE AIRIZ CHE IP FA0IM 222 AFIELCH



11FD : 38 31140580ms.1 (19:24:46.254 CDT Fri Apr 19 2019) +0 pid:0 Originate connecting

dur 00:00:36 tx:289/46240 rx:272/43520 dscp:0 media:0 audio tos:0xB8 video tos:0x0

IP IP-Phone-IP-Address:23248 SRTP: off rtt:1ms pl:5440/70ms lost:0/0/0 delay:0/55/65ms g7llulaw
TextRelay: off Transcoded: No ICE: Off

media inactive detected:n media contrl rcvd:n/a timestamp:n/a

long duration call detected:n long duration call duration:n/a timestamp:n/a
LostPacketRate:0.00 OutOfOrderRate:0.00

LocalUUuID:

RemoteUUID:

VRF':

11FD : 37 31140580ms.2 (19:24:46.252 CDT Fri Apr 19 2019) +0 pid:0 Originate active

dur 00:00:36 tx:272/45696 rx:1832/293120 dscp:0 media:0 audio tos:0x0 video tos:0x0

Tele 0/1/1:23 (37) [0/1/1.23] tx:36630/36630/0ms g71llulaw noise:-68 acom:6 1i/0:-65/-60 dBm

Show VoIP RTP Connections= RmtRTP Z! RemotelPE IP-Phone-IP-Address:232482 E A|EfL|
Ct. 2t RE|= RTP7I S AAMM 2= Zdo 2 of AtgrL|Ct.

show voip rtp connections

VoIP RTP Port Usage Information:

Max Ports Available: 8091, Ports Reserved: 101, Ports in Use: 1
Port range not configured

Min Max Ports Ports Ports
Media-Address Range Port Port Available Reserved In-use
Global Media Pool 16384 32766 8091 101 1
VoIP RTP active connections
No. CallId dstCallId LocalRTP RmtRTP LocalIP RemoteIP
MPSS VRF
1 38 37 16420 23248 Router-IP-Address IP-
Phone-IP-Address NO NA

Found 1 active RTP connections
AL HXHE AHESHH RTP7E AW E o{Clo|M 2EX| &Qlg = U&LCt. o] oo H= IP-
Phone-IP-Address:23248 CH 4! I E 24612 X! CUCM-IP-AddressOil A @ =X| & Q& 4= Q&LLCt.

[ X ) Wireshark - RTP Streams - MGCPG2

Source Address Source Port ¥ Destination Address Destination Port SSRC Payload Packets Lost Max Delta (ms) Max Jitter Mean Jitter

CUCM IP Address 24612 Router IP Address 16420 Ox678 g71u 1021 0(0.0%) 44.307 8.688 1.406

Debug VolP RTP Error(CIHH1 VolP RTP 2/ = IP-Phone-IP-Address L &1 CUCM-IP-Addresso|
M = 2lE AR E THZIO| AR E B0 FEE &4 ASBO| Mgt

voip_rtp_recv_fs_input:ERROR IP address validation failed, dropping packet.
Expected addr: IP-Phone-IP-Address, Received addr: CUCM-IP-Address
voip_rtp_recv_fs_input:ERROR IP address validation failed, dropping packet.
Expected addr: IP-Phone-IP-Address, Received addr: CUCM-IP-Address
voip_rtp_recv_fs_input:ERROR IP address validation failed, dropping packet.
Expected addr: IP-Phone-IP-Address, Received addr: CUCM-IP-Address
voip_rtp_recv_fs_input:ERROR IP address validation failed, dropping packet.
Expected addr: IP-Phone-IP-Address, Received addr: CUCM-IP-Address

SCCP2o| B<:

Debug SCCP Messages(CIEHZ SCCP HIAIX|)= S&17F EFE A|IHS EAIFLICH

CUCME HX 24 2tE{7} CloseReceiveChannel & StopMediaTransmission2 Al&&t0{ H| &

d 0|C|o{2 Tetst =5 K|AIgFLCH.

SCCP:rcvd CloseReceiveChannel



CloseReceiveChannelMsg Info:
conference_id = 33554439, pass_through party_id = 33554541
0

SCCP:rcvd StopMediaTransmission

StopMediaTransmissionMsg Info:

conference_id = 33554439, pass_through party_id = 33554541
0

’

’

call_ref

call_ref

= 46404215,

= 46404215,

port_handling =

port_handling =

O3 CHS CUCM2 2 22E{0ll OpenReceiveChannel2 A& 8104 recvonlyZ MEHSI T & X|A|

gfLCh.

SCCP:rcvd OpenReceiveChannel

OpenReceiveChannelMsg Info:

conference_id = 33554439, pass_through party_ id = 33554542
msec_pkt_size = 20, compression_type = 4

qualifier_in.ecvalue = 0, g723_bitrate = 0, call_ref = 46404215

stream_pass_through_id = 16777216, rfc2833_payload_type =
codec_dynamic_payload = 0, codec_mode = 0
Encryption Info :: algorithm_id 0, key len 0, salt_len 0

0

requestedAddrType = 0, source_ip_addr.ipAddrType = 0, source_ip_addr

source_port_number = 4000,
audio_level_adjustment = 0

SCCP:send OpenReceiveChannelAck
OpenReceiveChannelAck Info:

pass_through_party_ id=33554542, status=0(ok), host_ip_addr= Router-IP-Address,

= CUCM-IP-Address,

port=16390

Show SCCP Connections(SCCP 244 E A|)= 0.0.0.0:02 2 ripadr ! rportas:02 EA|EL|CE 2}

LEE s AANMRTPE 7HX2 Ho 2 of| &8t

show sccp connections

sess_id conn_id stype mode codec sport rport ripaddr conn_id_tx
33554439 33554542 mtp recvonly g71lu 16390 0 0.0.0.0
33554439 33554540 mtp sendrecv g711u 16386 16384 10.201.160.54

Total number of active session(s) 1, and connection(s) 2

Debug VoIP RTP Error(C|EH2 VoIP RTP 2/ = 0.0.00| o}l CUCM-IP-Address0i| A <= £18H AFK|

E IZIo| O|RE E{F2E £ A B 0| AuiFct

000147: Apr 24 11:49:22.499: voip_rtp_recv_£fs_input:ERROR
packet.

Expected addr: 0.0.0.0, Received addr: CUCM-IP-Address
000148: Apr 24 11:49:22.519: voip_rtp_recv_£fs_input:ERROR
packet.

Expected addr: 0.0.0.0, Received addr: CUCM-IP-Address
000149: Apr 24 11:49:22.539: voip_rtp_recv_£fs_input:ERROR
packet.

Expected addr: 0.0.0.0, Received addr: CUCM-IP-Address
000150: Apr 24 11:49:22.559: voip_rtp_recv_£fs_input:ERROR
packet.

Expected addr: 0.0.0.0, Received addr: CUCM-IP-Address

IOS-XE Voice Router2| RTP &A HAS

|OS-XEO|M 7IE S2F ™o

rlo

ChSa Z&Lch

IP

IP

IP

IP

address

address

address

address

validation

validation

validation

validation

failed,

failed,

failed,

failed,

dropping

dropping

dropping

dropping



1- ;OE HA L

2. 7|12Moz #ys |01 A&LICH

3. HIEHEE =~ i

4.VolP £13 Me[e| DC|o 2 & + Qi 1M RTPE 582 5185te R YE ol

UCMO| & 4 openLogicalChannelAck HIAIX|E IP T4 L ZEJI 022

Ol ZZEEZEE AIE Cu
FMStslE 2 M0H9.| RTP7t 2S5t K| et &L Ct.

St
AE(of OC|o{E H

mM'rD

H245 MSC INCOMING PDU ::

value MultimediaSystemControlMessage ::= response : openLogicalChannelAck :
{
forwardLogicalChannelNumber 6
forwardMultiplexAckParameters h2250LogicalChannelAckParameters
{
sessionID 1
mediaChannel unicastAddress : iPAddress
{
network '00000000'H
tsapIdentifier 0
}
mediaControlChannel unicastAddress : iPAddress
{
network '00000000'H
tsapIdentifier 1
RX &7t 2t0| EX|E|1 ¥Z O|C|o{ &A7HIP 0.0.0.0:0Q! W2 =I5t | s S FHE SIHE R
of FAIE ALE5l0o] SUTH AHE & ele = /JU&LICH

11F3 : 17 8703830ms.1 (13:00:22.060 CDT Tue Apr 23 2019) +2150 pid:2 Answer 6002 active
dur 00:15:22 tx:19014/9213600 rx:1/3836010 dscp:0 media:0 audio tos:0x0 video tos:0x0
Tele 0/1/1:23 (17) [0/1/1.23] tx:158740/106870/0ms g7llulaw noise:-68 acom:22 1i/0:-57/-61 dBm

11F3 : 18 8703830ms.2 (13:00:22.060 CDT Tue Apr 23 2019) +2150 pid:1 Originate 55002 active
dur 00:15:22 tx:19709/3836010 rx:46068/9213600 dscp:0 media:0 audio tos:0xB8 video tos:0x0
IP 0.0.0.0:0 SRTP: off rtt:0ms pl:0/0ms lost:0/0/0 delay:0/0/0ms g7llulaw TextRelay: off

Transcoded: No ICE: Off

media inactive detected:n media contrl rcvd:n/a timestamp:n/a

long duration call detected:n long duration call duration:n/a timestamp:n/a
LostPacketRate:0.00 OutOfOrderRate:0.00

ZA1:RX 2! TXE Media Bulk-Stats Z2230]| Voice Service VolPO| A LA E|X| &t = $F I0S-XE
ESHE 0| M §7P0PXI IR O]l HHE2 cHREo| Haol dEE & = U222 EAX s Al

oflgt ZAdsie £ biEHMstets 2ol EaLich

Debug Voip FPI Inout2 O|C[0{7} openLogicaIChanneIAckOHA‘I HIEMHSIE|e B2 of7|of &4
3£l NAT(Network Address Translation) 218 E AISHX| et&LCt H|g ML El OIC|ol= IHIAI
X| ZH:SIDE_A, rtp_type:0:9} E7 2018 £ Q& L|c}



//18/7F507F32800A/VOIPFPI: () :voip_fpi_get_snd_rcv_enable_flag: side:SIDE_A, rtp type:0: send:0
recv:0

//18/7F507F32800A/VOIPFPI: () :voip_fpi_get_snd_rcv_enable_flag: destAddr == 0, rcv and send both
set to FALSE

show platform hardware qfp active 7S sbc global |s Total packets dropped|Dropped packets: S
37t ER SQI S0t 01ap A BEB0| HIEMEE SES £AI5tE ZE AMX|E T{Z!0] 9= H|O|
Es AM‘*I—IEP

show platform hardware gfp active feature sbc global | s Total packets dropped|Dropped packets:
Total packets dropped = 138512
Dropped packets:

No associated flow =0
Wrong source for flow =0
Ingress flow receive disabled = 138512
Egress flow send disabled =0
Not conforming to flowspec =0

SIPE

SIPE AF835t= A< CUCM2 SDPO CUCM -IP-Address, Port 4000 ! direction®| CHEF O|C|0
£ & a=sendonlyE A& 35tH, Ol= E2HRE 0| RTPEF =AISHE S XI*l‘éfL—lEF.

v=0

o=CiscoSystemsCCM-SIP 72019 3 IN IP4 CUCM-IP-Address
s=SIP Call

c=IN IP4 CUCM-IP-Address (MoH Server)

t=0 0

m=audio 4000 RTP/AVP 0

a=X-cisco-media:umoh

a=ptime:20

a=rtpmap:0 PCMU/8000

a=sendonly

a=sendonly= S 2tE 2ol CHEF O|C|o] W& S recvonly2 A, O A tHCHE 44
oM 2 420z RTP7I STEITE 585l NAT &2 7|sol| E2[HEU

Ol Debug VoIP FPI Inout2 S35l &g &= Ql&LICt

//25/3EAF69800000/VOIPFPI: () :voip_fpi_get_snd_rcv_enable_flag: side:SIDE_A, rtp_ type:2:RECVONLY
send:0 recv:2
//25/3EAF69800000/VOIPFPI: () :voip_fpi_get_snd_rcv_enable_flag: recvonly mode - setting NAT flag

O| Z= O|C|o{ Wefol CHEt CHE S40| S EIREE MS T NAT E21 7|5 0| &85 E[ K|
i H%’JOI CHE AA0M 222 éml.%.'u:}_

CIH2 CCSIP HA|X|= O] of|of| A a=sendrecvE H0{&FL|C}.

v=0

o=CiscoSystemsCCM-SIP 72019 3 IN IP4 CUCM-IP-Address
s=SIP Call

c=IN IP4 CUCM-IP-Address (MoH Server)

t=0 0

m=audio 4000 RTP/AVP 0
a=X-cisco-media:umoh
a=ptime:20

a=rtpmap:0 PCMU/8000
a=sendrecv



Debug VoIP FPI Inout rtp_type:3:SENDRECVZ MM El O|C|o{ & &0 NAT &2 &7 s
£ E AL ch

//27/F56119000000/VOIPFPI: () :voip_fpi_get_snd_rcv_enable_flag: side:SIDE_A, rtp_type:3:SENDRECV
send:1 recv:2

NAT &ci27t @122 2 show platform hardware qfp active feature sbc global |s Total packets
dropped|Dropped packets: Wrong source for flow 4440 A S7HE & E AIELICH.

4351-A#show platform hardware gfp active feature sbc global | s Total packets dropped|Dropped

packets:
Total packets dropped = 33496
Dropped packets:
No associated flow =0
Wrong source for flow = 33196
Ingress flow receive disabled =0
Egress flow send disabled =0
Not conforming to flowspec =0

MGCP2| Z<:

MGCPE A3t B2 cucme ér FAS HQE|de i o|0] AHE! O|C|o] W&Ee HAE5 7|
2|5 MDCXE ERLIC et IP T4 EEE AlS ®2le A K| &L X|BF MDCXIL CHE A A0
MAEE|YELICH

MEErecvonly= 84 EIREE TS E|H NAT 21 7|s0| &dstHELct

MGCP Packet received from CUCM-IP-Address:2427--->
MDCX 1529 S0/SU1/DS1-1/23@4351-A.luirami2.lab MGCP 0.1
C: D000000002c4151d000000F50000000a
I: B

X: 17

M: recvonly
R: D/[0-9ABCD*#]
Q: process, loop

<—==

Debug VoIP FPI Inout2 RTP_type:2:RECVONLY % NAT &2 7|52 MYE O|c|o] ge
EAlStH, 0| 7|52 &3l RTP7} 8t = U&LICH
//30/xxxxxXxXXXXXXX/VOIPFPI: () :voip_fpi_get_snd_rcv_enable_flag: side:SIDE_A, rtp_type:2:RECVONLY
send:0 recv:2

//30/xxxxxXXXXXXX/VOIPFPI: () :voip_fpi_get_snd_rcv_enable_flag: recvonly mode - setting NAT flag

Ol Z< O|c|o] Y&oll ChEt CHE S40| 84 BtREE TS T NAT &8 7S 0| # M43t
9;1 uH%’JOI CIE AAOAM 222 AK|E |_||:+_

C|HH MGCP I{Z! 2 C}= 040{ A M:sendrecv.

MGCP Packet received from CUCM-IP-Address:2427--->
MDCX 1530 S0/SUl1/DS1-1/23@4351-A.luirami2.lab MGCP 0.1
D000000002c4151d000000F50000000a

B

17

sendrecv

D/ [0-9ABCD*#]

process, loop

O ™R X H O



<——=

Debug VoIP FPI Inout rtp_type:3:SENDRECVZ MM El O|C|o{ & &0 NAT &2 &7 s
2 EAIELcH

//29/F56119000000/VOIPFPI: () :voip_fpi_get_snd_rcv_enable flag: side:SIDE_A, rtp_type:3:SENDRECV
send:1 recv:2

NAT &ci27t @122 2 show platform hardware qfp active feature sbc global |s Total packets
dropped|Dropped packets: Wrong source for flow 40| A S7HE & E AIELICH.

show platform hardware gfp active feature sbc global | s Total packets dropped|Dropped packets:
Total packets dropped = 33596
Dropped packets:

No associated flow =0
Wrong source for flow = 33296
Ingress flow receive disabled =0
Egress flow send disabled =0
Not conforming to flowspec =0

SCCP2o| 4=
Debug SCCP Messages(CIEH1 SCCP HIAIX|)= &3t7F ERE AI™E EAIFLICH

CUCMR HX 2 2tE{7} CloseReceiveChannel & StopMediaTransmission2 AF&3t0{ H|&
1=

X 2
A O|C|o{2 Metst =5 K| A|§rL|Ct.

SCCP:rcvd CloseReceiveChannel
CloseReceiveChannelMsg Info:

33554500, call_ref

46405010, port_handling

conference_id = 33554436, pass_through_party id
0

SCCP:rcvd StopMediaTransmission

StopMediaTransmissionMsg Info:

conference_id = 33554436, pass_through_party id = 33554500, call_ref = 46405010, port_handling =
0

I CHS CUCM2 24 2t 2E{0l OpenReceiveChannel2 Al&36t04 S5t T = X|A|ELICEH

SCCP:rcvd OpenReceiveChannel

OpenReceiveChannelMsg Info:

conference_id = 33554436, pass_through_party_id = 33554501
msec_pkt_size = 20, compression_type = 4

qualifier_in.ecvalue = 0, g723_bitrate = 0, call_ref = 46405010
stream_pass_through_id = 16777216, rfc2833_payload_type = 0
codec_dynamic_payload = 0, codec_mode = 0

Encryption Info :: algorithm_id 0, key_ len 0, salt_len 0
requestedAddrType = 0, source_ip_addr.ipAddrType = 0, source_ip_addr = CUCM-IP-Address,
source_port_number = 4000,

audio_level_adjustment = 0

SCCP:send OpenReceiveChannelAck
OpenReceiveChannelAck Info:
pass_through_party_id=33554501, status=0(ok), host_ip_addr= Router-IP-Address, port=8028

Show SCCP Connections(SCCP 214 ZE Al)= 0.0.0.0:02 £ ripadr %! rportas:02 ZE A& LICE 2}
LEE Y AAHMRTPE 7HXS W22 of & &Lt



show sccp connections

sess_id conn_id stype mode codec sport rport ripaddr conn_id_tx
33554436 33554501 mtp recvonly g71lu 8028 0 0.0.0.0
33554436 33554499 mtp sendrecv g711u 8022 8024 Router-IP-Address

Total number of active session(s) 1, and connection(s) 2

Debug VoIP FPI Inout2 RTP_type:2:RECVONLY 2! NAT &2 7|so 2 M™E O|C|o $&FS
EAStH, O] 7|2 S8 RTP7} SOHE = A &LCt

/ /18 /XXXXXXXXxxXX/VOIPFPI: () :voip_fpi_get_snd_rcv_enable_flag: side:SIDE_A, rtp_type:1:SENDONLY
send:1 recv:0

/ /15 /xXXXXXXXXxXxXX/VOIPFPI: () :voip_fpi_get_snd_rcv_enable_flag: side:SIDE_B, rtp_type:3:SENDRECV
send:1 recv:2

//19/xXXXXXXXXXxXXX/VOIPFPI: () :voip_fpi_get_snd_rcv_enable_flag: side:SIDE_A, rtp_type:2:RECVONLY
send:0 recv:2

//19/xXXXXXXXXXxXxXX/VOIPFPI: () :voip_fpi_get_snd_rcv_enable_flag: recvonly mode - setting NAT flag
/ /15 /xXXXXXXXXXxXxXX/VOIPFPI: () :voip_fpi_get_snd_rcv_enable_flag: side:SIDE_B, rtp_type:3:SENDRECV

send:1 recv:2

£l: OpenReceiveChannel HA|X|= & EtRE7t RTPE T4t 8 X|AlStE Ol AFS E|H
24 2tRE= siY O/C|o{E =4l5ted= OpenRecelveChanneIAckE &35l cucMmol| 2L

C}.
StartMediaTransmission HA|X|= &4 2tRE 7l XIHE CHA 0| RTPE
Cll AR ElLICH

%, OpenReceiveChannelZt I &= E2 EIIE|0-| 2| A A0 RTP(recvonly
= 20| £l StartMediaTransmission2t 1 & £|= 4 RTP(sendonly)Z!
EAAE g2l YHAULICH = o 2FEI" A< sendrecv®t Z&LICH

o|C|o{ &EFol sendonly L = sendrecvE MXE|0{ Q)T RTP7} CHE AA0M 2
o7t gdstE|X| ot o show platform hardware qfp active feature sbc global |s &
|AFAE THZ: A E THZ S E AR LICH

El:AS XMEIE Sl Y E T4 CHE
Service Voipol| A nat force-on2 Al &
AUA&LICHO|™o| MCHE 2 S 3R] £ XIFJ Aol
SIPO{|AMBF 2 SgfL|CtH

4>4

A1 &4 MH|A voip ot2f pass-thru 2
Alg I NAT &2l 71sS 2438tE &

Q
m> [
To
[l

EI:NAT E2127t S5toll CHal &4 4Efo|n 2C|27t M2 2S5t
|

platform hardware qfp active feature sbc globaloil A A XM|El = gt

M M3 E RTPE 51&38H0k 5 ,
= B2 SipE A%t =8 AXME FIHE =
HE[i&LICt CSCvo15141 .0 7|

BEUz

)2
¥

—

ME mZ! 0475 M O H2 S8 B7HE = UELICH Ol YR 4E1
M RTCP(Real Time Control Protocol)& &4 Bt REQ CHE AAR MEE ¢

Ct.

A
T
&t

£ X|Alst=

Al
—

rir ook
o Mo

dp7t +HE B2, FPI 810|017} recvonlyE £


https://tools.cisco.com/bugsearch/bug/CSCvo15141
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