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0| 2 Mol M= Cisco CUCM(Unified Communications Manager), IP 718} & Cisco CUBE(Unified
Border Element) 7} SIP(Session Initiation Protocol) TLS(Transport Layer Security) &
SRTP(Secure Real-time Transport Protocol)2| Z1I|12{|0|4 0|2} Enterprise CA(Certificate
Authority)(MEIE| CA) M CIBME AE5le 38 AE{ZEO|= CA(Network) HIE X3 T4
QAo] CHal MHEFHLICE o= IP T3, CUCM, HIO|EH|0| 2! CUBESH Z2 Cisco
Communications C|HFO|A 7} FZ & F L|CH,
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- CIPC
ol Mol Mt S5 70| ClH0|AE ECf2 SHEIUALITHO| 240l ABE REC
OlAE A7|SHEI(7IE) HI|T2I0IMO 2 A EIISLICE HA LIEST7} &5 B0l B2 2E
Hajolo] HAHHQl B 0l2 £K[atAl7| HHEFLICH
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. Secure Signaling - CUBEE H. 323% Sttt otrst Az XEIE /IS TLSE AtE5t04 SIP &
IPSec(Internet Protocol Security)2 &8t 415 x2|E ES & LICt
. 2ot O|c|o] - SRTP(Secure Real- Time Transport Protocol)

CAPF(CUCM Certificate Authority Proxy Function)= %13} 7|0f| LSC(Locally Significant
Certificate)& A3 & LICt [ 2tA CAPF 7t 2|5 CAO| o|af MBI M35t 7[of| CHaH 5t CAR &
EE°FLJEF

FRSHAAIL.

ajo
ffo
n>l-

CA ME CAPFE 7t e otEeE{H Ct

7

HE<|3 Ctolo{1#

PSTN

Ol M™M= FE CA & 5tLt2| 512 CA7F AFREILICHZE CUCM & CUBE 218 AM & 5t
CAO] 2|5 MHEELICE.

CUBE Tt
RSA 7| A& MAdgrL|ct.

O] EtAloM= ZEtols! & i 71§ dE&Lch



O| ofloflA= CUBE7I BO|2 Y #0|H, ZE 0| 2 &+ YU&LICH

CUBE- 2(confi g) #crypto key generate rsa general-keys label CUBE modulus 2048
The name for the keys will be: CUBE

% The key nodul us size is 2048 hits
% Generating 2048 bit RSA keys, keys will be non-exportable...
[OK] (elapsed tinme was 12 seconds)

CUBE- 2(config) #

5t2| CA & R E CAof CHE AMZ| X|HS MATLICH 3H9 CA AlE] X|H2 SIP TLS SAI0] AFR
EL|ct
=

0| ool M 5t CALl A2 x| O0|E S SUBCA10|11 FE CAL| ZL ROOTYIL|C}.

enrol |l nent term nal pem all ow manual cut-and-paste certificate enrollnment. pemkeyword is used
to issue certificate requests or receive issued certificates in PEMformatted files through the
consol e term nal .

O| EtAHIM AP E|= 4| 0|22 CUCM SIP EZ 3 Hot T2 EIo| X 509 Al Ol x|5Hok
ghuct =HIQ! o|& 1t &7 host-name2 AFESt= 40| ELLICHEZMHIQ! O|&0| EMHSHE E<).

1EHAH|0| A ddet RSA 7| ‘4 & HAAeLCt

crypto pki trustpoint SuBCAl
enrol I ment termnal pem

seri al - nunber none

i p- address none

subj ect - nane CN=CUBE-2
revocati on-check none
rsakeypair CUBE

crypto pki trustpoint ROOT
enrol | nent term nal
revocati on-check none

3. CSR(CUBE Certificate Signing Request)= &g LICt.

crypto pki enroll BHE2 MEE QIS ME 71K 7| 2l AE{Z2}0|= CAN| M /= CSRE &M
gt

CUBE- 2(confi g) #crypto pki enroll SUBCAl
% Start certificate enroll nent

% The subject name in the certificate will include: CN=CUBE-2
% The subject name in the certificate will include: CUBE-2
Display Certificate Request to terminal? [yes/no]: yes
Certificate Request follows:

----- BEG N CERTI FI CATE REQUEST- - - - -
M | Gj j CCAXYCAQAWKDEPMAO GAL UEAX MGQLVCRS0Y NRUWEWYJ KoZI hvc NAQGK CFgZD
VUJFLTI wggEi MAOGCSqGS! b3DQEBAQUAAAI BDWAWGgEKA0I BAQDAMuf evAgli p
Kn8FhW FI NNUFMykgh2Cr 11 MV+ovR2Hy PTRwgr 0XDhZHVBs nBw6 7Tt ze3Ebxxoau
cBQ| ASZ4hdTSI gj xG+9YQacLmdMXpf xHp5kcl CzSf SI | r TexAr TQql W8+ Er Ypk
2THN1SOPCAcR BwoUCGB/ +KCDKj Jk Uy 8e CX+Grd+6ehRKEQEHAFHES Ur 5he/ 7/ pB



I'i H et NKSXYEOr 9TVZPi RIrt pUPMRMZEI RUN7 GoxBr CW XVdv EAGCOXqd1ZVLI Tz
z2sQQDqvJ9f MN6f ngKv2ePr +f 5qej Wz GOODFVQs0y5x+Y!l +pHbsdV1hSSnPpJk6
TaaBmX83AgMBAAGY! TAf Bgkghki GOWOBCQ4x Ej AQVA4GALUd DWEB/ WQEAWM FoDAN
Bgkqghki GA3wWOBAQUFAACCAQEAr WO bdhl UBVf aF1cMII br 569BZT+t | j QOz30qNGQ
QzHwel LoaKuCspc/ uOhwl4MGS6Z4401 wazK2/ 5bb/ KL47r 8H3d7T7PYM K6l AzK
sUIKSf 96z TvHNW 9wiXl nB5bl Jf RLXnFWKNsVEF4Fj U74pl xJL7si aa5e86eNy9deN
20i Kj vP8o4MgWewl Lr DO1YZMDVDS1Uy 82kW 6hv XG5+xBT5ALl 02xC 1S9y 6/ D4d
fOi | DZvaQk+7j j BCzLV5hET+1neo@Bws2e7RWIBs 2bi Qa+7TEAdOCBNyt F3q/ mA/ x
bUKwSWT4pgGUIcDAWej 3ZLgP91g5yyd9M CACRY+3nlccQ==

----- END CERTI FI CATE REQUEST- - - - -

--BEnd - This line not part of the certificate request---

Redi spl ay enrol |l ment request? [yes/no]: no
CUBE- 2(confi g) #

BEGIN CERTIFICATE REQUEST(2/&8 A1 2% A|Z})E END CERTIFICATE REQUEST(2/8M &
F=2)0of EAEt D HZ2E ool AEHEHLC

CUBE CSRO{|= Ct21t Z2 7| §40| /U &LCh.

Attributes:

Request ed Ext ensions:

X509v3 Key Usage: critical

Digital Signature, Key Enciphernment

ot2| CAO|A CA 21Z5 M FE CA, CA 215 M & HBE CUBE 215ME 7tx{SLICH

MHEE CUBE QIS ME 712248 3EHA|0| M MAEI CSRE AFE EFLICEH 0|0|X|&= Microsoft CA
MM 72 ZddL|Ct.

Microsoft Active Directory Certificate Senices — sophia-EXCH2010-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10
source (such as a Web server) in the Saved Request box

Saved Request:

CpzHwWwclloaFuCspe/ulhwldMGSEZ440IwezKZ S 5b
Base-8d-encoded sUSKEoEzIvENWLOWXIMSSbLlIERLEnFWENaSVEF4F)

certificate request 20i¥jvEBodMgWewILrDO1YZMDMDS1UyE2kWIEhVX

L3

{CMC ar £0i1D2valk+ T jBCzLvEhET +inecBws2e TRNTEa

PECS #10 ar bUEwSwT4pgGUIcDANe 1 3Z2LgP31lgSyyd SMiCACRY + (=

PKCS#T; = ———-- END CERTIFICATE REQUEST--—--—- ¥
o e [

Additional Attributes:

Afinbutes:




5. %E CA & 6t%l CA2| CA QIBME 7t S L.

H 2 & oM Certificate(2/15M)E G BEGIN CERTIFICATE REQUEST(2/5AM 2% A|ZH)oi| M
END CERTIFICATE REQUEST(O% M ™ B2)E LI8E SAtstod 2oid&Lct

CUBE- 2(confi g) #crypto pki authenticate SUBCA1l

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

----- BEG N CERTI FI CATE- - - - -

M | FhDCCBGygAW BAgl KYZVFy QAAAAAAF) ANBgkghki GOwWOBAQUFADBQVRI WEAYK
CZI m ZPyLGQBGRYChGkxFj AUBgoJki aJk/ | sZAEZFgZzh3BoaV\Ex| j AgBgNVBAMT
GXNvcGhpYS1XSU4t MLMx OEp DMDx NIVK Et QOQEwHhc NMTQACTT 1 MDAWNZ U2Whe NMT Yw
OT1 1MDAXNz U2W BJINMRI WEAYKCZI mi ZPy LGQBGRYChGkxFj AUBgoJki aJk/ | sZAEZ
FgZzb3BoaWex Gz AZBgNVBAMTENNv c GhpYS1IFVENI M Ax MC1DQTCCASI wDQYJKoZI

hvc NAQEBBQADgg EPADCCAQoCggEBAJK+Nne4r i eYf r 9gH31 STuYz3TWaf pj DI7I

7kl wwC28Tvj FI 5vr KEi aPyFzxL5TEHaWRYAo/ Wit uyF7aB+pLJ1soKcZxt r Gv
gTM uphcJ5Fpd4368] R8ZXJi AT/ Dz +Nsh4PCOGUUKQeycyRDeOBz08vL5pLj / V9
b8UMU VOgBu4elZwx WPMFxB7zCeYs Cf XMhGFUl p3HFdWZczgK31 dNO9I 0X+p70UP
ROCQpMEQxuheqv9kazl | JKf NHBNOqO8I H 76Y32vUzLg3uvZgqWs6hGeh/ gj ndL/

1KndZTNSH8H7Kf 6v GBPNW XWW.NKkhr VAYEr yHel | shEj 7ZUeB8s CAWEAAaOCAmMUw
ggJhMBI GCSs GAQQBgj ¢ VAQQFAgMBAAEW wYJ KwYBBAGCNx UCBBYEFLNNd8HNCf KE
i sPgl 58009/ LqWVSMBOGA1UdDgQABBSsdYJZI W91 Xy GrDalL67+8uDhM Ez AZBgkr

BgEEAYI 3FAI EDB4KAFNMAdQBI AEMAQT AOCBg NVHQBBAF 8 EBAMCAYYWDWYDVROTAQH/

BAUWAWEB/ z Af BgNVHSMVEGDAWBTv01P6OPALXmBRDv5Mol Mk8j nOf DCB3QYDVROf

Bl HYM HSM HPol Hvbl HIhoHGbGRhcDovLy9DT| 1zb3BoaWEt VOI OLTNTMThKQz NM
TTJIBLUNBLENOPVAJTi 0zUz E4Sk Mz TEOY QSxDTj 1DRFAs Q049UHVI bG j JTI wS2V5
JTI w2Vydm j ZXMs Q049U2Vydm j ZXMs Q049Q29uZm ndXJhdG@ vbi xEQz1zb3Bo
aVEEsREMBbGK/ Y2Vydd maVWhdGVSZXZv Y2F0aVWuTd zdD9i YXN P29i anVj dENs
YXNz PWNSTERpc3RyaW 1dG vbl BvaWs0M HIBggr BgEFBQe BAQSBvDCBUTCBt gV

KwYBBQUHMAKGgal sZGFwOi 8vLONOPXNvcGhpYS1XSU4t MLIMk OEp DMDX NVKEt QOES
Q049QUI BLENOPVB1YnkpYy Uy VEt | eSUyMFNI cnZpY2VzLENOPVN cnZpY2VzLENO
PUNvbn¥ZpZ3Vy YXRpb24sREMBc29wad hLERDPWpP2NBQRVydd meWNhd QU YnFz
ZT9vYnpl Y3RDbGFzcz1j ZXJ0aWZpY2F0aWuQXV0a@yaXR5MAOGCSqGS| b3DQEB
BQUAA4I BAQB] / +r X+9NJi SZqlYwQXkLq6+LUh7 Ok Coe CHHf BGUaS+gvbYQeOWWI |

Tl PTj 4YNn62A6pUXpl 08mixKxOnZeRLTYgf 9Q Si OY+gqoxJ5zN i Sql RUAEO2sRz
wr zf aQoLCGgy HXsy KIABOGRg GqqWj Z7 0 Xo KMRNImO+eu3Nz Bs 4AVAAF L8UhFCv 4l Vx
/t 6ql HY6 YKNWBY| Z3MIFnmohepN5CHZUHI vr Ov9eAi v6+Vaan2nTeynyy7WhEvV7P
+5L2k EFCSf nL4Zt 2t EMjc5W X6yj xDWr | 0DTSyRshnmxAoY!l 03EJHWM | ocdm S
hgWbzi 0Z70SMImJgNReHMC1j L3FD2nge

----- END CERTI FI CATE- - - - -

Trustpoint 'SUBCAl' is a subordinate CA and holds a non self signed cert
Certificate has the following attributes:

Fi ngerprint MD5: C420B7BB 88A2545F E26B0875 37DOEB45

Fi ngerprint SHAl: 110AF87E 53E6D1C2 19404BA5 0149C5CA 2CF2BELC

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully imported

CUBE- 2(config) #
CUBE- 2( confi g) #crypto pki authenticate ROOT

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

----- BEG N CERTI FI CATE- - - - -
M | Dez CCAMOgAWM BAgl QWF/ OWg+ELXFC21 dUGd2j ANBgkghki GOWOBAQUFADBQ



MRl WEAYKCZI mi ZPy LGQBGRYChGkxFj AUBgoJki aJk/ | sZAEZFgZzb3BoaVEX| j Ag
BgNVBAMT GXNv c GhpYS1XSU4t MLIMk OEp DMDX NIVK Et QQEwWHhc NMTQAVOTEZ M Mz ODA2
WhcNMTkwOTEz M MDCODALW BQVRI WEAYKCZI mi ZPy LGQBGRYCbGkx Fj AUBgoJki aJ
k/ 1 sSZAEZFgZzbh3BoaWEx| j AgBgNVBAMIGXNv c GhpYS1XSU4t ML M OEp DMDx NIVK Et
QOEwggEi MAOGCSqGSI b3DQEBAQUAAAI BDWAWYgEKAOI BAQC4aywr 1oOpTdTr MBYa
R3RkcahbbhR3q7P1l uTDUDNVBPi 6P8z3Mekf j B/ yy6SW 1OnddhyvM361 G\t VxJ4
eywoc7j bAr X\WOenGaLQt 454 A0nTf cbwivhj QBycg9SMLr 1Unzad7kOCzj / r DEhvb C4
j Xpgb6uUBg7eB3LzN1LXFI3DH x YCBKM eG45pqnsCc3ni)j 1CbCt nYXgno+nf hNzhR
HSt h02z4XI GP9v46j / PqG NRq4WKOWDc45SG3Q JDgDxnRIPKt RdNva66UJf DIp
4YMXQxOSkKM DEDhH Ei ¢7Cr J3EywpUpMZAnmgh4bnQ7Vo2pnRTbhYdaAv/ +yr 8sM
+FU3AgVBAAG UTBPNMAs GA1Ud DWQEAW Bhj APBgNVHRVBAf SEBTADACQH MBOGA1Ud
DgQWBBTV01P6OP4ALXMBRDV5MoI Mk8j nOf DAQBgkr BgEEAY! 3FQEEAW BADANBgkq
hki GwWOBAQUFAACCAQEANT7hJ2EEUNUMEr ¢/ qt SJ223I1 0JI pKEPMWVI 7Cr odt W5gu
5m\t 1Xsgxi j YMyD5gJelog5dnv7ef YvOvl 2WICXf wOBJ0on8t gLFwp1+SUJW95m
OXTyoS9kr sl 2Q2k Qkj Quhi MyPdNxpm] 3CAW QLPLW EQSRZRBvVsKy 6! czr gr V2n¥Z
kx12n5YG GcXSbl PPUddI Jepll 8UIHAQCBWKSzf JuOyHIwoHH+I r | f ggKUee4dx7z6s
SCaGddCYr 30K/ 3Ws/ W SO2UETVNL3NEt WHDc 2t 4Y7nm MSDv§ HZUgGZot we 9kt
9f 2dZA0r t gBg4!l Dt pxkR3CQaauB7WUCpzenHzf +z29Q==

----- END CERTI FI CATE- - - - -

Certificate has the follow ng attributes:
Fi ngerprint MD5: 511E1008 6D315E03 4B748601 7EE1AQES
Fi ngerprint SHAl: 8C35D9FA 8F7A00AC 0AA2FCA8 AAC22D5F D08790BB

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully imported

CUBE- 2(config) #
6. CUBE A QIS ME 7HMELICH

H 2 0l M Certificate(@15 A)E €1 BEGIN CERTIFICATE REQUEST(2IEM 273 A|ZH)0i| A
END CERTIFICATE REQUEST(2IBM 2E SR)E LIS SA5to{ 2o &L Lt

CUBE- 2( confi g) #crypto pki import SUBCAl certificate

Enter the base 64 encoded certificate.
End with a blank line or the word "quit” on a line by itself

----- BEG N CERTI FI CATE- - - - -

M | EAj CCAuqgAW BAgl KQZZr HQABAAAAEz ANBgk ghki GOwWOBAQUFADBJI MRl WEAYK
CZI m ZPyLGQBGRYChGkxFj AUBgoJki aJk/ | sZAEZFgZzh3BoaWEx Gz AZBgNVBAMT
EnNvcGhpYS1IFVEN M Ax MC1DQTAe FwOx NTAO MDEWVDEz NDFaFwOx Nj AONMDEWMVDI z
NDFaMBEx Dz ANBg NVBAMTBK NVQk Ut M CCASI wDQYJKoZI hvc NAQEBBQADg g EPADCC
AQuCgg EBAMCZ\W5968 CDVWKk gf wWWFaMALO 1 QUY g SCHYKv Ugx X6i 9HYT | 9MXCCvRc O
Fkcx Ky cHDr t GBN7cRvHGhg5wWFBwgBJIni FINI i CPEb71hBpwubOxel / EennRagLNJ
9KWAf N7ECt NCCVbz6s St i nTZMe3VL@BLhx GUHChQKAH 401 OSMRTLXx4Jf 4aZ37p
6FEORDkdOUcRISvNnFz/ v+kGW eJ600pLFgQ6v INVK+JEnu2l BxExkSVFSbsaj EG
sJYhdV28QAYLRep3VI UuVPPPaxBAOg8n18w3p+eAq/ Z4+v5/ np6NZXMY7QWNVCz T
LnH5i X6kdux 1 XWFJKc+kmTpNpo&Zf zc CAWMEAAaOCASI wygEe MA4GAL Ud DWEB/ wQE
Aw FoDAdBgNVHQU EFgQUIPbHVHSK Yr j J2+/ +hSSMEoma0Q wHWYDVROj BBgwFoAU
r HACWSFPSF8hpvW +u/ vLg4 TPx MVTWYDVROf BEgwWR] BEOEKgQ Y+Zm sZTovLOVY
Qgy MDEW_NNvcGhpYS55aS9DZXIORWEYb2xSsL3Nvc Ghp YSIFVWENI M AxMC1DQSgx
KS5j cmwb QY KwYBBQUHAQEEYTBf MFOGCCs GAQUFBz AChI FnmaW I O 8vRVhDSDI w
MIrAuc29wad hLmxpLON cnRFbnJvbGmw RVhDSDI wMIAuc29wad hLmxpX3NvcGhp
YS1FVENI M AxMC1DQSgxKS5j ¢nQAMDAYDVROTAQH BAI wADANBgk ghki GOWOBAQUF
AACCAQEAe 7EA0XKI Al j 4vxZuxROOFCF snj coj U3lac5nr LCbqg/ FyWreNbl phLONI

Dt / DI f Z5WK2q3Di +/ UL1I Dt 3KYt 9NZ1dLpntcni pbbNZ5LXLoHDKLNqt 3qt Lf Kj v
J6GINWCXLML8I xmlDzZT8VQ i k5XZ8SC78hbTFt PxGZvf X70v22hekkOL1Dgwdh
/ 3mt agxf nsl B/ J3Fgpsloch45BndG MAWAVZR) j OKQaVLgVRvVr Pl y3ZKDBaUl eR



gsy5uODVSr hwivb3z84r +f 03k4Qar ecgwZE+Kf XoTpTAf hi CohLKwWOZy RMXXz Wi Nf

i ot EQos52ne OwXNwV24a0CChQMv2xw==
----- END CERTI FI CATE- - - - -

% Router Certificate successfully imported

CUBE-2(config)#
7.TCP TLSE ™&

}
|H
HU
HTI
M
Hu
-
0x
g'l_-
r
[ul

o| Xto4

|

rlo

VOoi ce service voip
sip
session transport tcp tl

8. sip-ua0il AIZ| X|M& 35* gefLICt o] AIZ| X|M2 CUBE2 CUCM Z+2| 2 E sip 4l

SELch

Si p-ua

Mot EE ol Tof £FOIM &

3
—_

crypto signaling renote-addr <cucm pub ip address> 255.255. 255. 255 trustpoi nt SUBCAl
crypto signaling renote-addr <cucm sub ip address> 255.255. 255. 255 trustpoi nt SUBCAl

s FHO| DE sip AZ /0 Chal 712 A XIMS T 4

si p-ua
crypto S|gnal ng default trustpoint SUBCAl

9. SRTPE & M35} &tL|ct.

Of ¢4

rlo
o

] = rho|d mlof =

M

Voi ce service voip
srtp fall back

oM ==

et

*elof At

10. SRTP 2! RTP(Real-time Transport Protocol) QIE{HEX/Z 0| A 7t 28

L|CH.

Cisco I0S® H7T0[ 15.2.2T(CUBE 9. O) I’é, O|™ LTI(Local Transcoding Interface) EFHAIEHE
Mstod Au|asfoldg 2|A5HE = U&LICH

LTI ERMA I HE SRTP-RTP S3H0il CHEt PKI(Public Key Infrastructure) 12| X|& 7 40| 2L 3t

N E’;ﬁL—IEL

dspfarmprofile 1 transcode uni versal security

codec g711ul aw

codec g71lal aw

codec g729ar8

codec g729abr8

maxi mum sessi ons 10

associ ate applicati on CUBE

Cisco IOS®7} 15.2.2T O|2HQl B SCCP EMAIHE T

SCCP EMA I AlEE|E 9lsH A2 X| EHATCIE SAES Y| Q5 S



 BHRE{E AL 5tE Z2? CUBE L ERMA {0 SUS A2 X|E(SUBCA1)S AI8E £

sccp local G gabitEthernet0/2

sccp ccm 10. 106. 95. 153 identifier 1 priority 1 version 7.0
sccp

!

sccp ccmgroup 1

bind interface G gabitEthernet0/0

associate ccm 1 priority 1

associate profile 2 regi ster secxcode

|

dspfarmprofile 2 transcode universal security
trust poi nt SUBCA1l

codec g711ul aw

codec g71lal aw

codec g729ar8

codec g729abr8

maxi mum sessi ons 10

associ ate applicati on SCCP

t el ephony-service

secure-signaling trustpoint SuBCcAal
sdspfarmunits 1

sdspfarmtranscode sessions 10
sdspfarmtag 1 secxcode

nmax- ephones 1

max-dn 1

i p source-address 10.106. 95. 153 port 2000
nmax- conferences 8 gain -6
transfer-systemfull-consult

CUCM 74
1. 2E CUCM = E0{ M CallManager CSRS Md8fL|C}.
o|O|x|of EA|IE! CHZ CM OS Administration(CM OS & 2l) > Security(:2 2+ > Certificate

Management(2!/& A & 2l) > Generate Certificate Signing Request(2I&M HE 3 MAZ 0|5
gruct.



Generate Certificate Signing Request

[..3-.,’;. Generate [Tg Ciose

—Status

'h Warning: Generating & new CSR for & specific certificate type will overwrite the existing CSR for that bype

- Generate Certificate Signing Request

Iﬂtrtiﬁutt Purpose ™ CallManager u ]
Diﬂﬁhuﬁﬂﬂ‘ ;mpuh -

®

Commeon Hame cmpub

1 Subject Alternate Names [(SANs)
Parant Damain

Key Length* 2048 -
Hash Algorithm*® SHAZSE -

[ Generate | [ Closa ]

@ *. indicates required itam.

CallManager CSRO|l= Ctg1t 242 £2 §40| /&Lt

Request ed Extensions:
X509v3 Ext ended Key Usage:
TLS Wb Server Authentication, TLS Web Cient Authentication, |PSec End System

X509v3 Key Usage:
Digital Signature, Key Encipherment, Data Enciphernent, Key Agreenent

2. 5t CAM|IM MHEE 2 E CM =01 CHEF CallManager 215 MHE 7HA{ S LILCt.

1Al M AAE CSRE AFSBILICH 2E 8 MH Q1B M HES10| 255124, MTE 1F Mof
ChEat 22 7| AL8 S0l Rlook FfLIct ololx|o ZAIE CIX[EH ME, 7| &t & &t, Ci|o|E g=8t



Wednesday, Mardh 18, 2015 ...
Friday, March 18, 2016 9:22:5... T
B

empub, tac, cisco, bangalore, ...
RSA (2048 Bits)

Server Authentication (1.3.6. ...
21 Key Usage Dagital Signature, Key Endpher...
T Subject Key Identifier 8357 3 0bade? 54a20bbl...
mlnh'u'il'u Kass Telaim biBar KaiuNzss 7SR 50 71 AFa3 §

Digital Signature, Key Endpherment, Data Endpherment (bi)

Edit Properties... [ Copy to Fle... ]

Learn mare about cerfificate detads

o ]

3. 2E CA 2! 52| CA0|A CallManager-TrustZ CA Q15 AME HZ=tL|C}.

o|O|x|oil EA|El CHE CM OS Administration > Security > Certificate Management > Upload
Certificate/Certificate chain® £ O|S & L|Ct.



Upload Certificate/Certificate chain
E‘% upload [ Close

Status

@ Wamning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

r Upload Certificate/Certificate chain

Certificate Purpose™® CallManager-trust -

Description(friendly name)

Upload File root.cer

I Upload I I Close I

@ *_ indicates required item.

Upload Certificate/Certificate chain
E@ Upload [ﬂ Close

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

Upload Certificate/Certificate chain

E:E rtificate Purpose™® CallManager-trust -

Description(friendly name)

Upload File subcrdinate.cer

[ Upload ] | Close ]

@ *. indicates required item.

4. o|0O|X|oi| EA|E! CHE CallManager ME 2!5 A& CallManagerZ X2 =& LIC}.



Upload Certificate/Certificate chain
E‘E‘ﬂ Upload @ Close

- Status

@ Warning: Upleading a cluster-wide certificate will distribute it to all servers in this cluster

- Upload Certificate/ Certificate chain

Certificate Purpose® CallManager '_]

Description(friendly name) Self-zigned certificate

Upload File cmpub.cer

I Upload ] [ Close ]

@ *. indicates required item.

o
2
in
o
m
o
r
o

5. Publisher(CLIE &3ll)0{ A CTL(Certificate Trust List) I}

adm n:utils ctl update CTLFile
This operation will update the CTLFile. Do you want to continue? (y/n):

Updating CTL file

CTL file Updated

Pl ease Restart the TFTP and G sco Cal | Manager services on all nodes in the cluster that run
these services

adm n:

6. 2 E = 0i A CallManager 2! TFTP AMH|AZE CHA| A|RHSE T HIAIRFOI A CAPF MH|AE CHA|
AlEFehLct

7. M SIPEZ3 Hot zZEI2 ot=L|c},

CM Administration(CM & 2/)0ll A System(AIA&]) > Security(& 2+ > SIP Trunk Security
Profiles(SIP EZ 3 2ot L 21}Ql) > Find(37|)2 OIS & Lct.

O| o|O|XR|0 EAIEICHEZ 7|ZE HIEOHSIP EEHO T2 LIS SAISI0{ A 2Ot T2 LIS AAISH |}



SIP Trunk Security Profile Configuration

Bswe xnem Copy %th:t & Apply Config l:ﬂimuew

=SIP Trunk Security Profile Information

Name* CUBE-2 Secure SIP Trunk Profile
Description Secure SIP Trunk Profile authenticated by null String
[EE\.rice Security Mode Erncrypted :]

Incoming Transpart Type® TLS i
Outgoing Transport Type TLS -
" Enable Digest Authentication
Nonce Validity Time {mins)* &00

[[ 509 subject Name CUBE-2
Incoming Port* 5061

__ Enable Application level autharization
Fl Accept presence subscription

¥ Accept out-of-dialog refer**

| Accept unsolicited notification

Tl Accept replaces header

"~ Transmit security status

. Allow charging header
SIP v.150 Qutbound SDP Offer Fi|tl:l'il'lg't Use Default Filter -

8. CUBEO| SIP EXHaE MAIsHL|C}

o|0|X|o] EAIEI CHE SIP E-H T 0{| A SRTP 5128 &A5t&HL|Ct.



e sve I ooete Ry Reset G adaiew

AAR Group < Mone = -
Tunneled Pratocal Hane -
Q516G Variant* No Changes -
ASN.1 ROSE OID Encoding® No Changes -
Facket Capture Mode* Nane -
Facket Capture Duration 0

7] Media Termination Peint Required
| Retry Video Call as Audie
Fath Replacement Support
| Transmit UTF-8 for Calling Party Name
Transmat UTF-8 Names in QSIG APDU
T Unattanded Port
When this flag is checked, Encrypted TLS needs to be configurad in the network to provide end o &nd secunty. Failure

Consider Traffic on This Trunk Secure® When using both sRTP and TLS -
Raute Class Signaling Enabled* Default -
Use Trusted Relay Point® Default -

| PSTH Access
] fwn On AN Active Unified CM Nodes

CHA Z E 5061(TLS)2 75t o|0|X|ofl EAIE CHZ SIP E-FI | M| 29t SIP EF3 EHot =
oo =
EEE MBELct
Trunk Configuration Re
E Save x Delate % RAeset # Badd Heey
—SIF Information
Destination
7| Bestination Address is an SRV
Destimation Address Destination Address IPwh Crestination Port
1 10.006.55.153 SDEL
MTE Preferred Originating Codec™ 78 Lulaw -
BLF Fresence Group® Standard Presancs graup -
[EIF' Trunk Security Profile™ CUBE-2 Secure SIP Trunk Profile :] -
Rercating Calling Search Space < Nane > =
Cut-0f-Malog Refer Calling Search Space < Nane = -
SUBSCRIBE Calling Search Space o NOnE > -
SIP Profile® Standard SIF Profile w imw Datais
OTMF Signaling Method™ Mo Preferance bl

CtE& &elgLct.

o| Al

=

g
1]

A+&stod Am|aefo|Mo| Mz 2Sst=X] &l

show si p-ua connections tcp tls detail
show cal |l active voice brief



e.g.

Secur e- CUBE#show si p-ua connections tcp tls detai
Total active connections : 2

No. of send failures : 0

No. of renote closures : 13

No. of conn. failures : O

No. of inactive conn. ageouts : O

TLS client handshake failures
TLS server handshake failures : 0

o

Not e:

** Tuples with no matching socket entry

- Do 'clear sip <tcp[tls]/udp> conn t ipv4:<addr>: <port>

to overcone this error condition

++ Tuples with m smatched address/port entry

- Do 'clear sip <tcp[tls]/udp> conn t ipv4:<addr>:<port> id <connid>
to overcone this error condition

Remote-Agent:10.106.95.151, Connecti ons-Count: 2
Renote-Port Conn-1d Conn-State WiteQ Size Local - Address

5061 16 Established 0 10.106. 95. 153
57396 17 Established 0 10.106. 95. 153

-------------- SIP Transport Layer Listen Sockets ---------------
Conn-1d Local - Addr ess

2 [10. 106. 95. 153] : 5061
show call active voice brief @& EH2 LTI EHAIHE AL E M ZHAX{ELICE.

Tel ephony call-legs: 0
SIP call-legs: 2
H323 call-legs: O

Call agent controlled call-legs: O
SCCP call-legs: O

Mul ticast call-legs: O

Total call-legs: 2

1283 : 33 357052840ns.1 (23:57:23.929 | ST Sun Feb 15 2015) +2270 pid:3 Answer 3001 active

dur 00:00: 08 tx:383/61280 rx:371/59360 dscp: 0 nedia: 0 audi o tos: 0xB8 vi deo tos: 0x0

I P 10.106. 95.132: 17172 SRTP: off rtt:0nms pl:0/0ns | ost:0/0/0 delay:0/0/0ns g711lul aw Text Rel ay:
of f Transcoded: Yes

nedi a i nactive detected:n nmedia contrl rcvd:n/a tinestanp:n/a

long duration call detected:n long duration call duration:n/a tinmestanp:n/a

Lost Packet Rat e: 0. 00 Cut OF Or der Rat e: 0. 00

1283 : 34 357052840ns.2 (23:57:23.929 | ST Sun Feb 15 2015) +2270 pid:1 Oiginate 2001 active
dur 00:00: 08 tx:371/60844 rx:383/62812 dscp: 0 nedia: 0 audi o tos: 0xB8 vi deo tos: 0x0

I P 10. 65. 58. 24: 24584 SRTP: on rtt:0ns pl:0/0ns | o0ost:0/0/0 delay:0/0/0nms g71lul aw Text Rel ay: off
Transcoded: Yes

nedi a i nactive detected:n nmedia contrl rcvd:n/a tinestanp:n/a

long duration call detected:n long duration call duration:n/a tinmestanp:n/a

Lost Packet Rat e: 0. 00 Qut OF Or der Rat e: 0. 00

EE§t Cisco IP Phonelt CUBE Ei= Gateway 7H0{| SRTP &35t &317t O|F0{X|™ IP 570 &
= Ot0|Z 0| EAIELICE

22X =



debug crypto pki{ APl | callbacks | messages | scep | server | transactions | validation }
debug ssl openssl { errors | ext | nsg | states }

debug srtp {api | events }

debug ccsip {nessages | error | events | states | all }

debug voi p ccapi inout
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