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Secure Email = g agon
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Properties
Help
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@ Consolel - [Console Root\Certificate T (2012DC-AD jaj: local)] ';IE-
'@ File Action View Favorites Window Help e x
L=
[ | Conscle Roct Template Display Marfe Schema Version Wersi.,  Intended Purposes - | Actions
b L Certification Authority (Lecal) F Aderinistr 1 4.1 o i
:}'T Centificate Iemplal:.lzﬂ'lzoé--w.jaran;on.lor. T H::,::::,‘::::; Session 1 31 Certificate Templates (20120C-AD jaj... «
T Basic BFS 1 3 More Actions '
1A Exchange 2 10650 Privabe Key Aschival o TN e -
: CEP Encryption 1 41 More Actions 3
] Code Signing 1 31
3 Computer 1 51
ross Certification Authonity 2 05,0
ectory Email Replication 2 1154 Directory Service Email Replication
armain Controller 1 4.1
1 Dormain Controller Authentication 2 10,0 Client Authentication, Server Authentication, Smart Card Logen
1 EFS Recovery Agent 1 &1
T Enroliment fgent 1 4 B
2 Enreliment Agent (Computer) 1 51 -
3 Exchange Enrcliment Agent (Offfine requ... 1 a1
 Exchange Sigrature Only 1 &1
 Exchenge User 1 M
H1P5ec 1 81
2 1PSec (Offline request) 1 1
3 Kerberos Muthenticstion 2 104 Client Authentication, Server Authentication, Smart Card Logon, KDY
1 Key Recovery Agent 2 1050 KeyRecovery Agent
ICSP Response Signing 3 1010 OCSP Signing
5 and L85 Server 2 1010 Client Authentication, Server Authentication
oot Certification Authority 1 31
cuter (Offline nequest) 1 41
1



Subject Name lssuance Requirements

Superseded Templates Extensions Security

Server

General | Compatibility | Request Handling | Cryptography | Key Attestation

versions set in Compatibility Settings.

[w] Show resulting changes

Compatibility Settings

Certification Authority
Windows Server 2012 R2

Certificate recipient

Windows 8.1 / Windows Server 2012 Ri +

These settings may not prevent earier operating systems from using
template.

The template options available are based on the eariest operating system

this

5. gk &4
a. Smartcard User_VCS2} Z'2 0| & K|&grLCt.

le ZteZ M™gLICt ApplyE 2I8Lict.
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Subject Name lzzuance Requirements
Superseded Templates Extensions Security Server
General | Compatibility | Request Handling | Cryptography

Template dizplay name:
Smartcard User VCS

Template name:
Smartcard User VCS

Validity period: Renewal perod:
yEars 6| | weeks

[w#] Publish certfficate in Active Directory

[ ] Do not automatically reenroll if a duplicate cerificate exists in Active
Directory

6. 2H &2l &
a. PurposeE Signature(M3) & smartcard logon(A0HE FtE 2O2)2 2 AHgrL|CH.

b. S5 ol ASXoH ZEZEE E=IELICL ApplyE S =IELICH



Subject Name Server lzzuance Requirements

Superseded Templates I Extensions Security

Compatibility | General | Request Handing | Cryptography | Key Attestation

Purpose: Signature and smartcard logon W

[ | Delete revolked or expired certfficates {do not archive)

[ ] Include symmetric algorthms allowed by the subject
[ ] Archive subject’s encryption private key

[ ] Allow private key to be exported

[ ] Renew with the same key (%)

] For automatic renewal of smart card cerificates, use the existing key i a
new key cannot be created (7)

Do the following when the subject is enrolled and when the private key
associated with this cerificate is used:

() Ennoll subject without requirng any user input

(®) Prompt the user during enrollment

O Prompt the user during enroliment and require user input when the
private key is used

* Control is disabled due to compatibility settings.

OK Cancel

=

7. Cryptography EH0{|A{ 2[4 7| 2 7|& 20482 AHELICY.

a
22
=

b.

ADE 7lE 8 &

. Requests must use the following providers(2 MM C}S S 2 X+ S 3LIE AL&3lof &hHE

I8t C}S Microsoft Base Smart Card Crypto Provider® & &fL|C}.
Mgg S



Subject Name

Server lzzuance Requirements

Superseded Templates Exdensions I Security

Compatibilty | General

Reguest Handiing | Cryptography | Key Attestation

Provider Categony:
Algorithim name:

Minimum ley size:

Providers:

™ Microsoft Base Smart Card Crypto Provider

[ IMicrosoft OH SChannel Cryptographic Provider
[ IMicrosoft Enhanced Cryptographic Provider v1.0
[ IMicrosoft Enhanced D55 and Diffie-Hellman Cryptographic Pr
[ IMicrosoft Enhanced R5A and AES Cryptographic Provider

Legacy Crnyptographic Service Provider

Determined by CSP

2043

Choose which cryptographic providers can be used for requests
() Requests can use any provider available on the subject’s computer
(®) Reguests must use one of the following providers:

L

Request hazh:

Determined by C5P

[ ] Use attemate signature format

8. 2ot SHolM 5= o

MA HEHE 20435124 Authenticated users(Q15 El AF2 X}

(S

—_——= T

HEte Hof{g Hot 0828 FUbELIC of
)

permissions(T1&t S§)& MEFLICEH




Compatibilty | General | Request Handling | Cryptography

Key Attestation

Subject Name Server

lzzuance Requirements

Superseded Templates

Extenzions

IEI'I!:IIJIZ:I ar User names:

Security

52, Authenticated Users
& Administrator (Admin@jajanson local)

% Domain Adming (JAJANSONYDomain Admins)

% Ertemprse Admins (JAJANSOMN Enterprze Admins)

Pemissions for Autherticated Users

Full Control
Read
Write
Errall
Autoenroll

Advanced.

For special pemissions or advanced settings, click
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@ Console1 - [Gonsole Raat\Certificate Templates (2012DC-AD ajanson.ocal) [=[=]m=m

@ File Action View Favorites Window Help -le]x

«o zm XE = Bm

[ | Console Root [ Termplate Display Manfe Scherna Version Versi..  lntended Purposes | Actions

b Ll Cestification Authority (Local) & Code Signing 1 31 : o
# Centificate Templates (2012DC-AD jajanscndod | 3 c@Mp._,tger ! 1 51 Certficats TemDJms 212DCAR Il
3 Cross Certification Authedity 2 105.0 Mare Actions d
3 Directery Email Replication 2 1150 Directory Service Email Replication Smartcard User VCS o
3 Domain Contraller 1 a1 Preyp— )
= pomain Contraller Authentication 2 100 Client Authentication, Server Authentication, Smart Card Logen
= EFS Recovery Agent 1 61
3 Eneeliment Agent 1 a1
Z Enroliment Agent (Computes) 1 51
T Eschange Enrcliment Agent (Offline requ... 1 a1
= Exchange Signature Only 1 61
& Exchange User 1 |
3 IPSec 1 81
3 Ipses (Offline request) 1 71
F Kerbercs Authentication 2 100 Client Authentication, Server Authentscation, Smart Card Logen, KDY
2 Kiey Recovery Agent 2 1050 Key Recovery Agent
3 OCSP Response Signing 3 1010 OCSP Signing
) R4S and 185 Server 2 1018 Clent Authentication, Server Authentscation L]
3 Roct Certification Authcrity 1 51
F Router (Offline request] 1 a1
& smartcard Logon 1 61
= serartcard User 1 1.1
B T O TP e e
3 subordinste Certification Authority 1
1 Trust List Signing 1 EX]
2 User 1 EX |
= User Signature Only 1 a1
| VCS_Login SMART 2 1008 Smart Card Logon, Client Authentication
3 Web Serves 1 a
& Webclientandsener 2 100.4 Clignt Authentication, Server Authentication
2] Workstation Authentication 2 1000 Client Authentication v
¢ " || e n >

36 certificate templates

T HQ! Mojof EAILlE RHES

10. MMC2| 21% ZolM 215 7|eh(=ZH)S & T e O3S 215 7| S50iM CAE E L

Certificate Templates(2/5 M RIEZ)E O0t*4A 2

2|8t CtZ Certificate Template to Issue(& =& 2l
= AOEFIE "IESIS MERFLC

o2 2251 New(MZ BHEINE £
22 S2YstLich 2 O M2 A

OM Tl
x
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@ Console - [Console Root\Certification Authority (Local)\jajanson-2012DC-AD-CA\Certificate Templates] [= o X
[@ Fie Action View Favorites Window Help |- |&]x]
e Alm &= @Bm
] Console Root Narne Intended Purpese ] Actions
3 _ﬂ Ceftiﬁcat.e Templat:s. g[n(lwngc anllmcﬂl Agent (Offline r... Ccnifu:a.lrﬁequﬁtﬁug:vl Certificate Templates -~
4 [y Certification Authority (Local) 2 IPSec (Offline request) IP sexurity IKE intermediate
4@ ja:janun-EL‘lllJC-aD-C& = wiebclientandserver Client Authentication, Server Authentic... e SicHonS :
Revaked Certificates 5 Exchange Signatuse Only Secure Ernail
1 lssued Centificates B CEP Encryption Costificote Request Agent
Pending Requests 3 Smartcard User ¥C5 Secure Email, Client Authentication, Sm...
] F-"'e_:_ M"T““_I____ FVCS_Login SMART Smart Card Logen, Client Authentication
Eabir T Manage tAgent Certificate Request Agent
a = mail Replication Directory Senice Ernail Replication
o sotroller Authentication  Client Authentication, Server Authentic..
View ¥ |luthentication Client Authentication, Senver Authentic...
New Window from Here gry Agent File Recavery
New Taskpad View... Encrypting F.Ic.Syrt:m
sniroller Cloent Authentication, Senver Authentic...
Refrech ' Server Authentication
Export List... Client Authenticstion, Server Authentic...
Help Encrypting File System, Secure Email, Cl..,
et Cortification Autherity <Allx
F Adeministeater Microsoft Trust List Signing, Encrypling...
Bl 2l 2 |
AH |:! = /J EX'I
E E i 2B 22 |.O = Fa EEl;l. 4 |. EHS |.2
EEI'QQ E.Elo |.2 -| | é |.:, 3215t | |. = |.2 O| |§2 |. | |.O OEXRX [
EC = = tC AHA x Eﬂl:ll—E-:-dEmCA—-olzlE ADTé-I—l_—ll_l-
=z 225t =§|-<|:g<> Z2Ist 2 MH| |2t € 2 =2IstL|c}



i File Action View Favorites Window Help
e nmDcz Hm » e
] Conscle Root NIIHI
b & Centificate Templates 1] Revoked Certificates
ﬁl Centification Autharity (Lecal) 7 lssued qu.! cabes
4 |g] jrimnann WS AR AL | =
_[ All Tasks Start Service
View » Stop Service
New Window from Here Submit new request._.
New Taskpad View.. Back up CA..
Frefresh Restore CA...
Export List... Renew CA Certificate.
Properties
Help
I
|
| Contains actions that can be performed on the item.
x —_—
B M MHIA EX| = A%

S5 olo|ITE eIE Mol 5

ZEI0|HUE AIARI(IT 2 2|Rt &3 5)0llA o] 2 dE s=™st= W0l E&LICL.

1. MMCE 43504 QIZSME MEst D FIIE S =28 OHS L ASX A Hol et IZME M

=HEfLiCt

B Consolel - [Console Root]
@ Fle Action View Favorites Window Help
< [@ = B[@

, Cumuleﬁout. [ Mame

There are no items te show in this view,

=]

Add or Remove Snap-ins

‘fou can select snap-ins for this console: from those avalable on your computer and configure the selected set of snap-ns. For
sdble s, are enabled.

Avadable sap-ns: Seleched snapars:

‘mmmmmm;m to browse the contents

snapn vendor ~ ] Console oot Edit Extensiors...
@8l Active Drectory Do...  Microsoft Cor. - Tt o T
i Actve Direstory Site... Mirossft Cor... | Certificates snap-in
0 Active Dirctory Use... Mirasoft Cor
=1'jActive Control Miresoft Cor,, || vl mansge canficstes for

ADS1 Edit Micreseft Cor... :!um s .

| fusthorization Manager  Mirosoft Cor... © Wy vesr socmurd

Certificate Templates  Mirosoft Cor. [(a28dl O servion accoum
I Carsficatee Micreseft Cor ) Computer account
EalCertification Autharity  Mirosoft Cor,
®. Component Services  Mirasoft Cor.
& Computer Managem.., Mrosoft Cor,
S Device Manager Mirosoft Cor
= Disk Management Mirosoft and...

Mezoeft Cor,,

oo [ (o]

CHEE ZRISHAHLE VR L EE MBS T I s MEE O

MelsM 2



@ File Action View Favorites Window Help - e x
e 2@ ol 6
] Console Root Object Type | Actions
+ @ Confices Coment e || 5 Ceticates |Personal -
v S P > §
b j Tr. . Find Certificates... | Mare Actions 13
b (I Enl  AllTasks , Find Certificates...
| .
: %:‘ View » Request New Certificate...
p 3 Tn .NewWindnwfmm Here .Import..‘
b Ur Mew Taskpad View... Advanced Operations
p = Th
b 3 Tr| Refresh
s Export List...
p [ Ce Help
v

4 5] Certification Authority (Loc
b @i jajanson-2012DC-AD-Cs

3 >

Personal store contains 9 certificates.

M eIB M 23

3. OFHALOM [CFHE]E =!8t CHS Active Directory S8 H&& M={ErL|CH O™ CFS Next(CHS

)& CHA[ 22FLICH

@ File Action View
+o x(m o

] Console Root

[ Enterprise Trust

Select Certificate Enrollment Policy

Certificate enrollment policy enables enroliment for certificates based on predefined certificate templates.
Certificate enrollment policy may already be configured for you.

|_|I:I| X I
[=l=]x]

b | Intermediate Ce
p [2] Active Directory
b [ Trusted Publishe
b [ Untrusted Certifi
p [] Third-Party Roo
b (] Trusted People
b 1 Client Authentic

Configured by you

4 L5 Certification Authol
I @ jajanson-2012DG

Configured by your administrator
Active Directory Enroliment Policy

3

Personal store contains 9 ce oTes

Active Directory 55

4. S5 H0|ME @I1FM(0| B Smartcard User_VCS)&E A&H



@ File Action View -|a]x
#(m o
] Console Root
4 [5) Certificates - Curren Request Certificates
b | Personal
p ] Trusted Root Ce Y?u can request the following types of certificates. Select the certificates you want to request, and then i 4
b :.l EnterpriseTrust click Enroll.
p | Intermediate Cel S—
b [ Active Directory _#\ More information is required to enroll for this certificate. Click here to configure settings.
b [ Trusted Publishe
b (X Untrusted Certif [] Exchange Signature Only i) STATUS: Available Details v
b — Third-Party Roof A\ More information is required to enroll for this certificate. Click here to configure settings.
p | Trusted People
p ) ook Anthesilc 1) STATUS: Available
p | Certificate Enroll
b [ Smart Card Tru 1) STATUS: Available
4 L5 Certification Author
b @i jajanson-2012D4 [JVCS_Login_SMART 1) STATUS: Available
More information is required to enroll for this certificate. Click here to configure settings.
[]1Show all templates
< m
Personal store contains 9 cel
S5 2B ollo|HE
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@ File Action View Favorites Window Help

e 2@ ol 6= @

Barnans o oipog § ol

(21 Consale Roat Issued To = Bsued By Expiration Date  Intended Purpeses | Friendly Name Status G Actions
4 () Centificates - Curment Uses ;) Administrator Jaianson-2012DC-AD-CA 101472009 Certificate Request . <Nome> En
4 [ Persanal ) Adeninistrater jeianson-20120C-AD-CA 02200 Microsoft Trust List.  <Mone> A e i
L v] | Request New Costifcate.. ministrator sy File Recovery <Nane> Mlack Feciows
v 3 i ngon-20120C-A0-CA 101272009 Cestificate Faquest . <Nane> Enre.
b1 Enl  View ) I P R, 25 0 Zails hlones
BTt New Window from Here Advanced Operations Create Custom Request... R R AR Tk il 158
4 g: New Taskpad View. El5cott Lang " [Enrall On Behalf Of... ] Secure Email, Client..,  <None> Sma
» i il Blscon Lang i Manage Envoliment Policies. 5 Secure Email, Client., <Nane> o
; TlSeatt Lang iR ATIDCADCA 247200 Secure Email, Client... <Nomes Sena
b Th Export List...
b Ty
» 0 cwl |Hee
b ) Certificate Ensaliment Requests
& ) Semart Card Trusted Roots
b L Certification Authority (Local)
k=) Eﬂtl 5-.
- Corgate] - [Corsale RacmCammfioanes - Cument UsenParsinan Cenific e
‘ hls Adion  View Fewnbm  Window  Help
e a0l s 80
1 e At B sard B2 = Esird By [ Dbt L Tarntly e | || Aatiea 1
= @ Canfistan . ot idur e e 2O 20 AU A Cadfuste Fisperad - +Hisas s
a [ Farmrad T lademin e v T I0C-A0-CA T Ngigos Trgk sl aMpags |
= Larifrim i Mo Ao L
e ] Trnted boot Cptifioris Suhories P.;"-P‘-l Bres
b L] Emtepria Trast 1 |
o reesaddte Dt dh ot Rl nm (ETH
[ _'| ity D iy e ot m_ Lang h.
e ] Trusted Blsimiae Tottom Loy B-?FIH!"WE'FQ'I‘I- 1ol
e ] Uerirerted Cartéaim o |
o 1 Therd Parity oot Cesificrtion. Aot =3 Tea fedpang il byl g2 deges 42 smrea] b wrden
e 1] Truted fecin Feladeb, ] CORENL ERIN HISTIRY, B0 0 O Shlaiiy- iR Els
B Ut Bathemminzatice | mesars
= ——— Fefour rpjpating | cntiticte, il fug Felming
B ] T Card Tromtel Pt Noar " ... "
Wetna e d il W 2 B il B vy it el b s, L el il
[ ]
[l - »

4. Certificate Enrollment Policy(21& A1



Console1 - [Consale Root\Certificates - Current User\Personal\Certificates]

b (2] Trusted People

b [ Client Authentication lssuers
b 2] Cestificate Enroliment Requests
b [ Smant Card Trusted Roots

Certificate enrollment policy may already be confiqured fﬂrylw

Configured by your administrator
Active Directory Enrgliment Policy

Configured by you

Add New

w

@ Fle Action View Favorites Window Help [-[=]x]
ew nm o sz @=
[ Consale Root 5 Issued By Expiration Date | Intended Purposes  Friendly Mame Status | Certi | Actions
a G Centificates - Cument User ) adrministrater japnsen-20120C-AD-CA 1001472019 Certificate Request ... <Nonex Enao)
4 [7] Personal Bl administeater jajansan-20120€-AD-CA 1071272008 Microsaft Trust List... <Mone> Ad 5
) Certificates More Actiens 13
b 5] Trusted Root Certification Authorities T2l Administr Enrol
p 2] Enterprise Trust Calisjonsan-201
b 1 Intermediate Cartifieation Authorities EIPIVKey BDSA 136
b (2] Active Directory User Object EitesLing e
b Trusted Publishers Tylscott Lang Select Certificate Enroliment Policy Smal
1+ [ Untrusted Certificates
b [ Thisd-Party Reat Cestification Autherities ElscoteLang Certificate enrollment policy enables for bazed on plates. sna

Personal store containg § cerntificates.

=E = RX{XH
S/E o=

5. O|Ml ME QUBAME MEStEHE HIAIXIZ7F ZAIELICH Ol oMo 28t S5 B MULch

@ File Action View Favorites Window Help

e= 2@ ol az B@m

Console1 - [Console Root\Certificates - Current User\Personal\Certificates]

- O x

B ) Client Authentication |ssuers
b ) Cenificate Enrcliment Requests
b ) Smart Card Trusted Roots

) B

ik N it
properties

Administrator

Issuern jajanson-20120C-AD-CA
Valid From: 10/14/2017 te 1071472019

Issuer: jajansan-2012DC-AD-CA
Valid From: 10/12/2017 to 10/12/2019

o ] [ema |

<]

[ Console Root lssued To = Issued By Expiration Date  Intended Purposes  Friendly Mame Status  Centi | Actions
2 () Cettificates - Current User £ Adeministrator jajanson-2012DC-AD-CA 101472019 Cestificate Request .. <MNones Enre, _
4 (7 Personal ) Administrator jajanson-20120C-AD-CA 11272018 Microseft Trust List.,  <None> Aoy N
[ Carificates S5l Adinistratod — =T More Actions »
b ] Trusted Root Certification Autharities ) Aderini I—I—I—I Enrc
) Enterprise Trust - ; - =
b e cosscsensanoais | o S Windoussecuiy |
b ) Active Directory User Object %) 8<ott Lang . Smal
b ) Trusted Publishers ) scott Lang Select | Select a Certificate s
3 J Untrusted Certificates /5ot Lan Sl
B ) Third-Party Rost Certification Autharities 9 You need her users, Click
b ] Trusted People Browse Administrator
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@ Consolel - [Console Root\Certificates - Current User\Personal\Certificates) =|aj x
& Fie Action View Favorites Window Help - [&]=]
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] Consale Root lsued To = lszued By Expiration Date  Intended Purposes Friendly Mame Statws € Actions
Lyl Certificates - Current User ) administrator jajanson-2012DC-AD-CA 1071472019 Centificate Request ... <None> Enro
4 [ Personal R Adwinistrator jajansan-2012DC-AD-CA 04127208 Microsoft Trust List..  <Nones Ad 8
| Certificates Il — 7 T - More Actions L3
PEIT Cenification Authoriti %l ol
b [ Enterprise Trust
b [ Intesmediate Certification Authorities 136
b ? Betive U.mr.‘ry User Object F5cett Lang . Pt
b [ Trusted Publishers F]5cott Lang Request Certificates Smal
b [ Untrusted Certificates Flscon L m
b (1 Third-Party Root Centification Autharities " Wou can request the following types of cerificates, Select the certficates you want ta request, and then il
b [ Trusted People click MNext.
b [ Client Authentication lssuers
b [ Cestificate Enrollment Requests ) ~
b 1 Smar Card Trusted Roats 0 mg““"”'“'"' Agent (Offline ) GrATUS: Avaitable Detaile v
Ay More infermation is required to enroll for this cetificate, Click here to configure settings.
) Exchange Signature Only 1) STATUS: &vailable Details
L Mare informatian is required to enroll for this certificate. Click here to configure settings.
®) Smartcard User ¥CS 1 STATUS: Available Details v
) User A STATUS: Available Details v L]
5
[[] Shew all templates
<[ " )
Personal store cantains 9 certificates.

VCS ANLE FtE AEH

o — S = = = C =2 = | — o
7.CHE22 2, S5 ASXE MEsor gLICH HotE7|E SEIstn S5oteds el ARt 0
=2 O St
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= Consolel - [Console Root\Certificates - Current User\Persanal\Certificates] [=Tal x ]
& File Action View Favortes Window Help =]
F ol ez 8
| Cenzole Root Iszuied Te = Iszised By Expirstion Date  Intended Purposes  Friendly Mame Status  Certi | Actions
a Ll Cortificates - Current User ) ddministrator jejarsan-2012DC-AD-Ca 10/14/2019 Certificate Request.. <None» Enno)
a [ Personal ) Administrator jajanson-2012DC-A0-CA 10/12/2008 Microsobt TrustList..  <Nenes Adh .
] Centificates ) Administratod == Mere Actions b
b [ Trusted Root Certification Authonties ) dministratos Enro
b [ Intermediate Centification Authorities T PiVKey BD9AS 1.3:6]
b [ Active Directory User Object Hscott Lang Selact this ckiect type: oma
b [ Trusted Publishess b~
b [ Untrusted Certficates dmt‘“g [eer | [Ctpect Tipes.. | :a
b [ Third-Pasty Root Certification Authorities ng Froen this location: s name of Mhat ucer. For o
b (2] Trusted Peaple [jeanson Jocal | [ tocatons.|
b L Clienit Authentication lisuers . .
b [ Certificate Enrcllment Requests Enter the object name to select (ommpies) needs to be installed is
b (1 Smast Card Trusted Roots Fmﬂmmnﬂmm [ Check Hames |
[ ] o ] |
< [ >
Persenal store containg § certificates.
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Console - [Console Root\Certificates - Current User\Personal\Certificates]

[@ File Action View Favorites Window Help =[x
e% 2m o0l &&
[ Consale Raat Issued To - Isswed By [Expiration Date  Intended Purposes  Friendly Name Status | C Actions
4 G Centificates » Curment User Tl dministeater jajansen-20020C-AD-CA 1001472019 Centificate Request ..  <Monex Enra) |
4 [ Personal ) Administrator jaiansen-2012DC-AD-CA 1001272018 Microsoft Trust List... <Mones> Ad 5
L1 Certificates %] Administrato More Actions »
b 0 Trusted Root Certification Auth - o
b ) Enterprise Trust [ jajansen-201
b ] Intermediste Castification Authorities FIPVKey B 136
b ] Active Directory User Object Fl5eott Lang Sma)
b ) Trusted Publishers ,]5catt Lang Select a user $mal
P ‘j : = hes " " ?,Jscuang s Sma|
b ] Third-Party Root Certification Autharities To request 2 certificate on behalf of anather user, enter the formal name or domain name of that wser. Far
b ] Trusted Pecple earnple, Firstname Lastname, username, of domainusemanme,
b ) Client Authentication lssuers X . ) : : :
b (2 Cenificate Envoliment Requests mzl:grullmgfwaunﬁcmmdawulhcdmonwhlchmluw:mm:mnmmbllnmlluln
b ) Senart Card Trusted Roots
User name or aliss:
JAIANSON antman | CErowse— |
o]
<[ [ >
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7~ Consolel - [Console Root\Certificates - Current User\Personal\Certificates] =[of x ||

‘f File Action Wiew Favertes Window Help L= ]! |x
om0 @2 Biem
| Console Root Issued Ta = Issued By Expiration Date  Intended Purposes  Friendly Name Status | Certi | Actions
4 [g¥ Certificates = Current User £l ddministrator Jajancen-202DC-AD-CA 01472019 Certificate Request ... <Nenex Enio) Certificates —~
Pessonal jejanson-2012DC-AD-CA 107122018 Microsaft Trust List..  <Hene> Adrr .
fomm e | = | = | More Actions
b Trusted Root Certification Authorithes ahod = Enr
b Ent ige Trust N e~
i B “'P"‘; l'”c‘ i ks lisanson-2013 . Certificate Enrollment
b inkermediste Cedification Authorities ZJPIVKey BD3AS 1.3.6

Active Directory User Object

" .
Eal3cott Lang . - = Sma
!- Trusted Publishers Tscott Lang Reque: Windows Security -] Sma

Untrusted Certificates

: £l Scott Lan Ema
- # g L

b Third-Party Rect Certification Authorities Theenrdl  Enrolling for the user certificate,

b [Z Trusted People Please enter your authentication PIN.

b [ Client Authentication lssuers Active

i Certificate Enrcllment Requests
b [ Smart Card Trusted Roots PIN

Click here for more information

OK || cancer |

: Cancel
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Maintenance(X| #2l) > Security(&2 2t) > Trusted CA Certificate(2 2/& 4= = CA IS M)Z 0|
S50 VCSQ| Trusted CA Certificate( A2/ &= U= CA 2B A) S50l RE CAE HE2 =8O

2. RE CAUM ATt 1B M K| 252 vCSo| FZEFLICt Maintenance(f Xl &2]) >
Security(:2.2F) > CRL Management(CRL #2/)Z O|S&fLIC}.

3. LDAP = ZZ AEX0f CHEr 2150l At E 2B MM ALE X 0|F S 72 = regex0i| CHaH
ZEt0|HE AUBME EHAEFLICH regex7t 215 M| Subjectet Yx|gfLICH UPN, O|HY S0l E
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u# Certificate
General Detais Certification Path

Show: I«:AI} v

4

Value

Signature hash algorithm sha512

Issuer jajanson-2012DC-AD-CA, jaja...
valid from Tuesday, October 17, 2017 5:...
valid to Thursday, October 17, 2019 5...

)| ) 1 )

antman@jajanson.local, Scott ...
::_f_ Public key RSA (1024 Bits)
|- )| Public key parameters 0500

R rertifate Temniate Tnfrem Temnlate=1 26 1 4 1 211 21

E = antman@jajanson.local
CN = Scott Lang

OU = Heroes

DC = jajanson

DC = local

Edit Properties... Copy to File...




4. Maintenance(sX| #2l) > Security(& 2} > Client Certificate Testing(E2I0|HE QIS M E|AE
)22 O|SELICE EHIAEE ZEI0|UE QLB ME MEHS T My Lab0i|Af antman.pemE E|AE &
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ok

. 2H0I5t 4™ e | 22|o|M, Maintenance(® X| & 2l) > Security(&2 o) >
Certificate-based authentication configuration(21& A 7|8t 21F HI|ag|o|M)2 2 o|SE Lt
6. System(A|AR) > Administrator(Zt2[XHE 0|S35t04 E2t0|E 7|t 15 S &/d3stst
ECH2 4XHE Z=26t7HLE 1=45to4 20| E 2IF A 7|8 2.2t = Client-Based
Authentication(22t0|HE 7[gt e1&)E MEAFLICH O] M™HE AS5HH ASK7H ERFR Ko
VCS MHCS| FQDN2 l245tH Z210|HE AH 2 MEdstn KtAlo] Qi HAA FtEof S E E
2 &dstetE HIAIX|I7F ZAIELCH 33 ChS I8 M7t B 2|A L[ VCS ME{ 9] & GUIZt BHetE|
0, Administrator HE & 2 &|5t Lt MEistHE ELch 22|10 LM 2= Mol £0{ZtCH. Client
certificate-based security = Client-Based Validation(22+0|HE IE M 7|gt E ot = F2+0|HE 7|
it HSE) SM0| MEYE AL, A2 X7| Administrator(Z 2IXH HE S 228/ I Z 2 MA 7} of 2|9}
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sl
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance

System administration

Ephemeral port range end # |49999 i
‘I Services !

Serial port / console on | 1

S5H service On ~| 1

Web interface (owver HTTPS) On | 1

‘I Session limits

Session time out (minutes) # [30 | L
Per-account session limit 2 ||J | i
System session limit # [0 | i

_I System protection

Automated protection service On | i

Automatic dizcovery protection On | i

‘I Web server configuration

Redirect HTTP requests to HTTPS !
HTTP Strict Transport Security (HSTS) f
Web administrator port 443 | (1

Client certificate-bazed security I | Not required [ | i

Drop down the above box and choose
Client-Based Authentication

Related tasks

Upload a CA cerificate file for HTTPS

Test client cerificates
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