VCS Series == Expressway Series Xconfig 2!
Xstatus Output Collection with PuTTY

=it

/\7|.|
M QT A
ST ME
MEEIEFTE 24
=N
2£= A4
SSHE &all A4
VCS Z! Expressway Series x8.2
Ct=2 =olstL|ct
=X siZ&

F

vl

0| 2 M0 A= VCS-Control, VCS-Expressway, Expressway-C 2! Expressway-EQF 22
Expressway Series C|HO|A0f| A xconfig 2! xstatus xcommands2| CLI £ +%&l35}04 Cisco
TAC(Technical Assistance Center)0i| A 7t& ZHA45Hof 5t= 2ol CHa AFefLICt.

N T A

T AE
Ct2 FA|of Cist x|Alg EgQstn Qo™ @8hct.
. PUTTY EE£& SecureCRT, Tera Term S 22 fASH EHOIE of E 80| AT E )0

- VCS/Expressway A|2|= C|HO[A0f CHEF ZH2|AF H'E AFE Xt O|& & H|ZHSE
- HEQ|3 20l 318 == RJ45-D-Sub9pin Serial Console Cable 5= SSH(Secure Shell)

MEElE Fd 24
Ol EMe| HEE CHE AZEQ|0] A stEQ0| HTE 7[Et2 2 FLCh.

(=)

. PUTTY(AH2 S Yo p{H PuTTY CH22E HO|X|2 HESHAAIR)
- HT 7.218 ™= VCS-C= A 2|4 QI HT 8.2.22 Sl HEE =+ U= O] oo
P

AL ELCH


http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

748

22 ¢

&3 0| EMolME 7Is S2IM FHE 2
o &7 %= AlsHok gtLct,

Mk

7lol=0| edklod QICk 7HEEfLICH ClHFOlA

CIHS2 PUTTYOMAM 22 & HMAE IS ~ 3ok 3t Aol o LiCt.
&3 22&0| PCcof 2= & Ao 2t S4/(COM) ZEE =5l oF B LICEH

1. Configuration(Z1Z|12{|0| M) > Category(Z}Ell 1 2|) > Connection(?1&) > Serial(Al2|&)2 2
O|S5tod ChZot 20| AlZ|Y dHE Z™ELIcH

Category:

= Seszion Optiong contraling local zenal ines
i i.... Ll:lgging

£ : Select a zerial line
= Terminal o
. i Keyboard senal ine ta connect to

R Configure the senal line

- findow Speed [baud)
= E----.-'l'-.ppearann::e
Behaviour
- Translation Stop bits
- Selection
_ .. Colours
- Connection Flaws contral

D ata bitz

Farity

2. Category(ZHEI L 2]) > Session(M|M)2 2 0|S35t04 Serial type(Al2|E F&)2 44 fRE2E
MEiSt T 047]ofl EAIE CHE Open(7)2 Z2!8tLICt



ﬁ PuTTY Configuration ﬂj
Categorny:
=l S_naaaicun* B azic options for pour PUT T zezzion
L.DQQII"IEI S pecify the destination you want to connect to
= Terminal
- fepboard
Bl COm1 115200
- Features Connection type:
- Window 1 Raw () Telmet ¢ Rlogin 0 55H @ Serial
By
Eppea.ranc:e Load, zave or delete a stored zeszion
- Behawiour
- Tranglation Saved Sessions
-« Selection
E'z'l':'_”m Default Settings - Load
= Connechion Aszessment] B
- Data BE1 = Save
10w EE% 360
Telnn?t BE3 Delete
- Rlogin BB3-360 =
- 55H
- Sefidl Claze windaow on exit;
[ Aways O Mever @ Only on clean exit
| About | $ [ Open J | Cancel

SSHE &3l o4

{ Ztetst ghed2 C|HFO| A0l SSH

1. CHS olet Zo| PUTTYOIM A& & =524 VCS/Expressway CIHFO|AQ| P FAE AL

gfLict

=E M
= =

pal
Q'I_l
rr
»
°
L
ful



ﬁ PuTTY Configuration 2

Categony:
= 5_&33iun¢ Basic options for your PUTTY session
_h TE"" L.Dglgmg Specify the destination pou want to connect ta
T Eermlna ozt Mame [or [P address]
i Koeyboard -
- Bel 10101010
- Features Connection type:
- Window " Raw ) Telnet ) Rlogin @ S5H ) Serial
ppea.ranc:e Load. zave or delete a stored zeszion
- Behaviour
Tiarslahat Saved Seszionz
- Selection
e E':'I':'_L"E Default Settings - Laad
=)+ Cannection Azzezsment] §
- Data BET —
Telnet EE%EED Delete
- Rlagin BE3-360 >
+- 55H
""" it Cloze window on exit;
D Alwaps () Mever @ Only on clean exit
| About | $ | Open | | Cancel |

2. C|HFO|AOf CHEF PUTTY MM O|™ EE= =& Logging Settings(2Z4 A’H)E A5l oF & LICH
. O|Z A st24™ Conflguratlon(-_r“éé) Category('1%F) > Session(A|M) > Logging(2Z)2 2
O0|&3tod o] oot UX|SHEF HHES FHFLICHIIY B2t It O|§2 MEXIPC X EHR
off A =H).



; ﬁ PuTTY Configuration wa

Categorny:
Bl Session Optionz controling session logging [
=) T erminal Sezzion logging:

- Keyboard ) None () Printable output
- Bel 71 55H packets
P eatipas 71 S5H packetz: and raw data

= wWindow Log file name:
-~ APpEarance ZIE::E:l::.tn:n hconfigadztatuz Caphure loc | Browsze... ||

- Behaviour
[Log file name can contain &5, &b, &0 for date, &T for

@ Al zession output

- Tranzlati :
ransg o tire, and &H far host name)
- Selection . . -
What to do if the log file already exists:
- Colours

1A waus ovenwrite it

onnection Qﬂ Always append to the end of it |
- [1ata Tk The User ever
W Time

m
[

< Prony u Fluzh lag file frequently
- Telnet
- Rlogin Optionz specific to 55H packet logging
|’_+‘| 53H V| Omit known password fields
""" Serial | Omit session data
| A bt | [ Open ] | Cancel |

3. 992851 23215 o] §FH HO| EAIELICEH o47|0f]| ZEAIEI CHE BE|XIE 2

rEI
Ac]
=)
>
rok
191
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login as: admin === 0

Uzing kevboard-interactive authentication.
Password:

S alarms:

T Brror In=secure pas=sword in use - The adwmin user has the default password

set

* warning Security alert - The THS agent dacabase has the default LDAP passw
ord sst

* warning Configuration warning - The VCE is running in a legacy THS Agent m
ode: ywou are recommmehded to switch yvour system to use a different mode

* warning Insecure password in use — The root user has the default password
set

* warning SJecurity alert — The THS agent database has the default replicatio
n password set

Last login: Thu Jun 19 05:12:21 EDT 2014
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login as: admin
Uzing keyboard-intersctive authentication.
Password:

5 alarms:

¥ Brror Insecure password in uwse - The admin user has the default password

et

* warning SGecurity alert — The THS agent database has the default LDAP passw
ord set

* warning Configuration warnimg — The VC3 is runhing in a legacy TH3 Agent m
ode; wvou are recommended to switch your system Lo use a different mode

* warning Insecure password inm use — The root user has the default password
set

¥ warning Security alert = The THS agent database has the default replicatio
n password set

Last login: Thu Jun 19 08:12:21 EDT 2014
Welcome to VCS1-Control
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SW Release Date: 2012-09-25
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xstatus

*s SystemUnit:
Product: "TANDBERG VCS"
Uptime: 24963390

SystemTime: "2014-06-19 14:58:59"

TimeZone: "US/Eastern"
LocalTime: "2014-06-19 10:58:59"
Software:
Version: "X7.2.1"
Build: "296181"
Name: "s42700"
ReleaseDate: "2012-09-25"
ReleaseKey: Nhkk,kkhkkkhkkhkhkhxxkkhkkhkkxxxn
Configuration:
NonTraversalCalls: 500
TraversalCalls: 200
Registrations: 2500
Expressway: False
Encryption: True
Interworking: True
FindMe: True
DeviceProvisioning: True

DualNetworkInterfaces: False

AdvancedAccountSecurity: False

StarterPack: False

EnhancedOCSCollaboration: True

Hardware:
Version: "VMWare"
SerialNumber: "******xxun
*s/end

*s Ethernet 1:
MacAddress: "00:50:56:A1:70:06"
Speed: 10000full
Ipvd:
Address: "10.10.10.10"
SubnetMask: "255.255.255.0"
*s/end

*s Ethernet 2:
MacAddress: "00:50:56:A1:70:04"
Speed: 10000full
Ipvd:
Address: "192.168.0.100"
SubnetMask: "255.255.255.0"
*s/end

*s Options:
Option 1:
Key: "116341X300-1-tt!1trtrrrrpe

Description: "300 Non-traversal Calls"

Option 2:
Key: "116341pP00-1-ttrtrrrryn

Description: "Device Provisioning"

Option 3:
Key: "116341G00-1-ttrrrrrrrgpe

Description: "H323-SIP Interworking Gateway"

Option 4:
Key: "116341U000-1-tt11trrrrrpn
Description: "FindMe"

Option 5:



Key: "116341CO00-1-tttrrrrrrpn

Description: "Enhanced OCS Collaboration"
Option 8:

Key: "116341Y200-1-!1t1rrrrpn

Description: "200 Traversal Calls"
Option 9:

Key: "116341X200-1-!1t1trrrrpn

Description: "200 Non-traversal Calls"

*s/end
*s IP:
Protocol: IPv4
Ipvd:
Gateway: "10.10.10.1"
*s/end

*s ExternalManager:

Status: Active

Address: "10.10.10.104"

Protocol: HTTP

URL: "tms/public/external/management/systemmanagementservice.asmx"
*s/end

*s Feedback 1:
Status: Off
*s/end

*s Feedback 2:
Status: Off
*s/end

*s Feedback 3:
Status: On
URL: "http://10.10.10.104/tms/public/feedback/code.aspx"
Expression: "/Event/CallDisconnected"
Expression: "/Event/CallConnected"
Expression: "/Event/CallFailure"
Expression: "/Event/RegistrationAdded"
Expression: "/Event/RegistrationChanged"
Expression: "/Event/ResourceUsage"
Expression: "/Event/AuthenticationFailure"
Expression: "/Status/Warnings"

*s/end

*s ResourceUsage:
Calls:
Traversal:
Current: 0
Max: O
Total: O
NonTraversal:
Current: 0
Max: 1
Total: 2
Registrations:
Current: 0
Max: 3
Total: 42
*s/end

*s Calls: /
*s/end

*s Zones:



DefaultZone:
Name: "DefaultZone"
Bandwidth:
LocalUsage: 0
ClusterUsage: 0
LocalZone:
DefaultSubZone:
Name: "DefaultSubZone"
Bandwidth:
LocalUsage: 0
ClusterUsage: 0
TraversalSubZone:
Name: "TraversalSubZone"
Bandwidth:
LocalUsage: 0
ClusterUsage: 0
ClusterSubZone:
Name: "ClusterSubZone"
Bandwidth:
LocalUsage: 0
ClusterUsage: 0
Searches:
Current: 0
CurrentDirected: 0
Total: 64081
Dropped: 0
MaxSubSearchExceeded: 0
MaxTargetsExceeded: 0
Zone 1:
Name: "TraversalZone"
Bandwidth:
LocalUsage: 0
ClusterUsage: 0
Status: Active
Type: TraversalClient
TraversalClient:
Peer 1:
H323:
Status: Active
Address: "10.10.10.102"

Port: 6001
LastStatusChange: "2014-04-03 09:50:35"
SIP:

Status: Active
Address: "10.10.10.102"
Port: 7001
LastStatusChange: "2014-04-03 09:49:13"
Server: "TANDBERG/4102 (X7.0)"
*s/end

*s Alternates: /
*s/end

*s Links:
Link 1:
Name: "DefaultSZtoTraversalSzZ"
Bandwidth:
LocalUsage: 0
ClusterUsage: 0
Link 2:
Name: "DefaultSzZtoDefaultz"
Bandwidth:
LocalUsage: 0
ClusterUsage: 0



Link 3:
Name: "DefaultSZtoClusterSz"
Bandwidth:
LocalUsage: 0
ClusterUsage: 0

Link 4:
Name: "TraversalSZtoDefaultz"
Bandwidth:

LocalUsage: 0
ClusterUsage: 0

Link 5:
Name: "ZoneOOlToTraversalSz"
Bandwidth:

LocalUsage: 0
ClusterUsage: 0
*s/end

*s Pipes: /
*s/end

*s Registrations: /

*s/end
*s SIP:
Ethernet 1:
Ipvd:
UDP:
Status: Inactive
TCP:
Status: Active
Address: "10.10.10.10:5060"
TLS:
Status: Active
Address: "10.10.10.10:5061"
IPv6:
UDP:
Status: Inactive
TCP:
Status: Inactive
TLS:
Status: Inactive
Ethernet 2:
Ipvd:
UDP:
Status: Inactive
TCP:
Status: Inactive
TLS:
Status: Inactive
IPv6:
UDP:
Status: Inactive
TCP:
Status: Inactive
TLS:
Status: Inactive
Transport:
Server 19857:

Socket:
Type: "SERV_UDP"
State: "INUSE"
ID:
Local: 85393
Global: 0



Buffer:
Input:
Length: 20000
Output:
Length: 20000
Local:
Address: "127.0.0
Remote:
Address: ""
Network:
Number: 1
Certificate:
Subject:
Name: ""
TLS:
Cipher:
Name: ""
Last:
Packet:
Received: 0
Close:
In: 20
Secure: False
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 0
Add:
Failures: 0
Flow:
Token: ""
Server 19856:
Socket:
Type: "SERV_TCP"
State: "INUSE"
ID:
Local: 150928
Global: 1
Buffer:
Input:
Length: 0
Output:
Length: 0
Local:
Address: "127.0.0
Remote:
Address: ""
Network:
Number: 1
Certificate:
Subject:
Name: ""
TLS:
Cipher:
Name: ""
Last:
Packet:
Received: 0
Close:
In: 20
Secure: False
X509:

.1:5060"

.1:5060"



Certificate:
Verified: False
Queue:
Max:
Size: 0
Add:
Failures: 0
Flow:
Token: ""
Server 19855:
Socket:
Type: "SERV_TLS"
State: "INUSE"
ID:
Local: 216463
Global: 2
Buffer:
Input:
Length: 0
Output:
Length: 0
Local:
Address: "127.0.0.1:5061"
Remote:
Address: ""
Network:
Number: 1
Certificate:
Subject:
Name: ""
TLS:
Cipher:
Name: ""
Last:
Packet:
Received: 0
Close:
In: 20
Secure: True
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 0
Add:
Failures: 0
Flow:
Token: ""
Server 19854:
Socket:
Type: "SERV_UDP"
State: "INUSE"
ID:
Local: 281998
Global: 3
Buffer:
Input:
Length: 20000
Output:
Length: 20000
Local:
Address: "[::1]:5060"
Remote:



Address: ""
Network:

Number: 1
Certificate:

Subject:

Name: ""
TLS:
Cipher:
Name: ""
Last:
Packet:
Received: 0
Close:

In: 20
Secure: False
X509:

Certificate:

Verified: False
Queue:

Max:

Size: 0

Add:

Failures: 0
Flow:
Token: ""
Server 19853:
Socket:

Type: "SERV_TCP"

State: "INUSE"

ID:

Local: 347533
Global: 4
Buffer:
Input:
Length: 0
Output:
Length: 0
Local:

Address: "[::1]:5060"
Remote:

Address: ""
Network:

Number: 1
Certificate:

Subject:

Name: ""
TLS:
Cipher:
Name: ""
Last:
Packet:
Received: 0
Close:

In: 20
Secure: False
X509:

Certificate:

Verified: False
Queue:

Max:

Size: 0

Add:

Failures: 0
Flow:



Token: ""
Server 19852:
Socket:
Type: "SERV_TLS"
State: "INUSE"
ID:
Local: 413068
Global: 5
Buffer:
Input:
Length: 0
Output:
Length: 0
Local:
Address: "[::1]:5061"
Remote:
Address: ""
Network:
Number: 1
Certificate:
Subject:
Name: ""
TLS:
Cipher:
Name: ""
Last:
Packet:
Received: 0
Close:
In: 20
Secure: True
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 0
Add:
Failures: 0
Flow:
Token: ""
Server 19851:
Socket:
Type: "SERV_TCP"
State: "INUSE"
ID:
Local: 478603
Global: 6
Buffer:
Input:
Length: 0
Output:
Length: 0
Local:
Address: "10.10.10.10:5060"
Remote:
Address: ""
Network:
Number: 2
Certificate:
Subject:
Name: ""
TLS:
Cipher:



Name: ""
Last:
Packet:
Received: 0
Close:
In: 20
Secure: False
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 0
Add:
Failures: 0
Flow:
Token: ""
Server 19850:
Socket:
Type: "SERV_TLS"
State: "INUSE"
ID:
Local: 544138
Global: 7
Buffer:
Input:
Length: 0
Output:
Length: 0
Local:
Address: "10.10.10.10
Remote:
Address: ""
Network:
Number: 2
Certificate:
Subject:
Name: ""
TLS:
Cipher:
Name: ""
Last:
Packet:
Received: 0
Close:
In: 20
Secure: True
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 0
Add:
Failures: 0
Flow:
Token: ""
Client 7747:
Socket:
Type: "TLS_OUTG"
State: "INUSE"
ID:
Local: 825433667
Global: 654

:5061"



Buffer:
Input:

Length:

5120

Output:

Length:

Local:
Address:

Remote:
Address:

Network:
Number :

20000

"10.10.10.10:27573"

"10.10.10.102:7001"

2

Certificate:

Subject:
Name:
TLS:
Cipher:
Name:
Last:
Packet:

Received:

Close:
In: 900
Secure:

X509:

non

"DHE-RSA-AES256-SHA"

-1798628722

True

Certificate:

Verified: False

Queue:

Max:
Size:

Add:

Failures:

Flow:
Token: "
*s/end

*s H323:
Registration:
Status:
Ipvd:
Address:
CallSignaling:
Status:
Ipvd:
Address:
Assent:

"10

"10

1

"

Active

.10.10.10:1719"

Active

.10.10.10:1720"

CallSignaling:

Status:
H46018:

Inactive

CallSignaling:

Status:
*s/end

*s Applications:

Presence:
UserAgent:
Status:

Inactive

Inactive

Presentity:

Count: 0

Server:

Subscriptions:

Count: 0
0

Expired:

Max:

0

Subscribers:



Count: 0
Max: O
Status: Inactive
Presentities:
Count: 0
Max: O
Publications:
Presentities:
Count: 0
Max: O
ConferenceFactory:
Status: Inactive
NextAlias: ""
External 1:
Status:
ClusterStatus:
ClusterState: "Disabled"
LastUpdate:
Time: "Time not set"
SecondsSinceLastRefresh: "1403189939"
*s/end

*s FindMeManager: /
*s/end

*s TURN:
Server:
Status: Inactive
*s/end

*s Policy: /
*s/end

OK



xcommand xconfig

*c
*c
*c
*c
*c
*c

xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration

XXXXXXXXXXXX"

*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c

managementservice.

*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c

xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration

xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration

Login Remote

Login Remote
Login Remote
Login Remote
Login Remote
Login Remote
Login Remote
Login Remote
Login Remote
Login Remote
Login Remote
Login Remote

Login Remote

SystemUnit Name:
SystemUnit Maintenance Mode:

Option 1
Option
Option
Option
Option
Option

O o0 Ul i W N

Key:
Key:
Key:
Key:
Key:
Key:

Protocol: LDAP
LDAP
LDAP
LDAP
LDAP

LDAP

Server Port:

LDAP VCS BindDN:
LDAP
LDAP
LDAP
LDAP
LDAP

LDAP

Encryption:

Server Address:

VCS BindUsername:
VCS BindPassword:

BaseDN Accounts:
BaseDN Groups:

Ooff
SASL: DIGEST-
CRLCheck: None
DirectoryType:
"YyCSl-Control"

Off

[l

389

[l

[l

nou

nou

MD5

Option
Ethernet 1
Ethernet 1
Ethernet 1
Ethernet 1
2
2
2
2

Key:
Speed:
Ip V4
Ip V4
IP V6
Speed:
Ip V4
Ip V4
IP V6
Ipvd
Gateway: "10.1
QoS Mode: None
QoS Value: 0
V6 Gateway:

Ethernet

Ethernet

Ethernet

Ethernet

IPProtocol:
IP
IP
IP
IP
IP
IP
IP
IP
IP
Administration

nou

DNS Hostname:

Ephemeral Port
Ephemeral Port
RFC4821 Mode:

Te
SS
HT
HT
LC
ExternalManager A

Administration
Administration
Administration
Administration

DNS Domain Name:

Auto
Address:
SubnetMask:
Address: ""

Auto
Address:
SubnetMask:
Address: ""

0.10.1"

"YyCSl-Control"
Range Start:
Range End:
Disabled
lnet Mode:
H Mode: On
TP Mode: On
TPS Mode: On
DPanel Mode:

Off

ddress:

On
"10.10.10.104"

"H##H##HE . local”

40000
49999

"10.10.10.10"
"255.255.255.

ExternalManager Path:

asmx"

ExternalManager Protocol:
ExternalManager Server Certificate Verification Mode:

Registration
Registration
Registration
Registration
Registration
Registration
Registration
Registration
Registration
Registration
Registration

),9,9,9.:9.9,9,9.9.9.9.9.9.9.9.9.9,9.9.9.0.4

HTTP

RestrictionPolicy
RestrictionPolicy
RestrictionPolicy
RestrictionPolicy
RestrictionPolicy
RestrictionPolicy
RestrictionPolicy
RestrictionPolicy
RestrictionPolicy
RestrictionPolicy
RestrictionPolicy

Mode:
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service

Server FQDNResolution: AddressRecord

"{cipher } XXXXXXXXXX

ActiveDirectory

on

"192.168.0.100"
"255.255.255.

on

"tms/public/external /management/system

On

None

Protocol: HTTP
TLS Verify Mode: On
TLS CRLCheck Mode:
Server 1 Address:

Off

Server 2 Address: ""
Server 3 Address: ""
Path:

Status Path:

non

nou

"status"
UserName:

Password: "{cipher}



*c xConfiguration Registration RestrictionPolicy Service DefaultCPL: "<reject

status='504"' reason='Registration Policy Unavailable'/>"

*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
URI format"

*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
%ip%) "

*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
%ip%) "

*c xConfiguration
*c xConfiguration
phonebook\ +xml"
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration

Alte
Alte
Alte
Alte
Alte
Alte
Alte
Alte

rnates Configur
rnates Cluster
rnates Peer 1 A
2 A
3 A
rnates Peer 4 A
5 A
rnates Peer 6 A

rnates Peer
rnates Peer

rnates Peer

ationMaster: 1
Name: ""
ddress: ""
ddress: ""
ddress: ""
ddress: ""
ddress: ""
ddress: ""

Transform 1 Description: "Transform destination aliases to

Transform
Transform
Transform
Transform
Transform
Transform

Call
Call
Call
Call
H323
H323
H323
H323
H323
H323
H323
H323
H323
H323
SIP

SIP

SIP

SIP

SIP

SIP
SIP
SIP
SIP
SIP
SIP
SIP
SIP
SIP

SIP
SIP

SIP
SIP
SIP
SIP
SIP
SIP
SIP
SIP
SIP
SIP
SIP
SIP
SIP

State:

Priorit
Pattern
Pattern
Pattern

S

Pattern
Loop Detection
Routed Mode: A
Services Calls
Services Fallb
Mode: On

Gatekeeper Reg
Gatekeeper Reg
Gatekeeper Cal
Gatekeeper Cal
Gatekeeper Cal

Enabled
y: 1

String: "([~@]*)"

Type: Regex

Behavior: Replace

Replace: "\l@#####.local"
Mode: On

lways

ToUnknownIPAddresses: Indirect
ack Alias: ""

istration UDP Port: 1719
istration ConflictMode: Reject
1Signaling TCP Port: 1720
1Signaling PortRange Start: 15000
1Signaling PortRange End: 19999

Gatekeeper TimeToLive: 1800

Gatekeeper Cal

Gatekeeper Aut

Gateway Caller
Mode: On
Domains Domain
Domains Domain
Routes Route 1
Routes Route 1

Routes Route
Routes Route
Routes Route
Routes Route
Routes Route
Routes Route
Routes Route
Routes Route

NN R R R R R R

Routes Route

Routes Route 2
Routes Route 2

Routes Route 2
Routes Route 2
Routes Route 2
Routes Route 2
Routes Route 2
Registration St
Registration St
Registration St
Registration Ou
Registration Ou
Registration Ou
Registration Ou
Registration Pr

1TimeToLive: 120
oDiscovery Mode: On
Id: ExcludePrefix

1 Name: "######.com"

2 Name: "######.local"

Method: "SUBSCRIBE"

Request Line Pattern: ".*@(%localdomains$

Header Name: "Event"

Header Pattern: " (ua-profile|phonebook).*"
Authenticated: Off

Address: "127.0.0.1"

Port: 22400

Transport: TCP

Tag: "Provisioning"

Method: "INFO"

Request Line Pattern: ".*@(%localdomains$

Header Name: "Content-Type"
Header Pattern: "application/tandberg-

Authenticated: Off

Address: "127.0.0.1"

Port: 22400

Transport: TCP

Tag: "Phonebook"

andard Refresh Strategy: Maximum
andard Refresh Minimum: 45
andard Refresh Maximum: 60
tbound Refresh Strategy: Variable
tbound Refresh Minimum: 300
tbound Refresh Maximum: 3600
tbound Flow Timer: O

oxy Mode: Off



*c xConfiguration SIP Registration Call Remove: No

*c xConfiguration SIP Session Refresh Value: 1800

*c xConfiguration SIP Session Refresh Minimum: 500

*c xConfiguration SIP UDP Mode: Off

*c xConfiguration SIP UDP Port: 5060

*c xConfiguration SIP TCP Mode: On

*c xConfiguration SIP TCP Port: 5060

*c xConfiguration SIP TCP Outbound Port Start: 25000

*c xConfiguration SIP TCP Outbound Port End: 29999

*c xConfiguration SIP TLS Mode: On

*c xConfiguration SIP TLS Port: 5061

*c xConfiguration SIP TLS Certificate Revocation Checking Mode: Off

*c xConfiguration SIP TLS Certificate Revocation Checking OCSP Mode: On
*c xConfiguration SIP TLS Certificate Revocation Checking CRL Mode: On

*c xConfiguration SIP TLS Certificate Revocation Checking CRL Network Fetch
Mode: On

*c xConfiguration SIP TLS Certificate Revocation Checking Source Inaccessibility
Behavior: Fail

*c xConfiguration SIP Require UDP BFCP Mode: On

*c xConfiguration SIP Require Duo Video Mode: On

*c xConfiguration SIP Authentication Retry Limit: 3

*c xConfiguration SIP Authentication NTLM Mode: Auto

*c xConfiguration SIP Authentication NTLM SA Lifetime: 28800

*c xConfiguration SIP Authentication NTLM SA Limit: 10000

*c xConfiguration SIP Authentication Digest Nonce ExpireDelta: 300

*c xConfiguration SIP Authentication Digest Nonce Maximum Use Count: 128
*c xConfiguration SIP Authentication Digest Nonce Limit: 10000

*c xConfiguration SIP Authentication Digest Nonce Length: 60

*c xConfiguration SIP GRUU Mode: On

*c xConfiguration SIP MediaRouting ICE Mode: Off

*c xConfiguration Interworking Mode: RegisteredOnly

*c xConfiguration Interworking Encryption Mode: Auto

*c xConfiguration Interworking Encryption Replay Protection Mode: Off

*c xConfiguration Interworking BFCP Compatibility Mode: Auto

*c xConfiguration Interworking Require Invite Header Mode: On

*c xConfiguration Traversal Media Port Start: 50000

*c xConfiguration Traversal Media Port End: 52399

*c xConfiguration Authentication UserName: ""

*c xConfiguration Authentication Password: "{cipher}XXXXXXXXXXXXXXXXXXXXXX"
*c xConfiguration Authentication LDAP AliasOrigin: LDAP

*c xConfiguration Authentication ADS ADDomain: ""

*c xConfiguration Authentication ADS Workgroup: ""

*c xConfiguration Authentication ADS MachinePassword Refresh: On

*c xConfiguration Authentication ADS SPNEGO: Enabled

*c xConfiguration Authentication ADS SecureChannel: Auto

*c xConfiguration Authentication ADS Encryption: TLS

*c xConfiguration Authentication ADS Mode: Off

*c xConfiguration Authentication ADS Clockskew: 300

*c xConfiguration Zones Policy Mode: SearchRules

*c xConfiguration Zones Policy SearchRules Rule 1 Name: "Local zone ? no domain"
*c xConfiguration Zones Policy SearchRules Rule 1 Description: "Search local
zone for H.323 devices (strip domain)"

*c xConfiguration Zones Policy SearchRules Rule 1 Priority: 48

*c xConfiguration Zones Policy SearchRules Rule 1 Protocol: Any

*c xConfiguration Zones Policy SearchRules Rule 1 Source Mode: Any

*c xConfiguration Zones Policy SearchRules Rule 1 Authentication: No

*c xConfiguration Zones Policy SearchRules Rule 1 Mode: AliasPatternMatch
*c xConfiguration Zones Policy SearchRules Rule 1 Pattern Type: Regex

*c xConfiguration Zones Policy SearchRules Rule 1 Pattern String: " (.+)
@######.local. . *"

*c xConfiguration Zones Policy SearchRules Rule 1 Pattern Behavior: Replace
*c xConfiguration Zones Policy SearchRules Rule 1 Pattern Replace: "\1"
*c xConfiguration Zones Policy SearchRules Rule 1 Progress: Continue

*c xConfiguration Zones Policy SearchRules Rule 1 Target Type: Zone



*c xConfiguration Zones Policy SearchRules Rule 1 Target Name: "LocalZone"

*c xConfiguration Zones Policy SearchRules Rule 1 State: Enabled

*c xConfiguration Zones Policy SearchRules Rule 2 Name: "Local zone ? full URI"
*c xConfiguration Zones Policy SearchRules Rule 2 Description: "Search local
zone for SIP and H.323 devices with a domain"

*c xConfiguration Zones Policy SearchRules Rule 2 Priority: 51

*c xConfiguration Zones Policy SearchRules Rule 2 Protocol: Any

*c xConfiguration Zones Policy SearchRules Rule 2 Source Mode: Any

*c xConfiguration Zones Policy SearchRules Rule 2 Authentication: No

*c xConfiguration Zones Policy SearchRules Rule 2 Mode: AliasPatternMatch

*c xConfiguration Zones Policy SearchRules Rule 2 Pattern Type: Regex

*c xConfiguration Zones Policy SearchRules Rule 2 Pattern String: " (.+)
@###### . local. . *"

*c xConfiguration Zones Policy SearchRules Rule 2 Pattern Behavior: Leave

*c xConfiguration Zones Policy SearchRules Rule 2 Pattern Replace: ""

*c xConfiguration Zones Policy SearchRules Rule 2 Progress: Continue

*c xConfiguration Zones Policy SearchRules Rule 2 Target Type: Zone

*c xConfiguration Zones Policy SearchRules Rule 2 Target Name: "LocalZone"

*c xConfiguration Zones Policy SearchRules Rule 2 State: Enabled

*c xConfiguration Zones Policy SearchRules Rule 3 Name: "Traversal zone search rule"
*c xConfiguration Zones Policy SearchRules Rule 3 Description: "Search traversal
zone (Cisco VCS Expressway)"

*c xConfiguration Zones Policy SearchRules Rule 3 Priority: 100

*c xConfiguration Zones Policy SearchRules Rule 3 Protocol: Any

*c xConfiguration Zones Policy SearchRules Rule 3 Source Mode: Any

*c xConfiguration Zones Policy SearchRules Rule 3 Authentication: No

*c xConfiguration Zones Policy SearchRules Rule 3 Mode: AnyAlias

*c xConfiguration Zones Policy SearchRules Rule 3 Progress: Continue

*c xConfiguration Zones Policy SearchRules Rule 3 Target Type: Zone

*c xConfiguration Zones Policy SearchRules Rule 3 Target Name: "TraversalZone"
*c xConfiguration Zones Policy SearchRules Rule 3 State: Enabled

*c xConfiguration Zones Policy SearchRules Rule 4 Name: "External IP address

search rule"
*c xConfiguration Zones Policy SearchRules Rule 4 Description: "Route external
IP address"

*c xConfiguration Zones Policy SearchRules Rule 4 Priority: 100

*c xConfiguration Zones Policy SearchRules Rule 4 Protocol: Any

*c xConfiguration Zones Policy SearchRules Rule 4 Source Mode: Any

*c xConfiguration Zones Policy SearchRules Rule 4 Authentication: No

*c xConfiguration Zones Policy SearchRules Rule 4 Mode: AnyIPAddress

*c xConfiguration Zones Policy SearchRules Rule 4 Progress: Continue

*c xConfiguration Zones Policy SearchRules Rule 4 Target Type: Zone

*c xConfiguration Zones Policy SearchRules Rule 4 Target Name: "TraversalZone"
*c xConfiguration Zones Policy SearchRules Rule 4 State: Enabled

*c xConfiguration Zones Policy SearchRules Rule 5 Name: "LocalZoneMatch"

*c xConfiguration Zones Policy SearchRules Rule 5 Description: "Default rule:
queries the Local Zone for any alias"

*c xConfiguration Zones Policy SearchRules Rule 5 Priority: 50

*c xConfiguration Zones Policy SearchRules Rule 5 Protocol: Any

*c xConfiguration Zones Policy SearchRules Rule 5 Source Mode: Any

*c xConfiguration Zones Policy SearchRules Rule 5 Authentication: No

*c xConfiguration Zones Policy SearchRules Rule 5 Mode: AnyAlias

*c xConfiguration Zones Policy SearchRules Rule 5 Progress: Continue

*c xConfiguration Zones Policy SearchRules Rule 5 Target Type: Zone

*c xConfiguration Zones Policy SearchRules Rule 5 Target Name: "LocalZone"

*c xConfiguration Zones Policy SearchRules Rule 5 State: Enabled

*c xConfiguration Zones DefaultZone Authentication Mode: DoNotCheckCredentials
*c xConfiguration Zones DefaultZone SIP Record Route Address Type: IP

*c xConfiguration Zones DefaultZone SIP TLS Verify Mode: Off

*c xConfiguration Zones DefaultZone SIP Media Encryption Mode: Auto

*c xConfiguration Zones LocalZone DefaultSubZone SIP Media Encryption Mode: Auto
*c xConfiguration Zones LocalZone DefaultSubZone Authentication Mode:
DoNotCheckCredentials

*c xConfiguration Zones LocalZone DefaultSubZone Registrations: Allow



*c xConfiguration
*c xConfiguration
Unlimited

*c xConfiguration
Unlimited

*c xConfiguration
*c xConfiguration
Unlimited

*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration
CheckCredentials
*c xConfiguration
"##H#H#auth"

*c xConfiguration
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SIP Record Route Address Type:
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TraversalClient

DefaultSubZone Bandwidth PerCall Intra Mode:

IP

DoNot

Authentication UserName:

Authentication Password:

Registrations: Allow
H323 Protocol: Assent
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SIP
SIP
SIP
SIP
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Peer
Peer
Peer
Peer
Peer
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Protocol:
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Transport:

TLS Verify Mode:
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Off
Off

Media Encryption Mode: Auto
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*c xConfiguration Policy AdministratorPolicy Mode: Off

*c xConfiguration Policy AdministratorPolicy Service Protocol: HTTP

*c xConfiguration Policy AdministratorPolicy Service TLS Verify Mode: On
*c xConfiguration Policy AdministratorPolicy Service TLS CRLCheck Mode: Off
*c xConfiguration Policy AdministratorPolicy Service Server 1 Address: ""
*c xConfiguration Policy AdministratorPolicy Service Server 2 Address: ""
*c xConfiguration Policy AdministratorPolicy Service Server 3 Address: ""
*c xConfiguration Policy AdministratorPolicy Service Path: ""

*c xConfiguration Policy AdministratorPolicy Service Status Path: "status"
*c xConfiguration Policy AdministratorPolicy Service UserName: ""

*c xConfiguration Policy AdministratorPolicy Service Password: "{cipher}
),9.0.9:0.9.0.0.0.0.9:0.0.0.0.0:0.9.0.0.0.0.0.0.0.0.0.0.0 9:0.0.0.0 0.4l

*c xConfiguration Policy AdministratorPolicy Service DefaultCPL: "<reject
status='504"' reason='Admin Policy Unavailable'/>"

*c xConfiguration Policy FindMe Mode: Off

*c xConfiguration Policy FindMe CallerId: IncomingID

*c xConfiguration Policy FindMe UserDeviceRestriction: Off

*c xConfiguration Applications ConferenceFactory Mode: Off

*c xConfiguration Applications ConferenceFactory Alias: ""

*c xConfiguration Applications ConferenceFactory Template: ""

*c xConfiguration Applications ConferenceFactory Range Start: 1

*c xConfiguration Applications ConferenceFactory Range End: 65535

*c xConfiguration Applications OCS Relay Mode: Off

*c xConfiguration Applications OCS Relay OCS Domain: ""

*c xConfiguration Applications OCS Relay OCS Routing Prefix: "ocs"

*c xConfiguration Applications Presence Server Mode: Off

*c xConfiguration Applications Presence Server Publication ExpireDelta: 1800
*c xConfiguration Applications Presence Server Subscription ExpireDelta: 3600
*c xConfiguration Applications Presence User Agent Mode: Off

*c xConfiguration Applications Presence User Agent ExpireDelta: 3600

*c xConfiguration Applications Presence User Agent RetryDelta: 1800

*c xConfiguration Applications Presence User Agent Presentity Idle Status: Online
*c xConfiguration ResourceUsage Warning Activation Level: 90

*c xConfiguration Services AdvancedMediaGateway Zone Name: ""

*c xConfiguration Services AdvancedMediaGateway Policy Mode: Off

OK

exit
Bye!
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