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- VM(Small Virtual Machines)2| Z? 2HAHE Ol 20 NS EIH & & &0| otLH £
HAEHZRH 82 U2 = daLch
- 4719 |0 EB{AEH ZHI|ag oMo 7|8t 832 CHZ o|O|X|ol EA|IELICE

Platform Registrations Calls (video or audio-only) RMS MRA TURN
(room/desktop) Licenses Registrations Relays
(proxied)
CE1200 20,000 2000 video or 4000 audio 2000 20,000 24,000
Large VM 20,000 2000 video or 4000 audio 2000 10,000 24,000
Medium 10,000 400 video or 800 audio 400 10,000 7200
VM
Small VM 2000 40 non-MRA video, or 20 MRA 75 200 1800
video
or 40 audio
32 Ho|X| 24

Mandatory field Indicates an input field that must be completed.

Peer-specific When an Expressway is part of a cluster, most items of
configuration item _I— configuration are applied to all peers in a cluster. However, items
indicated with a ¥ must be specified separately on each cluster
peer.
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. 22{AH I|o{ ZHoi= NAT(Network Address Translation) 7} 91040k & L|C}.
& 1:Expressway-E0l| A Bt NIC(Network Interface Controller)E A& 3t B2 38 IPE
E M

A& 3atoF B LICtExpressway-E0|A1 O|& NICE AtE5tE B2, LIF ClEH olA
2AEE &8l oF gLiCt.

. IP &4, DNS(Domain Name Service) & NTP(Network Time Protocol)& T 433l 0k gtL|C}.
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Cluster Connections Before X8.8 Cluster Connections X8.8 Onwards
Expressway-C Exgrassway Expressway-C
1719
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KEY
™
-
—— —p
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Purpose Sec. 1P | Sre. ports Protocol | Dest. [P Dst. Ports Purpose Sre. 1P Sic. ponts Protocol Dest. 1P Dst, Ports
Cluster database synchronization (IPSoc AH) This NiA 5 Othar MFA Cluster recowery This peer 20000-35999 TCP Othar paars 43M
peer peers Cluster communication Thiz peer B0000-35999 s Oither peers 4372
K b betw e ISAKNP Thi: 500 uoe Oth 500
) AR S e } pe:, F*:: Bandwidth management This peer 1719 uoe Other peers 1719
Cluster recovery This 30000- uoe Other 437
poer 35959 pOBrs
Cluster communication This 30000~ TCP Other 4369~
peer 35959 pErs 4380
Bandwidth management [Expressway-C cluster This 1719 uoe Other 1719
only) peer pEers
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2. System(A|AE)) > Clustering(EHAE )22 O|SELICH
3. Ct= 2k = ghLct.
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A2 o QHHsER|B 2 m|o{7t 7 &8t QIEAME 7HX| 1 {010k 5t0H CA(Certificate
Authority)= CHE 2 E Z[0{0i| A &lZ|8 ok BrL|CH.

L|C}. TLS &9Ql 2 =7} Enforce2 M% =
) EE= SAN(Subject Alternative Name) 2
ghlct.

Ijo{ 1 F4:0] Expressway(7|E zjof)o| FAE =EF
A< 0| o9 B Mol U= FA CN(Common N ame
°|7(|o|"_ FQDN(Fully Qualified Domain Name)2 22350k
Clustering

Configuration

Cluster name (FQDN for Provisioning) expc-cluster.apolo.local I
Configuration primary 1w Ld

TLS verification mode Parmissive v | 1

Cluster IP version IPvd ~ i

Peer 1 address expc01.apolo.local 1

Peer 2 address I

4. M&E ME{grLct.
5. MHHE CHA| AlZHELICE
6. Maintenance(f+X| #2l) > Restart(R| AZ}) FM2 2 0|S &t CHS Restart(R| A[ZH)E MEHSI T
OK(EehE =relgrct.
7. CH2 olO|X|ol| ZA|E CHE QIS M7t =8| & QlgLct.
Clustering

Configuration

Cluster name (FQDN for Provisioning) expe-cluster.apolo.local !
Configuration primary 1wv| (8

TLS verification mode Permissive v | i

Cluster IP version IPvd ~ | 1

Peer 1 address + |expc01.apolo.local 1
Peer 2 address I

CHE Z|o{& F7tsted™ CHE B HE gL

1. 7|2 Expressway0{| A System > Clustering2 = | grLct.

2. 5 Hmyf Ul Z=of M Expressway I|04Q] FAE l24%tL|Ct

3. XM& & ME|grLc.

4. 1|01 12 O] AJARIE LIEtLHOF B LICH A Z[0{= Unknown(Y = 815)2 LtEFLHOF SHTH, M

2 DEE 1I|o{= ol R 2 AE{0] £t718| 7HUSHK| ko2 2 Failed(AITH) S LIEFLHOF &L
C}.
5. System(A|A&]) > Clustering(EHAER)2 2 0|535t04 0|0 2HAE | UE 52| Zlo B
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Cluster name ldentical to the Cluster name configured on the primary Expressway
Configuration primary Same number as chosen on the primary Expressway

Cluster IP version Same version as chosen on the the primary Expressway

TLS verification mode Same setting as chosen on the primary Expressway*

Peer 1 address ...Peer 6 | The addresses should be the same, and in the same order, as those entered on
address the primary Expressway
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9. ExpresswayE CHA| A|ZHELICEH

10. A & oF 22 S0t 7|CHEILICE 7|8 Am|adolMoi M 24| 2l|o[M0] SALE= Bl
L|Ct,

11. 22{AH O|O|E{H|O|A HEHE =FQIFLCH

Cluster database status Active

12. Z1|gol4d0| ot 2| Z|ofol SM| =R =X & I LCt.

‘ i « Certificate: Valid
« Clustering: Active as expc01 (Resolved 'expc01.apolo.local’ as
'10.15.13.15")

‘ i « Certificate: Valid
« Clustering: This system

+ ‘expcm .apolo.local

t ‘expcozapolo.local

TLS =l Al

Fol: A& 5t7| ol 215 A SANO| Peer N T4 Zl=0of /= FQDNO|
SHAAI. AL 7| ol 24 FA ZE Adof Fe{2E2 T °I§H 2|8t

F Alz|ofof ELCt,
expc01.apolo.local f v Certificate: Valid
T ‘ P P ‘ « Clustering: Active as expc01 (Resaolved 'expc01.apolo.local’ as
"10.15.13.15")
1 ‘expc[}Zapolo.local ‘ f « Certificate” Valid
« Clustering: This system
01. lo.local « Certificate: Valid
E ‘expc apoo-oca ‘ ‘ « Clustering: Active as expc01 (Resolved 'expc01.apolo_local' as
10.15.13.15")
t ‘expc02_apo|o,|oca| ‘ I i Certificate: Invalid (Common Name in certificate does not match)
« Clustering: This system

1. 7|2 m|o{oi A TLS EQl 2=& Enforce2 A& #LICt
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.TLS &el 27} O|M ME CHE I|ofol| M E[=X| = QIFLICH

. Save(MZHE MESI D 7|2 I|0{E CHA| A|ZFEFLICH

7|2 mo{7t CtA| 22! 4Ef7t E[T 2} T|o{E StLEM CHAl A|ZFEFLICE.
. E{AE7F QHESHE WX ZICHEl OS2 2 & T(odol| CHal AR X QUBM SEf7L
= AQIX| & QlghLCH.

ov_cnhoom

LS venfication mode Enforce hal BN

Cluster IP version IPvd ~ | i

Peer 1 address 1 | expc0.apolo.local i

Peer 2 address expcl2.apolo local I
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1. M Primary Expressway0il A System > Clustering2 £ 0| S gfL|C}.

2. Configuration primary(Z1I|28|0|M 7|&) ESCH2 HF0AM O] AlARIOl2tD dt= Z[o] &
O|ID HE & MEdFtLCt

3. ME S MEighct

Hn.0l Z2MAE +Hst= SO FBAE 7|2 BUR E= FHAEH BN 2FE 203
= Expressway2 "_‘?'_%5'- |&rct.

4. CHE 2 E Expressway I|0{0{M O] 7|& L|0{2 AR LICHO{TS| AMAE = UE B2
)

5. System(A|AH]) > Clustering(E{AEHT)2 2 O|S &Lt

6. Configuration primary(ZHI|2 0| 7|&) EECt2 HFHM M 7|& Expresswayl| ID #HE
= MEHSFL|C).

7. X-i’_é!% MHEdgtL|Ct

8. Configuration(ZdI|22i[0|4d) Z|& 0l CHEt B4E ALE O] B E|RA=K| = 15t 1 System(A|AE]
) > Clustering(E2{AEHZ)2 £ 0|S3+04 I 0|X|E MZ TEILCH.

9. ExpresswayOll M B3 E £E5IX| A2 F? St MR E etSFLICH

10. 2{AE O|O|E{H|0|A HEN7t 8o 2 H =X & lfLct.
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Start: “IP Permissive” cluster

Paar 1

IF addeas P addeas
Pasinm
Save Save Save

Ghange Peer 1 addre=ss across the cluster
Peerl Peer 2 Feer 2
Save Save Save

Eha'nge Peer 2 address across the cluster

Paer 1 Paar 2 Paer 3
Save Save Save

Change Peer 3 address across the cluster

Feerl

End: “FQDN Permissive” cluster

(R )

Peer 2

L)

Feer 2

> Restart Peer 1

Restart Pesr 2

Restart Peer 3



Expressway-EQ| S{AE F4A OHE

MRA(Moblle and Remote Access)2t &2 2ot 59| B2 Zt Expressway-E I|0{= &
FQDNZ Z & 5t= SANO| /U= I ME 7HA{0F & LICHFQDN2 3& DNSO| M Expressway-E 2|
gIP $¢01| OH& &Lk,

& 1:Cisco Expressway-E I|0{& EHAERSIE{= B2 liE m[o] 7+ol| TLS & elo| ER5t
XNet2 BR LEO M IP FAE EHAHE FHE = USLICLEHAHF UH’" | &
QK| E’éQL—lEP.

IP

LAN 1 - Internal

IPv4 address t [10.15.13.20 i
IPv4 subnet mask 1 |255.255.255.0 I
IPv4 subnet range 10.15.13.0 - 10.15.13.255

IPv4 static NAT mode t [ Off v] L

IViaximum transmission unit (MTU) * 1 |1500 |

| LAN 2 - External

IPv4 address + [192.168.245.131 | i
IPv4 subnet mask T |255.255_255.0 | i
IPv4 subnet range 192.168.245.0 - 192 168.245.255

liPv4 static NAT model t I
IPv4 static NAT address T | 10.88.246.163 1
Maximum transmission unit (MTU) * 1 | 1500 | L8

Z{AE F4 012 FQDN:IP 422, Z2B{AE MAIM SRE0 Z+ Zlofol CHal 8 4 elu|ct
.I|o{E= DNSE #{2[ot7| Toll i Elo|& S HZEstT, YR[stE 50| Y74/ DNSE 2|6t
X| ek& Lt

TLSE MBHES Mests T2 Tjofs 22l 9EMSI SAN EEolM Ol&E 9im ool

1. 7|2 IZ|0{0{ M System > Clustering2 £ 0+0|12|0|45t 1 Cluster &4 DNEE 438 =

ECH2 S One 2 HAFLICHZ|222 Off). 2t{AE T4 0|8 =7t EAIELICH
2. Expressway-E I|012| 3& FQDNO| LIS NICQ| IP FA 2} UX[St=S D& S HHEIFLICH
3. M&e Mgt



Cluster Address Mapping

Cluster address mapping enabled | On v l i

Suggest mappings based on system information

Cluster address mappings FQDN || expell apolo.local | IP: | 10.15.13.20 | |

|oie| I{E 2] FQDNE Z 20|58l IP 40 0fE 5t K| Ot A2
o

& NICE Ar8dte #2AH

SEIAE{S| Expressway-E TIo{7} 9IS M= M2l DB HOIGHES otei® DNSE A Sstod Fai
AE{ Iof FQDNE B8 IP A2 HOISZ & 5188 4 2&LIC} Ol Expressway-E =Z0f Ct
20| Rl 72 FRAEIE TASHE ol sl Hers dralLic

- NIC= ShLFRt
L TAE T NAT 818
 BIRE JHSEHIP A

£ sl d
3 MAHE EBMsE 22

SHAEE HO[X|oM 2E T|o] T4 EEE X[ AL|T20|ME K& Expresswaye Ct
= AN1(Local Area Network

SO0 CHA| AlZHE [ 7|22 2 Factory Reset A A& +™&FLICEE, L
1) CIE{H|0|A 2| 7|2 W ESA ZAu[as|olMS XﬂQIo T 2E Hu[ad|o|Mo| A E|0d, of x|
J30|M2 EEE X2 F Ch3 OHA| AlEHet 2 & Huado|ME Z&guct
E: 3% MHEES WX[6ie{H EHAH I|o| F4A HEE SRFLICEH A Tl FAE SY
gt =ME HiE Ctg Hr|asio|ME MESHo{ Bl & X|ZLICt.

I|047F CHAl A|ZHE mH 218 OB & Ee{AH ZAT|ado|lME M7H5H7| {ls SE X HE*’“OI
Ascoz Ef|HEILCLAAMEYNEe e 7|2 HERT MEE ANost R E m|:LE1IOI Mg

- HTTPS(Hypertext Transfer Protocol Secure) HMA AL
. SSH HM|A AFR

FIHA X12.600 M SE ™2 T(o{of|M MHE IS A, B& 742l 7| L CA EEHAE X
A M-EE X1|7-|°*L—|EP.0|7“| Expressway &~ Z E Q|04 HF 0| M= o|2{eh Mol R XIELICH
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ExpresswayZ} A2 M x| El OVA(Open Virtualization Appliance)0| YIHO|EL|X| g2 BL &
& Aol Alufe = UELICH
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- B2E LEE tar.gz IS AH85t0{ SUE LA ZEQ| 0] HESE Yado|=gfLC 428 0]
E Z2MAT BUT MHE CHA| A|lZHE Ol 3 MHEHE EB|7{FEUCH

. WinSCP(/mnt/harddisk/factory-reset/)& At&5t04 S & T 7|3 E20] tar.gz TS EH A=
EgrLct O3 ot S CHA| AZFStod 3E RiIAEE S AIESHHLE CLIOAM S AP S A&E

L|CH.
Ho:ATBiols, AIBM WE £ BT £7I8 Zuot AS [ XS HUg S sHoF T
=3

AIBIA CHA] A[Ef

SE{AE EE 018 CHA| AIRHsHOF st 72 CHS B S-ELICH

1. 7|12 Lo{E ChA| AR5t ¢ QIE{HO|AS Sal| AMAE £ S W7 K| ZICHRILICH
2. 2 mojel 7|2 & ’éJEHOiI CHet Sei{AE Sx 4EE Selgict® 2 Hx 7|ct2l & i
2 1lo{o| ¥ QIE{Ho|AE ME2 T ELC

3. Rt B CHE I|ofE ._F ol StLHA CEA| A[ZFRFL|CH MM A 7hSE &= H 2 HE 7|0
Ct7t SA| oEfE & IELCt.
& 1:Expressway I|0{7} 43 AEHE E105t7| Mo 2HAEE HES & of 52 M 7ot

B{0F & & UA&LICH

dE U F1
2HAH 2F FE= g FAISE EAELICHLBHAEH SX| 25F:(details) Z4I|18[0|ME =
o2 87|88lok 5t Ct S oll= Chaat Z&LCh.

- EAH SHM 2FRTEE
- 2HAHSHM LT IR E
o=z S7|3lsHoF gfL|Ct.
- EtAH SHM 2778 7|2 ID7t YX[5HK| A &LICH FHE =822 7|38l ok gLt
- EHAH SH 2F:0| mjo{e| Hx|azolMo| 7|2 ?L'JLIJHIOIJ.\_J_'—P SE5tEE Z4x|ado|M
2 =82 & 57|3tslok gLCt
5t 2| Expressway7t 2128t ZEE &£

rr 4>

S22 S7|3tslof FLict
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| ot E=2l mlo] #E IUS HE + UELICHL 7HE =S

ot

rr
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HiAtg gL
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1. SSH == 7|E} CLI 2IE{mH|0]| & 01| M EE[RtZ 23 I%F LT
2. CI HHE AM-ELICH xcommand ForceConfigUpdate

a:daeolg, QB #HE
Ct.

i

S TF &715 Z07t S I R el SOk B

3. 0| BH2 5+2| Expressway 71| 12{|0|ME A X8 CHS 7|2 Expresswayd| Al 71|12 Of



ME ZANZ Hdlo|EFLIC.
M7 RISEH FHAH Z|ofE AE 35 7|9 BE0| US = UELICH LMo Z T[o{7t HEE
=ME Yad0|=x|H st Zlo{7t 7|2 m|o{et S7I8H %] L£§ L|Ct. otk 2H A xcommand
forceconfigupdate7} 2 S35t x| &t o™ CtZ HALE =& ELCt

OOII

1. 7|2 1|o{oi 2121504 AFE|7} A AFOIX| &QlEtL|C}.

2. 24 E ZAI|ago|Mof o] Z|o{7t 7|8 1|07} E|EF EA|L|=X| & QlgL|Ct.

3. 7|2 W7|X|E CtA| Hdado|=E5tn Hel dasio|=ol AFE8H 4t SUEH 7 |X|E AFSE
L|C}.

7|2 Llo{7t dadole 2 2[REE F SA ZE7 X|HELICHolE YEXo 2 REE £+ 1082
LHol| 2f A5 X2 R & & Z|CH 208 LHol graligh 4~ Q& LICH.
38 3=
¥ZE #ii2ET F4:H.323 ZEE HX] look EL|Ct F2AEZ2 mo] 7ke| H.323 4
M-S EfLCt.
O| 2 & X|®2{t H.323 2=7} 74X JU=X| & Ql5tE{™ Configuration(Z1Z[12i| 0 M) >
Protocols(Z2EZ) > H.3232 £ 0|S#LIC}H
Expressway Cl|O|E{H|0|A AlT{:Cisco X|¥ EEA|H 2254 AIL.
Ol B3/ A2 E sflZste{H OIS MR E [MEAMAIL.
1. A AR AHAES M50 K| B Ao H M S ELICE.
2. 22{AE{0| M ExpresswayE M|74EfLIC}H
3. 0|0l ExpresswayOll A =23t Bi40i A i Expressway O O|E{H[O|AE ST LICEH
4. 22{AE{0| ExpresswayE CHA| F=7}&FLCH.
= | 2 ClO|E{HI0|A T ST EIX| §f 2 B 7tsELICH
1. AR ALHAFS M504 TAC(Technical Assistance Center)oll XS & L|C}
2. 2{AE{0| M ExpresswayE A7 LIC}.
3. root2 292151 clusterdb_destroy_and_purge_data.sh BE23& &l erL|C}
4. O|oi| ExpresswayOl| A =23t Bi40f| A ST Expressway Ci|O|E{H|O|AE =& ELICH
5. 2{AE{0l| ExpresswayE CHA| F=7}EFLICH
Ho:daso|lE, B HE E= 38 X758 B0t S [ MEE sids &t of &L
EP.
%= 9]:clusterdb_destroy_and_purge_data.sh= A 2|22 I ELIC O] M2 obx|ef s=EHo
2 A28

AAE 7| 27 2
H3:che HEE A X140 MBEUCh

Eh = AL 2| 20l|lA ExpresswayOil M £ It Z2 & AO|0|EstR| ZR&LICH
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1. CLIE Sall Z2[xXt2 2RI LICHSSHE Sl 7|IEXMo 2 A8 7H55tH sHES01 HE Q|

MY IZEE Sl M8 7tS)
2. C}2 BHES AZEHLICH xCommand ForceSystemKeyUpdate.
SHAEH AlLE|29] ExpresswayOl M 2 I ZH E A0 0|ESHK| Z&&LICY.

CHS Axtol et ol2Et S/l ZEE siZgfLch

X| ot2 CLIZE E35H(SSHE Sall 7IEXMoZ A8 7Hs3tH st=Sof BT Q]
M8 7182 o #ER2 2a0lgL|Ct

& LICH. xCommand ForceSystemKeyUpdate.

n o
oo p oy
02 K HT
ol m N
mo M g
> o 0%
0% St ok

2.
EI M5 HE
Expresswayl| CH& 29t OFEH7HX|Z2 TCP HEZE AFEstod RIE EO8 g 4ste = /J&LCt.

Mab AEHO| OIAE L E9| DB §718t= CH=

ru{)in

2oz 270i EA|IELICE

2020-07-21T15: 16: 50. 321- 05: 00 expcOl replication: UTCTi ne="2020-07-21 20: 16: 50, 321"

Modul e="devel oper.replication" Level ="I NFO' CodelLocati on="cl usterconfi gurati onsynchroniser(270)"
Detail ="Starting synchronisation" 2020-07-21T15: 16: 50. 330-05: 00 expc01 replication:

UTCTi me="2020- 07-21 20: 16: 50, 330" Mbdul e="devel oper.replication" Level ="I1NFO'

CodelLocati on="cl usterconfigurationutils(750)" Alternatel PAddresses="[u'(10.15.13.15 expc01)"',

u' (10.15.13.16 expc02)']" ConfigurationMasterlndex="0" Local Peerl ndex="0" 2020-07-
21T15: 16: 50. 433- 05: 00 expcOl1 replication: UTCTi me="2020-07-21 20:16: 50, 433"

Modul e="devel oper.replication" Level ="I NFO' CodelLocati on="cl usterconfi gurati onsynchroniser(257)"
Detail ="This peer is the cluster master, |ocal configuration has already been replicated to the
ot her peers" 2020-07-21T15: 16:50. 437- 05: 00 expcO01 replication: UTCTi me="2020-07-21 20: 16: 50, 437"
Modul e="devel oper.replication" Level ="I NFO' CodelLocati on="cl usterconfi gurati onsynchroniser(336)"
Det ai | =" Synchroni sati on conpl eted successful | y"
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2020-07-21T15: 16: 46. 900- 05: 00 expc02 replication: UTCTi me="2020-07-21 20: 16: 46, 899"

Modul e="devel oper.replication" Level ="I NFO' CodeLocati on="cl usterconfi gurati onsynchroniser(270)"
Detail ="Starting synchroni sation" 2020-07-21T15: 16: 46. 908- 05: 00 expc02 replication:

UTCTi ne="2020-07-21 20: 16: 46, 908" Modul e="devel oper.replication" Level ="|NFO'

CodelLocati on="cl usterconfigurationutils(750)" Alternatel PAddresses="[u'(10.15.13.15 expc01)'

u' (10.15.13.16 expc02)']" ConfigurationMasterlndex="0" Local Peerlndex="1" 2020-07-
21T15: 16: 46. 947- 05: 00 expc02 replication: UTCTi me="2020-07-21 20: 16: 46, 946"

Modul e="devel oper.replication" Level ="I NFO' CodeLocati on="cl usterconfi gurati onsynchroniser(254)"
Detail ="This peer is not the cluster nmaster, local configuration is already up to date" 2020-07-
21T15: 16: 46. 950- 05: 00 expc02 replication: UTCTi me="2020-07-21 20: 16: 46, 950"

Modul e="devel oper.replication" Level ="I NFO' CodeLocati on="cl ust erconfi gurati onsynchroniser(336)"
Det ai | =" Synchroni sati on conpl eted successful |l y"
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2020- 08- 12T14: 57: 43. 353- 05: 00 expc01l UTCTi me="2020-08-12 19:57: 43, 353"

Modul e="devel oper. cl ust erdb. cdb” Level ="1 NFO' Node="cl ust erdb@xpc01. apol o. | ocal "

Pl D="<0. 159. 0>" Detail ="Processed mesi a_down event from accessi bl e node"

Node="cl ust er db@xpc02. apol o. | ocal " 2020- 08-12T14: 57: 43. 354- 05: 00 expc01 UTCTi ne="2020-08-12

19: 57: 43, 353" Mbodul e="devel oper. cl ust erdb. cdb" Level ="ERROR' Node="cl ust er db@xpcO01. apol o. | ocal "
Pl D="<0. 159. 0>" Detail ="I nconsi st ent Dat abase" Context="from mmesia system - mmesia down"
Node="cl ust er db@xpc02. apol o. | ocal " 2020- 08-12T14: 57: 43. 354- 05: 00 expc01 UTCTi ne="2020-08-12



19: 57: 43, 354" Modul e="devel oper. cl ust erdb. cdb” Level ="1 NFO' Node="cl ust erdb@xpcO01. apol o. | ocal "
Pl D="<0. 159. 0>" Detai | =" Connecti ng dat abase on mmesi a runni ng_partitioned_network event"
Node="cl ust er db@xpc02. apol o. | ocal " 2020- 08-12T14: 57: 43. 354- 05: 00 expc01 UTCTi ne="2020-08-12
19: 57: 43, 354" Mbodul e="devel oper. cl ust erdb. cdb” Level ="1 NFO' Node="cl ust er db@xpcO01. apol o. | ocal "
Pl D="<0. 14215. 425>" Detail ="Ready to perform node connection transaction"

Node="cl ust er db@xpc02. apol o. | ocal " 2020- 08-12T14: 57: 43. 354- 05: 00 expc01 UTCTi ne="2020-08-12
19: 57: 43, 354" Mbodul e="devel oper. cl ust erdb. cdb” Level ="1 NFO' Node="cl ust erdb@xpcO01. apol o. | ocal "
Pl D="<0. 14215. 425>" Det ai | =" Runni ng node connection transaction”

Node="cl ust er db@xpc02. apol o. | ocal " 2020- 08-12T14: 57: 43. 354- 05: 00 expc01 UTCTi ne="2020-08-12
19: 57: 43, 354" Mbodul e="devel oper. cl ust erdb. synchroni se" Level =" WARN'

Node="cl ust er db@xpcO01. apol o. | ocal " PI D="<0. 14215. 425>" Detail ="Fail ed connecting to node"
Node="cl ust er db@xpc02. apol o. | ocal " Reason="{ badrpc, { EXIT, { aborted, { noproc, { gen_server,
call, [ kernel _safe_sup, { start_child, { dets_sup, { dets_sup, start_link, }, permanent, 1000
supervisor, [ dets_sup ] } }, infinity ] } } } } }" 2020-08-12T14:57: 43. 524-05: 00 expcO0l1l al arm
Level ="WARN' Event ="Al ar m Rai sed" |d="20006" UUl D="0f 96695e- d954- 4f 6f - 85c1- 2ef leae6bf 764"
Severity="warni ng" Detail ="C uster database comrunication failure: The database is unable to
replicate with one or nore of the cluster peers" UTCTi me="2020-08-12 19:57: 43, 524" 2020- 08-
12T14:57: 43. 771- 05: 00 expc01l alarm Level ="WARN' Event ="Al arm Rai sed" |d="20004" UU D="3bca6888-
f 622-11df - 93be- 07cc953d7b99" Severity="warning" Detail ="Cl uster conmunication failure: The
systemis unable to comunicate with one or nore of the cluster peers" UTCTi ne="2020-08-12

19: 57: 43, 771"

2020- 08-12T14: 57: 53. 872- 05: 00 expcO1l tvcs: UTCTi ne="2020-08-12 19:57: 53, 871"

Modul e="net wor k. h323" Level ="I NFO': Action="Sent" Dst-ip="10.15.13.16" Dst-port="1719"

Det ai | =" Sendi ng RAS SCI SeqNum=52319 Retransmi t=True" 2020-08-12T14:57: 54. 872-05: 00 expc01 tvcs:
UTCTi me="2020- 08-12 19:57: 54, 871" Modul e="networ k. h323" Level ="I NFO': Action="Sent" Dst-

i p="10. 15. 13. 16" Dst-port="1719" Detail ="Sendi ng RAS LRQ SeqNum=52320 Retransm t=True" 2020-08-
12T14: 57: 56. 872- 05: 00 expc01 tvcs: UTCTi ne="2020-08-12 19:57: 56, 871" Modul e="net wor k. h323"
Level ="I NFO': Action="Sent" Dst-ip="10.15.13.16" Dst-port="1719" Detail ="Sendi ng RAS LRQ
SeqNunmr52320 Retransm t=True" 2020-08-12T14:57:57.871-05: 00 expc01l tvcs: UTCTi me="2020-08-12
19:57:57,871" Mdul e="networ k. h323" Level ="I NFO': Action="Sent" Dst-ip="10.15.13.16" Dst-
port="1719" Detail ="Sendi ng RAS SCI SeqNunv52319 Retransmnit=True" 2020-08-12T14:57:58. 871-05: 00
expc0l tvcs: Event="External Server Conmunications Failure" Reason="gatekeeper tined out"

Servi ce="Nei ghbour Gat ekeeper" Det ai |l =" nane: 10. 15. 13. 16: 1719" Level ="1" UTCTi me="2020- 08- 12
19:57: 58, 871" 2020- 08- 12T14: 57: 58. 871- 05: 00 expc01 tvcs: UTCTi ne="2020-08-12 19:57: 58, 871"
Modul e="net wor k. h323" Level ="I NFO': Action="Sent" Dst-ip="10.15.13.16" Dst-port="1719"

Det ai | =" Sendi ng RAS LRQ SeqNum=52320 Ti neout =True" 2020- 08-12T14:57:59. 601- 05: 00 expcO1

UTCTi me="2020- 08-12 19:57:59, 601" Mbddul e="devel oper. cl ust erdb. peer naneresol ver" Level ="| NFO'
Node="cl ust er db@xpcO1. apol o. | ocal " PI D="<0. 145. 0>" Detail ="Triggering forced peer update of
peers which failed DNS and queuei ng next run" Queue-Ti me-ns="300000" 2020-08-12T14:58: 01. 871-
05: 00 expc01 tvcs: UTCTi me="2020-08-12 19:58: 01, 871" Modul e="net wor k. h323" Level ="| NFO':
Action="Sent" Dst-ip="10.15.13.16" Dst-port="1719" Detail ="Sendi ng RAS SCI SeqNum=52319

Ti meout =Tr ue"
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2020- 08-12T15: 13: 24. 970- 05: 00 expcO0l1l UTCTi ne="2020-08-12 20: 13: 24, 969"

Modul e="devel oper. cdbt abl e. cdb. cl ust er Confi gurati on" Level =" DEBUG'

Node="cl ust er db@xpcO1. apol 0.l ocal " PI D="<0. 345.0>" Detail="Inserting into table"

Tabl eName="cl ust er Confi gurati on" 2020-08-12T15: 13: 24. 976- 05: 00 expc01 UTCTi me="2020- 08- 12
20: 13: 24, 975" Event =" Syst em Confi gurati on Changed" Node="cl usterdb@xpc01. apol o. | ocal "

Pl D="<0. 345. 0>" Detail ="xconfiguration clusterConfiguration tls_verify - changed from
Perm ssive to: Enforcing" 2020-08-12T15: 13: 24. 976- 05: 00 expcO01l httpd[ 15060]: web: Event="System
Configurati on Changed" Detail ="configuration/cluster/tls_verify - changed from 'Perm ssive' to:

"Enforcing'" Src-ip="10.15.13.30" Src-port="53155" User="adm n" Level ="1" UTCTi ne="2020-08-12
20: 13: 24" 2020-08-12T15: 13: 24. 979- 05: 00 expc0l1l managenent: UTCTi me="2020-08-12 20:13: 24, 978"
Mbdul e="devel oper. managenent . dat abasenmanager" Level ="|1 NFO' CodelLocat i on="dat abasemanager (312)"
Detail ="Cluster configuration change detected" 2020-08-12T15: 13: 24. 980- 05: 00 expcO1

UTCTi me="2020- 08- 12 20: 13: 24, 980" Mbdul e="devel oper. cdbt abl e. cdb. cl ust er Confi gurati on"

Level =" DEBUG' Node="cl ust erdb@xpc01. apol 0.l ocal" PI D="<0.345.0>" Detail="Inserting into table"
Tabl eName="cl ust er Confi gurati on" 2020-08-12T15: 13: 24. 986- 05: 00 expc01 nanagenent: UTCTi me="2020-
08-12 20: 13: 24, 986" Modul e="devel oper. managenent . dat abasemanager" Level ="| NFO'

CodelLocat i on="dat abasenmanager (405)" Detail ="TLS Verify change status" Startup="Fal se" New="True"



2020- 08- 12T15: 13: 25. 022- 05: 00 expc01l UTCTi ne="2020-08-12 20: 13: 25, 022" Event ="Syst em
Configuration Changed" Node="cl usterdb@xpc01. apol o. | ocal" PI D="<0.557. 0>"

Det ai | ="xconfigurati on alternatesConfiguration - Changed" 2020-08-12T15: 13: 25. 022- 05: 00 expcO01
UTCTi me="2020- 08- 12 20:13: 25, 022" Mbodul e="devel oper. cl ust er db. peer naneresol ver" Level ="| NFO'
Node="cl ust er db@xpcO1l. apol 0. | ocal " PI D="<0. 145. 0>" Detail ="Noti fyi ng dat abasenanager
(Managenent Franmewor k)" 2020-08-12T15: 13: 25. 022- 05: 00 expc01l UTCTi ne="2020-08-12 20: 13: 25, 022"
Modul e="devel oper. cl usterdb. al t ernat esmanager” Level ="1 NFO' Node="cl ust er db@xpcO01. apol o. | ocal "
Pl D="<0. 142. 0>" Detail ="alternate peer changed info reci eved" 2020-08-12T15: 13: 25. 031- 05: 00
expc01 UTCTi me="2020-08-12 20: 13: 25, 031" Event ="System Confi gurati on Changed"

Node="cl ust er db@xpcO1. apol o. | ocal " PI D="<0.557. 0>" Detail ="xconfi guration

al ternat esConfi guration - Changed" 2020-08-12T15: 13: 25. 192- 05: 00 expc0l1 managenent :

UTCTi me="2020- 08- 12 20:13: 25, 192" Mbddul e="devel oper. di agnosti cs. al ar nmanager" Level ="| NFO'
CodelLocati on="al ar mmanager (173)" Detail ="Rai sing al arni’ UU D="e2b8e3d1-b731-4d7d- b606-

4682a8f 0c2e6" Paranmeters="nul|" 2020-08-12T15: 13: 25. 195-05: 00 expc01l nanagenent: Level =" WARN'
Event =" Al arm Rai sed" |d="20007" UU D="e2b8e3d1-b731-4d7d- b606-4682a8f 0c2e6" Severity="warni ng"
Detail ="Restart required: Cluster configuration has been changed, however a restart is required
for this to take effect” UTCTi ne="2020-08-12 20: 13: 25, 194"

Peer . E 20| CHS £330i| E A|ELICEH

2020- 08-12T15: 13: 24. 976- 05: 00 expc02 UTCTi ne="2020-08-12 20: 13: 24, 976" Event =" System
Configurati on Changed" Node="cl usterdb@xpc02. apol 0.1 ocal " PI D="<0.390. 0>"

Det ai | ="xconfiguration clusterConfiguration tls_verify - changed from Perm ssive to: Enforcing"
2020- 08-12T15: 13: 24. 979- 05: 00 expc02 managenent: UTCTi ne="2020-08-12 20: 13: 24, 978"

Mbdul e="devel oper. managenent . dat abasenmanager" Level ="|1 NFO' CodelLocati on="dat abasemanager (312)"
Detail ="Cl uster configuration change detected" 2020-08-12T15: 13: 24. 982- 05: 00 expc02 managenent :
UTCTi ne="2020- 08- 12 20:13: 24, 982" Modul e="devel oper. managenent . dat abasenmanager" Level ="| NFO'
CodelLocat i on="dat abasenmanager (405)" Detail ="TLS Verify change status" Startup="Fal se" New="True"
2020- 08- 12T15: 13: 25. 040- 05: 00 expc02 UTCTi ne="2020-08- 12 20: 13: 25, 040"

Modul e="devel oper. cl ust er db. peer nanmer esol ver" Level ="1 NFO' Node="cl ust erdb@xpc02. apol o. | ocal "
Pl D="<0. 136. 0>" Detail ="Notifyi ng dat abasemanager (Managenent Framework)" 2020-08-
12T15: 13: 25. 040- 05: 00 expc02 UTCTi me="2020-08-12 20: 13: 25, 040"

Modul e="devel oper. cl usterdb. al t ernat esmanager” Level ="1 NFO' Node="cl ust erdb@xpc02. apol o. | ocal "
Pl D="<0. 143. 0>" Detail ="al ternate peer changed info reci eved" 2020-08-12T15: 13: 25. 041- 05: 00
expc02 UTCTi me="2020-08-12 20: 13: 25, 041" Event ="System Confi gurati on Changed"

Node="cl ust er db@xpc02. apol 0.l ocal " PI D="<0. 543. 0>" Detail ="xconfi guration

al ternat esConfiguration - Changed" 2020-08-12T15: 13: 25. 042- 05: 00 expc02 UTCTi ne="2020-08-12

20: 13: 25, 042" Event =" Syst em Confi gurati on Changed" Node="cl usterdb@xpc02. apol o. | ocal "

Pl D="<0. 543. 0>" Detail ="xconfiguration alternatesConfiguration - Changed" 2020-08-
12T15: 13: 25. 046- 05: 00 expc02 UTCTi ne="2020-08-12 20: 13: 25, 046"

Modul e="devel oper. cl usterdb. al t ernat esmanager” Level ="1 NFO' Node="cl ust erdb@xpc02. apol o. | ocal "
Pl D="<0. 143. 0>" Detail ="alternate peer changed info reci eved" 2020-08-12T15: 13: 25. 047- 05: 00
expc02 UTCTi me="2020-08-12 20: 13: 25, 046" Mbddul e="devel oper. cl ust er db. peer naner esol ver"

Level ="1 NFO' Node="cl ust er db@xpc02. apol o. | ocal " PI D="<0.136.0>" Detail ="Notifying

dat abasemanager (Managenent Franewor k)" 2020-08-12T15: 13: 25. 047-05: 00 expc02 UTCTi me="2020- 08-12
20: 13: 25, 047" Event =" Syst em Confi gurati on Changed" Node="cl usterdb@xpc02. apol o. | ocal "

Pl D="<0. 543. 0>" Detail ="xconfiguration alternatesConfiguration - Changed" 2020-08-
12T15: 13: 25. 049- 05: 00 expc02 UTCTi ne="2020-08-12 20: 13: 25, 049" Event="System Confi guration
Changed" Node="cl ust er db@xpc02. apol 0.l ocal" PI D="<0.543. 0>" Detail ="xconfiguration

al ternat esConfiguration - Changed" 2020-08-12T15: 13: 25. 136-05: 00 expc02 managenent :

UTCTi me="2020- 08- 12 20: 13: 25, 136" Mbdul e="devel oper. di agnosti cs. al ar mmanager" Level ="| NFO'
CodeLocat i on="al ar mmanager (173)" Detail ="Rai si ng al arnf UU D="e2b8e3d1- b731- 4d7d- bh606-

4682a8f 0c2e6" Paraneters="nul|" 2020- 08-12T15: 13: 25. 139- 05: 00 expc02 nanagenent: Level =" WARN"
Event =" Al arm Rai sed" |d="20007" UU D="e2b8e3d1-b731-4d7d- b606-4682a8f 0c2e6" Severity="warni ng"
Detail ="Restart required: Cluster configuration has been changed, however a restart is required
for this to take effect" UTCTi ne="2020-08-12 20:13: 25, 139"
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https://video.cisco.com/video/6154771820001
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https://video.cisco.com/video/5809964179001
https://video.cisco.com/video/6154775607001
https://www.youtube.com/watch?v=apqGGMIrrpA
https://www.youtube.com/watch?v=MoFvWa9t8_I
https://video.cisco.com/video/5809964179001
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