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General | Details

Certificate Hierarchy
4 |ACTIVEDIRECTORY-CA

Certificate Fields
Extended Key Usage i
Certificate Subject Alt Name
Certificate Subject Key ID
Certificate Authority Key Identifier
CRL Distribution Points A8

Authority Information Access
Object Identifier (13614131121 7) 5
Object Identifier (1 36141 311 21 10) =

Field Value

Hot Critical
TLS Web Client Authenticaticon (1.3.&6.1.5.5.7.3.2)
TLS Web Serwver Authenticaticn (1.3.6.1.5.5.7.3.1)
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General  Media  Permissions  Security
Website Identity
Website:
Owner: This website does not supply ownership information.

Verified by:  DigiCert Inc

View Certificate

Privacy & History

Have I visited this website prior to today? Yes, 622 times

Is this website storing information {cookies) on my Yes | View Cookies
computer?

HaveI saved any passwords for this website? MNo | View Saved Passwords |

Technical Details
Connection Encrypted (TLS_RSA_WITH_AES_128 CBC_SHA, 128 bit keys, TLS 1.2) I
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorized people to view information traveling between computers. It is
therefore unlikely that anyone read this page as it traveled across the network.




Certificate Viewer: ﬂ

General | Details

This certificate has been verified for the following uses:
55L Client Certificate

SSL Server Certificate]

Issued To

Common Mame (CM)
Organization ()
Organizaticnal Unit (OU)

Serial Mumber

Issued By

Common Mame (CHN)  DigiCert SHAZ High Assurance Server CA
Organizaticn (O] DigiCert Inc

Organizaticnal Unit (OLU)

Period of Validity

Begins On 3/25/2015

Expires On 4/12/2017

Fingerprints

SHA-256 Fingerprint 3B:37:23:04:BE:92:0C:FF:2D:48:0B:52:07:5C:D5: 08z
F3:75:F6:0D:43:598:8B:73:22 A4 :ED:A8:EG: DT 2423

5HAL Fingerprint CE:7B:79:41:94:9E:07:48:F3:A4:B4:07:03:76:D3:52:12:50: A%:42

Close




Certificate Viewer

General | Details

Certificate Hierarchy
4DigiCert High Assurance EV Root CA
4DigiCert SHAZ High Assurance Server CA

Certificate Fields

4Builtin Object Token:DigiCert High Assurance EV Root CA
[ Certificate
Certificate Signature Algorithm
Certificate Signature Value

Field Value

O|X| Expressway-C7} Expressway-E2| QIZEME AZE|StEE T o2 2S5t =X| &l
Ct. Expressway-C 218 A7t Expressway-E0i| A{EEt CA0| 2|5 MEE 32 Z2MAE= ZHEHE L
Ct. coll ol0| Y= =8t 2410t S U QIS ME Expressway-EQ| A& £ Q= CA S50 YZ=F
LICt C7t CHE CAo| oall MEE A2 o|0|X[of| EA|E Rt SUst Z2MAE AHE8HoF 5t x|TH
CHAl MEE Expressway-C 215 Mol X212 Ar&3loF & L|Ct.

CUCM(Cisco Unified Communications Manager)Z} Expressway-C 7t 22t &4l

He
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A S8)EtE F /IR £ Eot 7[s0| Y&LCt SSL #EM 0|3 2| CUCM &1} CHE F QB M
E A&3st7| WZof o] & 7tX| Atolofl= &8t Ato|™o| }U&LICEH

TLS Verify - tomcat 215 A

H ot SIP S5 - CallManager 215 A
CUCMI} Expressway-C ZF EHAE F/d

0| B2 2| 7HE2 Expressway-C2 Expressway-E AtO|2t & 5| SLFLIC. CUCME HX
Expressway-C2| Mt RQIEME 4l=Z[5Hok & LICE. &, CUCMOIAM Expressway-C2| &7+ & R E
CIEME TLS &0l 7[5 2] tomcat-trust 2IEME YEESHT 20 C|HIO|A SEE 2[E
CallManager-trust2 JE2E35H0F B LICt. O 22 +=d5te{T CUCM & GUI LEF 4 HM
Cisco Unified OS Administration(Cisco Unified OS Zt2/)2 £ 0|S 8t Ct& Security(£2) >
Certificate Management(215 A #2[)2 O|S & LICt. 097|0{| A Upload Certificate/Certificate
Chain(UEM/RIE M M 2 E)S 2E/6tn SHIE A= 48 MEIStAHU Find(Z 7)) E EE
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===

@ Upload Certificate/Certificate chain - Mozilla Firefox

(| ht‘tps:_'_'- cmplatform/certificatellpload.do

Upload Certificate/Certificate chain

[ Eﬁ Upload m Close

- Status

® Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate/ Certificate chain
Certificate Purpose™® CallManager-trust -

Description(friendly name) Exprezsway Root Cert

Upload File Mo file selected.
|

[ Upload ] [ Close ]

@ *_ indicates required item.

Expressway-C7t CUCM Q& Moi| M8t CAE AlE[SH=X| 2 Ql&HoF BFLICEH O|E ?IsH AMEIE £
UE CA FSEO| FIHE = J&LICE Hel 2E B2 CUCM 1B MHE CAZ MEE F tomcat &

CallManager 2/5 M= S8t CA|A AMB3Hof g LICt 1B A7t CHE E< TLS Verify 2! Secure

—

Registration2 A& st= 3¢ F IS ME 25 lZ[5H0F &Lt

Hot SIP §&& s = ClHiolAo MEE cuCMe| E¢F ClHto|A T2 1tel 0|§ 0|

o= T

Expressway-C @I5 A0l SANS 2 LI E|o] RI=RX| &QlafoF gLt 2ot BIRIAE HAIX[7F &

o

Z|X| ot A2 CUCMOIA 4032 2 TLS ATHE LIEHHE F 7} ghAisthL|Ct.

LS —

N 21 =0t SIP S22 98 CUCMT Expressway-C 7Holl SSL #EH|0|37F S A5t & H
of #=Ml0|2 7k Y BLICh HX| Expressway-C7 &2t0IE &S 5411 CUCMO| o
A2 AIEELICH 70| MBXo 2 22| CUCME SEHE ZEI0|HEZ A CHE FHEN|

0|3 & A|EtEFLICt. &, Expressway-Cet OFEH7FX|2 CUCME| CallManager @18 AMofl= TLS

2 2210jelE U TLS B MH 215 S440| 2F M Elofof BLICH. KOIH2 CUCMIME

Olz{gt QIFAME & Ot YR E8X| ot UREF 4 2/OM, CUCMOI Mi @15 S4B 9l

2 LR 2ot S20| WMo E SSetchs WULITh SZ0iM CallManager 215 ME &

o} MEHSIE CUCMOIAM OIS 2QIEr 4= Ql&LICh 047|M Extension(2 &) MM ofzfol A Ab

& OIDE =l &= &Lt 220/ E 21B0i|= 1.3.6.1.5.5.7.3.27} EA|E|Z MH{ Q&0
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B Certificate Details(CA-signed) - Mozilla Firefox = - - o=t

@ https:/y fermplatform/certificatebdit.do?cert=/usr/local/cm/ security/CallManager/certs/CallManager.per

Certificate Details for cucm10-lab-pub.tkratzke.local, CallManager
[\a’jﬂ Regenerate [\E:ln Generate CSR _i.E'L Download PEM File |]'.§'L Download DER File

rStatus

® Status: Ready I

— Certificate Settings

Locally Uploaded 01/04/15 l
File Name CallManager.pem

Certificate Purpose CallManager

Certificate Type certs

Certificate Group product-cm |

Description{friendly name) Certificate Signed by tkratzke-ACTIVEDIRECTORY-CA

— Certificate File Data

m

———g == s - e e e e TR T P = rerrgp = e —p = ==

Key: RSA |:1 2.840.113549.1.1. 1) a
Key value: i
3082010a0282010100c3f0061dafbffas7cd781c96271346640829f55d5d92871b60ce17ddf 7897296384 E| I

1db705c43c97046df 73897 7483e282459096f 7cd30cc849c71055b2 7ffd30dc6d4ebc727beb7a96298ab78 —
01d25eb0e354086e3158df242d4039004f2c569308c875697ecdf2b3040d4aaz2dasb7ag2fea7abbd2342
Ofed20dd157a648eedctl1lcadtl 2cefd4af35ddaed1677bl8edoca?60ctaalddz0idas79edadadh7ed4ci Ve
elc9azdd9eaf90643calfaf757a7050ecifc385eccbb227d0947e3265737640e7db4d280e4 7763902595
60ata3dfdb010fadbde2dalsbesascBfd7357726d90e5601415c499e8d09ab36357c1223f1baes2baag2

32ba70485bd745407b354bd09d0203010001

Extensions: 9 present |
[
Extension: ExtkeylUsageSyntax (0ID.2.5.29.37) l
Critical: fal=e |
U=age oids: 1.3.6.1.5.5.7.3.2, 1.3.6.1.5.5.7.3.1, |
|

[ Regenerate ] [ Generate C5R ] [ Download .FEM File ] [ Download .DER File B
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KA ME 1B A7t U= CUCM AH

7IE2HM22 CUCM ME{oll= A&l M S M7t 274 M3 ELCh ol2{E d8ol UE B TLS
Verify(TLS & 2l) 2! Secure Device Registrations(C|HIO|A S8 EohE2 SA|0l A E = eis L
Ct. £ 715 & 5tL4E HS22 A £ UX|B 1B M7E XA MEE|of o2 2 KHA| MEE
Tomcat 2! XtA| MEEl CallManager 215 HE 25 Expressway-C2| AME[E = Q= CA SH0o| A
2 5ok BfLICt. Expressway-C= QIEME AESH7| fla Az SES HME W UXIst= MS
O] U= CIBAME R SX|FLIC et &2 SF0|MH o =2 tomcat EE= CallManager &
o{iH ZJ0o|E Y 7|50l AASELICH of3iZ2 otx| i J/AME Al Zdolct. o|E fl&t sHZA
YHE CA(SE = AHE)E CUCM IS XM E MEstL ailE CAR AlE[st= Rt

Expressway-C 2! Expressway-E Sc{AE{ 1124 A&

EEINIEIEIN

O|&53tE <8l Expressway-C EE= Expressway-E MEHO| F2E{AE{7} U= B 2 Ae{of CHal &
T O|CSRE 35t CAUM MESESE 5t= 20| E&LICEH O AlLtE|0M ZF Z|o] IB M

9| CN(Common Name)2 O|0|X|2t Z 0| &2t E2{AE FQDN(Fully Qualified Domain Name)O|
11 SAN2 Z2{4AE FQDN 2! Zf 1|o{ FQDNILICE.

Expressway Cluster Certificates
MRA

CN: FQDN of CLUSTER CN: FQDN of CLUSTER
SAN: FQDN C1 AND CLUSTER FQDN

c1 E1l SAN: FQDN E1 AND CLUSTER FQDN
SAN: PHONE SECURITY PROFILE SAN: EXTERNAL DOMAIN or
(FQDN FORMAT)(If Configured on CUCM) COLLAB-EDGE.EXAMPLE.COM
CN: FQDN of CLUSTER CN: FQDN of CLUSTER
SAN: FQDN €2 AND CLUSTER FQDN c2 E2 SAM: FQDN E2 AND CLUSTER FQDN
SAN: PHONE SECURITY PROFILE SAN: EXTERNAL DOMAIN or
(FQDN FORMAT)(If Configured an CUCM) COLLAB-EDGE.EXAMPLE.COM

EAE FQDN2 CN2Z AF235t1T SANS| 2 1|o{ FQDNIF E2{AE FQDNE AF235t04 E8{A
Elo| DE Lo SUSH CIBEME AI2Et £ Qoo 2 Z2 CAMM MES odz] 2IE Mol HIS
g &~ U&Lct

=



Expressway Cluster Certificates

MRA

CN: FODN of CLUSTER

SAN: FQDN C1, FQDN C2 AND CLUSTER FQDN c1

SAN: PHONE SECURITY PROFILE El
(FQDN FORMAT)(If Configured on CUCM)

CN: FQDN of CLUSTER
SAN: FQDN C2, FQDN C1 AND CLUSTER FQDN c2 E2
SAM: PHONE SECURITY PROFILE

(FQDN FORMAT)(If Configured on CUCM)

~ £ 1: UCMO{| M Secure Phone Security ProfilesE AI&35teE B<

CN: FODN of CLUSTER

SAN: FQDN E1, FQDN E2 AND CLUSTER FQDN

SAN: EXTERNAL DOMAIN or
COLLAB-EDGE.EXAMPLE.COM

CN: FQDN of CLUSTER

SAN: FQDN E2, FODN E1 AND CLUSTER FQDN
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@ Mozilla Firefox = B3 E
@ https:/[  |viewcent?cert=SERVER_CERTIFICATE E]
Certificate: i

Data:

Version: 3 (0x2)
Serial ﬁumber: |
Signature Algorithm: shalWithRSAEncryption
Iszsuer: DC=local, DCo | =] ACTIVEDIRECTORY-CR
Validity
Not Before: May 11 15:40:03 2015 GMT
Hot After : May 10 15:40:03 2017 GMT
Subject: C=U5, 5I=NC, L=RIP, (O=Cisco, OU=TAC, CN#
Subject Pukblic Eey Info:
Public Key Algorithm: rsaEncryption
Public-Eey: (2048 bit)
— Modulus:
00:95:ed:09:0f:99:Ta:f9:82:41:28:23:09:15:e20:
0d:7Tb:84:bc:87:52:35:19:e6:5f:81:be:62:bc:eb:
Bb:ad:9f:eaie3:l3:al:6lica:dbibe:Toidai31:Te:
FB:49:1d:75:2£:75:45:74:f0:5b:87:3c:5b:5f:12:
0g:dSic3:ab:iZ2oid5:02:a4:b4:01:2c:£8:94:d0:05:
— 2T7:1f:b7:4c:7d:3c:a2:a7:971ae:fc:5atbd:93::ce:
T5:60:Tc:53:22:06:27:72:97:2e:0d:9%:cf:dB: 1e:
Ob:ce:af:e8:5dife:e7:24:6e:65:92:12:5a:1e:bb:
Sf:3e:ica:90:b3:ed:50:ba:6l:1e:64:92:43:70:£1:
TT:bf:14:b7:31:af:6f:93:9b1a6:6c:a3:2e:60:bb:
e7:45:4e:f6:02:30:40:b0:35:2a2:6b:b%:cd:73:93:
01:74:f4:b3:cd:2e:5d:8ataf:cdidatcii58:136:co:
18:88:3c:9f:21:26:65:83:14:8Bc:b3:Te:73:b0:ce:
31:74:b2:c0:f6:19:45:bbatec:Zeifd:iesiafi6o 56!
Ff:74:23:00:80:45:f1:f7:a89:3e:TetBa:9c:71:7e:
T2:d4:e8:ad:b9:fd4:bec:6f:e5:57:45:4e:56:c9:£7:
ac:f0:98:a8:43:91:66:Tb:db:9f:ef:91:df:11:59:
Bf:8f
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 EKey Usage: critical
Digital Signature, Key Encipherment, Data Encipherment

X509v3 Extended Key Usage: L
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Filter: ' tcp.stream eq19 IZI Expression... Clear Apply Save Filter

No. Time Source Destination Protocol  Length Info
1803 2015-06-03 18:01:07.522714 TCP 74 25018-7001 |5¥YN] S
1806 2015-06-03 18:01:07.522835 I:l I:l TCP 74 700125018 [SYN, Al
1807 2015-06-03 18:01:07.522855 TCP 66 25018-7001 [ACK] S
1808 2015-06-03 18:01:07.523594 TLSv1.: 266 Client Hello
1809 2015-06-03 18:01:07.523846 TCP 66 7001-25018 [ACK] S
1811 2015-06-03 18:01:07.538935 TLSv1.: 1514 server Hello
1812 2015-06-03 18:01:07.538970 TCP 66 25018-7001 [ACK] S
1813 2015-06-03 18:01:07.539008 TLSv1.: 1514 certificate

n

# Frame 1813: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)

+ Ethernet II, Src: Vmware_al:14:46 ( ), Dst: Vmware_al:le:el ( )]

+ Internet Protocol Version 4, Src:

+ Transmission Control Protocol, Src Port: 7001 (7001),

# [2 Reassembled TCP Segments (2541 bytes): #1811(1390), #1813(1151)]

Secure Sockets Layer
-l TL5v1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
version: TLS 1.2 (0x0303)
Length: 2536
-l Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 2532
Certificates Length: 2529
- Certificates (2529 bytes)
Certificate Length: 1612

# Certificate (id-at-commonName= ,id-at-organizationalunitName= ,id-at-organizationNa
certificate Length: 911
# Certificate (id-at-commonName= " " -ACTIVEDIRECTORY-CA,dc= "~ © o, de= )
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Client certificate testing

_I Client certificate

This tests whether a client certificate is valid wt

Uploaded test file (PEM format)

No file selected,

pm-vecscll cer

Certificate source
Select the file you want to test

Currenthy uploaded test file

Thiz =ection applies only if vour certificate conta
username format combinations to the nominated

ISubject: *CN=(?<captureCommonName={[" Wik

<l Certificate-based authentication pattern

Regex to match against certificate
#captureCommoenMName#

Username format

Check certificate

Invalid: The client certificate is not signed by a CA in the trusted CA list.

Valid certificate:
ExpresswayOll M 21& M CRLE 7t & & 91X|BF Expressway0l A CRL HALE AFE5HK|
LRI YUMSE A2, 0l QIBME L = JUCHCIE ZE =0l HAME SO
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Client certificate testing

Client certificate

This tests whether a client certificate is valid when checked against the Exp

Certificate zource Uploaded test file (PEM format) - i
Select the file you want to test Browse_ | Mo file selected. i
Currently uploaded test file vCs.cer

Certificate-based authentication pattern

This section applies only if your certificate contains authentication credential
username format combinations to the nominated cerificate to see if the certif

Regex to match against certificate ISubject. *CN=(7=captureCommonName:=([* WM, }*}m

Username format #captureCommonName#

Check certificate

“alid certificate: Invalid: unable to get certificate CRL, please ensure that you have uploaded a CRL for the CA that signed this client certificate
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