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CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance

Unified Communications

_| Configuration

Unified Communications mode Mobile E_lpd__;e_rgjqpe access ;| i
| XMPP federation
I XMPP federation support [On =] (i I
Use siatic routes oﬁ OB [ Configure static routes for federated XMPF domains
Dialback secret I p— i
Sacurity mode Mo TLS 5 i
Privacy mode | Off =

XMPP 2ol E &dststE 2 242 Aot EAIELICH

1. Expressway-EE= 2Z 74 & O|0|E 5t Expressway Core(Expressway C)Z& AF&38t0{ 0] A
Hg sHECH

Expressway E 210{|= C}Z 0| E A|ELICE. "Detail="xconfiguration xcpConfiguration
is_federation_enabled - C+S 0l M B4ZEE:0 ~:1"

2. Expressway-C= CUP Oi|O|E{H| O| A 2] "xmpps2snodes” E| 0| £ & Expressway E S2S 74 24
o| ¥ejo 2 UO|O|EF LCt.

Expressway C 210{= Ct= 0| ZE A|ELICt "Module="network.ax!" Level="INFO"
Action="Send" URL="https://cups.ciscotac.net:8443/ax|/" Function="executeSQLQuery"
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X E 52692| _xmpp-server._tcp.domain.com
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1Bt CUP CLI(Command Line Interface)0ll A 0| 2|8 A& 5t0] IM&P AH{0{l A CilO|E{H| O] A
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055¢13d9-943d-459d-a3c6-af1d1176936d cm-2_s2scp-1.eft-xwye-a-coluc-com
#2[&t:

2EHA| IM&P AMB{0ll A XMPP T H&H| 0| 0| THA U=X| & elghL|ct.

Presence > Inter-Domain Federation > XMPP Federation > Settings > XMPP Federation Node
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Status > Off

Expressway C & Expressway EO|A XMPP HI{zl|o|M X 54

1Et7..DEBUG =& 21 & 435 &Lict

Expressway-E 0| Af:

S &2l > Fg > 15 > XY 23 7 > developer.clusterdb.restapi
Expressway-C:

SX| #2| > Zg > 12 > XY 23 7 > developer.clusterdb.restapi
Xl &2l > &g > 132 > HEYI 23 74 > network.ax
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HEXI X7t CLIHM IM&P F0iM & X E =
"utils network capture ethO file axl_inject.pcap count 1000000 size all"
37|, Expressway-E0 M XMPP H 2| 0|44 & A3}

30X 7|CHRACH7} "Verify the XMPP Configuration on Expressway(Expressway0ll Al XMPP Z1I| 1
glo|M =ehyof dHE HAE TI-ELICH
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CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance 7 Help o« Logout
Unified Communications “You are here: Configuration + Unified Communications * Configuration

‘ L/ Success: Saved

‘I Configuration

Unified Communications mode | Mobile and remote access  + | 1

4 XMPP federation

XMPP federation support [Oon 3] i)

Use static routes [of 3] iy Configure static routes for federated XMPP domains

Dialback secret e ' i I
Security mode [(NoTs 3] iy

Privacy mode [fom 2] i)

_Save |

SIP registrations and provisioning on Unified CM Configured (See Unified Communications status)

IM and Presence services on Unified CM Configured (See Unified Communications status)
XMPP federation Configured (See Unified Communications status)
Related tasks

View XMPP federation activity in the event log

Initiating Server Receiving Server Authoritative Server

Send dialback key
>

Send verify request
>

Send verify responds

A
]

Report dialback result

-

DOMAIN1 DOMAINZ DOMAIN1

1EHAL AR MEHE Clo|dd At E Fdet 58 7[R 2 HAh6tod =4l MHE H& L

2EHA. =&l MEHE Al HIQle] HEr = Mz o] ZntE ASELICH
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HE Z&Lct

7EHA. HEt JeE AMHE AR Mot 22 = A &LICt
Ctold 4y et & &fQl
Expressway= A& HHCl Z< o| C|HO& FEAIgFLICEH

XCP_CM2[12122]...Level="INFO " CodeLocation="stanza.component.out"
Detail="xcoder=34A9B60C8 T & :<db:result from="coluc.com'
to="'vngtp.lab'>d780f198ac34a6dbd795fcdaf8762eaf52ea9b03</db:result>"

XCP_CM2[12122]:..Level="DEBUG" CodeLocation="stream.out" Detail="(0000000-0000-0000-
0000000000000000000, coluc.com:vngtp.lab, OUT) xcoder=34A9B60C0Scheduling 30%X & A|ZF

ZI—SJ—'_l_u

XCP_CM2[12122]:..Level="INFO " CodelLocation="ConniInfoHistory" Detail="91Z3 ArElf 247
:PENDING->CONNECTED....

Expressway= T4 HHCl Z< o| C|HO& FEA[gFLICH

XCP_CM2[22992]...Level="VBOSE" CodelLocation="stanza.component.in"
Detail="xcoder=05E295A2B <=4l

<db:result from="'coluc.com’
to='vngtp.lab'>d780f198ac34a6dbd795fcdaf8762eaf52ea9b03</db:result>"

XCP_CM2[22992]...Level="INFO " CodeLocation="Resolver.cpp:128" Detail=
"coluc.com:puny=coluc.com:service=_xmpp-server._tcp:defport=0'0{l Ci$t 312 =232 X
AlZFErL(CE"

ol
Mfm

XCP_CM2[22992]...Level="INFO " CodeLocation="debug" Detail="(e5b18d01-fe24-4290-bba1-
a57788a76468, vngtp.lab:coluc.com, IN)
host=coluc.com method=SRV dns-tigings=(TOTAL:0.003157 SRV:0.002885)"01| CH3H| & 2IE! C}O|

=
I PN

XCP_CM2[22992]...Level="INFO " CodeLocation="DBVerify.cpp:270" Detail="(e5b18d01-fe24-
4290-bba1-a57788a76468, vngtp.lab:coluc.com, IN)

DBVerify AE & 0| ¥i2{ U&LICtdb &2 QI mliZ!:<db:verify from="'vngtp.lab' id="05E295A2B'
to="coluc.com'>d780f198ac34a6dbd795fcdaf8762eaf52ea9b03</db:verify>"

XCP_CM2[22992]...Level="INFO " CodeLocation="DBVerify.cpp:282" Detail="(e5b18d01-fe24-
4290-bba1-a57788a76468, vngtp.lab:coluc.com, IN)

DBVerify %! = 4&l: <db:verify from="coluc.com' id='"05E295A2B' to='vngtp.lab’
type="'valid'>d780f198ac34a6dbd795fcdaf8762eaf52a9b03</db:verify>
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XCP_CM2[5164]:...Level="INFO " CodeLocation="debug" Detail="xcoder=94A9B60C8
onStreamOpen:

<stream:stream from='vngtp.lab' id='1327B794B' to="coluc.com' tH{&="1.0' xml:lang="en-US.UTF-
8' xmins='"jabber:server' xmins:db="jabber:server:dialns'
xmins:stream='stream="http://etherx.jabber.org/streams'/>"

XCP_CM2[5164]...Level="VBOSE" CodelLocation="stanza.component.in"
Detail="xcoder=94A9B60C8 == Al

<db:verify from="'vngtp.lab' id="05E295A2B'
to="coluc.com'>d780f198ac34a6dbd795fcdaf8762eaf52ea9b03</db:verify>"

XCP_CM2[5164]...Level="INFO " CodeLocation="stream.in" Detail="xcoder=94A9B60C8 &= A
E 2|(dialback ™ &)"
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CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance 7 (O

Unified Communications You are here: Configuration + Unified Communications + Configuration

| Configuration

Unified GCommunications mode [ Mobile and remote access  * |
| XMPP federation
KMPP federation support On 3] (1
Use static routes [Of =] (i Configure static routes for federated XMPP domains
Dialback secret i i
TLS required
Privacy mode TLS optional
Save

Hot o 24 siZ

- Wireshark& At&35t0o4 22Xl 112
. TLS(Transport Layer Security)7} Z 28t X|, OPTIONAL(M
LZIQEX| {8 E EAlstE 7S
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http://etherx.jabber.org/streams'/>�

P Protocol
< FEATURES(stream) []
=~ STARTTLS [xmlns="urn:ietf:params:xml:ns:xmpp-tls"]
xmlns: urn:ietf:params:xml:ns:xmpp-tls

Source Destination ‘Protocol|Length|Info

10.48.36.171 10.48.55.113 TCP 66 30353 > xmpp-

REQUIRED
10.48.36.171 10.48.55.113 XMPP/XML 269 STREAM > co
10.48.55.113 10.48.36.171 TCP 66 xmpp-serve, 30353 [ACK] Seq=1 Ack=204 Win=30080 Len=0 TSval=1119100130 TSecr=1119103044
10.48.55.113 10.48.36,171 XMPP/XML 254 STREAM oluc.com
171 0. 48,50, 113 __ICB 66 30352 XMRR-SECYElr
|10.48.55. 113 10.48.36.171 XMPP/XML 173 FEATURES

1Z1 1o 48 55 113 TCP 66 30353 > xmop-
117 STARTTLS

.36.171
S ]

o0. L1

FUUT

.55.113  10.48.36.171 TCP 434 [TCP segment of a reaf< XMPP Protocol
10.48.55.113 10.48.36.171 TCP 1369 [TCP segment of a rea < STARTTLS [xmlns:"um:ietf :params: Kml:hS:mep-‘tlS"]
10.48.36.171 10.48.55.113 TCP 66 30353 > xmpp-server [ T alin S 1 B4
10.48.36.171 10.48.55.113 TCP 640 [TCP segment of a rea XIh TS 2 MR - Par et XL ns g b U

10.48.55.113 10.48.36,171 TCP| 292 [TCP segment of a rea
10.48.36.171 10.48.55.113 TC 298 [TCP segment of a rea POOT
10.48.55.11 . . m—
10.48.36. 17
10.48.55.11

|
. ) Ack=3460 Win=41600 Len=0 TSval=1119103110 TSecr=111910015(
= PROCEED [xmlns="urn:ietf:params:xml:ns:xmpp-tls"]

xmlns: urn:ietf:params:xml:ns:xmpp-tls

SSLE C|HHZ 5t TLS =M 0|37 EAIELICH

|Source |Desunaﬁon |ProtocoI|Lengthilnfo

10.48.36.171 10.48.55.113 TCP 66 30353 > xmpp-sServer [ack] Seq=1 Ack=1 Win=29312 Len=0 TSval=1119103043 TSecr=1119100129

10.48.36.171 10.48.55.113 TLSv1.2 269 Continuation Data

10.48,55.113 10.48.36.171 TCP 66 xmpp-server > 30353 [ACK] Seq=1 Ack=204 Win=30080 Len=0 TSval=1115100130 TSecr=1119103044
10.48.55.113 10.48.36.171 TLSvl.2 254 Continuation Data

10.48.36.171 10.48.55.113 TCP 66 30353 = xmpp-server [ACK] Seq=204 Ack=189 Win=30336 Len=0 TSval=1115103044 TSecr=1119100130
10.48.55.113 10.48.36.171 TLSv1.Z2 173 Continuation Data

10.48.36.171 10.48.55.113 TCP 66 30353 » xmpp-server [ACK] Seq=204 Ack=295 Win=30335 Len=0 TSval=1119103046 TSecr=1119100131
10.48.36.171 10.48.55.113 TLSvl. 117 Continuation Data

10.48.55.113  10.48.36.171  TLSvl, 116 Continuation Data

10.48.36.171 10.48.55.113 TLSvl. 275 client Hello

10.48.55.113 10.48.36.171 TLSvl. 1434 server Helle

10.48.55.113 10.48.35.171 TLSvl. 1368 Certificate, Server Hello Done

10.48,36.171 10.48.55.113 TCP 66 30353 > xmpp-server [ACK] Seq=464 Ack=3017 Win=35096 Len=0 TSval=1119103045 TSecr=1119100134

SISO R S

10.48.36.171 10.48.55.113 TLSv1.2 640 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

10.48.55.113 10.48.365.171 TLSvwl.2 292 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message

10.48.36.171 10.48.55.113 TLSv1.2 298 Application Data

10.48.55.113 10.48.36.171 TLSvl.2 283 Application Data

10.48.36.171 10.48.55.113 TCP 66 30353 > xmpp-server [ACK] Seq=1270 Ack=3450 Win=41600 Len=0 TSval=1119103110 TSecr=1115100156
10.48.55.113 10.48.36.171 TLSv1.2 113 application Data

10.48.36.171 10.48.55.113 TCP 66 30353 > xmpp-server [ACK] Seq=1270 Ack=3507 Win=41600 Len=0 TSval=1119103110 TSecr=1115100195
10.48.36.171 10.48.55.113 TLSv1.2 190 Application Data

10.48.55.113 10.48.36.171 TCP 66 xmpp-server > 30353 [ACK] Seg=3507 Ack=1354 Win=33408 Len=0 TSval=1119100236 TSecr=1115103110
10.48,55.113 10.48.36.171 TLSv1.2 218 application Data

HEEOl 2A:

¢ 1:2LE HAIELR QEHo] 2t &5t X| A&LICHIMEP & ENT| & AEflLCt.
Expressway-C 2101 Af:

"& =="executeSQLQuery" & E{="401" O| F="013"

¢l 1:Expressway-C £ 2| IM&P AL b0l CHE A+23 SHO| H R =& LT

O] URLZ A&t Expressway COl| & Xt ZHSE E0QI5t0{ &Qlg = JU&LICtH

Configuration(+4d) > Unified Communications > IM and Presence Server(IM and Presence AH)

https://cups address.domain.com:8443/axl
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H2M1:245 UH0|E, CUP AMu{ ZA A2 T E]
&4 2:H gy o|M A, cCUPL| XCP 2t<E{7} !l dk& gLt
201 2:CUPL| XCP BFE{7F CHA| A|ZHE|X| k& LICE.

olgr = A&LCh.

ok

O|= CUP &2]0il M Notifications T O| X| 01| A

J

(EPETIAH Cisco Unified CM IM and Presence Administration 2

aliwln Cisco Unified CM IM and Presence Administration
€ISCO  For Cisco Unified Communications Salutions

A3 | ccmadmin | Search | Logout | About

System = Prosthes ~  Messaging ~  Application - Bulk Administnsion = Disgnesties = Help

...... ! Select all [T Clear Al S Delete Selected
Status
® S records found

Notifications (1 - 5 of 5) Rows per Page 50 ¢

Find Notifieations where Origin | begine with < | Find || Clesr Filter || 4| =
Sewerlty «  Count Deacription Origin Created
& 5 Clsco XCP Router : (ecup!(s.coluc.com) requires a restart in arder for recent configuraticn changes to take effect. You can restart this service here. Once the service is restarted, this notification will be Cisco XCP Config Manager  Jan 5, 2015 3:10:43
deleted automatically. PM
Cisco XCP Config Manager  Jan 5, 2015 3:10:42

& 5 Cisco XCP Router : (ecup!0.coluc.com) requires & restart in order for recent configuration changes to take effect. You can restart this service here, Once the service is restarted, this notification will be

deleted automatically.
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