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SIP Trunk Security Profile Configuration

Qam xﬂﬁlate Capy %Rﬂﬁal & Apply Config EEHAddMﬂw

@Status: Ready

—SIP Trunk Security Profile Information

Mame* VCS SIP Trunk Profile

Description VCS SIP Trunk Profile non-secure

Device Security Mode Mon Secure w

Incoming Transport Type* TCP+UDP -

Outgoing Transport Type TCP bl
Enable Digest Authentication

Nonce Validity Time (mins)®* 600

¥.509 Subject Name

Incoming Port* 5065

Enable Application level authorization
Accept presence subscription
Accept out-of-dialog refer**
¥ Accept unsolicited notification
¥ Accept replaces header
Transmit security status

Allow charging header
SIP V.150 Outbound SDP Offer Filtering® Use Default Filter -
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SIP Information

- Destination

Destination Address is an SRV

Destination Address Destination Address IPvG Destination Port
1* 10.106.82.114 060

MTF Preferred Originating Codec® 71 ulaw -

BAF Presence Group® Standard Presence group -

SIP Trunk Security Profile™® WES S1P Trunk Profile -

Rerouting Calling Search Space < Nome = bl

Dut-0f-DHalog Refer Calling Search Space < None = -

SUBSCRIBE Calling Search Space < MNome = -

SIP Profile® Standard S1P Prefile For Clsco VCS = Wiew Detalls
DTMF Signaling Method ® RFC 2833 =
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—Status

® Status: Ready

~ Pattern Definition
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Pattern Usage Dornain Routing

IPv4 Pattern® starlabs.com

IPv6 Pattern

Description VCS MRA calls

Route Partition < None > -

SIP Trunk/Route List* vCS-MRA-TRNK v (F

.' Block Pattern
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Configuration

HName & CUCM-ORG1 |
Type Heghbor

Hop count « 12 [
H.323

Maode Off = | &

5P

Mode Cn = 1

Port & 5065 i
Transpor TCP + 1

Accept proxed registrations Deny = i

Media encryplion mode Auto | Ll
ICE support off = i
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Typa Traversal client

Hop coum & 19 |

Connection credentials

Usamame & CISCO I
Fassword A TTIITIT] I
H.323

Mode Ooff = 1

SiP

Mode Oon + g

Pord & 1003 i

Transpor TCP =

Accept proxed registrations Alow =

Madia ancryplon modde At b i

ICE suppor o = |

1P noisan mnda O « |
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Edit zone
Iypa Treversal saner

Hop oL s 15 i

Connection credentials

Lisermams & CiSCO
Password A il i autheniscaton databas
H.323
Moda Off = i
SIP
Rleurts On = |
Pt « TOO3 i
Transpoirt TCR » |}

ool o i n AR
Madia sncryplion moda Auto * |
ICE support of =

For -
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Configuration

Mame « VCS-MRA-DNS i
Type DNS

Hop ¢t unt 15

H.323

Moda ot - I

SiP

Aode On - |

LS verify moda off = L

Fallback transport profocol UDP - 1

Media encryption mod Auto v | L4
CE sup Off w. | |
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SIP =

Marmad -

[ ] - I
Ha -

Alias pafiern malch I
Ragex

“iistariabs com$

Laane ¥

Continea +
VEE-MRA-DNS I

Enabled -
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2016-03-09T09:48:35+05:30 VCSECOL tvcs: UTCTime="2016-03-09 04:18:35,399" Module="network.dns"
Level="DEBUG": Detail="Sending DNS query" Name="_sip._tcp.starlabs.com" Type="SRV (IPv4 and
IPv6)"

2016-03-09T09:48:35+05:30 VCSECOL tvcs: UTCTime="2016-03-09 04:18:35,400" Module="network.dns"
Level="DEBUG": Detail="Resolved hostname to: ['IPv4''TCP''14.160.103.10:5060'] (A/AAAA) Number
of relevant records retrieved: 1"
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Configuration

Rule name & VCSe to VCSc to CUCM

Yescription VCS MRA calls from outside

Cource Any (1L
Request must be authenticated Mo = |
Mode Alias pattern malch + |
rattern type Regex + I
"@fed sollabl com$
Pallern behaviol leave « |
match Continue - 1
Targel + bZb L
Enabled = |
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Configuration
Rule name & Dutside-to-Inside-MRA
VTS MRA calls from oulside
& OB I
SIP = |
Source Mamed - i
B2b * |
Request must be authenticated Mo = 1
Mode Alias pattern match - I
Regex = |
*(@fed sollabi.com$
Pattern behavior Leave =+ |
Continue - ]
# CUCM-OEG1 == 1

Enabled = i
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