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Table 1. CSR Alternative Name Element and Unified Communications Features
Add These Items as Subject Alternative Names When Generating a CSR for These Purposes

Mobile and Remote Jabber guest XMPP Federation Business to
Sccess Business Calls

Unified CM registrations domains (despite their name, these have more in common Required on - - -
with service discovery domains than with Unified CM Unified CM SIP registration Expressway-E only

domains)
XMPP federation domains - - Required on -
Expressway-E only
IM and Presence Service chat node aliases (federated group chat) - - Required -
Unified CM phone security profile names Required on - = -
Expressway-C only
(Clustered systems only) Expressway cluster name Required on Required on Required on

Expressway-C only Expressway-C only Expressway-C only
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(get_edge_config)2 &g LICt O 0| x| ZAZ|22i|0|AM0d= _cuplogin &' _cisco-uds0| CHEH SRV
HZE7F ZEFE|o U&LICH o X[ Z4m| 22/ 0| MM _cisco-uds SRV Bl Z =7} BHetE|X| oo
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5. Expressway-E At ZAE O|&//THIQ! O|&/O| _collab-edge SRVH| #4E 730t Ux|5X| &
LICt.

DNS HH|O|X| Z1Z|22{|0|41 2| Expressway-E MH A E O|&/EMH Q!0| _collab-edge SRV SE |

M et Zdnt x5t x| ot 2™ Jabber 2210|1E 7} Expressway-EQF S 418 = Qi&LICH Jabber

20| E & get_edge_config 8 &0l xmppEdgeServer/Address L A& AHE 5104 Expressway-
Eofl CHE XMPP 9122 A& gLct.

C}Z 2 Expressway-E0| A Jabber 2E20|2EE 2 L= get_edge_config 8 & 01| A
xmppEdgeServer/Address7t EA|E|&= of LICt

<xnppEdgeServer >

<server>

<addr ess>exanpl el ab-vcsel. exanpl e URL</ addr ess>
<tl sPort>5222</tl| sPort >

</ server>

</ xnppEdgeSer ver >

0|2 & X|3t24H _collab-edge SRV B2 E 7} Expressway-E A E O|E/THQ! O0|E1 Yzt
X| #QlgtL|Ct. Cisco 1 ID CSCu0834580| 0| & 50 SEZ|A 2 Cisco {1 ID
CSCu08252601 CHEF L& K| 0| FIHE[J& LICE

6. $4XH WebEx Connect S22 915l 21218 4= gigLct.

Windows & Jabber 21= CI28 Eo{&L|C}.

2014-11-22 19:55: 39,122 | NFO [0x00002808] [very\WhbexCasLookupDirectorlnpl.cpp(134)]
[service-discovery] [WhbexCasLookupDirectorlnpl:: mkeCasLookupWhenNet wor kl s

Avai |l abl e] - makeCasLookupForDonmain result is 'Code: | S WEBEX CUSTOMER, Server:
http://URL server;

Ul: http://exanple URL server';;;.2014-11-22

19: 55: 39, 122 | NFO [ 0x00002808] [overy\WbexCasLookupDi rector | npl.cpp(67)]
[service-discovery] [WbexCasLookupDirectorlnpl::determ nel sWwebexCustoner] -

Di scovered Webex Result from server. Returning server result.2014-11-22 19:55: 39, 122
DEBUG [ 0x00002808] [ ery\WbexCasLookupUr| Confi gl npl . cpp(102)]

[service-discovery] [WbexCasLookupUrl Configlnpl::setLastCasUrl] - setting |ast_cas_
| ookup_url : http://exanple URL server2014-11-22

19: 55: 39, 123 DEBUG [ 0x00002808] [ pt er s\ confi g\ Confi gSt oreManager. cpp(286) ]

[ Confi gSt oreManager] [ConfigStoreManager::storeValue] - key : [last_cas_|l ookup_url]

value : [http://exanple URL server/cas/ Federat edSSO?or g=exanple URL]2014-11-22

19: 55: 39, 123 DEBUG [ 0x00002808] [ comon\ processi ng\ TaskDi spat cher. cpp(29)]

[ TaskDi spat cher] [Processing:: TaskDi spatcher::enqueue] - Enqueue ConfigStore:: persist

Val ues - Queue Size: 02014-11-22 19:55: 39, 123 DEBUG [ 0x00002808] [pters\config\ConfigStore
Manager . cpp(140) ]

[ Confi gSt oreManager] [ ConfigStoreManager::getValue] - key : [last_cas_|l ookup_url]

ski pLocal : [0] value: [http://website URL/cas/ Federat edSSO?or g=exanpl e URL]

success: [true] configStoreNane: [Local FileConfigStore]
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo82526
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo82526
http://loginp.webexconnect.com
http://loginp.webexconnect.com/cas/FederatedSSO?org=odeabank.com.tr%27
http://loginp.webexconnect.com/cas/FederatedSSO?org=odeabank.com.tr
http://loginp.webexconnect.com/cas/FederatedSSO?org=odeabank.com.tr
http://loginp.webexconnect.com/cas/FederatedSSO?org=odeabank.com.tr
https://support.webex.com/MyAccountWeb/needsupport.do?userType=ht

- jabber-config.xmloi| O| O7H#H=~E& FI}EFLICE O3 CFZ jabber-config.xml ItYE CUCM 2]
TFTP MuHoll Y2 =3tL|ct x| Z2to|HEY} LiEXoz 2 aolsfok ghLch.

<?xm version="1.0" encodi ng="utf-8"?>
<config version="1.0">
<Pol i ci es>
<Servi ceDi scover yExcl udedSer vi ces>WEBEX<
/ Servi ceDi scover yExcl udedSer vi ces>
</ Pol i ci es>
</ confi g>
- OfEEI7o|M oM CHZ 2 Al-ELICH
msiexec.exe /i CiscoJabberSetup.msi /quiet CLEAR=1 AUTHENTICATOR=CUP EXCLUDED_SERVICES=WEBEX

;o F i M2 2HtY ClHtolA0ME & SstR| ef&LCH

- WEBEX AMH|AE XM Q|5t= 23] 758 URLE HdehLic
ciscojabber://provision?ServiceDiscoveryExcludedServices=WEBEX

UC AH|A ZAof cHEt REMIEH LEE Tt Cisco Jabber 12.8& 2 Z2|0|A FH0|M YR MEIAE A
olste welg stolg 4 laLnh,

L. od= =2 T AAHE

7. Expressway-C Mol " HE|AX|EF 2 77} Q&LICH Z2H|XM'E MH: M2 HH HEE 7|Ch
2le SelLch"

Status(& EHf) > Unified Communications2 0|83t 2F HA|X|7} E A|Z|H "Configured but with errors.
Provisioning server: Waiting for traversal server info." unified CM S5 %/ IM&P AMH|A Q| B2 Expressway—Coﬂ
TS E LIS DNS Aol = Expressway-E0i CHEF DNS A 2|2 E 2707t & LTt Expressway-EX|
CHet oi2{ DNS A B2 Eo| #eI2 FE S = ALEAL7t Expressway-E0 A T3 NAT7H & M 35HE
EteI NICOIM T NAT7F & 435HEl FYU NICE O|S35HHLE O B2 oIS S + U LIS
DNS ME{0{AM sHE DNS A Bl|Z =& AMAl|5HKR| k7| & LICE. 2k A Expressway-COi| A
DNS = 3| #&E|E|E At83t1 Expressway-E FQDNE & [ DNS A B|ZE 5 Jh7t EA[E

Expressway-E NIC7} 173 NATE A& 3t= B NICOH| CHaH 8 E d<

1. Expressway-Coll 714El DNS MH{0| A Expressway-E LIS IP FA0 CiEt DNSABIZEE
APK[gF L C.

. CMDE& &3l Expressway-C ! A& Xt PC2| DNS 7H A| & 24 Al(ipconfig /flushdns).

. Expressway-C AMHHE AEEELICH.

NAT7} &A3HEl 7 NIcoi CH3H Expressway-E NIC7F T+ E AL
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1. Expressway-CO| 7t4E DNS M| A Expressway-E 2/F IP FA0| Cit DNSABIZEE
APAIELICE.

. CMDE &3l Expressway-C & AL& Xt PC2| DNS 7H A| & 24 Al(ipconfig /flushdns).

3. Expressway-C MHE RF &g LICt

N

8. A %|El Microsoft DirectAccess

1740 Jabber 22+0|AE L &L Bt PCO| M Microsoft DirectAccess& AtE5tE B2, HHACE 2
191g AESHH MRAZH BEHE = U&LICEH DirectAccess= PC7H VPNE AFEEH 23%{H DNS
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2t 11: Microsoft DirectAccess= Jabber over MRAOI A X| & E|X| & | Ct 2E EXHETR
= |

Z|490| L 24QILICH DirectAccessl| 782 HE X3 22[Xto| AllL|Ct.

UL 1 ZH2 Microsoft DirectAccess O|& =@l & E|O|E0|M 2 E DNS B|ZEE *tEtsto{ M3
2 HT&LICt ole48t 2|2 =& DirectAccessHAM *E2|E|X| &t & LICHJabber= MRAE A& 3=
S & DNSE S35l o|2{8t BlZEE &QlE & Qlofof &h.

_cisco-udsOi| CHEt SRV T ZE=
. SRV #IZE(_C)
- _collab-edge0i| CHE SRV B|ZE
. 2 E Expressway EsOll CHt B2 E

9. Expressway Reverse DNS £ 3| 4l

% X8.8 5 E{ Expressway/VCSE= ExpE, ExpC & 2 & CUCM =E=0i CHall ™E 2 o483 DNS
=2 ddshok gLct,

A 2T Agrol| CHEHME x8.8 2IB|A T EO| MM X U AT EQ o] E44M 2 Do L 7
HMAE 2|5t DNS HIZEE FEFHAAIL.

LHE DNS BIZE 7} ¢ie B2 reverseDNSLookup= & X 5t= Expressway 210 2LF 7 e =
AU&LICE.

2016-07-30T13:58:11.102-06:00 hostname XCP_JABBERD[20026]: UTCTime="2016-07-30 19:58:11,102"
ThreadlD="139882696623872" Module="Jabber" Level="WARN " CodeLocation="cvsservice.cpp:409" Detail="caught exception:
exception in reverseDNSLookup: reverse DNS lookup failed for address=x.x.x.x"

Expressway-CE Expressway-E IPO| CiEt PTR B ZEE ZEIE T H 3H-—F O| FQDNEF == AlEfLCt,
DNSOIM X E FQDNE F=4I5t= 22 2101 o] &o| EAIZ|T Aujgiict.

2020-04-03T17:48:43.685-04:00 hostname XCP_JABBERD[10043]: UTCTime="2020-04-03 21:48:43,685"
ThreadID="140028119959296" Module="Jabber" Level="WARN " CodeLocation="cvsservice.cpp:601" Detail="Certificate
verification failed for host=xx.xx.xx.xx, additional info: Invalid Hostname"

S5 X

ALEEO| SEE = l&LICt SIP/2.0 405 HIMETL H{& E|X| ek&LCH.

Expressway-C2| £IEt 2 710{= sip/2.0 405 Method Not Allowed Jabber 22I0|HENM EH S8 H
of gt S HIAIX|YLICH ZE 5060/50610]| = Expressway-C2F CUCM Z+o| #4x|
SIP(Session Initiation Protocol) EE 3 ME Y £ AU&LICH.

SIP/2.0 405 Method Not Allowed

Via: SIP/2.0/TCP 10. 10. 40. 108: 5060; egr ess- zone=Col | abZone; br anch=29hx4bK81e7f 5f 1c1
ab5450c0b406c91f cbdf 181249. 81ba6621f Of 43eb4f 9c0dc0db83f b291; pr oxy- cal | -i d=da9e25aa-
80de- 4523- b9bc- be31eel328ce; rport, SI P/ 2. 0/ TLS 10. 10. 200. 68: 7001; egr ess- zone=Tr aver sal
Zone; br anch=z9hG4bK55f c42260aa6a2e3741919177aa84141920. a504aa862a5e99ae796914e85d35
27f e; proxy-cal |l -i d=6e43b657- d409- 489c- 9064- 3787f c4919b8; r ecei ved=10. 10. 200. 68; rport =
7001; i ngress-zone=Traver sal Zone, SI P/ 2. 0/ TLS


/content/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/Cisco-Expressway-Release-Note-X8-8.pdf#page=15
/content/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-8/Mobile-Remote-Access-via-Expressway-Deployment-Guide-X8-8.pdf#page=15
/content/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-8/Mobile-Remote-Access-via-Expressway-Deployment-Guide-X8-8.pdf#page=15
/content/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-8/Mobile-Remote-Access-via-Expressway-Deployment-Guide-X8-8.pdf#page=15

192. 168. 1. 162: 50784; br anch=z9h&AbK3a04bdf 3; r ecei ved=172. 18. 105. 10; r port =50784;

i ngress-zone=Col | abor ati onEdgeZone

From <sip:5151@ol | abzone>;tag=cb5c78b12b4401ec236e1642-1077593a

To: <sip:5151@ol | abzone>; t ag=981335114

Date: Mon, 19 Jan 2015 21:47:08 GVI

Call-1D: cb5c78bl-2b4401d7-26010f99-0fa7194d@92. 168. 1. 162

Server: Ci sco- CUCMLO. 5

CSeq: 1105 REG STER

Warning: 399 collabzone "SIP trunk disallows REGISTER"

Al low. INVITE, OPTIONS, |INFO, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRI BE, NOTI FY
Content-Length: O

ol ExME sHZste{™ cucMmof FMHE #4xH SIP EF 3 2 CUCME| Expressway-C U0 3of
MEE|=SIPEHI Hot T2 LO|SIP ZEE 50652 22 CHE ZEZ AT LICH O] CHaEH A
= 0| H|C|20i| M RtAle| HBerL|ct T4 o2 Ct5at Z&LCt

CUCM

SACH7| ZEZ MSIP EHI 2ot =22l MA$hL|Ct
20U AZAE SIP E-HIE MAMSt D Expressway-C IP T4, ZE
-|7§-I%I-L_||:|.

oHd .

1. 5060(5065)0]| o}

2.8IP EE3 Hot

50602 2 CHAIS
I5TEC

SHAN

m)-

1. CUCM ZiZ|1gjlo| M1t Yx|st=E CHA EE T} 5060(5065)0] ot=l CUCMO]| CHEF Q151 edod
=2 Mot

2. Expressway-C Settings(Expressway-C 4178) > Protocols(Z 2 E &) > SIP0{| M Expressway-
C7} 506001 A1 SIPE & = 4l5t=X| & lghL|Ct,

QEEE% ‘E’%ﬂ' -JF 2}!$L—IEI- 0|%="Unknown domain"

Expressway-C2| £IEt 27101 Event=7} & A|E|L|Ct."Registration Rejected” Reason="Unknown domain”
Service="SIP" Src-ip="XXX.XXX.XXX.XXX" Src-port="51601" Protocol="TCP"
AOR="sip: XXX XXX XXX XXX".

0%
1o
I

O| 2XN|E sHZ35tEdH CHS Al ClISIAAI2.
. Jabber 22}0|¢1E = H|E 0 C|HIO|A Bt X2 Q2 AFR25HK| Stor{E A< CUCMOIAM
Hot C|HIo|A Eot 2 U2 AL E L2

. Jabber 22t0|AE7I 20t C|HtO|A 2ot T2 US AESte E2, 2ot T2t ol 0|F 0|
FQDN & 4/0| 11 Expressway-C 215 A0 SANS 2 M El FQDN O[S &IL|7t+?

. Jabber 22I0|HET} E0t C|HIO|A Hot T2 US A& 3= S System > Enterprise
Parameters > Security Parameters > Cluster Security ModeZ O|S35t1 2{AE 2ot ZE7¢
12 dHE[o] U =X #2504 CUCM EBHAETI ESE|RI=X| = QIELICH 2ol 0@l B« &
Elxts AR 2otE 2l EMstEl FRHE 7{&ofF gfLct.

_/I\_EE'E'E' ‘E"!fﬂ' -JF 8,‘!$L—IEI- OI% "Idle countdown expired"

=
ek
™
=

Jabber 2E}0|AE 7} REGISTER HIA|X|0AM ELHE 7[2F S¢S Expressway-E 21& 7
Idle countdown expired L= ZZH0f| EA|E 240t 22 @ 7 L|CH.


sip:6212@appmtltel02
sip:6212@appmtltel02
mailto:cb5c78b1-2b4401d7-26010f99-0fa7194d@192.168.1.162
https://video.cisco.com/detail/video/5828832832001/resolving-port-conflict-issues-for-mra-phone-registrations?autoStart=true&q=expressway

2015- 02- 02T19: 46: 31+01: 00 col | abedge tvcs: UTCTi me="2015-02-02 18: 46: 31, 144"

Modul e="network.tcp" Level ="DEBUG': Src-i p="dJabberPubIP" Src-port="4211"

Dst -i p="vcs-E_IP" Dst-port="5061" Detail ="TCP Connecting”

2015- 02- 02T19: 46: 31+01: 00 col | abedge tvcs: UTCTi me="2015-02-02 18: 46: 31, 144"

Modul e="network.tcp" Level ="DEBUG': Src-ip="dJabberPubIP" Src-port="4211" Dst-ip=
"VCS-E_IP" Dst-port="5061" Detail ="TCP Connection Established"2015-02-02T19: 46: 49+01: 00
col | abedge tvcs: UTCTi me="2015-02-02 18: 46: 49, 606"

Modul e="network.tcp" Level ="DEBUG': Src-port="4211" Dst-ip=

"VCS-E_IP" Dst-port="5061" Detail ="TCP Connection Closed" Reason="1Idle

countdown expired"

Ol ZE E7}2 WalolM ZE 50610] U2 /2 S LIEFLICE. 2Lt S8 AlZH Ljoll P&
= O EE|710|M B|ojo{ EE|Eo| gie =2 TCP dZ0| E&lLCt.

olzst Argho| A5t Expressway-E 9 2| &30l M SIP ?:‘.'AHALG(AppIication Layer
Gateway) 7|S0| 74X 42 7ts40| E‘—ESLIEF o] ZEXIE sHZstzdH o] 7|52 HIE dstatof &

LICt ol ¥HE &2 22 = 73—?— YEH SSUM ME UBME BRI,

SIP Inspection/ALGO]| CHEF XFA|EH LI 2 Cisco Expressway-E 2! Expressway-C-Basic
Configuration DeploymentGuidel| £ 5 48 X SIAAIL.

Hellojo| 7 d&E T3 ZHAIZ I8 MRA &l

Expressway-EQ| TIEF 230 L E 50610 A1 TLS &4 A7t EA|Z|X|2F SSL SHEMO|Z7I ZE
844301 M M3 & LICtH

2015-08-04T10:14:23-05:00 expe tvcs: UTCTime="2015-08-04 15:14:23,533" Module="network.tcp" Level="DEBUG": Src-
port="24646" Dst-ip="10.2.0.2" Dst-port="5061" Detail="TCP Connecting"

2015-08-04T10:14:23-05:00 expe tvcs: UTCTime="2015-08-04 15:14:23,534" Module="network.tcp" Level="DEBUG": Src-
port="24646" Dst-ip="10.2.0.2" Dst-port="5061" Detail="TCP Connection Established"

2015-08-04T10:14:23-05:00 expe tvcs: UTCTime="2015-08-04 15:14:23,535" Module="developer.ssl" Level="ERROR"
CodeLocation="ppcmains/ssl/itssl/ttssl_openssl.cpp(67)" Method="::TTSSLErrorOutput" Thread="0x7fae4ddb1700":
TTSSL_continueHandshake: Failed to establish SSL connection

2015-08-04T10:14:23-05:00 expe tvcs: UTCTime="2015-08-04 15:14:23,535" Module="network.tcp" Level="DEBUG": Src-
port="24646" Dst-ip="10.2.0.2" Dst-port="5061" Detail="TCP Connection Closed" Reason="Got EOF on socket"
2015-08-04T10:14:23-05:00 expe tvcs: Event="Inbound TLS Negotiation Error" Service="SIP" Src-port="24646" Dst-ip="10.2.0.2"
Dst-port="5061" Detail="No SSL error available, probably remote disconnect" Protocol="TLS" Level="1" UTCTime="2015-08-04
15:14:23,535"

Jabber8| £21:

-- 2015-08-04 10:48:04.775 ERROR [ad95000] - [csf.cert.][checkldentifiers] Verification of identity: 'URL address' failed.

-- 2015-08-04 10:48:04.777 INFO [ad95000] - [csf.cert][handlePlatformVerificationResultSynchronously] Verification result :
FAILURE reason : [CN_NO_MATCH UNKNOWN]

-- 2015-08-04 10:48:05.284 WARNING [ad95000] - [csf.ecc.handyiron][ss|_state_callback] SSL alert read:fatal:handshake failure
type=eSIP, isRelevant=true, server=URL server name:5061, connectionState=eFailed, isEncrypted=true,
failureReason=eTLSFailure, SSLErrorCode=336151568

type=eSIP, isRelevant=true, server=192.168.102.253:5060, connectionState=eFailed, isEncrypted=false,
failureReason=eFailedToConnect, serverType=ePrimary, role=eNone

-- 2015-08-04 10:48:05.287 ERROR [ad95000] - [csf.ecc.handyiron][secSSLIsConnected] SSL_do_handshake() returned :
SSL_ERROR_SSL.

X2 MSE QB AME 0] Mol

o

Jabber2| I{Z! X = Expressway E IP2t2| SSL EAS EA|
7} X| et &L,

3813 2015-08-05 12:59:30. 811036000 192.168.1. 89 97.84,.35.116 TLSvl 247 client Hello

3829 2015-08-05 12:59:30. 980461000 o7.84.35.116 192.168.1.89 TLEVL 1045 Server Hello, certificate, certificate Reguest, Server Hello bone

3883 2015-08-05 12:59:31.313432000 192.168.1.89 97.84.35.116 TLEV1 252 certificate, €lient Key Exchange, Change Cipher Spec, Encrypted Handshake Message
3887 2015-08-05 12:59:31.341712000 97.84,35.116 192.168.1.89 TLSVL 61 Alert (Level: Fatal, Description: Handshake Failure)
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Handshake Protocol: Certificate [
Handshake Type: certificate (11)
Length: 539
certificates Length: 536
cervificates (536 bytes)
certificate Length: 533
s signedCertificate
# algorithmidentifier (shawithRSAEncryption)
Padding: 0
encrypted: 5d1944c311d1741f9b003995eca3bo6ana3esfzbdagaadoc.. .

FWoi T ZE A7} T4 E[0] U&LICH

SHZEA:

0%

FWOI M Phone ProxyE Al&5t=X| = QlgtL|Ct 0|& = 215t2{™ show run policy-map BE2 A=t

M CHE 1} H| 8 LHE o] EA|E/LICEH

class sec_sip
i nspect sip phone-proxy ASA- phone pr oxy
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174 NATE= Expressway-E2| System(A|AE]) > Network Interfaces(l:IIE-?—-IEL RIE{H 0|A) >
IPOIM FEEIX| et&LICH HIERA 2llojo{e] NATE &atedof| A &3t ofF 5+ X|Bt, o] M2
OHZ 2|7 oM Bllojo{e] IPE ‘.='_=|2._F°*LIEP.

. TCP/UDP ZE 7} &3tol| @oq UX| E&LICH ZE S5 2 Cisco Expressway IP Port Usage
| Tgo|M 70|EE EHESHAA I_CP_

TE NAT +5S M85t
S 7bR| Eq AbE Lt

OII

NICE B EIX| ef&LICH CHS2 DIclo] EXME EXlst7| f18F

0%
[

. UC M2 ¥0oi| M Expressway-C= Expressway-E0ll T EE B IP FAE 712|740k & LICH

. O|c|o{= "&llo{E"5t HLt 2F w3t o HHdsHoF B LICH Cisco ASA &atEo| Z4x| 2| 0|
0= Configure NAT Reflection On The ASA For The VCS Expressway TelePresence
DevicesOlM & £ QJ&LICEH

olof| CHEt RtM|EH LI 2 Cisco Expressway-E 2! Expressway-C Basic Configuration Deployment
Guidel| #E4E & X oP"*lo

MRAE PSTNeE &8 m 2/t gis

O] 2Axl= X8.5 O|X H{E 2| Expressway01| CHet N8t 2 lL|Ct. Cisco {1 ID CSCua727812
Expressway-C7} 183 Session Progress EE= 180 Ringing2| & 7| O|C|0{1E M2 Hof HE5HK]
of= He MEELICH HAE X8.1.x EE X8 2xE A¥ste 42 BT X8.52 Y18 0|=5tHLt
o7|0fl LIFE siE WHE s™dE =+ ‘EA'QI—IEP.
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1832 18022 TEtst 1 41 Cto|Yd m[o =S
Unified Border Element)OﬂH HE WHE A = UE

voi ce class sip-profiles 11
response 183 si p-header SIP-StatusLine nodify "SIP/2.0 183 Session Progress”
"SIP/2.0 180 Ringing"

13 CH2 CUCM > CUBES| SIP T 21}l &L &= sip-ua Z4I|28|0|44 2= Lo CUBE AHA|0f A
180 Early MediaE H|& &3tefL|Ct.

di sabl e-early-nmedia 180
CUCM % IM&P &
CUCM& ZF7}8tx| Z&tA 8t ASCIl 27

Expressway-C0ll CUCME F7}5t8 CUCME F7Ie = oA

rr

ASCIl @ F 7| grMstL|Ct.

Expressway -C7t Ol|O|E{H| O] A0l CUCME F7I5tH get & list B =2t #HEAEl UT1o| AXL FEIE
Sall A-™ELICEH 0|28 7|52l 0 2 = getCallManager, listCallManager, listProcessNode,
listProcessNodeService X! getCCMVersiong & & A&LICH. getCallManager Z2AM|A 7} Al El
% 2 E CUCM Call Manager-trust === tomcat-trustE AM5t =5 M E ExecuteSQLQueryd| 2
o 3 gLict.

Kl

gLICH 1B M & 5tLtoi H]
1| QIE{TH| O| A0 A AEFL|CH ascii

{0

CUCMO| #|Z|E #fo} '%';%Hﬂ# CUCM2 ZE QBEME CHAIE
ASCIl 2Xt7F L8 El B Expresswaye CHS1F RASH @7 E
codec can't decode byte 0xc3 in position 42487: ordinal not in range(128).

I

O| 2AM|= Cisco H{1 ID CSCu054489E FAME|H H{M X8.201 A sHZAElLICt.

5 oF 1% 9| Expressway-CO|A CUCM2 2 50612] OFHIRE TLS Almj

o] A= CUCM Z! Tomcat.pem/CallManager.pem@| At&| M QIS ME AIEE I SUs FA|
7F U lf ghAisrL|CE o] A= Cisco {1 ID CSCun302002 2 SHZAEILICE o] 2X|E siZst
7| 98t S22 W2 tomcat.pemS AtA|St T Expressway-C2| CUCM Z1I| 184 0]AM0f M TLS

VerifyE HI&&3t5t= ZdLCt

IM&P A7t F=I7HEIX| ot D 2771 Sl &LICh

IM&P AEHE F7}5t5 Expressway-Coll A "0| AME{7} IM an Presence M7} obELICH" EE=
"HTTP 5 "HTTPError:500" .AXL # 2| HTTPQ} EAlgr £ Qi&LICH Bln E0 522 IM&P H =}
7t $7+EIXI or&LCt.

IM&P AMEHHE F7t5t= 1H0i| A Expressway-C= AXL HEIE AHE5t0{ BA|M CIHEZ|of M
= &t

IM&P OIXHE A& LICE Cisco 1 ID CSCul051312 2Is QIS5 M7t s XM L0l glenz &
EEl Q=7 arMstL|C},

ZIEt X
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Voicemail

Status: Mot connected
Jabber 2CI0|ME S MY HE|7I B3O 2 HAZAL|T 3PE4E‘4 Expressway -CO| HTTP & &
=5 LHo{ M Cisco Unity Connection IP &4 EE= SAE OI%% AsHof &rct.

Expressway-CO|A{ O] 2rd2 2t2 5t24H Ct 2 MRS £&FtLCH
BT X8.1 X X8.22| R}

1. Configuration(Z1I|224|0]d) > Unified Communications > Configuration(Z11|12{| 0] ) >
Configure HTTP server allow listHTTP MH 38 S8 7 4)& 22/gLict
2. New(MZ BHE7|) > Enter IP/Hostname(IP/£AE OIJ= 2129) > Create entry(ZS 4)E 2
2| grLCt.
3. Jabber 22}0|HE|AM 2028t C}S CHA| 2T Q18 L.
7 Xx8.5 Hxt

1. Configuration(Z4I|124|0]) > Unified Communications > Unity Connection Servers(Unity ¢4
4 AH)E =gt

2. New(AM{2 BHE7|) > Enter IP/Hostname(IP/£ A E. O|& 2129), User account credentials(AHE
X AH™E X &) > Add Address(F4 F7HE =IgLct.

3. Jabber 20| E A 220t2 8 CFHF CHA| 218 LTt

=t x| AL EIO| Expressway® &3l Jabber @2I0|HE | EA|IE|X| i &

ulel 2 #024 Akl SRS 12K NTI 012 Hsh UDSE ABEILICE 0] WP HTIE MY
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1. Jabber-config.xml It A2 +&35t0{ 2

et = Q™ ATl Fols flal & AbHol 225
OF BfLIC}. 047|M FLdstH oledet Antyh dEEL

<Directory>

<Di rect oryServer Type>UDS</ Di r ect or ySer ver Type>

<Phot oUri Wt hToken>htt p:// % P/ Host name% phot 0% i d%6 j pg<
/ Phot oUri Wt hToken>

<UdsSer ver >% P%</ UdsSer ver >

<M ni muntChar act er Quer y>3</ M ni munChar act er Quer y>

</ Directory>

2. Expressway-C= HTTP AH &{& S 50i & M7} L 2|0 Qlo{ok gFLICt.

Configuration(Z1I| 12| 0]d) > Unified Communications > Configuration(Z1I|12i0|4d) >
Configure HTTP server allow list(HTTP A 5{& §§ 7 4)E F2|&LICI New(MZ BHE7|)
> Enter IP/Hostname(IP/£AE O|& &]2]) > Create entry(8S 4d)& F=|&FLICt Jabber 2
2tO|RIE O 20t R 8 CHE CHA| 2 Qlg L Ct

fu[n

B 11: UDS AEf A ALEI Zolol CHE AHMIEE LHE 2 Jabber 212 ALEI HHME H A SHAIA]
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Verify Certificate [

Certificate not valid

Your computer cannot confirm the identity of this server.

This could be an attempt by an unknown party to connect to your
computer and access confidential information.

If you are not sure if you should continue, contact your system
administrator. Tell the administrator that Cisco Jabber is prompting you
to accept the certificate.

Show Certificate Accept
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- 8 of x| 2| Z=0] AF& El= Unified CM S5 T H 2l0| Expressway-E 2!5 A{2| SAN L{oi| @
010k BfLIC}. Expressway A{EHH2| CSR =7 = Unified CM S5 TH2IE SANS 2 "7}0}._
SME M3stH, TH 0| MRAZ2E M El A< 0|2| E=ELICt QIEME MBS CATt
CHQIZ2 SANSZ &QI5X| ot € A< "CollabEdgeDNS" S M2 AFE 3504 S At "collab-
edge"E T Ml F7HE =& J&LCH.

Unified CM registrations domains tp-cisco . com Format  CollabEdgeDNS ﬂ i

Alternative name as it will appear DNE:

DMS:collab-edge. tp-cisco.com
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