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Backup details

Tar Filename: 2023-06-21-08-02-15.tar
Backup Davice:

Operation: BACKUR

Percentage Complete: 52%

Feature Server ‘Component Status. Result ** Start Time Log File *
CER ] Unable to cantact server. Master or Lecal Agent could be dawn
CER ] Unable to contact server. Master or Local Agent could be down
CER a Unable to contact server. Master or Local Agent could be down
CER ] Unable to contact server. Master of Lecal Agent could be down
CER ] Unable to contact server. Master of Local Agent could be dawn
CER ] Unable to contact server. Master or Local Agent could be dawn
CER o Unable to contact server. Master or Local Agent could be down
CER L] Unable to contact server. Master or Local Agent could be down

1. CER &2| & mo|X|o| 22 2% L|CH

2. System(A|AE)) > Server Settings(AH A7) 2 0|SELICH. CER AIARtE 7|2Xo 2 MEH
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System » ERL w  PhoneTracking v  ERLMembership v  Uses Management v  Reports v Tools »  Help v

Server Settings For CERServerGroup

|
r Modify Server Setting

Server Name * Publisher
Host Name

- Debug Package List | Seloct All| | Clear All

[J CER_DATABASE [ CER_SYSADMIN

[ cER REMOTEUPDATE O cer TELEPHONY

[ cER_PHONETRACKINGENGINE [ CER_AGGREGATOR

[ cer ONSITEALERT O cer_Grour

[ CER CALLENGINE [ cer cLusTER

[ cer PROVIDER [ cER_ACCESSPOINT

O cer avmir [ cER CREDENTIALPOLICY

[ cER APPSERVICES

- Trace Package List | Select All || Clear All

[ CER_DATABASE O cer sysapmin

[ CER_REMOTEUPDATE [ cER TELEPHONY

[ CER_PHONETRACKINGENGINE [ cER AGGREGATOR

[ CER ONSITEALERT O cer croup

[ CER CALLENGINE [ cER CLUSTER

[ cER_ PROVIDER [ CER ACCESSPOINT

O eer_avpr [ CER cREDENTIALPOLICY

[ eEr APPSERVICES

= Update Settings | | Camcel Changes
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2. System Logs(A|A®] 27) > Platform Logs(Z3{& Z1) > DRSZ 0|5 &fLIC}.
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2023-06-21 07:58:58,148 DEBUG [Thread-16] - drfNetServerClient: drfQueryTruststore: IPSec
trustStore2| &= : 1

2023-06-21 07:58:58,148 DEBUG [Thread-16] - drfNetServerClient:drfQueryTruststore - O§ 20 A|Z+
Otch A2 Xz HE|

2023-06-21 07:58:58,168 2 5F [NetServerWorker] - driNetServerWorker.drfNetServerWorker: 22t
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2023-06-21 08:04:46,274 C|HH1 [NetServerWorker] - drfNetServer.run: /IP:PortolA{ 22}0|1E
A HE YAELIC

2023-06-21 08:04:46,274 DEBUG [NetServerWorker] - 22I0|21E 2% 0| Se{AE Lo =0
M e ZWRUX| &elste ZLCH

2023-06-21 08:04:46,278 C|HH1 [NetServerWorker] - 25 & 22t0|1EQILIC} IP = 10.10.20.25
S AE O|F = device.test.org. 2E{AE LS| L E0M Q7 g M

2023-06-21 08:04:46,278 C|H{1 [NetServerWorker] - drfNetServerWorker.drfNetServerWorker: %4
e AZ 4| InputStream

2023-06-21 08:04:46,313 25 [NetServerWorker] - drfNetServerWorker.drfNetServerWorker: 2 2t
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CER HA|Xt DRF 2Z 2 0{| M

2023-06-21 07:58:47,453 DEBUG [main] - drfNetServerClient:Reconnect, ZAE0{ 14 4 g}
2: [X], HIAIX]: Connection refused (Connection refused), £ 21: null
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1. 2E CER 7HX} = S0l M IPSec-trust @& 2] SN(QUR #13)g =QIgtLIC} 0] SN2 CER
HAIREC] IPSec.prem@| SN} & x|5H0F & LICHAILIZI2 1).
2. CER HIAIRL = E0{ M IPSec.pem Q1E M| R 2 4ME &gttt EM7t K5 5H7LE IPSec
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1. Y& HZ 7t CER A[AIRtof Ri= R0t LRISHX] &= CER 7HRIo| A IPSec-trust 1S ME
APMIEFLICE

2. CER HIAIXF2] "IPSec.pem"E Cisco Unified OS Administration(Cisco Unified OS #2|) >
Security(=2 2t) > Certificate Management(@/5 A £ 2l) > Find(Z7|) Z20|MH CI22 =L
C}.
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Certificate Monitor
[@_13 Generate Self-sign

Certificate Revocation

|' Status—— IPSEC Configuration

@ recnrds faund Bulk Certificate Management

Certificate List (1 - 2 of 2)

Find Certificate List where | Certificate w | begins with « I || Find | | Clear Filter | | 4P | | = |
Certificate * Commaon Name Type ey Type Distribution
ipsec Self-zigned RSA

CER ipsec.pem 2I5 A

3. CER Subscribers needed as a trust Certificate(CER 7} Atof| 22 8t IPSec.pem) It S 4
2 9| Cisco Unified OS Administration(Cisco Unified OS & 2l) > Security(£ 2t) > Certificate
Management(2!& A #2[) > Upload the certificate as IPSec-trust(218 ME IPSec-trust2
ZE)o| Y2 =FFLICt

Show + Seftings + Security + Software Upgrades + Services *  Help -

Certificate List

E:l: Generate Self-signed Eg' Upload Certificate/Certificate chain E]__’ Generate CSR

CER ipsec.trust 2|15 M YZE
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1. 22AE2| ZF ME{oil CH3H Cisco Unified OS Administration > Security > Certificate
ManagementZ O|S & LICt. HIARFRE A|ZfS0o4 28 L=RHE MEAEFLICY.

2. CER AIAIRHRE Find(Z71)& Z2l5t01 M| ZE QIS ME EAIRLICH

. @I&Z M "IPSec.pem"& E=IgrLIC}.
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Certilicate Details lor

II'DHH-H- [E,E Gesarsis CSR [ﬂw.mm Lﬁ_lw.nmm

- Status
@fﬂ:lt.::: Ready

-Certificale Sellings

File Mame IDSEC, P
Certifate Purposs ipSEC
Carthata Typd = algh
Certificate Growp product-cpi

Dezenphonifnendly name) Sell-sigred certdicate generabed by Spstem

-Certificale File Data

[ .
Versan;
Senal Numbar; *
SwpnatureAlgonthm;: * -
l#duss MBF: - -
Viahdiy Frgm:
Ta: =
Suhpect Mame: =
| |

Hay:
By walue:
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Esgendrale | | Generalie CSR | | Dewnload PEM File | | Download (DER File

CER ipsec.pem CFA| 244

5. CER HAIXIOIA Q1B M7t RHMEE| T 4E HAIXK|IZ7F ZA|Z|T CER 7R = =04 A 1-4E
HE gt=gLct.
6. ABM7t EE =M CtA| MM | CHS MH[AE CHA| A|ZFEFLIC
« CER H|A|IX}Q| Cisco DRF OFAE{B &Y
- CER Serviceability(CER MH|A 7t& %) > Tools(Z) > Control Center Services(X|
04 ME{ MH|A) > Cisco DRF Master(Cisco DRF OtAE{)Z O|S & L|Ct.
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Conlral Cenler

~Contral Center Servloes

Etart | Stop Festart

Servioe Mo

A Clsco DB Replicator

FER Frovider

Cisco Audit Log Agent

LCizco CDF

Cisco CDP Agent

Cisco Certificale Expiry Monibar
Cisco DRF Local

Cisco DREF Master

®@ 0000000

CER Cisco DRF OFAE{ RHA|Z}

+ Cisco DRF OFAE MH[A 7} &3P HX{ CER AHlA|XF0| M Cisco DRF Localg&
RHA|ZFEFLICEH.
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~Comtral Center Servdons

Start ‘Stap | ‘Restart ‘Refresh.
Senvice Namwe

A Cisco DB Replicator

CFH Provider

Cisco Audit Log Agent

Cizco CHHP

Cisco CDP Agent

Cizco Certificate Expiry Monktor

Ci=co DEF Local

O® 000000

Cieco DEF Masker
CER Cisco DRF 2Z R A|Zf

+ Cisco DRF 2Z MH|A 7} CER AAIXF =EO|AM &8st E|H 2 E CER 7HAL =
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https://www.cisco.com/c/ko_kr/support/docs/unified-communications/emergency-responder/200786-How-to-Collect-Logs-for-CER.html
https://www.cisco.com/c/ko_kr/support/docs/unified-communications/emergency-responder/200786-How-to-Collect-Logs-for-CER.html
https://www.cisco.com/c/ko_kr/support/docs/unified-communications/unified-communications-manager-callmanager/200199-CUCM-Certificate-Regeneration-Renewal-Pr.html#anc1
https://www.cisco.com/c/ko_kr/support/docs/unified-communications/unified-communications-manager-callmanager/200199-CUCM-Certificate-Regeneration-Renewal-Pr.html#anc1
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