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alhuali. Cisco Emergency Respond
CISER  fur Cisco Unified Communications Solutic

Took T SNUP T Sysiembontor T Systemlogs T

Control Center

Logged in as: administrator

-Contral Center Services

Start Steg Festart
Service Hama Shabus

} A Cisco DB Rephcatar » Started
O CER Provider > Started
) Cisce Audit Log Agert > Saarted
Y Cigen COP > Samrbed
I} Cisce COP Agent L Swrted
[} Cisco Certificate Expiry Manitor > Started
}  Cisco DRF Local > Started
) Cison DRE Master » Started
IG Cisco Emergency Responder » Started
) Ciseo DS F Sxarted
[ cisco phone Tracking Engine > Started
L} Cipen Tomest > Saartad
¥ Host Ressurces Agent > Started
L} mB2 agent > Started
}  Platform Administrative Web Service » Started
[} SMHS Master Agent Exarted
T} System Apglication Agent » Started

Start Stop Restart

2CHA| A|x| & CUCM =0 AHE E|&= SNMP A2 744524 CER Admin > Phone tracking
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- Status

Please madify information for the selected SHNMPv3 User

- Modify SNMPv3 User Details

~User Infarmation
IF Address/Host Name ® 10.1.61.10
User Mame * .cersnmpqa

~Authentication Information

[ authentication Required *
F‘ag.g_wurd.-ttn------laa--l-----nt Feapter Facoword ssssssdssssssssniannad Protocal @ MD5 l;:Z: CHA

- Privacy Information

= Privacy Required ®
Password ssssssssssssssssnsnnss Beanter Presword sssssssssssssssnssnnns Protocal li"'_. DES lﬂl AES128

=0ther Information
Timeout (in seconds) * ho

Maximum Retry Attempts = :3

Update Cancel Changes

SHMPVZ Settings

Add New
P Address/ Host Name User Name Authenticaticn Privacy Timaout [in seconds) Maximum Fetry Attempts Dalete
| A0.1.61.10 cErsnmpyd MD5 DES Ao 2 ﬁ

Of odlof A 10.1.61.102 A | x|2] IPO|1X 10.1.61.1582 &3} #EIXt2| IPRILICI.CER2| SNMPv3
Zix|agyo|M2 o|o|x|of EAIE 3t Zr& Lt

SHMPvD Settings
Add New
[P Addisenn/Hozt Narma Uzar Hame Authsntizaticn Brivacy Timaout (in peconds) i Eatry i Dalats
10.0.61,10 EErEnmoyd HO5 RES 10 2 i |
10161 A5 : HDR: RES 10 ) E

F
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tracking > LAN switch detail > Add LAN SwitchZ O|& &f LIC}.
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Hgare erter sy changs for the currgre LaN Santch

~LAN Swilch Delails
Swnbch Mot Nama i TP Addness ™ 10, 0,601,100
Dredonphon Emchlab
Enable CAM Baged Phoee Tracking
Lise pori desonpbon as port kcation
Use SMHPVE for Disoovery ¥
Updata | Cancel Charges | Locetn Swabch-Ports

LAN Switchas
A4 LAH Swtich
Saitch Mot Rarrs [ [P Adirsun rda Dalaba
10.1.51.10 F g &
Add LaM Switch

Communications Manager 743

CUCMO{|= SNMP Master Agent Z! Cisco CallManager SNMP Service2t= 5 7HX| =& 2| SNMP
4Z40| Q/&LICt.CallManager MH|A T M52 B E L E0|M £ MHAS 25
L|Ct.Cisco Unified Communications Manager AMH{E F4435l2dH CHS EHAHE =

1EtA|. Cisco CallManager SNMP Service2| & EfE & 21524 Cisco Unified Serviceability >
Tools > Feature servicesZ O|SELICt. MH{E MBSt D 0|0O|X|of| EA|E CHE Cisco CallManager
SNMP AMH|A &E|7 E-E5tE|JA= K] & lgrL|ct
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RERSEUSG Y Cisco Unified Senaceabibty

aleal.  Cisco Unified Serviceability
CISC0 por Claco Unifled Communbcations Soluthons

administrator
B - Jradh » Tioll » Snmp » DHHOME v HHE -

SHHP User Conllgurathon

I L-] Save Chear Al & Cancal

Stalus
(D) Snatus : Resdy

Server® |

User Infonmation

Usar Mame™ CuCmsnmpyd

Authentlcation Information
F austhanticaten Ripjimrad
Dasswond seasemas Aagnitor Pagiwerd sesdases Protocod @ pOs SH&
Privacy Inlormaticn
A Pivay Riguangd
Password sessssses Raernter Password sesssses Protecol W DES AESIZE
Hosk IF Addresses Information

® Acoept SHMP Packets from any host AcCopt SHMP Paciats only from Chase hoats
Host [P Addrass Insart
Host [P Addrassas

Arccess Privileges
Access Privieges™ | ReadOnly

mw:hnl-.- AcCouss preatege & requned in order to configurs Motifcation Destinatons.

AR0A| ZEEE M37|E FHote{H A2 Q{X[2| SNMP Z1I|18i[0]M0| CER M 2| Z4m| 12|04
1 LR|stoF ELICE Ol BHEE ALE5to AR{XIE FEELICH

snmp-server group <GroupName> v3 auth read <Name_of_View>

snmp-server user <User> <GroupName> v3 auth [sha/md5] <authentication_password> priv
[DES/AES128] <privacy_password>

snmp-server view <Name_of_View> iso L&}

of:

Swi t ch(confi g)#snnp-server group Grouptest v3 auth read Vi ewt est
Swi t ch(confi g)#snnp-server user cersnnpv3d Grouptest v3 auth nd5 ciscol23 priv des ciscol23
Swi t ch(confi g)#snnp-server view Viewest iso included

Zn|aeio|ME 2elstE{ show run2 AFE®FLICEH 042+ 2 0[] s snmpE AtE & LICEH

Swi t ch#show run | s snnp
snnp-server group Grouptest v3 auth read Vi ew est
snnp-server view View est iso included
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1EHA. CUCM E S E & #09I5t24™ CER Admin(CER & 2l) > Phone tracking(T18} F£X) >
Cisco Unified Communications Manager2 O|S&L|Ct. o|O|X|ol| EA|E! CHE 5tO|HEIE E2Ig
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Stalus
|-Pf-us¢ anber 0y change i the currest Cisco Unfeed Commanicanans Mansper

-Hndi: Cinee Unilied Communications Manager Chuster
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Enalde Secore Connechon ="
TFTP Gerver [P Addrags ™"
TFTP Server Po "

Baciup TFTP Sareer |F Address
CARF Server DP Address ‘Cloe
CAPF Ssrver Pas ==

Inatasss 10 for Publuibesr®®

Secure Mutbantcabion SEnng ke Publsber **
Ingsncs 10 for Sebscrbar =~
Spcyre dathardcation Snng for Subponbes"
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2CHA|. M3 7|7 AR ZER FME|=X| #0Ql5t2{2 CER Admin(CER #2l) > ERL
Membership(ERL HH4]) > Switchport(A¢I%| Z E) > Filter(EE]) >2 0|§35t1 Find(37))E 28
FLICHEME AR IP 40 Z2 o|0|XK|of| ZAIE CHE LI Z|o{of L Ct



Adggn ERL to Selected Swilch Portd Agdngn ERL Saarch EAL Edit Vi

Evdtch 1P Addraia ERL Hafra Swdtch 10 Addraid LLFE o Lacakian Phana Extandisn Phaca 10 Addredd Phaca Typ
= []10.1.61.10

10,1.61.00 Gily'L WiE
10, 5.60.00 G2 W
10,1.61.10 Lt P FHIW
10.1.61.10 Gill'4 W

10, 1.%0.10 GIl'E Wiaw 100 10.1.%1.24 Cizgo 9971
10, 1.60.00 Gil'E Wi
10.1.60.00 Gl T WL
10.1.61.10 Gine W

ERL _MEX 80.2.60.00 G K HLE 0.1.61.32 gl G945
19.1.62.20 Gilf 10 WiEw

| ESL MEx 18, 1.61.00 il i1 e L1y 10.1.81.14 Cisco B985
10.1.60.00 il a2 e
10, 1.61.00 Gili3 W
10.8.61.00 GiDi4 S
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SNMP Walk HHE 3
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0
o>

cucMzt AL{x|7t 25 CEROi| SEst=X| #2lst7| £Ic SNMP walk v3 BEE AL
LICHHE OID(ZHA| AR = o2k Z20]1.3.6.1.2.1.1.2.0.

CERO{ A CUCMS2 2 SNMP Walk H{%1 32| of:

admn:utils snnmp wal k 3

Enter the user nane:: cucnsnnpv3

Enter the authentication protocol [SHA]::

Enter the authentication protocol [SHA]:: M5

Enter the authentication protocol pass phrase:: ****xx*x

Enter the privacy protocol [AES128]:: DES

Enter the privacy protocol pass phrase:: ****xxxx

Enter the ip address of the Server, use 127.0.0.1 for | ocal host.Note that you need to provide
the | P address, not the hostnane.:: 10.1.61.158

The Object ID(AD:: 1.3.6.1.2.1.1.2.0

Enter paraneter as "file" to log the output to a file. [nofile]::
This command may tenporarily inpact CPU performance.

Conti nue (y/n)?y

SNWMPv2- M B: : sysChjectI D.O = O D: SNWPv2-SM ::enterprises.9.1.1348

CEROM|M AL|Z|7HX] SNMP £33 HHH 32| of;

admi n:utils snnp wal k 3

Enter the user nane:: cersnnmpv3

Enter the authentication protocol [SHA]:: M5

Enter the authentication protocol pass phrase:: ****x**x*

Enter the privacy protocol [AES128]:: DES

Enter the privacy protocol pass phrase:: ****xxxx*

Enter the ip address of the Server, use 127.0.0.1 for |l ocal host.Note that you need to provide
the I P address, not the hostnane.:: 10.1.61.10

The Cbject ID(OD):: 1.3.6.1.2.1.1.2.0

Enter paraneter as "file" to log the output to a file. [nofile]::
This command may tenporarily inpact CPU perfornmance.

Conti nue (y/n)?y

SNWMPv2- M B: : sysChjectID.O = O D: SNWPv2-SM ::enterprises.9.1.2134



CEROUAM R E HMA HEHO| Q= SNMP walk v32] 04:

snnmpwal k -v3 -u <User> -1 authPriv —A <aut h_password> —-a [ MD5/SHA] -x [DES/ AES128] -X
<Priv_password> | P_Devi ce <O D>
Xl
-u :snmp v3 AL AFIL|CE
-1 :215 2 E [noAuthNoPriv|authNoPriv|authPriv] &I L|C}.
-A: t 215 HIZHS L.
-a:915 Z 2 E Z[MD5|SHA]ILIC}.
-X .“ 7H°I MeE 23 T2 E Z[DES/AES128]&/L]C}
X:ZEIO|HA| Z2 EZ H|YHS QL|ch

Za240| of= o|O|X|of| EAIE CHE EA|ELICH.

"MEE IR HE &fE EF0IAM Zl(Ku) 8 F"LR I EALFE OIS FES AEcH EHAL

snnmpwal k -v3 -1 authPriv -u <User> —a [ MD5/ SHA] —A <auth_password> -x [ DES/ AES128] - X
<Priv_password> | P_Devi ce <O D>

HHEHEl OID7} SHE H{F 2| CER EE2|A T EOo|M X[HE|E CIHO|A & §HLEQIXR| & olghL|Ct.

https://www.cisco.com/c/en/us/td/docs/voice ip comm/cer/11 5 1/english/release notes/quide/CE
R BK C838747F 00 cisco-emergency-responder-version-1151.htmIi#CERO CN SE55891C 00

CER7t A2{x|ol| & st= YF OIDE CHE 1 Z&LCh

- 1.3.6.1.2.1.1.1.0 - sysDescr
- 1.3.6.1.2.1.1.2.0 - sysObjectID
- 1.3.6.1.2.1.1.5.0 - sysName
- 1.3.6.1.2.1.1.3.0 - sysUpTime
CER7t CUCMO|| & 5t= YR OID= CHE 1k &Lt

- 1.3.6.1.4.1.9.9.156.1.1.2.1.7 - ccmEntry/ ccminetAddress
- 1.3.6.1.2.1.1.2.0 - sysObjectID
- 1.3.6.1.4.1.9.9.156.1.1.2.1.2 - ccmName

et £ EXME Aelst7| 2l 2! HAE 7ML= 20| 0l #85HH, 0l= CERMIA THZ!
ME 7R E ':F74|°'I—IEP

1Et7. CLIE &3l THZ! ZXE A= LICH O] B2 utils network capture ethO file
ExampleName size all count 100002 L|C}. 037|A{ ExampleName2 IHZ! Z1x{2| O|& &LICt.

20| M E SAELICH911 &3 SNMP 23, M8t &3 AO|0|E §).
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ATHA|. THZ! %7t B I F5 activelog platform/cli/*2t & 74 CERO| ME EIR=

5EHA|. = 1l get activelog platform/cli/ExampleName.capE At&3+04 THZ! ZHXE HMEHL|CH
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Server Settings For CERServerGroup

~Status

Ready

~-Select Server

D Fublisher (primary]

ﬂ Subscriber{standby]

- Modify Server Settings

Server Name * | Publizher

Host Name

—Debug Package List | Select All

[¥] CER_DATABASE

[/l CER_REMOTEUPDATE

[l CER_PHONETRACKINGENGINE
[“] CER_ONSITEALERT

l¥| CER_CALLENGINE

[ cER_PROVIDER

] cer_aupIT

mycerpubvictogut

Clear all

[+ ceEr_sysaDMIN

[ CER_TELEPHONY

[ cer_AGGREGATOR

[ CER_GROUP

| CER_CLUSTER

[ CER_ACCESSPOINT

[ CER_CREDENTIALPOLICY

—Trace Package List | Select All

[l cer_DaATABASE

[l CER_REMOTEUPDATE

[l CER_PHONETRACKINGENGINE
[l CER_ONSITEALERT

[“| CER_CALLENGINE

[¥] CER_PROVIDER

4 cer_aupiT

Clear All

[ CER_SYSADMIN

[ cER_TELEPHONY

[ CER_AGGREGATOR

k¥ cer_Grour

4] ceEr_cLUSTER

[l cEr_ACCESSPOINT

[ CER_CREDENTIALPOLICY

[ [ P T B S Fo SR .

AQX| ZEO| EAL[X] §E2 AL2[XIE EC{E#+ Y 5t2{H(CER > Admin > ERL membership >
Switch Ports) Ct & EHHE =5l ok &

1. Admin(&2l) > Phone tracking(Z18} 7| &%) > LAN Switch details(LAN 29| x| A5 AHEH) 0l A

Hu|agolMdE &elghuict.
2. Admin(Z2l) > Phone tracking(Z1%} 7| %) > SNMP v2 / v30il A Zx|a a0l &relghct

3. Enable CAM based Phone Tracking(CAM 7|8t T8} 7| % g3} & 0IEt2 & olgL|ct



2 Enable CAM based Phone
A

.Cisco 0[2[e| A 2|x|0|7{Lt CDP7} HIE gl &
2 MEfSLCH

o
Tracking(CAM 7|8t 3} 7| = g3} =t O_
4. AQ|%|0| A SNMP Z1Z|2io|Me &HQlsL

5. M3t & 238 =& F L.
AR|X| ZETH EAIE[X|B M3 7(7F EAE|XK| fo B CHE BHAHE & sioF 2 LICH

_|_

. CER 2! Communications Manager0i| CHet SNMP 74
. Cisco Unified Communications Manager0i| X IP/ZAE O|&& &QIgtL|Ct.
. EAE 37|71 & Communications Manager0ll < 5t=X| = QI LICtH
. 22{AE{9] B E CallManager ‘= E0{A £ SNMP A{H|A(SNMP OtAE] 0f 0]
/CallManager SNMP A{H|A)7} 25 AR E[{=X| = QIgLIC.
5. SNMP Z7|& &3l CUCM 91Z 7542 & QlgrLct.
6. T3t &M 22 & +EELICH
CER g &M 219| 0of 1:

A ODN -

305: Jun 30 12:05:17.385 EDT % CER- CER_PHONETRACKI NGENG NE- 7- DEBUG SnnpSocket Reader -
47637: SnnpPri vacyPar am encr ypt DESPri vParam Excepti on thrown while encrypting DES paraneters
:Cannot find any provider supporting DES/ CBC NoPaddi ng

7t & O|7:SNMPv3 ZEtO[HA| BEof| 23X E AL e|olE YLt
CER M FX 219| 0f 2:

Snnp exception while reading ccnmversion on <IP addr ess CCM Node>
7}5 8t 0] %:Cisco CallManager SNMP MH|AE CUCM £ 5 stLtoi|Af HIZ A&t ELICH

o e

https://www.cisco.com/c/en/us/td/docs/voice _ip_comm/cer/11_5_1/english/administration/quide/CE
R_BK_ROQOED2CO0_00_cisco-emergency-responder-administration-quide-
1151/CER_BK_ROOED2C0 _00_cisco-emergency-responder-administration-quide-

1151 _appendix_01101.htmI#CERO_RF_S51098E7_00

https://www.cisco.com/c/en/us/td/docs/voice ip_comm/cer/10_0 1/english/administration/quide/CE
RO BK CA66317A_00_cisco-emergency-responder-administration-

10 _0/CERO_BK CA66317A 00 cisco-emergency-responder-administration-

10_0 chapter 01100.pdf
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