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2EHA[. Ansible A{Bqansible-galaxy collection install cisco.fmcansibledil FMCO| Ansible Z42IAM 2 Ad k|52 B S AlststLc}.

<#root>
cisco@inserthostname-here:~$

ansi bl e-gal axy collection install cisco.fntansible

ot

3CHA|. 2+ o Umkdir /home/cisco/fme_ansible2 X{&Het M ZC

/home/cisco/O| L M £H O|& 2 fmc_ansible®!L|C}.
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<#root>
cisco@inserthostname-here:~$

nkdi r /hone/ci sco/fnt_ansi bl e

47|, /home/ciscol/fme_ansible Z2C{ 2 0|5 3504 QIHIEZ| b2 MAEtL|Ct 0] oflof M QIHIE 2| 1} 0|2 inventory.ini &ILICEH

<#root>
cisco@inserthostname-here:~$

cd /hone/ ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

inventory.ini

<#froot>

[fmc]



10.0.5.11

[fmc:vars]
ansible_user=

ci sco

ansible_password=

ci sco

ansible_httpapi_port=443
ansible_httpapi_use_ss1=True
ansible_httpapi_validate_certs=False
network_type=HOST
ansible_network_os=cisco.fmcansible.fmc

5EF7|. /home/cisco/fme_ansible 2HE 0|S35t04 B I U S MM FFLICH O] ool A B Y O|F 2 fme-onboard-ftd-vars.yml &Lt

<#root>
cisco@inserthostname-here:~$

cd /hone/ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

f nc-onboard-ftd-vars. ym

inventory.ini
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<#froot>

user:

domain: 'Global’
onboard:
acp_name: '

TEMPACP

device_name:
ftdl: '

FTDA



ftdl_reg_key: '

ci sco
ftdl_nat_id: '
nat ci sco

mgmt:

ftdl: '
10.0.5.12

6=t Al /home/cisco/fme_ansible ZC{Z 0|5 35H04 Z¢/0]

playbook.yaml &1 L|C}.
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<#root>
cisco@inserthostname-here:~$

cd /honme/ ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

f nc- onboar d- f t d- pl aybook. yan

fmc-onboard-ftd-vars.yml inventory.ini

<ttroot>

- name; FMC Onboard FTD
hosts: fmc
connection: httpapi

tasks:

- name: Task01 - Get User Domain
cisco.fmcansible.fmc_configuration:
operation: getAllDomain

filters:

name: "{{

user . domai n



I

register_as: domain

- name: Task02 - Create ACP TEMP_ACP
cisco.fmcansible.fmc_configuration:
operation: "createAccessPolicy"

data:

type: "AccessPolicy"

name: "{{accesspolicy_name | default(

onboard. acp_nane

)

defaultAction: {

'action': 'PERMIT',

'"logEnd': True,

'logBegin': False,
'sendEventsToFMC': True

}

path_params:

domainUUID: "{{ domain[0].uuid }}"

- name: Task03 - Get Access Policy
cisco.fmcansible.fmc_configuration:
operation: getAlTAccessPolicy
path_params:

domainUUID: "{{ domain[0].uuid }}"
filters:

name: "{{

onboard. acp_nane

I

register_as: access_policy

- name: Task04 - Add New FTD1
cisco.fmcansible.fmc_configuration:
operation: createMultipleDevice

data:

hostName: "{{ ftd_ip | default(item.key) }}"
Ticense_caps:

- 'BASE'

ftdMode: 'ROUTED'

type: Device

regkey: "{{ reg_key | default(

devi ce_nane. ftdl_reg_key

) 1}

performanceTier: "FTDv30"

name: "{{ ftd_name | default(item.value) }}"
accessPolicy:

id: '{{ access_policy[0].id }}'

type: 'AccessPolicy'

natID: "{{ nat_id | default(

devi ce_nane.ftdl _nat _id

)

path_params:

domainUUID: '{{ domain[0].uuid }}'
Toop: "{{ ftd_ip_name | dict2items }}"
vars:

ftd_ip_name:



"

mgnt . ftdl

3 A

devi ce_nane. ftdl
3

- name: Task05 - Wait For FTD Registration Completion
ansible.builtin.wait_for:

timeout: 120

delegate_to: localhost

- name: Task06 - Confirm FTD Init Deploy Complete
cisco.fmcansible.fmc_configuration:

operation: getAllDevice

path_params:

domainUUID: '{{ domain[0].uuid }}'

query_params:

expanded: true

filters:

name: "{{

devi ce_nane. ftdl

I

register_as: device_l1ist

until: device_1list[0].deploymentStatus is match("DEPLOYED")
retries: 1000

delay: 3
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7EtA. /home/cisco/fme_ansible EC 2 0|S 8 O HH 2 A~5H0{ ansible-playbook -i <inventory_name>.ini

<playbook_name>.yaml -e@" <playbook_vars>.yml" ansible 242 AHABrL|Ct. Of ool M B2 @lL|Ctansible-playbook -i
inventory.ini fmc-onboard-ftd-playbook.yaml -e @"fmc-onboard-ftd-vars.yml” .

<#root>
cisco@inserthostname-here:~$

cd /hone/ ci sco/ fntc_ansi bl e/



cisco@inserthostname-here:~/fmc_ansible$

I's

fmc-onboard-ftd-playbook.yaml fmc-onboard-ftd-vars.yml inventory.ini

cisco@inserthostname-here:~/fmc_ansible$

ansi bl e- pl aybook -i inventory.ini fnt-onboard-ftd-playbook.yam -e @fnt-onboard-ftd-vars.ym"

PLAY [FMC Onboard FTD] B R R R A R o A o R S o R ek A i e kL T o L T R kS S S S S A R AR Sk R ke Sk o S o S T R R S e o SR T

TASK [Gathering Facts] B R R e o A R o A o A ok S o A o Sk A kS ik R T o S i e R Rk Sk S o S S S R R A Sk R Tk Sk o S o SR R R AR ok S e o SR T
ok: [10.0.5.11]

TASK [Task01 - Get User Domain] FeddehfdehfdhfdhddhddNdddd SRSl SNVl fdh NS Rl Sl ddhfdhddhddNddndh
ok: [10.0.5.11]

TASK [Taskoz - Create ACP TEMP_ACP] TeddehddhddRdddhhdh NVl Rdh Nl Nl Rl fdhNdhfdhddhfdhddhddhddNddhddnd
changed: [10.0.5.11]

TASK [Task03 - Get Access P011Cy] R R R R R e L i R R A ok ke kS A R kA ok Sk o S o R R R AR o S T ok SR T
ok: [10.0.5.11]

TASK [Ta5k04 - Add NeW FTDl] eR Sl dedhfdedfdeh VNl Nl fd Rl % Tddehdk
changed: [10.0.5.11] => (item:{ key : '10.0.5.12"', 'value': 'FTDA'})

TASK [Taskos - Wait For FTD Registration COmp]etiOn] Teddeh Sl ddhddhdd RV Ndddh Rl Nl Ndehfdhfdhddhddddndh
ok: [10.0.5.11]

TASK [Task06 - Confirm FTD Init Dep10y COmp]ete] R R X R R X R R TR R R R R X R R R R R R R R R R R T R R R R R X R R X R R LR R R R X R R
FAILED - RETRYING: Task06 - Confirm FTD Init Deploy Complete (1000 retries 1eft)
FAILED - RETRYING: Task06 - Confirm FTD Init Deploy Complete (999 retries left).

FAILED - RETRYING: Task06 - Confirm FTD Init Deploy Complete (998 retries left).

FAILED - RETRYING: Task06 - Confirm FTD Init Deploy Complete (997 retries left).

FAILED - RETRYING: Task06 - Confirm FTD Init Deploy Complete (996 retries left).

ok: [10.0.5.11]

PLAY REGCAP s desdedesiededededesde dedededededededede dede dedede e de e de e e dede e el de e e e el sl e e de e e e e de e e e de e e e e el de e dele e e el e e de e dele el e e e o

10.0.5.11 : ok=7 changed=2 unreachable=0 failed=0 skipped=0 rescued=0 1gnored =0

HYOo| SHt 27 A Sst=X| & Qlsted™ o MME &8st MAIL.

FMC GUIO| 22918t L|C}. Devices(C|HIO|2) > Device Management(ClHFO| A #2|)Z O|S&LICt 0| B2 FTDE TAE M A
Ao Mo 2 pMco| M3xo 2 SSELICH



Flrewall Management Center Overview Analysis Palicies Devices Objects Integration Deploy Q,
i I
fiew By: Group v
All (1) ® Error (D) ® Warning (0) Offline (0) ® Normal (1) Deployment Pending (0) ® Upgrade (0) ® Snort 3 (1)
—
Sollapse All
Name Maodel Version Chassis Licenses Accoss Control
~ Ungrouped (1)
FTDA' Snort 3 FTDw for KVM 7.4.1 MiA Essentials

0.512

Device Management | O| X|

=X sz

ol Mol A AE X S0l AHSE 4 2l HEE MBI

Ansible ZEi|0|S 2| 23 & O EB{H -wZE ansble E|0/52 A& = A&LICH

<#root>
cisco@inserthostname-here:~/fmc_ansible$ ansible-playbook -i inventory.ini fmc-onboard-ftd-playbook.yaml -e @"fmc-onboard-ftd-vars.yml"
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https://github.com/CiscoDevNet/FMCAnsible/tree/main
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