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Decimal Drop Equivalent IP

DSCP Value |Value Meaning Probability Precedence Value
101 110 46 High Priority |N/A 1101 - Critical

Expedited

Forwarding

(EF)
000 000 0 Best Effort N/A 000 - Routine
001 010 10 AFI11 Low 001 - Priority
001 100 12 AF12 Medium 001 - Priority
001 110 14 AF13 High 001 - Priority
010 010 18 AF21 Low 010 - Immediate
010 100 20 AF22 Medium 010 - Immediate
010 110 22 AF23 High 010 - Immediate
011 010 26 AF31 Low 011 - Flash
011 100 28 AF32 Medium 011 - Flash
011 110 30 AF33 High 011 - Flash
100 010 34 AF41 Low 100 - Flash Override
100 100 36 AF42 Medium 100 - Flash Override
100 110 38 AF43 High 100 - Flash Override
001000 |8 Csl 1
010 000 16 CS2 2

HE 23 Cclojo{ 2



10.10.10.1/30 10.10.10.2/30
Eth1/1 Eth1/1

Eth1/3 SHE UMt Eth1/3
Eth1/3 Eth1/3
192.168.9.9/24 192.168.18.18/24

74

QoS over tunnel GRES| AI|ado|d 2=
O| GRE E{'dg S5t 5 DSCPE MHHsSIE

X VLANS| EBIE!0| N9K-EX11F NOK-EX2 A}O]

E
-1 o
R,

Nexus= ECHZl2 =355t DSCP 2ol CHsH VLANOIAM 83 Zd%{2] QoS OtZ 2 & AlsHK|
ol 71 E{d GREO|A & EhLICH 0] 2L VLAN 90{= DSCP AF-11 Zt0| At EL|LC}.

SAEA

interface Ethernet1/3
switchport
switchport access vlan 9
no shutdown

interface Vlan9
no shutdown
ip address 192.168.9.9/24

ok
|>
Im
©

interface Ethernetl/3
switchport



switchport access vlan 18
no shutdown

interface Vlanl8
no shutdown
ip address 192.168.18.18/24

NOK-EX1 QIE{H|O|A Z4x|18y|0|M

interface Ethernetl/1
ip address 10.10.10.1/30
no shutdown

interface Ethernetl/3
switchport

switchport access vlan 9
no shutdown

interface Tunnell

ip address 172.16.1.1/30
tunnel source Ethernetl/1
tunnel destination 10.10.10.2
no shutdown

interface Vlan9

no shutdown
ip address 192.168.9.1/24

N9K-EX1 2} & Z1m|ag|o|M
ip route 0.0.0.0/0 Tunnel

N9K-EX1 QoS Z4x|12f|ofM

NXOS2| GRE E{'d QIE{H| 0| A0 ME QoS7t XX f2 22 VLAN Z1I| 28|00 AM AMHH|A
MM 5t n ME58HoF ELICH EAICHA|L|, X AA L CHAT URISIES ACLS M8t C}
2 25t= DSCPR QoS ZHu|adojlde MH™EstD, OrX|2S 2 MH|A 2 2l VAN Z1I|228(0|
Mg AL ELICH

.‘

—

ip access-Tist TAC-QoS-GRE

10 permit ip any 192.168.18.0/24

class-map type qos match-all CM-TAC-QoS-GRE
match access-group name TAC-QoS-GRE
policy-map type qos PM-TAC-QoS-GRE

class CM-TAC-QoS-GRE

set dscp 10



vlan configuration 9
service-policy type gos input PM-TAC-QoS-GRE

NOK-EX2 QIE{H|O|A Z4x|18y|0|M

interface Ethernetl/1
ip address 10.10.10.2/30
no shutdown

interface Ethernetl/3
switchport

switchport access vlan 18
no shutdown

interface Tunnell

ip address 172.16.1.2/30
tunnel source Ethernetl/1
tunnel destination 10.10.10.1
no shutdown

interface Vlanl8
no shutdown
ip address 192.168.18.1/24

NIK-EX2 2t & 71| 18]o|M

ip route 0.0.0.0/0 Tunnel

=X a2
SEER

T EYE 25

_|

» show ip interface brief
» show interface tunnel 1 brief

B0l 2 & S2IX| {F & EAIFLICH

N9K-EX1# show ip interface brief

IP Interface Status for VRF "default" (1)
Interface IP Address Interface Status
V1an9 192.168.9.1 protocol-up/link-up/admin-up



Tunnell 172.16.1.1 protocol-up/link-up/admin-up
Ethl/1 10.10.10.1 protocol-up/link-up/admin-up

N9K-EX1# show interface tunnel 1 brief

Interface Status IP Address
Encap type MTU

Tunnell up 172.16.1.1/30
GRE/IP 1476

SRS
* show interface tunnel 1

* show interface tunnel 1 counters

A
SRS

OF

IjZlal 2 SAHSt HEE E A|ELCt.

N9K-EX1# show interface tunnel 1

Tunnell 1is up

Admin State: up

Internet address is 172.16.1.1/30

MTU 1476 bytes, BW 9 Kbit

Tunnel protocol/transport GRE/IP

Tunnel source 10.10.10.1 (Ethernetl/l), destination 10.10.10.2
Transport protocol is in VRF "default"

Tunnel 1interface is in VRF "default"

Last clearing of "show interface" counters never
Tx

3647 packets output, 459522 bytes

Rx

3647 packets input, 459522 bytes

N9K-EX1# show interface tunnel 1 counters

ts

47

ts

Tunnell --



ts

47

ts

Tunnell --

NOK-EX1#

| 2RI E NIK-EX1 AL|%|2Q| Interface Ethernet 1/3 & =0{|A ARP 22| ZHXE Hoi FL
Ch. X = A2Q%(2] L2iof Q22 Z o} X AFEE DSCP(AF11)2 ECHZI0| EAIL|X| 2 e &

Ethernet IT, Src: Cisco_fc:da:3f (ad:e@:af:fc:da:3f), Dst: Cisco _96:cO:ff (aB:@c:0d:96:c9:ff)
~ Internet Protocol Version 4, Src: 192.168.9.9, Dst: 192.168.1B.18

188 ... = Version: 4

.. 8181 = Header Length: 20 bytes (5)
Differentiated Services Field: @x@@ (DSCP: €S58, ECM: Not-ECT) —em

2088 @@.. = Differentiated Services Codepoint: Default (@)

aﬂ = Explicit Congestion Notification: Mot ECN-Capable Transport (@)

I'U'l.l'l Lcngth 84
Identification: @xfefd (B65133)
B@8. .... = Flags: Ax@
.+.0 BOOD QODB RGP = Fragment Dffset: @
Time to Liwve: 255
Protocol: ICMP (1)
Header Checksum: Bx2@cf [validation disabled)
[Header checksum status: Unverified]
Source Address: 192.168.9.9
Destination Address: 192.168.18.18

0| &l ME NIK-EX2 AL %|2] Interface Ethernet 1/1 &= 0| A ARP & 0| ZHXE Ho{ EL
Cl. E2iZlof| o|O| AF23HoF 5= DSCP AF11 Zt0| e g &ole £ &LICH F Nexus ZHo|
FME EHoi M mHZl0| &S EICtE AFAE & £ l&LCt

_|



Ethernet II, Sr co:ff (aB:@c:8d:96:c9:1f), Dst: Cisco_96:c9:bf (ad:0c:8d:96:c9:bf)
~ Internet P src: 19.18.19.1, Dst: 1€.10.18.2

e1ee ..

.as: 81081 = Header Length: 28 bytes (5]

Differentiated Services Field: 8x28 (DSCP: AF11, ECN: NOt-ECT) -
8018 18.. = Differentiated Services Codepoint: Assured Forwarding 11 (18)
...... @8 = Explicit Congestion Motification: Mot ECN-Capable Transport (@)

Total Length: 188

Identification: @x55aa (21930)

B8, .... = Flags: @x@

.o B BROS PRO8 090D = Fragment Offset: @

Time to Liwve: 255

Protocol: Gemeric Routing Encapsulation (47)

Header Checkswn: @x3d7a [validation disabled]

[Header checksum status: Unverified]

Source Address: 19.18.18.1

Destination Address: 18.19.18.2

Generic Routing Encapsulation (IP)
Flags and Version: 8x8808
Protocal Type: IP (@xBE08)

Internet Protocol Version 4, Src: 192.168.9.9, Dst: 192.168.1B.18 —

2188 .... = Version: 4

wane 8181 = Header Length: 28 bytes (5)

Differentiated Services Field: @x28 (DSCP: AF11, ECN: Not-ECT)

8018 18.. = Differentiated Services Codepoint: Assured Forwarding 11 {18)
...... @8 = Ewplicit Congestion Motification: Mot ECN-Capable Tramsport (@)

Total Length: Bd

Identification: @xfedd (65133)

800, .... = Flags: Bx@

«o @ DOO POOR A@EB = Fragment Offset: @

Time to Live: 254

Protocol: ICHP (1)

Header Checksun: 8x21a7 [validation disabled]

[Header checksum status: Unverified)

Source Address: 192.168.9.9

Destination Address: 192.168.18.18

—

O 230 M= N9K-EX1 £ 2|X[2| IE{H| 0] A Ethernet 1/3 £20{ A ARP

2 ME Axer HE 2
o FLICt. E2HE ol ALE38liok 5t= DSCP AF11 210 ot /= RS & elg = U&LICH F
Nexus ZHoil 74 E E{oilM miZlo| &t lX| ST & & UA&LICH

Ethernet II, Src: Cisco 96:c9:ff H H s Dst: Cisco_fc:da:3f (ad:ed:af:fcida:idf)
w Internét Protocal Ve E

8188 .... = Version: 4

sees 0101 = Header Length: 2@ bytes (5)

Differentiated Services Field: @x28 (D5CP: AF11, ECM: Not-ECT)
MR 18.. = Differentiated Services Codepoint: Assured Forwarding 11 (10)
vens a8 = Explicit Congestion Motification: Mot ECN-Capable Transport (#)

Total Length: &4

Identification: @xfebd (65133)

@88, .... = Flags: @xe

.« @ D000 Q000 2900 = Fragment Offset: @

Time to Live: 253

Protocol: ICHP (1)

Header Checkium: Bx2287 [validation disabled]

[Header checkiwn status: Unverified]

Source Address: 192.168.18.18

Destination Address: 192.168.9.9

O| 2 &M= NIK-EX2 AL x|2| CIE{H|O|A O|HY 1/1 230 ARP &|Al2 ZHX{E W2 E o
ZL|Ct EBi=lof AFE3loF 3t= DSCP AF11 40| Zof Qe [Jg &olgd &= &Lt = Nexus
Ztoll 2 E E{'doiAM TiZlo| &St EICHE AFAE & £ Q&LC}.



Ethernet II, Src: Cisco_96:c9:bl (a8:0ci@d:96:c9:br), Dst: Cisco 96:c0:T0 (aB:@cidd:96:cO:Tl)

v Internet Protocol Version 4, Src: 10.18.18.2, Dst: 10.18.18.1

@188 .... = Version: 4

aaea @181 = Header Lengih: 28 bytes (5]

Differentiasted Services Field: @x28 (DSCP: AF11, ECN: Hot-ELT) -
8218 18.. = Differentiated Services Codepoint: Assured Forwarding 11 (18)
vear o« B8 = Explicit Congestiom Motification: Mot ECN-Capable Transpart (@)

Total Lemgth: 108

Identification: Bx55aa (21934)

8a, .... = Flags: @

o DO08 200D D00 = Fragment Offset: @

Time to Liwve: 255

Protocel: Generic Routing Emcapsulaticn (47)

Header Checksum: 8x3d7a [validaticn disabled)

[Header checksum status: Unwerified)

Source Address: 19.108.18.7

Destination Address: 18.18.18.1

Generic Routimg Encapsulatiom (IP) il

Flags and ¥ersion: @x28@8

Protocal Type: IF (@x808)

Internet Protocol Version 4, Src: 192.168.18.18, Dst: 152.168.9.9 —

@188 .... = Version: 4
. 8181 = Header Length: 28 bytes (5)

Differentisted Services Field: @x28 (DSOP: AF11, ECM: Mot-ECT)

8218 18.. = Differentiated Services Codepoint: Assured Forwarding 11 (18)
' «« B8 = Explicit Congestion Motification: Mot ECN-Capable Transport (@)

Total Lemgth: B4

Tdentification: Bxfelf (65135)

8@, .... = Flags: @@

o 0000 2000 D00 = Fragment Offset: @

Time to Liwe: 254

Protocel: TOMP (1)

Header Checksum: @x21a5 [validatiosn disabled)

[Header checksum status: Unwerified)

Source Address: 192.168.18.18

Destination Address: 192.168.9.9

It H IP7F EAIZ|X| §E&LICEH Ol=

Nexus= ECI™M IPE ARG E2E 13! ZX{oll= HESE 2
{7 |X|E 2tRE 57| 20 AIiA RS

GRE E{H2/2 AF8% [ Nexus7} E2|X ipsE A& 350
SEFlLct.

ELAM Z4 %

NOKEX-20{| A ELAM ZHX{E in-select 92 &7 AFR3t0{ 2IF 13 & LHE I3 JIHE 2 + U&LIC
AA QA IPE 7|22 2 ZE{ 26l oF &Lt

debug platform internal tah elam

trigger init in-select 9

reset

set inner ipv4 src_ip 192.168.9.9 dst_ip 192.168.18.18
start

report

Nexus7} QIE{H|O|A 1/1E S8 ﬂHa'% *._lﬁhxl Folg =+ QlaLict E3F 2| 13 sl Y
HEE elEmolAol 22X IP 40|12 13 IR S0l EAE A X ZAE BO| IP7} U&LICH

SUGARBOWL ELAM REPORT SUMMARY
slot - 3, asic - 1, slice - 0

Incoming Interface: Ethl/1

Src Idx : Ox41, Src BD : 4433

Outgoing Interface Info: dmod 2, dpid 10
Dst Idx : Ox3, Dst BD : 18

Packet Type: IPv4



Outer Dst IPv4 address: 10.10.10.2
Outer Src IPv4 address: 10.10.10.1

Ver = 4, DSCP = 10, Don't Fragment = 0
Proto = 47, TTL = 255, More Fragments
Hdr len = 20, Pkt len = 108, Checksum = 0x3d7a

1
(=]

Inner Payload
Type: IPv4

Inner Dst IPv4 address: 192.168.18.18
Inner Src IPv4 address: 192.168.9.9

L4 Protocol : 47
L4 info not available

Drop Info:

LUA:
LUB:
LUC:
LUD:
Final Drops:

20| Qos AI|aEfo|ME &ole =+ U&LICH

N9K-EX1# show running-config ipqos

!Command: show running-config ipqos
'Running configuration Tast done at: Thu Apr 4 11:45:37 2024
'Time: Fri Apr 5 11:50:54 2024

version 9.3(8) Bios:version 08.39

class-map type qos match-all CM-TAC-QoS-GRE
match access-group name TAC-QoS-GRE
policy-map type gos PM-TAC-QoS-GRE

class CM-TAC-QoS-GRE

set dscp 10

vlan configuration 9
service-policy type gos input PM-TAC-QoS-GRE

XI’EE VLANOI| 75 E QoS HA 3 3 Mt HAAE ACLI

N9K-EX1# show policy-map vlan 9



Global statistics status : enabled
Vlan 9

Service-policy (qos) input: PM-TAC-QoS-GRE
SNMP Policy Index: 285219173

Class-map (gos): CM-TAC-QoS-GRE (match-all)
Slot 1

5 packets

Aggregate forwarded :

5 packets

Match: access-group TAC-QoS-GRE
set dscp 10

of7|0 EAIE HHE ALE3104 QoS SHE XI2 = JUA&LICH

N9K-EX1# clear qos statistics

ALZERo{oMq Z2 32 YE ACLE EQlgfLch.

N9K-EX1# show system internal access-Tist vlian 9 input entries detail

Flags: F - Fragment entry E - Port Expansion
D - DSCP Expansion M - ACL Expansion

T - Cross Feature Merge Expansion

N - NS Transit B - BCM Expansion C - COPP

INSTANCE 0x2

LBL B = 0x1
Bank 2
IPv4 Class

Policies: QoS

Netflow profile: 0
Netflow deny profile: 0
Entries:

[Index] Entry [Stats]

[0x0000:0x0000:0x0700] permit ip 0.0.0.0/0 192.168.18.0/24 [5]



StEQo{olM Z2 2 YE ACLE EQIELCH

N9K-EX1# show hardware access-Tist vlan 9 input entries detail

Flags: F - Fragment entry E - Port Expansion
D - DSCP Expansion M - ACL Expansion

T - Cross Feature Merge Expansion

N - NS Transit B - BCM Expansion C - COPP

INSTANCE 0x2

LBL B = Ox1

Bank 2

IPv4 Class

Policies: QoS

Netflow profile: 0
Netflow deny profile: 0
Entries:

[Index] Entry [Stats]

097[0fl EAIE BHE ALE5I01 VLANS AIS SR ZEE g =
H o

=
ID 90|H AFE &2 QoS YA &ole # Ql&LICt

N9K-EX1# show system internal ipqos vlan-tbl 9

Vlan range asked: 9 - 9

Vlan: 9, pointer: 0x132e3eb4, Node Type: VLAN
IfIndex array:
alloc count: 5, valid count: 1, array ptr : 0x13517aac

ndex: 0x1a000400 (Ethernetl/3) Policy Lists (1): Flags: 01

LICt. O] of|o|l M= VLAN

0: IfI

Type: INP QOS, Name: PM-TAC-QoS-GRE, Ghost Id: 0x45001c7, Real Id: 0x450

01c8

Defnode Id: 0x45001c9



NOK-EX1#
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