ISE 3.2& AF235}04 Nexus 9KO{| CHEF =
TACACS dst 1M

HE<S3F clojo{az

1EHA: Nexus 9000 T4

2Ct7. Identity Service Engine 3.2 43
cleg =olsfLc,

25 2

0| 2MoIM= NKOOAM CLIE E3H TACACSE AFZ2 A} X|Z Nexus gt FA45t= ghtHof CH 5

= FHof et X|Ag Efstn JIe™H FEELICH

+ TACACS+
- ISE 3.2
MNEEE T8 24
Ol 2Xel E = Chg 2z ES|o A stE o HTE 7|22 &Lct.

+ Cisco Nexus 9000, NXOS 0|0|X| Zt: bootflash:///nx0s.9.3.5.bin
« ldentity Service Engine {71 3.2

Ol EMe| HE= 5 & g E2| CIHIO|AE EOIZ A EE[RI&LICH O EX{ol AHEE 2 E Cut
OlaE X7I3tEI(7|2) Zu|adoMe 2 AR EIRA&LICH B HELZI 28 1 8¢9 2E

“4E4°| HAQ S 0|2 SKIstAlZ] HHEfLICH



Cisco NX-OS - TACACS+0i= 2to|dlAa7t HestX| et &LCt.

Cisco Identity Service Engine - &7 ISE A %|2| 29 2 E ISE 7|50] °”A1|/\sa = QU= 90 H
7|2k BtO|MIATE o, HIt 2to|MATL Q= B2 ISETACACS 7|2 A85t2{H eIE 2 +=#
st A M - =oi Cis C|HtolA 22Xl 2to|MA 7L EBhLct,

#El/dE olA3 AFS X Nexus CIHFO|AOA 215 5HH ISEE #otE Nexus & g S HHere
LICE.

e 1/1-1/21 L 1/25-1/300{ M S F 2! no shut-on 2UE{H|O|A T MG T & EO|E F+M5l=
M| A

* ssh

» ssh6

=T

=TT

- EQ0|AEIRE

- EF|O|ABIRESB

. g

* Pingb6

- A8

74

HIE9I3 Choloi 12

, L
T] =
ISE 3.2 PSN WITH DEVICE
HELP EsK NERUS 9000 ADMIN FEATURE ENABLED

ER 74 4 rtolo{aH

113

1EtA|: Nexus 9000 44



1. AAA 74

Z1: TACACS 2152 &M35l8H & Nexus CIHIO|AE EZ QS AFEES SXI5HT AAA M
B 7|8t 215 AL S A|RFEHLICH

Nexus9000(config)# feature tacacs+

Nexus9000(config)# tacacs-server host <Your ISE IP> key O Nexus3xample
Nexus9000(config)# tacacs-server key 0 "Nexus3xample"

Nexus9000(config)# aaa group server tacacs+ IsePsnServers
Nexus9000(config-tacacs+)# server <Your ISE IP>

Nexus9000(config)# aaa authentication Togin default group IsePsnServers Tlocal

2. XIEE T A0 et AER o8 Jg e Lo

Nexus9000(config)# role name helpdesk

Nexus9000(config-role)# description Can perform basic Toubleshooting and bounce certain

ports



permit read

permit command enable *
permit command ssh *
permit command ssh6 *
permit command ping *
permit command ping6 *
permit command telnet *

Nexus9000(config-role)# rule
Nexus9000(config-role)# rule
Nexus9000(config-role)# rule
Nexus9000(config-role)# rule
Nexus9000(config-role)# rule
Nexus9000(config-role)# rule
Nexus9000(config-role)# rule
Nexus9000(config-role)# rule 8 permit command traceroute *
Nexus9000(config-role)# rule 9 permit command traceroute6 *
Nexus9000(config-role)# rule 10 permit command telnet6 *

Nexus9000(config-role)# rule 11 permit command config t ; interface * ; shutdown

oo

Nexus9000(config-role)# rule 12 permit command config t ; interface * ; no shutdown

O ooONOYULIDS WN R

vlan policy deny
interface policy deny

Nexus9000(config-role-interface)# permit interface Ethernetl/1l
Nexus9000(config-role-interface)# permit interface Ethernetl/2
Nexus9000(config-role-interface)# permit interface Ethernetl/3
Nexus9000(config-role-interface)# permit interface Ethernetl/4
Nexus9000(config-role-interface)# permit interface Ethernetl/5
Nexus9000(config-role-interface)# permit interface Ethernetl/6
Nexus9000(config-role-interface)# permit interface Ethernetl/7
Nexus9000(config-role-interface)# permit interface Ethernetl/8
Nexus9000(config-role-interface)# permit interface Ethernetl/8
Nexus9000(config-role-interface)# permit interface Ethernetl/9
Nexus9000(config-role-interface)# permit interface Ethernetl/10
Nexus9000(config-role-interface)# permit interface Ethernetl/11
Nexus9000(config-role-interface)# permit interface Ethernetl/12
Nexus9000(config-role-interface)# permit interface Ethernetl/13
Nexus9000(config-role-interface)# permit interface Ethernetl/14
Nexus9000(config-role-interface)# permit interface Ethernetl/15
Nexus9000(config-role-interface)# permit interface Ethernetl/16
Nexus9000(config-role-interface)# permit interface Ethernetl/17
Nexus9000(config-role-interface)# permit interface Ethernetl/18
Nexus9000(config-role-interface)# permit interface Ethernetl/19
Nexus9000(config-role-interface)# permit interface Ethernetl/20
Nexus9000(config-role-interface)# permit interface Ethernetl/21
Nexus9000(config-role-interface)# permit interface Ethernetl/22
Nexus9000(config-role-interface)# permit interface Ethernetl/25
Nexus9000(config-role-interface)# permit interface Ethernetl/26
Nexus9000(config-role-interface)# permit interface Ethernetl/27
Nexus9000(config-role-interface)# permit interface Ethernetl/28
Nexus9000(config-role-interface)# permit interface Ethernetl/29
Nexus9000(config-role-interface)# permit interface Ethernetl/30

Nexus9000# copy running-config startup-config
[###HARBBHHAHRBHHHRRRBHHRRREHH R HHHRE] 100%
Copy complete, now saving to disk (please wait)...

Copy complete.

2E+A. Identity Service Engine 3.2 7+
1. Nexus TACACS MM Foil A8 E[= IDE F &Lt

ISE 22 215 0| ArSELICH.



Administration > Identity Management > Groups B{2 2 0|S3+0{ AF& X7t &5lok 5l 282 M
AEict o] iz of cHsl 24 El ID &= iseUsers LIt

Administration - Identity Management

Identities Groups External ldentity Sources Identity Source Sequences Settings

New User Identity Group

Identity Groups
el Identity Group

* Name iseUsers|
Endpoint ldentity Groups

User Identity Groups Description

Submit(M&) HES 22§ Lt
CHZ 2 2 Administration(2 2l) > Identity Management(ID & 2l) > Identity(ID) {2 2 0|S gL}
Add(F7t) HES &Lt

Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

Network Access Users

Selected 0 Total O

Status Username -~ Description First Name Last Name Emall Address User Identity Groups  Adr

No data available

L ZEo| URE M ALEX O|F 22 AlZHE LT O] oflof| M= ARl OIF iseiscool O] AHEE L



> New Network Access User

~ Network Access User

* Username iseiscool

Status # Enabled

Account Name Alias

7d0|M, VainillalISE972 O] CI| 20| A ALS

~ Passwords

Password Type: Internal Users

Passwaord Lifetime:

With Expiration

Password will expire in 60 days

P 1
() MNever Expires

Password Re-Enter Password

* Login Password

Enable Password

OFX[Ho 2, O|Ho| Mdst O F(0] B0 iseUsers)0l| A ALE

isellsers




2. HER3 EXIE #+/H5t1D F7HELICH

NEXUS 9000 C|HFO|AE ISE Administration(ISE £ 2[) > Network Resources(H|E 3 2|4 A) >
Network Devices(HIE |3 C|HFO|A)0f| F=IFEHLICEH

AlZ5tE{H Add(F7H HE S Z=IgLict

Network Devices

Selected 0

{] Duplicate &) Generate PAC

IP/Mask Profile Name Location

Work Centers - Device Administration
Owverview Identities User Identity Groups Ext Id Sources Metwork Resources Paolicy Elements

- ¢ Now Naotwork Dewvico
Network Davices

Metwork Devices

Name MNEXUSIK

Description Mexus Device For TACACS

I P Address

Device Profile B Ciaca
Model Name

Software Varsion

Metwark Device Group

FECERFIIPNEYE

CEC2 M2 HI 51 e = A&LICH ol28r M2 2IRl, ClHIO|A /Y, HEER
NADE EF & Ct3 ol2igt EHE J|He R Q15 558 HEsH7| fl8r ALt

Administration(# 2[) > Network Resources(HIE 3 2|4 A) > Network Devices(HIE 93 C|H}O|
2) > Your NAD(NAD) > TACACS Authentication Settings(TACACS Q!5 MH)olM &olg = &
L|Ct.

O| 22| NAD ZAx|azio|MolM AtE S SR §EE F7I5HH O] HIE 0| A Nexus3xampleO| At



TACACS Authentication Settings

Shared Secret Nexus3xample

(] Enable Single Connect Mode

Legacy Cisco Device

() TACACS Draft Compliance Single Connect Support

TACACS ZAI|18|o|Ad MM

T

Submit(ME) HES 22510 B8 AFE 2 XMEFLICH
3. ISE2| TACACS 71I|1zf|o|A

Nexus 9kO0{| A T3t PSNO| Device Admin(C|HIO|A EHE[) SMO0| &8t |0 U=X| CHA| Eelst
L|Ct.



£ 11: Device Admin ServiceE & H3t6HT ISE7F CHA| A|ZHE|X| E&LICH.

Enable Device Admin Service

O|= ISE M|+ Administration(& 2[) > System(A|AE]) > Deployment(7 =) > Your PSN(PSN) >
3t

Policy Server(’2H M) Al > Enable Device Admin Services(C|HFO|A ZHE| MH|A & A3 3104 A

=HolIg 4 laLict

« 2l&0i d35tEH Nexus C|HHO|A 0] Rl ZOlA 3T o8 S HIEHSH= TACACS Z2EHE 4
LICE.

o



ISE |0l A Workcenters(Zf %4 ME{) > Device Administration(C|HFO|A ZHE]) > Policy
Elements(& 2 @ A) > Results(Z1) > TACACS Profiles(TACACS ZZ I} )2 0|53t Add(F
7hH HES ZEELCH

Work Centers - Device Administrati A Evalu

Overview Identities User |dentity Groups Ext Id Sources Network Resources Policy Elements More

Conditions » TACACS Profiles

Network Conditions

Results

Ceamim

N T D ipti
c5 Brofiles ame ype escription

Default Shell Profile Shell Default Shell Profile

Deny All Shell Profile Deny All Shell Profile

Work Centers - Device Administration

Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements More

Conditions 5 » Mew

TACACS Profile

Metwork Conditions

MNama
Results Mexus Helpdesk

Allowed Protocols

mand Sats

Tacacs Z2Z 0|& X|™H
Task Attribute View MM& F A|5t 1T Raw View Mo 2 0|S & LICEH

shell:roles="helpdesk" Z{& I24&fLIC}.



Work Centers - Device Administration

Overview Identities User |dentity Groups Ext Id Sources MNetwork Resources Policy Elements More

Name
Nexus Helpdesk
Conditions

Network Conditions:

Results
d Protocols
TAC, Command Sets

TACACS Profiles
Task Attribute View Raw View

Profile Attributes

shell:roles=" helpdesk®

K
hu
]
am

e

o
Ol
(Al

AH I:II-?-I_.|

- =

Foi HHME xefote YA g S FEELICH

2

ISE M|+ 0ll A Work Centers(&Fd MIE{) > Device Administration(C|HIO|A #2[) > Device Admin
Policy Sets(C|HFO|A B2 2424 Zgf)of| HM[AFLICE.

OlZ2 82 2 Default Policy(7 |2 E2Y) Elgfo| AAZELICH Bt §H AlLE2|28F URIAZ|7] £/8

x
o
A712 AR5t CHE TAM Zgte phe

Work Centers - Device Administration A Evall

Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements More

Policy Sets

Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits Actions View

Default Tacacs Default policy set

Device Admin Policy Sets T O| X|
M ElEF 2 LHo| M ol2iE A3 E 3T Authentication Policy(215 Z4%H) MM & & §HL|C}.

Add(F7}) oto|Z2& =Lt



O| ZAx| 20| M of|o| A Name Zt2 Internal AuthenticationO| T AMEHSH =742 Network
Device(Nexus) IP(A.B.C.D. CHA)L|C}. O| @15 HE2 LR AFEXHID MY AE AHE & LCH
Waork Centers - Device Administration A Evaluation Mode 27 Days
Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements More -

Status Rule Name Conditions Use Hits Actions

~ QOptions

If Auth fail

o Internal Authentication = MNetwork Access -Device |P Address
If User not found

If Process fail

Default
»  Options

Network Access(HE 3 4 A|A) > Device IP address Dictionary Attribute(C|HFO|A IP 34 AR
E4)E MEfgrLCt

Conditions Studio

Library

Metwork Access:-Device IP Address

EAP-MSCHAPvZ

EAP-TLS Dictionary Attribute

All Dictionaries ™ Anribute

DEVICE Device Type

DEVICE Maodel Name

DEVICE Network Device Profile
DEVICE Software Version
MNatwork Access Device IP Addross

Neatwork Access NatworkDevicaMNama




<Nexus IP address> &M & SHIE IPZ HFELIC}

Conditions Studio

Library
Addrass
L @ I:I = L:‘ = A W

Equals <Ne:

EAP-MSCHAPv2

Z742 FAI8H Nexus CIHFO| A0 ABH 485t x|BH CHEFO| ClHtO|A0) O] RS & A5tst7| <
3t Z420l= Cl2 =74E 11245H0F &Lct.

37 CHZ Authorization Policy(T8H £04 &) MMo 2 0|535t0{ & & gHL|Ct

+({5t7]) oto|2 2 Z=IgtLc.



Work Centers - Device Administration A\ Evalustion Mode 27 Days

Overview Identities User Identity Groups Ext |d Sources Network Resources Policy Elements Device Admin Policy Sets Mare

Status  Policy Set Name Description Conditions: Allowed Protocols | Server Sequence Hits

(-] Defoult Tacacs Dafault palicy set

» Authentication Policy (2)
> Authorization Policy - Local Exceptions
» Authorization Paolicy - Global Exceptions

o Authorization Policy (1)

Results

Status  Rule Name Conditions Command Sets Shell Profiles Hits Actions

] Default DenyAllCommands

e 2o A

— o

ol oflofl A= 8t Bof &R 0| 0|2 © 2 NEXUS HELP DESKE AFS
~ Authorization Policy (1)

Results

Status Rule Name Conditions Command Sets Shell Profiles Actions

Metwork Access Device IP

£ (=] 1
HEIUSHELRIDESE T Address ABC.D Nexus Helpdesk

Datault DenyAllCommands

Shell Profiles(d

OX|2t 2 2 Save(X

T80| SHEH X Sst=X| H&

ISE GUI0i| A Operations(2%) > TACACS > Live Logs(Zt0|2 21)Z 0|S35t1, AFHEE AFE X} 0]




£ HlZEE AlYst O3, Authorization(T 8t £ 04) O|HIE 9] Live Log Detail(20|2 2

TACACS tto|lH 2O

Ol EnMof| Z&E MEALE S| AR Z M, ISE7} shell:roles="helpdesk" 2t E+&tst WHE £
ol
A

=

2= Response Al

g
mo
il
mo
1> |
30
o>
C
n

{Author-Reply-Status=PassRepl;

Response
spans AVPair=shell:roles=" helpdesk" ; }

g2iol2 2O MF HE SE

Nexus C|HFO|A O A :

Nexus9000 login: iseiscool
Password: VainillaISE97

Nexus9000# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Nexus9000(config)# interface ethernet 1/23

% Interface permission denied

Nexus9000(config)# ?
interface Configure interfaces

show Show running system information
end Go to exec mode
exit Exit from command interpreter

Nexus9000(config)# role name test
% Permission denied for the role

Nexus9000(config)#

Nexus9000(config)# interface loopback 0
% Interface permission denied

Nexus9000(config)#
Nexus9000# conf t

Nexus9000(config)# interface ethernet 1/5
Notice that only the commands allowed are listed.
Nexus9000(config-if)# ?

no Negate a command or set its defaults
show Show running system information
shutdown Enable/disable an interface

end Go to exec mode

exit Exit from command interpreter



Nexus9000(config-if)# cdp
Nexus9000(config-if)# cdp enable
% Permission denied for the role
Nexus9000(config-if)#

=X siZ

 Nexus C|HIO|AO0|M ISEX| HAZAE = A=K = QIELICHNexus9000# ping <Your ISE IP>
PING <Your ISE IP> (<Your ISE IP> 56| O|E{ H}O|E
<Your ISE IP>0{ M 64HI0|E: icmp_seq=0 ttl=59 time=1.22ms
<Your ISE IP>0{| X 64H}0|E: icmp_seq=1 ttI=59 time=0.739ms
<Your ISE IP>0{| X 64H}0|E: icmp_seq=2 ttI=59 time=0.686ms
<Your ISE IP>0{| A 64H}0|E: icmp_seq=3 ttI=59 time=0.71ms
<Your ISE IP>0{ X 64H} 0| E: icmp_seq=4 ttI=59 time=0.72ms
+ ISE2} Nexus C|HFO|A ZHol| ZE 497F ¥d2q QU=XK| &olghL|ct.
Nexus9000# & <Your ISE IP> 49
<Your ISE IP> A &...
<Your ISE IP>0{ 91ZE
O|AFO|Z ERH= A LIC.
- CtZ CIHOE AFSELICH

tacacs+ 25 C|HH

Nexus9000#

Nexus9000# 2024 42 19 22:50:44.199329 tacacs: event_loop(): calling process_rd_fd_set
2024 Apr 19 22:50:44.199355 tacacs: process_rd_fd_set: fd 601 CH8t 2 5=

2024'A 42 199 22:50:44.199392 tacacs: fsrv dnt 2 H| 8421 opcode

2024 Apr 19 22:50:44.199406 tacacs: process_implicit_cfs_session_start: entering...

2024 Apr 19 22:50:44.199414 tacacs: process_implicit_cfs_session_start: 2 35t= S IL|Ct. ST
AE MEE £ Sl SEIILICEH

2024'A 42 199 22:50:44.199424 tacacs: process_aaa_tplus_request: aaa Al id 004 2124
2024 Apr 19 22:50:44.199438 tacacs: process_aaa_tplus_request:servergroup IsePsnServers&
AE735t0{ mgmt0 ZE O| AEH &0l

2024 4% 19 22:50:44.199451 tacacs: tacacs_global_config(4220): 2121 &...

2024'H 43 192 22:50:44.199466 tacacs: tacacs_global_config(4577): GET_REQ...

2024 Apr 19 22:50:44.208027 tacacs: tacacs_global_config(4701): 2 T2 E 2 A u|ado|M &
ol ghet 22 L A&LICH SUCCESS

2024 42 19 22:50:44.208045 tacacs: tacacs_global_config(4716): REQ:num server 0
2024 42 19 22:50:44.208054 tacacs: tacacs_global_config: REQ:num group 1

2024 42 19 22:50:44.208062 tacacs: tacacs_global_config: REQ:num timeout 5

2024'A 42 192 22:50:44.208070 tacacs: tacacs_global_config: REQ:num deadtime 0

2024'A 42 192 22:50:44.208078 tacacs: tacacs_global_config: REQ:num encryption_type 7
2024 Apr 19 22:50:44.208086 tacacs: tacacs_global_config: retval 0 2F&t

2024 Apr 19 22:50:44.208098 tacacs: process_aaa_tplus_request:group_info= aaa_req0 X/ K|
S 2 servergroup IsePsnServersE Ab& grLICt.

2024 Apr 19 22:50:44.208108 tacacs: tacacs_servergroup_config: AMb{ S0 Ci5H /24, IHA



0

2024 Apr 19 22:50:44.208117 tacacs: tacacs_servergroup_config: Z2ZEZ MHH 2§ = A0 CH
§F GETNEXT_REQ: O|&:

2024 Apr 19 22:50:44.208148 tacacs: tacacs_pss2_move2key: rcode = 40480003 syserr2str =
& pss 7| Q1S

2024 Apr 19 22:50:44.208160 tacacs: tacacs_pss2_moveZ2key: calling pss2_getkey

2024 Apr 19 22:50:44.208171 tacacs: tacacs_servergroup_config: GETNEXT _REQ7} T2 EZ A
H & QIHAE 7tX{Z: 2 O|&: IsePsnServers

2024 Apr 19 22:50:44.208184 tacacs: tacacs_servergroup_config: Z2E 2 15 AfQ{o| Ht&t Zf2
7tX{2t&LICH SUCCESS

2024 Apr 19 22:50:44.208194 tacacs: tacacs_servergroup_config: Z2ZEZ MH 1 &:
IsePsnServerso| CHEt retval 0 BHEH

2024 Apr 19 22:50:44.208210 tacacs: process_aaa_tplus_request: Group IsePsnServersE & ¢/
LICt S vrf= 7|2 250l  source-intf= 0RILICEH

2024 Apr 19 22:50:44.208224 tacacs: process_aaa_tplus_request: vrfoll CHEF mgmt0 vrf: 22| 2l
QYEEOIES 7IBU

2024'A 42 192 22:50:44.208256 tacacs: process_aaa_tplus_request:mgmt_if 83886080

2024 Apr 19 22:50:44.208272 tacacs: process_aaa_tplus_request:global_src_intf : 0, local
src_intf= 00| vrf_name 7|EZtLICH

2024 Apr 19 22:50:44.208286 tacacs: create_tplus_req_state_machine(902): aaa Al id 001 23
2024 48 192 22:50:44.208295 tacacs: 4 EH A|AH =0

2024 49 192 22:50:44.208307 tacacs: init_tplus_req_state_machine: aaa Al4d id 001l CHEH &
24

2024 43 19 22:50:44.208317 tacacs: init_tplus_req_state_machine(1298):tplus_ctx7F NULLO|
S = 3dxtet HAES| F 0| 2to| kloqof &Lt

2024 Apr 19 22:50:44.208327 tacacs: tacacs_servergroup_config: AE 1501 CHaH 2=
IsePsnServers, QIEIA 0

2024 Apr 19 22:50:44.208339 tacacs: tacacs_servergroup_config: Z2ZEZ M 2§ = A0 CH
gt GET_REQ: O|&: IsePsnServers

2024 42 19 22:50:44.208357 tacacs: find_tacacs_servergroup: A\t 1 & IsePsnServersoi|
CHaH 2=

2024'A 42 19 22:50:44.208372 tacacs: tacacs_pss2_move2key: rcode = 0 syserr2str = 43
2024 Apr 19 22:50:44.208382 tacacs: find_tacacs_servergroup: Mt 2 &0i CHal S 2
IsePsnServers QIHA = 2Q1L|Ct

2024 Apr 19 22:50:44.208401 tacacs: tacacs_servergroup_config: GET_REQ:
find_tacacs_servergroup 27/ O(ZZEZ MH O & IsePsnServersoi CHEH

2024 42 192 22:50:44.208420 tacacs: tacacs_pss2_move2key: rcode = 0 syserr2str = 3 &
2024 Apr 19 22:50:44.2084 33 tacacs: tacacs_servergroup_config: GET_REQ got Protocol server
group index:2 name:lsePsnServers

2024 42 19 22:52024 4 19 22:52024 42 19 22:5

Nexus9000#

o I A M Z! MEALE S 224 Wireshark TACACS+ 7|2 MX 2 #7351 Nexus
2 ISE0IM A8 5tE 3R 7€ YOlo|ES of &)



| Time | Sc| De| Protocol | Length | Info
66 22:25:08.757481 w = TACACS+ 187 R: Authorization

» Transmission Control Protocol, 5rc Port: 49, Dst Port: 58863, S5eq: 1, Ack: 98, Len: 41
v TACACS+
Major version: TACACS+
Minor version: @
Type: Authorization (2)
Sequence number: 2
Flags: @x@@ (Encrypted payload, Multiple Connections)
Session ID: 1136115821
Packet length: 29
Encrypted Reply
- Decrypted Reply
Auth Status: PASS_REPL (@x82)
Server Msg length: @
Data length: @
Arg count: 1
Argl@e] length: 22
Argl[@] value: shell:roles="helpdesk"

TACACS T3t 204 mZ!

« 2L 7|7} ISESQ Nexus A SUEHX| & QIEHLICt WiresharkOll AT &FQ1EH 4 Ql&L|Ct



54 22:25:88.701757 - - 121 Q: Authentication

CACS+
Major version: TACACS+
Minor version: 1
Type: Authentication (1)
Sequence number: 1
Flags: @x@@ (Encrypted payload, Multiple Connections)
Session ID: 232251358
Packet length: 43
Encrypted Reguest
Decrypted Reguest
Action: Inbound Login (1)
Privilege Level: 1
Authentication type: PAP (2)
Service: Login (1)
User len: 9
User: iseiscool
Port len: 1
Port: @
Remaddr len: 12
Remote Address:
Password Lenath: 13
Password: VainillaISE97
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