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https://github.com/p4lang/scapy-vxlan
https://github.com/p4lang/scapy-vxlan
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switch(config)# feature scp-server
switch(config)# sh feature | i scp
scpServer 1 enabled
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scp scapy-vxlan-master.zip admin@10.88.164.13:/
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switch(config)# feature bash
switch(config)# run bash

bash-4.3% sudo su -

root@switch#cd /bootflash
root@switch#unzip scapy-vxlan-master.zip
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switch# dir bootflash: | i i scapy
4096 Jul 09 18:00:01 2019 scapy-vxlan-master/
1134096 Jul 19 23:35:26 2023 scapy-vxlan-master.zip
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switch(config)# run bash

Enter configuration commands, one per line. End with CNTL/Z.

bash-4.2$% sudo su -

root@switch#cd /

root@switch#cd bootflash/scapy-vxlan-master <<< Move to the scapy folder scapy-vxlan-master
root@switch#python <<< Run python once located inside the folder
Python 2.7.2 (default, Mar 9 2015, 15:52:40)

[GCC 4.6.3] on Tinux2

Type "help", "copyright", "credits" or "license" for more information.

>>> from scapy.all import * <<< Import libraries from scapy
>>>

gH>Z | AHAA

I Z! M

1]
i
02
9'|_l
N
10
:OII=I
N
it
%
:I:é
T
mo
0
0z
Q'I_I
rr
o
it

CH 2 Scapy® AHZ 310 EiTS MAdsts Hxt
of of Lt

Create 12 source and destination mac addresses.
>>> 12=Ether()

>>> 12.src="'00:aa:12:34:12:34"

>>> 12.src="00:ff:aa:bb:cc:11"'

Create 13 source and destination IP addresses.
>>> 13=IP()

>>> 13.src="10.1.1.1"

>>> 13.dst="10.2.2.2"

2 7]i52 OIF0f ZIR4E! peap THUOIA T2/ g T3t ZULIC Of 5L rdpeap BHS

O| BF 2| £32 pcap Tt LUoA Zx{et 2 E WIS Z & st= Python SFLICH O] oiod A

<

>>> pkts = rdpcap('bootflash/traffic.pcap')
>>> len(pkts)

10

>>> type(pkts)

<class 'scapy.plist.PacketList'>
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>>> packet = 12/13. << packet now have the values for source and destination declared
>>> sendp(packet, iface='Ethl-1"). << Sending the packet through interface ethl/1

Sent 1 packets.

>>> while True:
for i in range(len(pkts)): <<< It goes through the Tist pkts with 10 packets and send 1 by
sendp(pkts[i], iface='Ethl-1")

Sent 1 packets.

Sent 1 packets.
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>>> sendp(12/13, iface="Ethl-6")

Traceback (most recent call Tlast):

File "<stdin>", 1line 1, in <module>

File "scapy/sendrecv.py", Tine 335, in sendp

socket = socket or conf.L2socket(iface=iface, *args, **kargs)

File "scapy/arch/1linux.py", line 477, in _init__
set_promisc(self.ins, self.iface)

File "scapy/arch/1linux.py", 1line 165, in set_promisc

mreq = struct.pack("IHH8s", get_if_index(iff), PACKET_MR_PROMISC, 0, b"™)
File "scapy/arch/Tinux.py", 1line 380, in get_if_index

return int(struct.unpack("I", get_if(iff, SIOCGIFINDEX)[16:20]1)[0])
File "scapy/arch/common.py"”, line 59, in get_if

ifreq = ioctl(sck, cmd, struct.pack("1l6sl6x", iff.encode("utf8")))
IOError: [Errno 19] No such device
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bash-4.3% ifconfig | grep Eth

Ethl-1 Link encap:Ethernet HWaddr 00:a2:ee:74:4b:88

Ethl-2 Link encap:Ethernet HWaddr 00:a2:ee:74:4b:89

Ethl-5 Link encap:Ethernet HWaddr 00:a2:ee:74:4b:8c

Ethl-6 Link encap:Ethernet HWaddr 00:a2:ee:74:4b:8d

Eth1-8 Link encap:Ethernet HWaddr 00:a2:ee:74:4b:8f

Ethl-11 Link encap:Ethernet HWaddr 00:a2:ee:74:4b:cl
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>>> pkts[5].show()
###[ Ethernet ]###

dst = 01:00:0c:cc:cc:cd
src=58:97:bd:00:a4:f2
type = 0x8100
###[ 802.1Q 1###
prio =6
id =0
vlan = 104
type = 0x32
###[ LLC J###
dsap = Oxaa
ssap = Oxaa
ctrl =3
###[ SNAP 1###
oul = 0xc
code = 0x10b
###[ Spanning Tree Protocol ]###
proto =0
version = 2
bpdutype = 2
bpduflags = 60
rootid = 32872
rootmac = 58:97:bd:00:a4:f1
pathcost =0
bridgeid = 32872
bridgemac = 58:97:bd:00:a4:f1
portid = 32769
age = 0.0
maxage = 20.0
hellotime = 2.0
fwddelay = 15.0

###[ Raw 1###



load = "\x00\x00\x00\x00\x02\x00h"
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