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no matchi ng ci pher found: client aesl128-chc, 3des-cbc, aes192-chc, aes256- cbc, rij ndael -
cbc@ysator.liu.se server
aesl28-ctr, aesl92-ctr, aes256-ctr
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. Cisco H{11 ID CSCvc7179204| o|al = - of &t & 5 2l aes128-cbc,aes192-cbc,aes256-
cbcE &5t EE FHELICE
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! baseline: only strong Ciphers aesl28-ctr,aesl92-ctr,aes256-ctral | owed
9k# conf t

Enter configuration commands, one per line. End with CNTL/Z.

9k(confi g)# feature bash

9k(confi g)# run bash sudo grep -i cipher /isan/etc/dcos_sshd_config
#secure ci phers and MACs

#CSCun41202 : Di sabl e weaker Ci phers and MACs

Ciphers aesl28-ctr,aesl92-ctr,aes256-ctr << ===== only strong ciphers

I enabl e the weak aes-chc ci phers with NXOS command
! Note that weak cipher 3des-chc is still disabl ed.

9k# conf t

Enter configuration commands, one per line. End with CNTL/Z.
9k(confi g)# ssh cipher-mode weak

9k(config)# end

'l verification:

9k# run bash sudo grep -i cipher /isan/etc/dcos_sshd_config

#secure ci phers and MACs

#CSCun41202 : Di sabl e weaker G phers and MACs

Ci phers aes128-ctr, aes192-ctr, aes256-ctr, aesl28-cbc,aesl92-cbc,aes256-cbc  <<---

! roll back: use the 'no' formof the command

9k# conf t

Enter configuration commands, one per line. End with CNTL/Z.
9k(confi g)# no ssh cipher-mode weak

9k(config)# end

Al 4 2. BashE AF835104 sshd_config It & 35t 1 Foft 28 HAIMHS
2 CtA| FIHeh

/isan/etc/sshd_config EPO'OﬂA‘I 2 £ M *MelstH 2E 718 &7} X2 ELICHaes128-cbc,
3des-cbc, aes192-cbc & aes256-cbc E &).

n9k#config t
n9k(confi g) #feature bash-shell


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv39937/?reffering_site=dumpcr
https://cdetsng.cisco.com/summary/#/defect/CSCun41202
https://cdetsng.cisco.com/summary/#/defect/CSCun41202

n9k( confi g) #Run bash

bash-4.2$ sudo su -

r oot @OK- 1#cd /isan/etc

r oot @N9K- 1#cat dcos_sshd config | egrep Cipher

#CSCun41202 : Di sabl e weaker Ci phers and MACs

Ci phers aes128-ctr,aes192-ctr, aes256-ctr <<<< only allowed ciphers (elim nate known
vul nerability).

I'l Create a back up of the existing SSHD CONFI G
r oot G\9K- 1#mv dcos_sshd_config dcos_sshd_config.backup

'l comment out the cipher line and save to config (effectively removing the restriction)

cat dcos_sshd_config. backup | sed 's@GC pher@ Ci pher@' > dcos_sshd_config

't Verify

r oot @N9K- 1#cat dcos_sshd config | egrep Cipher

#CSCun41202 : Di sabl e weaker Ci phers and MACs

# Ci phers aes128-ctr, aesl92-ctr, aes256-ctr << see inserted comment # before Cipher (to remove
the limitation)

r oot GNOK- 1#exit

| ogout

bash-4.2$ exit

exit

NOK-1(confi g)# no feature bash
NOK-1(confi g)# exit

O|M & ZE CHA| F7hst™ of et A E CHA| AL SHAH |22 2ot f[o| HELICH.
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