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0|S 3= VLANOI CH3H SVI(Switched Virtual Interfaces)0i A HSRP ARP(Hardware Address
Resolution Protocols)E H|&f 43} 5HoF gFL|C}.
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ip access-list DENY_HSRP_IP

10 deny udp any 224.0.0.2/32 eq 1985
20 deny udp any 224.0.0.102/32 eq 1985
30 pernmit ip any any

interface <DCl - Port - Channel >
ip port access-group DENY_HSRP IP in

interface VIl an <x>
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ip access-list ALL_IPs
10 pernmit ip any any
mac access-list ALL_MACs
10 pernit any any
ip access-list HSRP_IP
10 permit udp any 224.0.0.2/32 eq 1985
20 permt udp any 224.0.0.102/32 eq 1985
mac access-1list HSRP_VMAC
10 pernmit 0000.0c07.ac00 0000.0000.00ff any
20 permit 0000.0c9f.f000 0000.0000. Of ff any
vl an access-map HSRP_Local i zation 10
mat ch i p address HSRP_I P
mat ch mac address HSRP_VMAC
action drop
statistics per-entry
vl an access-map HSRP_Local i zation 20
match i p address ALL_IPs
mat ch mac address ALL_MAGCs
action forward
statistics per-entry
vlian filter HSRP_Localization vlan-1list <DCl _Extended_VLANs>

feature dhcp
arp access-list HSRP_VMAC ARP

10 deny i p any mac 0000.0c07.ac00 ffff.ffff.ff00
20 deny ip any nmac 0000.0c9f.f000 ffff.ffff.f000



30 pernit ip any mac any

ip arp inspection filter HSRP_VMAC ARP vl an <DCl _Ext ended_VLANs>
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i nterface <DCl -Port - Channel >
swi tchport trunk allowed vlan <DCl _Ext ended_VLANs>
spanning-tree port type edge trunk
spanni ng-tree bpdufilter enable
stormcontrol broadcast level 1.0
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feature dot 1x
feature cts

I MACSec requires 24 additional bytes for encapsul ation.
interface <DCl - Port - Channel >
nmu 1524

i nterface <DCl - Physi cal - Port >
cts manual
no propagat e- sgt
sap pnk <Preshared- Key>
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FHRP Z2|
CLI0{| show hsrp br W& 21245}04
=)
I1DC- 1
N7K- A# show hsrp br
*: 1 Pv6 group #:group belongs to a bundle
P indicates configured to preenpt
|
Interface Gp Prio P State Active addr St andby addr Group addr
VI an10 10 120 Active | ocal 10.1.1.3 10.1.1.5
(conf)
1DC-2
N7K- C# show hsrp br
*: 1 Pv6 group #:group belongs to a bundle
P indicates configured to preenpt.
|
Interface Gp Prio P State Active addr St andby addr Group addr
VI an10 10 120 Active | ocal 10.1.1.3 10.1.1.5
215t24 3 CLioll o] Wag elfatict,
arp [7915] Source address of
is duplicate of |ocal
of&LCt.

(conf)
ARP ZHE &?Q

10 21:16:45 N7K-A U_/d\RP- 3- DUP_VADDR_SRC | P!
recei ved from 0000. 0c9f.f00a on VI anl0(port-channel 102)
g 7o|EL|0] Zt2| GARP7I MICHE ZHE|E[ K|

N7K- D# show log log | i DUP_VADDR

2015 Apr
packet i
virtual ip, 10.1.1.5
O|2t FAtEH £2{0| LIEILIEH F
=7t e
STP 2E7} DCI ZE 2 7I2I7|K| &t = X| & Q16t242 CLIo show spanning-tree root H& 2
l=qgrLct.
N7K- A# show spanning-tree root
Root Hello Max Fwd
Root I D Cost Time Age Diy Root Port
4106 0023. 04ee. be01 0 2 20 15 This bridge is root
o-Ihx| E_II-O|°|.E;|I:I=| CL|0‘|| o| D=|E_=|° OIE_=|o}-L_||:|.
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N7K- A# show cts interface

CTS Information for Interface Ethernet3/41:

SAP St at us: CTS_SAP_SUCCESS
Version: 1
Configured pairw se ciphers: GCM _ENCRYPT
Repl ay protection: Enabled
Repl ay protection node: Strict
Sel ect ed ci pher: GCM _ENCRYPT
Current receive SPl: sci:e4c7220b98dc0000 an: 0
Current transmit SPl: sci:e4c7220b98d80000 an: 0
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MACSec ZAI|a2|0|Mo| A2 39| XZB oM AMM S 717t & 2lZlX| et ZF<2 CLIoi show
interface <DCI-Physical- Port BHHE2 e m Ct3 0 FALE £230| Z AELICEH

N7K- A# show interface

Et hernet3/41 is down (Authorization pending)
admin state is up, Dedicated Interface
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