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l ogging ip access-list cache entries 8000
l ogging ip access-list cache interval 300
I ogging ip access-list cache threshold 0

o€ EH CtSot Z&Lh

Nexus- 7000# conf t

Enter configuration commands, one per line. End with CNTL/Z
Nexus- 7000( confi g) #logging ip access-list cache entries 8000
Nexus- 7000( confi g) #logging ip access-list cache interval 300
Nexus- 7000( confi g) #logging ip access-list cache threshold 0
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| oggi ng | evel acllog <number>
acll og match-1o0g-1evel <number>
I ogging logfile [name] <number>
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Nexus- 7000( confi g)# logging level acllog 5
Nexus-7000(confi g)# acllog match-log-level 5
Nexus- 7000(confi g)# logging logfile acllog 5
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Nexus-7000(confi g)# ip access-list testl

Nexus- 7000(confi g-acl )# 10 permit ip 10.10.10.1/32 172.16.10.10/32 log
Nexus-7000(confi g-acl )# 20 deny ip any any log

Nexus- 7000( confi g-acl ) #

Nexus- 7000( confi g- acl ) #show ip access-lists testl IP access list testl
10 permt ip 10.10.10.1/32 172.16.10.10/32 | og

20 deny ip any any |og

Nexus- 7000( confi g-acl ) #
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Nexus- 7000# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Nexus-7000(confi g)# int ethernet 4/1
Nexus-7000(config-if)# ip access-group testl in
Nexus-7000(config-if)# ip access-group testl out
Nexus- 7000(config-if)#

Nexus-7000(config-if)# show run int ethernet 4/1

I Command: show runni ng-config interface Ethernet4/1
I'Time: Mon Jun 30 16:30:38 2014
version 6.2(6)
interface Ethernet4/1

ip access-group testl in

i p access-group testl out

i p address 10. 10.10. 2/ 24

no shut down

Nexus- 7000(config-if)#
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EZ AZHEILICH Eci=E 58 & &92I524™ CLIoi show logging ip access-list cache WX S 224
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Nexus- 7000# show logging ip access-list cache
Src IP Dst IP S-Port D-Port Src Intf Protocol Hits

10.10.10.1 172.16.10.10 O O Ethernet4/1 (1)1 Cw 368
Nunber of cache entries: 1

Nexus- 7000#

Nexus- 7000# show logging ip access-list status Max flow = 8000
Alert interval = 300

Threshol d value = 0

Nexus- 7000#

7|2 AlZh ZtZo|= 2 300&0ict 2ZE = = UGLICH

Nexus- 7000# show logging logfile

2014 Jun 29 19:19:01 Nexus-7000 ¥SYSLOG 1- SYSTEM MSG : Logging logfile (acllog)

cl eared by user

2014 Jun 29 19:20:57 Nexus-7000 %/SHD-5-VSHD SYSLOG CONFI G |: Configured fromvty by
adm n on consol e0

2014 Jun 29 19:21:18 Nexus-7000 %ACLLOG 5- ACLLOG FLOW I NTERVAL: Src IP: 10.1 0.10.1,
Dst | P: 172.16.10.10, Src Port: 0O, Dst Port: 0, Src Intf: Ethernet4/1, Pro tocol:

"I CMP" (1), Hit-count = 2589

2014 Jun 29 19: 26: 18 Nexus- 7000 %ACLLOG 5- ACLLOG FLOW I NTERVAL: Src IP: 10.1 0.10.1,
Dst | P: 172.16.10.10, Src Port: 0O, Dst Port: 0, Src Intf: Ethernet4/1, Pro tocol:

"I CMP" (1), Hit-count = 4561
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Nexus-7000(confi g)# logging ip access-list detailed

ACL Log detailed Logging feature is enabled. Hit-count of existing ACL Flow entry will
be reset to zero and will contain Hit Count per ACL type Flow.

Nexus- 7000( confi g) #
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2014 Jul 18 02:20: 38 Nexus7k-1-oal Y%ACLLOG 6- ACLLOG FLOW I NTERVAL: Src |P: 10.10.10.1,
Dst I P: 172.16.10.10, Src Port: 0, Dst Port: 0, Src Intf: Ethernet4/5, Protocol:
"I CWP" (1), ACL Nane: testl, ACE Action: Permt, Appl Intf: Ethernet4/5, Ht-count: 69
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Switch(config)# logging ip access-list cache
{{entries number_of_entries} | {ZtZ4 =} |
{rate-limit number_of_packets} | {threshold
number_of_packets}}
Switch(config)# no logging ip access-list
cache {entries | Zt23 | & A8t | AIZf}

o Ol4st o7+ = AT EQo{0f FHAIE 2 &5 0o Z|CH 4
o = . xsH |C I:HOE ~ ol %7I-8 yi'ke) Sl
num_entries = |Ct.2el= 0~1,048,576 4 L|Ct. 7|27t 8,000712] &
7t Olz4st OH7HH+E &S 0| syslogZ TS E|7| Mo |Ci AlZ
= £ X|™Mgh|ch ¥ ele 5~86,4000|1 7|24t 2 300 &L|Ct.

olg{et o7 = &5 0| syslogZ ME 7| Mol miZ! Y%
UAHIZE ) =& X|™HgLICH 8 lE 0~1,000,000LICH 7|22t 070
num_packets Z(&Z M2 OHXﬂ 2)LICt &, A UX| =0 olal AlA

a7t EB|HEIR| k& LCH

#r1:0|248F CLI HHEO| no A2 D77 HEE F0H 7|8 ™oz Z|=&ILct
.Nexus 7000 Series A 2|x[0ll= OAL SMTt Qe 2 ZAT|Tag|o|M2 M7HE|X| et&LIC}.

2Z EE dY

O] MMojAMHE OAL AFE & 2l5H Nexus 7000 Series AL/ %IE 7 A5tE Ol AR ElE 22 HHof
EHOH SyehigBin
=L =%
switch(config)# acllog match-log 2|
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Switch(config)# no acllog match-log- 0|
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0d|:switch(config) # acllog match-log
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