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HiE HE
Wiresharke= 0] 4141t W< 7 [Z0M HE| AIBElE LE AA HELT Z2EZE EAM7|QLICH
AZEHLICH Cisco NX-OSE IHZ! ZHAE
F0i| M A-EILICEH

mZ! Zi%{ 2t0|E22{2|Q! libpcapOil A Z{x{st ThZ!E C|Z T
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ethanalyzer local interface inband 2
B
Redirect it to a file

Eedirect it to a file in append mode

autostop Capture awtosteop condition

capture-filter Filter on sthanalyzer capture
capture-ring-buffar capture ring bulfer optiocn
decade=internal Include internal sy=tem header decoding
detail Display detailed protocol information
display-filter pisplay filter on frames captured
limit=captured-frames Maximum number of frames to be captured (default i=
1d)
limit-frame-size Capture only a subset of a frams
Taw Hex/Aseii dump the packet with possibly one line
ELMMATY
Filename to save capture to

Fipe command cutput to filter

DClE ethanalyzer local interface inband
UEing on inband
Q160 M STE Conf. Beot = 32768 F1/0

10.10.140.2 10.10.10:1 IDF Sour E & Destination po

10.10.140. 10.10.10.2 I Destination port

10,.10,140, = 10,10,10.1 } A Deztination pert: 2
Q0Z6:98C } = Q1:0Q:D : STE REST. Raot = J2TGR/6/00:23:04:88

= 01 :od STE RST. Ract =

iz STPE EST. Raot

AMet Z2EZE HEHE He{MH 'detail SME AIESHMAIQ. TR 8 AR ACE AIE5t0d BSEEH &
H& S7tol AR ZEZEE CHA| 7K = YU&LICH



DCH ethamalyzer local interface inkband detail
Capturing on inband
Frame 1 (106 bytes on wire, 74 bytes captured)
Arrival Tims: Feb 10, 2013 23:00:24.253088000
[Time delta £rom previcus captured frams: 0.000000000 seconds]
[Time delta £rom previcus displayed frame: ©0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 106 bytes
Capture Length: 74 bytes
[Frama is marked: Falsal]
[Erotocols in frame: eth:ip:eigrpl
Ethernet II, Src: 00:26:5l:ce:0f:44 (0D:26:51:ce:0f:44), Dst: 01:00:5e:00:00:0a
{01:00:5e:00:00:0a)
Destination: OQLl:00:5e:00:00:0a (01:00:5e:00:00:0a}
Address: 01:00:52:00:00:0a (01:00:5=:00:00:0a}
acil meAm AAa0 GoA0 ace0 I3 bit: Broup addre=ss (multicast/broadca
at)
Lg bit: slebally unigue address (factory

default)
Source: 00:26:51:ce:0f:44 {(00:26:51:02:0f:44)
fddresgs: 00:26:51:ce:0f£:44 (00:26:51:c2:0£:44)
wall i i diie wewe sew. = IG bit: Individual addres=s (unicast)

oc vale iiie wiid s waaee. = L@ bit: 3lobally unique address {factory
defaul t)
Type: IF (0x0800)
Internet FProtocol, Sro: 10.10.18.6 {(10.10.18.6), Det: 224.0.0.10 (224.0.0.10)
Version: 4
Header langth: 20 bytes
Differentiated Services Field: Oxcl (DECF 0x30: Class Selector &; ECH: 0=x00)
1100 00.. = Differentiated Bervices Codepoint: Class Selector & (0x30)
0. ECH-Capable Transport (ECT): 0
.0 = ECH=-CE: 0
-------------------------------------- =ENIP-=======mmmmmmm e mmmmm e —————mm—————————

BE{ 34
x| BE]

"7‘:1 S0i o{iH IZ!E EAISHALE Cl|AT O KT E K| MEISIE{™H 'capture-filter' 2 ME AFSE L
AN EHEls EEE S S =2 2% *E% S RIELICE mZlod cHal MA SHE 7F =" | K|
FQEE ZIE Z= 7} Ol2] Molz|o] /e MsHEIL|CH.

Cla#&do] EE]

5.2_._11‘”

A oL (tmp T Q| E 7|2 HHZASIEdH 'display-filter SME AFE3H A2, CIAZD 0| ZHEIE
25| T EE A2 MESIIEE, HERXHI FH ods 2ME M i S&stT 12 ZES
S8 = U&Lch a8t tmp U2 ZE ﬂHig MHA] X8 CHS Yot WD EAIGIER
k= A 2 5= U&LIc

0| o0l A= 'limit-captured-frames'7} 52 A E|LICE. 'capture-filter' SMS AFE5tH
Ethanalyzer= 'host 10.10.10.2' ZE{Qt Yx[st= 5702 THAE E AIRLICE. 'display- f||te M2
At &5t™ Ethanalyzer= X 571 2] m{ZlE A8t CFF 'ip.addr==10.10.10.2' EE{Q} L x|5t= TH
A8k E AR LICE



DC# athanalyzer local interface inkband capture-filter "host 10.10.10.2" limit-captured-frames 5
CAFtuthq on inband
0 12:51:52.150404 G.10.10.
12:51:52.150480 .10,
12:51:52.496447 10,10 .
12:51:52.497201 1.
0 12:51:53.149831 0,10,
5 packets captured

== 10.10.10.2 Source pert: 3200 Destination port: 3200
> 10, a . Source port: 3200 Destination porkt: 3200
Souros port: 3200 Destination port: 3200
Source port: 3200 Destinatiom port: 3200

1
.
2
.1
0.1

Socuzce perct: 3200 Destipatiom pext: 3200

DC# athanalyzer local interface inkand display-filter "ip.addr==10.10.10.2" limit-captured-frames 5
pturing cn inbamnd
3-02-10 12:83:84,217462 10,190,140, = L1010, 2 ODF Souzce pert: 3200 Destination pect: 3200
2013=02=10 12:53:54.21781% 10.10.10.2 => 10.10.10.1 0DF Source : 3200 Destinationm port: 3200

2 packets eaptured

M7 M

AT

'write' SME AFESHH LIS M = Q= E A OI0|E{E Cisco Nexus 7000 Series Switch 2]
A E 2|X| CIHFO[A(04]: boothflash EE= logflash) & 3tLE0Y| Q= T 0| £ = l&L|CH ZA] ot
37| 10MBZ AM|gtE L|CE.

'write' & 440| Q£ Ethanalyzer W& 2| 0 Z £ ethanalyzer 27 QIE{H|0|A QIHHE write
bootflash:capture_file_name O] £!& L/|C}. 'capture-filter' @t &2 m}l 0|& 0| 'first-capture'@! 'write'
SMol o= 3t Z&LUct

it at.tmnal'; zar local interface inband ::a.ptuu—a—:i].t.ar "hoat 10.10.10.2" 1:Ll:uit.—cat::-t.u:e-:i—rrarnas 5 Writa ¥
bootflash: Filenams
logflash: Fllename
gloth: F11 &nams
ushl = Filenams
ush2: Fil enams
wvolatile: Filenams

BCE athanalyzer 1 intarface inband capture-filter "hoat 10.10.10.2" limit-captured-framas 5 writa
hootflash:fir pture

4% dlo|EE P lof| M&stH HAME 2 72X oz Eold 2ol EAIZ|X| k& Lch.
'display' M2 Zi%{ O|0|E{E Tt U0l K& 5t= S9F Cisco NX-OS7t HZIE EAISHES ZAIEL
Ct.

HA-B-HH

'capture-ring-buffer' SM2 X|HE AlZHE), % 2 S
U BHELICH o] A3 240l olz{8t SMof CHEt & ol7t Ltet MQI—IEP.

Dol ethanalyzer local interface inband capture-ring-buffer 2
duration Stop writing to the file or switch to the next file after valus
gaconds have elapged
filas Step weiting to capture files after wvalus number of files ware

Wwritten or begin again with the first file after valus number of

Lileas ware written (form & ring bullar)
Stop writing to a capture file or switeh to the next file after it

reaches a size of values kilcbytes

elvl &M



Dcf ethanalyzer local read beotflash:first-capture

2013-02-10 151 . 240486 10.10.10.1 => 10.10.10.2 UDF Source pork: Destination port: !
2013-02-10 1: *1 51 .240483 10,10.10.2 -> 10.10.10.1 TDF Source port: : Daestination port:
Z013-D2-10 13:02:51.399915 10.10.10.1 -» 10,10.10,.2 TDEF Source port: Destination port:
2013 =10 :51.400479 10.10.10.2 => 10.10.10.1 UDE Source port Destination port:
2013-02-10 1: :52.240188 10,10.10.1 -> 10.10.10.2 TDF urce port: 3200 Destination port: 320

Doll ethanaly: local read bootflash:first-capture detail
Frame 1 {110 bytes on wire, 78 bytes captured)
e i = S T B e

[Frames iz marked: False]

[Protocols in frame: eth:ip:udp:datal
Ethernst IT, S5re: O00:24:98:6F:ba:cd ( di9@:6f:ba:ad) , DsE: 00 ihliga:0E:d4

(Q0:26:51:ce:0f:44)
Destination: 00:Z&:51:c £:a4 (D 15lioe: 0 44)
Address: 00:26:51:ce:0f£:44 El:ce:0£:44)
I bit: Individual address [(unicast)
= L& bit: Glokally unlgue address (factory

o0:z4 ykicd (0002

hddregg: Ef:ibaicd

soco ocoE s SO00 Q005 0050 i Individual address [unicas=k)

cose oalla - vara amas waans = LB Globkally unigue address (factory

dafaul t)
Type: IF (0
Internet Protocel, Sro: 10.10.10.1 {10.10.10.1), Bet: 10.10.10.2 (10.10.10.2)

Version: 4
Header length: 20 bytes
Differentiated Services Field: Jxcl

S e --BRIF

x
C
4
I
o
O
u

ot US &8I Wireshark 2= cap BEE peap IHUE 212 = JAE TDE S8 ==
J#oE S ¢iE sk (&L

v bootflash:first-capture tItp:
Enter vrf (If no input, current wrf "default’ is considered): management
Enter hostname for the tftp server: 1%2.168,.21.22
Trylng to connect to TLtp server......
Conmection to Server Establishad.

TFTF put operation was successful

Copy complete.




.ﬁub—:lphﬂ [Wireshark 168 (5VH Aoy LB Y from Seunk- 18] — - - o

Fde Bt Wiew o Ceplure  gradhae 5B T w Teabi | Exip

Hadae EEEEE e -a-:p'.r& BAEacaes @@Ssx% B

Fitar: T| Expranaien_.  Ciear &oply

Ha, Tirree Zauree Darilingtsan Preseal Lemggth e
1 POAEF-02-10 1¥102:51. 240465 10.10.106.1 10 10,106, 2 unF 110 Sourcd port: Tick-port  DESTination port: Tick-port
2 2003-02-10 LT:02:510 240483 10010.10.2 1001010, 1 unF 110 Seurew part: Elek-port  Destdinatien pare: tick-port
3 F0LI-02-A0 13:02:51.390018 A0.10.10,1 A0, 10,20, 3 (11 110 Source port: tick-pori  Destination porg: tick-port
4 2OLF-0F-A0 1Fi02iFl.40047% 10.10.10,7 A0, 10,10, 1 LU 110 dorce porti tick-port  pestination pors: tick-port
S F=0Z=A0 1302 5R 04008 A0.10. 301 b [ I P s 4 upE 118 seirce porc: Tick-port  pestination porc: tick-port

arrival Time: Feb 40, 013 L¥iG2: 5]. J-‘I:l-lb-éﬁllill] "It‘ 1c stangard Time
Epoch Tine: 1360483 F. Foadaiio seconds
[Tina delta from pravioud aptured Frame: O. 003000000 S&sanekE]
[Tine celts from previous displayed frame: 0. 000000000 secords]
[Time simce refarence or s frame: 0.600000000 seconds )
Frame psiber: 1
Frafa Léngth: 110 Dytes (830 bitsl
Capture Length: T8 byted {234 bBita)
[Frame 93 marked:; False]
[Frame 45 fgnored: False]
[protocols in frame:! eth:fipradpzdacal
= Ethérfee ID, Sre: Cisco A&F based [O0:24:00:AF baz24), Dag: Clasa_e@=0F 44 (OO=ZA: 5L e@=OF a7
# Dentination: Clpco_ce:-OF (44 (00-76:%1:ce:-0OF ;447
y gource; Elsco G ihaicd (O0SId i SRi0F e cd)
Type! IF COuOS00)
INCAFAEE Protecd] werston 4, SAcl L0.16.20.10 @10, 40,108,170, o3ts 10,190,162 {15.10.10.2)
variion: 4
Header lengihs; 20 byTes
pifFerentdated xeru1ces Fleld; Owch (OSSP Ox30: class Selector G6i Dok OGN0 HOT-EST (MOT ECk-Capable Transportil
ToTal L&ngrh: &8
TdsmelFicaeton: OxFlel [2902%)
Flagn: =00
Fragmant offzen; Q
Time To Tive: od
PrOTOCe]: uUDFE (170
nwadar checkium: oxeovs [corract]
Sourcer LO.10. 00,1 €10, 30.10.20
pestination: 0,10, 10,3 10,10, 190.20
USEr CATAagea® PROTeso], S6C POt tick-port (32000, oIt POt Tick-port (F20E)
SLFCE POrE |:1n:l:-,um'|. [4F1ea b
beatinatiaon part: tick-port (32005

(8| Freme (ireme), M bt Packers: & Dizplaped: § bdarked: §Losd tere 00,103

ClIZE-LF Y AMF HE 54

'decode-internal' &2 Nexus 700001 M TS MESt= Yo CHEH LHE HEE EnEhLct
ol HEE CPUE E8t I3 i%% olafistn EXME sHdste ol ==0| .=|L|EP.

DCH# ethanalyzer local interface inband decode-internal capture-filter "host 10.10.10.2" limit-captured-frames 5
datail

ﬂ-iptl]!!lﬂrg ofn inbarnd
EX08 Frotoool
FLAH = ==V nal=0=L3 interface
=»FIXM LTL urce index in decimal=400=gUF inband
P12

ALY
[Time dalta from pEe us capturad frames: 0
[Time delta from previous displayed fram
[Time since reference or first framse: 0.0 seconds]
Frame WNumber: 1
Frame Length: 78 bytes
Capture Length: 78 bytes
[Frame iz marked: False)
[Protocols in frame: sth:ip:udp:
Ethernet II, Brc: 4 G:81l:ce:0f:43 (DO0:26:51:ce:0f:43), Dst: 00:24:%8:6£:ba:c3
(QD:24: 936 ha:
Dagtination
Address: Bl:barcd tha:c3)
soen oo soan aoos soosn ooms Inmdividual dress (unicast)
veas salla cwar saws awas wao: @ LE bit: Globally unigue addreass (factory
default)
HSource: 00:26:5l:ce:0f:43 | G6:51:cm:0f:43)

B B 5 T et

NX-OS QIHAE 1

6TITE '='=|§._F?_F Eh:. show system internal pixm info Itl x BE S ALE5l0{ 2
CHAH &=2I(LTL) QIHMAE



Capture-filter f2| o

IPEAER EE= IPZAERRE EoffE X

host 10.1.1.1

IP &4 HLo|MH Ef= Zx]

net 172.16.7.0/24
net 172.16.7.0 mask 255.255.255.0

IP =4 Heoll M EiT T

src net 172.16.7.0/24
src net 172.16.7.0 mask 255.255.255.0

IP =4 HYZE EiT A

dst net 172.16.7.0/ 24
dst net 172.16.7.0 mask 255. 255.255.0

Sy ZzzE@#0ME E2HT X - DNS E2HEe X

DNSE Domain Name System Protocol &/ LIC}.

port 53

EY T2 ERAAME EiT Z%| - DHCP Eci=Z Bt 24X

DHCP+& Dynamic Host Configuration Protocol & L|Ct.

port 67 or port 68

EYH ZZEFO0| ot EBHT X - HTTP =& SMTP E2iE A|2]

SMTP& Simple Mail Transfer Protocol & L|Ct.

host 172.16.7.3 and not port 80 and not port 25

EY x2EFO0| ot EEfE Z4X] - ARP & DNS EfZ A2

ARPE Address Resolution Protocol & L|C}.

port not 53 and not arp

IP E2HZ{gt ZHX] - ARP & STPRI Z2 3¢ tllojo] Z2EF X|2|

STPE AW ER| T2 EZQL|CE



ip
SLIFHIAE ECiEOF R - HEEIF|AE QI HE|FHAE &E| X 2]

not broadcast and not nulticast

Blojo]4 ZE H| LjollH EENE 2=

tcp portrange 1501-1549

ol 38 7|dF EcHT X - EAPOL Eci¥ ZH*

EAPOL2 LANS S8t &5t 7t5 Q15 Z2E 291}

et her proto 0x888e

IPv6 Z{x{ 3ld W

et her proto 0x86dd

PEZTREER |8 7|dt EgfT 2

ip proto 89
Reject Ethernet Frames Based on MAC Address(MAC F4& 7[¢gt o|{yl! =8| 7
2)-LLDP HE|FHAE &0 &35t EEfTE X[lErLct.

LLDP= Link Layer Discovery Protocol & L|C}.

not ether dst 01:80:c2:00:00: Oe

UDLD, VTP &&= CDP E2iT] Z4#

UDLDE Bt 213 ZHX|, VTPE VLAN EEZ ZZE Z, CDPE= Cisco Discovery Protocol & L|C}

et her host 01:00:0Oc:cc:cc:cc

MAC F4AE EE MAC FAERE EofT A

et her host 00:01: 02: 03: 04: 05

ES Nk
2l = 88
==
—
not = !
MAC T4 &AL xxexx:xx:xx:xx

3S HEE St 2ER



. UDLD: DMAC(Destination Media Access Controller) = 01-00-0C-CC-CC ! EthType = 0x0111

. LACP: DMAC = 01:80:C2:00:00:02, EthType = 0x8809. LACP+= Link Aggregation Control
Protocol 2| 2fAFIL|Ct,

. STP: DMAC = 01:80:C2:00:00:00 & EthType = 0x4242 - E£= - DMAC = 01:00:0C:CC:CC:CD
2l EthType = 0x010B

- CDP: DMAC = 01-00-0C-CC-CC-CC, EthType = 0x2000

. LLDP: DMAC = 01:80:C2:00:00:0E &= 01:80:C2:00:00:03 == 01:80:C2:00:00:00 &
EthType = 0x88CC

. DOT1X: DMAC = 01:80:C2:00:00:03 & EthType = 0x888E. DOT1X= IEEE 802.1xE LtEHHH

L|C}.
. IPv6: O|HY! & = 0x86DD
.UDP 2/ TCP ZE HE EE2

&4 2

Cisco 1 ID CSCue48854: Ethanalyzer capture-filter= SUP22| CPUMIM ECHES ZHR{5H K| &
& LC}.

Cisco H{71 ID CSCtx79409: decode-internal®t &7 ZHx ZEIE AI2E £ 9igLICt

Cisco HH1 ID CSCvi02546: SUP30{| M d&E mHZ!0of FCS7t /& + A&LICH Ol XU &
A Lct.

i e

. Wireshark: &% T &
. Wireshark: C|A & 0| EH
. 7|18 X|¥ 8! XM - Cisco Systems



https://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers#Well-known_ports
https://tools.cisco.com/bugsearch/bug/CSCue48854
https://tools.cisco.com/bugsearch/bug/CSCtx79409
https://wiki.wireshark.org/DisplayFilters
https://www.cisco.com/c/ko_kr/support/index.html?referring_site=bodynav

o] HHofl &5t
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