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A. O] HZL show hsrp active EE= show hsrp brief&IL|C}.

<#root>
Nexux_7K# show hsrp br

P indicates configured to preempt.

|
Interface Grp Prio P State Active addr Standby addr  Group addr

V1anl32 32 90 P Standby 10.101.32.253 local 10.101.32.254 (conf)
Vlianl94 94 90 P Standby 10.101.94.253 local 10.101.94.254 (conf)
V1an2061 61 110 P Active Tlocal 10.100.101.253 10.100.101.254 (conf)

Nexus_7K# show hsrp standb br

P indicates configured to preempt.

I
Interface Grp Prio P State Active addr Standby addr Group addr
V1anl32 32 90 P Standby 10.101.32.253 Tlocal 10.101.32.254 (conf)
V1anl94 94 90 P Standby 10.101.94.253 Tlocal 10.101.94.254 (conf)
V1anl96 96 90 P Standby 10.101.96.253 Tlocal 10.101.96.254 (conf)
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= STP blocks redundant uplinks
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With vPC

= Mo biocked uplinks

= Convergence sub-seccond
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CtZ o0l M= vPC-peer-keepalive 3.0 CHEt CHA, AA IP =4 L VRFE 5t 2 &
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<#root>

switch#

configure term na

switch(config)#

feature vpc
switch(config)#

vpc domai n 100
switch(config-vpc-domain)#

peer - keepal i ve destination 172.168.1.2 source
172.168.1.1 vrf vpc-keepalive

vPC I|0{ 23 BHE7|

CHS ool M= vPC Ilo B2 & Fdste S 2o FLICH

<#froot>
switch#

configure term na

switch(config)#
interface port-channel 20
switch(config-if)#

vpc peer-|ink

switch(config-vpc-domain)#
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module [#] "€ AEEL|C}.

©1524™ show hardware forwarding ip verify
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A. 015l 24™ show feature HHS Al&gtL|Ct.

<tfroot>

swi t ch- N7K# show feature

Feature Name Instance State
tacacs 1 enabled
scheduler 1 enabled
isis 2 disabled
isis 3 disabled
isis 4 disabled
ospf 1 enabled
ospf 2 disabled
ospf 3 disabled
swi tch- N7K# show run | | feature

feature vrrp

feature tacacs+
feature scheduler
feature ospf

feature bgp

feature pim

feature pimé6

feature eigrp
feature pbr

feature private-vlan
feature udld

feature interface-vlan
feature netflow
feature hsrp

feature lacp

feature dhcp

feature tunnel
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<#root>

switch(config)#

rout e- map STAT- OSPF, pernit, sequence 10
switch(config-route-map)#

match interface ethernet 1/2

switch(config-route-map)#
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<#root>
switch(config)#

access-list 101 pernit ip

any
switch(config)#

access-list 101 permt ip

any
switch(config)#

access-list 101 permt ip

any
switch(config)#

access-list 101 deny any

!
Router(config)#

rout e-map direct 2ospf
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Router(config-route-map)#
match i p address 101
Router(config-route-map)#
set metric <100>
Router(config-route-map)#
set netric-type type-1

!
switch(config)#

router ospf 1
switch(config-router)#

redi stribute direct route-map direct2ospf
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Q. "ip multicast-routing" I0S BZ0f i 5t= NX-OS BH2 F3I0|H, Nexus
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<#root>

switch(config)#

feature pim
switch(config)#

interface VI an[ 536]
switch(config-if)#

ip pi msparse-node

MR Zdx|22i oM 710|E = Cisco Nexus 7000 Series NX-OS Multicast Routing Z1Z|28| 0| 7}
O|lE, EIE|A 5XxE xI-X°|.AIA|O
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<#root>
Nexus_7010#
show i p route bgp

IP Route Table for VRF "default"
'*' denotes best ucast next-hop
'*%' denotes best mcast next-hop
'[x/y]' denotes [preference/metric]

172.20.62.0/23, ubest/mbest: 1/0
*via 10.194.160.2, [20/0], 18:53:35, bgp-[AS-Number], internal, tag [Number]
via 10.194.16.5, Vlanll6, [110/1043], 18:43:51, ospf-1, intra
172.20.122.0/23, ubest/mbest: 1/0
*via 10.194.160.2, [20/0], 18:53:35, bgp-[AS-Number], internal, tag [Number]
via 10.194.16.5, Vlanll6, [110/1041], 18:43:51, ospf-1, intra
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<#root>
switch#

install all kickstart bootflash: n7000-sl -kickstart.5.1.1a.bin system
boot f I ash: n7000- sl - dk9. 5. 1. 1a. bin

Of ofofl M m Y O|Foll= "s1"(== At 1) CHAl "sI"(A&E R ) O ZEELICH.

Q. "switchport mode fex-fabric"& %“é;'ﬂ% Ny "Conflguratlon does not match the
port capability" 27/ HAIX|7} EA|EIX| =5 5te{Td o= H| SHok & LI7t?

A. 0| 27 HAIX|= ZE7} FEXE X[&stx| & 7| =20l & FELICH

<#root>
N7K-2(config)#
interface ethernet 9/5

N7K-2(config-if)#



swi tchport node fex-fabric

ERROR: Ethernet9/5:

Configuration does not match the port capability

ol EXN|E sl 2524 show interface ethernet HE2 AI25t01 ZE 7|52 &QlghL|Ct.
o€ EW Ct Z&LICH

<#root>

N7K-2#

show i nterface ethernet 9/5 capabilities

Ethernet9/5
Model:
Type (SFP capable):
Speed:
Duplex:
Trunk encap. type:
Channel:
Broadcast suppression:
Flowcontrol:
Rate mode:
QO0S scheduling:
CoS rewrite:
ToS rewrite:
SPAN:
UDLD:
Link Debounce:
Link Debounce Time:
MDIX:
Pvlan Trunk capable:
Port Group Members:
TDR capable:
FabricPath capable:
Port mode:

FEX Fabri c:

dotlQ-tunnel mode:

show interface ethernet 9/5 capabilities
™ ZEJI FEXE X|5HX]| 8
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Q. "show interface counters errors errors" B
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A. L&
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ro

no

N7K-M132XP-12
10Gbase- (unknown)
10000

full

802.1Q

yes
percentage(0-100)
rx-(off/on), tx-(off/on)
shared
rx-(8qg2t),tx-(1p7q4t)
yes

yes

yes

yes

yes

yes

no

no

1,3,5,7

no

no

Routed, Switched

yes

A Ol

£ &uch a1
Z45le4m EPLD 0|0| k|2 Cisco NX-

H230| 0| £240{| A FEX Fabric: noE £
ol=2g &olstL|Ct. o]l EX|E &l

sO= e
StAAIR.

2 AstH QIE{H| 0| A & 5FLE0 A
HAIGHE g &2lg &= U&LICE "show interface counters
FodL
&L|C}.


http://www.cisco.com/en/US/docs/switches/datacenter/sw/5_x/nx-os/interfaces/command/reference/if_commands.html#wp1677689
http://www.cisco.com/en/US/docs/switches/datacenter/sw/5_x/nx-os/release/notes/51_nx-os_release_note.html#wp336429

<#root>
Nexus-7000#

show i nterface counters errors

Port Align-Err FCS-Err  Xmit-Err Rcv-Err UnderSize OutDiscards

Ethl/1 0 26 0 26 0 0

FCS-Err & Rev-ErroflME itxo 2 &4HE
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Q. Nexus 7000 Series AL x| TEH 24 &3 MEHE & Hs/H|E H&5te{H
O{=AH| 3ok &rL|7k?

A 2E QIE{H0|A 23 El(up/down) HAIXIE 712X o2 2ZELIL. 23 e oHiE s
eixio2 e elefmols E@ T8 & UBLICH interface HHE S QIE{H 0| A0f CHet 23
A

<#root>
N7k (config)#

interface ethernet Xx/Xx
N7k (config-if)#

| oggi ng event port |ink-status

Q. NX-0S 5.1(3)2 A& 3= Nexus 700001 A DecNetZ VLANO| E2|X|E = Q&
LI 7k

A. 25 Nexus ZSHE2 2l[0/04-2 0| A C|H}O|AE &3 DecNet Z 2| MES K| LICH
24L} NexusOlAME DecNet 2HREIS X|SHX| et&LICH

Q. Nexus 7000 Series 22| %|0{ A NTP(Network Time Protocol) 4E{E & Ql5t2{H
O{= 7| sHok &rL|7t?

A.NTP I|o{2| MENE E A|StE{T show ntp peer-status B2 AlgHgHL|CT
<#root>

switch#

show ntp peer-status


http://www.cisco.com/en/US/docs/switches/datacenter/sw/best_practices/cli_mgmt_guide/ip_mgmt.html#wp1054371
http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_2/nx-os/system_management/command/reference/sm_cmd_show.html#wp1021979
http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_2/nx-os/system_management/command/reference/sm_cmd_show.html#wp1021979

Total peers : 1

* - selected for sync, + - peer mode(active),
- - peer mode(passive), = - polled in client mode

remote Tocal st poll reach delay vrf
*10.1.10.5 0.0.0.0 1 64 377 0.00134 default

=z

fjo

A. tac pac bootflash://<filename>S AlSHEIL|C}. HRIS AL 35109 show tech B 0| &3
cIC|2MEt CHS 1S gzipEhLCt.

o& SH Ch31t Z &L

<ffroot>
switch#

tac- pac bootflash://showtech. switchl

bootflashl A TFTP MHHZ It US = Al5t24H copy bootflash://showtech.switch1 tftp://<server
IP/<path> BHES A™AeL|CH

T

o€ EH CtSot Z&LH

<{froot>
switch#

copy bootflash://showtech.switchl tftp://

Q. Nexus 70000| DHCP AMHY == {2 VLANE AZ CHE DHCP A0 DHCP
™E 2ololg = Aauit?

T AAH

A. Nexus 70002 DHCP MHE X|3tX| ok X|2F DHCP &ldlol= X|EL|ct 2aolel BL i
dhcp relay address x.x.x interface W23 At 8L|C}.

Cisco NX-OS LC|H}0|A O] DHCP(Dynamic Host Configuration Protocol)0i| CHEF XEA|8H LI 2



http://www.cisco.com/en/US/docs/switches/datacenter/sw/6_x/nx-os/fundamentals/command/reference/fnd_commands.html#wp1471853
http://www.cisco.com/en/US/docs/switches/datacenter/sw/6_x/nx-os/fundamentals/command/reference/fnd_commands.html#wp1471853
http://www.cisco.com/en/US/docs/switches/datacenter/sw/6_x/nx-os/fundamentals/command/reference/fnd_commands.html#wp1471853
http://www.cisco.com/en/US/docs/switches/datacenter/sw/6_x/nx-os/fundamentals/command/reference/fnd_commands.html#wp1471853
http://www.cisco.com/en/US/docs/switches/datacenter/sw/5_x/nx-os/security/command/reference/sec_cmds_i.html#wp1028490
http://www.cisco.com/en/US/docs/switches/datacenter/sw/5_x/nx-os/security/command/reference/sec_cmds_i.html#wp1028490
http://www.cisco.com/en/US/docs/switches/datacenter/sw/5_x/nx-os/security/configuration/guide/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_5.x_chapter_010010.html
http://www.cisco.com/en/US/docs/switches/datacenter/sw/5_x/nx-os/security/configuration/guide/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_5.x_chapter_010010.html
http://www.cisco.com/en/US/docs/switches/datacenter/sw/5_x/nx-os/security/configuration/guide/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_5.x_chapter_010010.html
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Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x& & Z35HAA|2.

Q. Nexus 7000 C|HFO|AO|M XL BEE7} &M3lE|o] QI=X| &QlstE4Td o= A| 5l of
o L{77k?

A. Scalable Feature License= AHZ2 Nexus 7000 A|AE! 2ZFO|MA Z A M-Series L ZE0{|A K|
HEl= B2 EHIOIE 2 VIE EMEELICH EtO|MATL QoM AAHIO| & PEE A™ME|O R
2 EO|Z Z 7|0 HMAE = giaLIch AIARIOIM Hf XL 2 XL 2 &0 X[HEX|2H, AAE 0 A
XLE2EEZ A&52{™ L& ZE0M XL X|§45H0F 5t Scalable Feature E+OIﬁIAE M x|5Hof
ghLCH £8 2E0| X|HEH, AIAR2 non-XL ZEZ A™ELICH ZE0| SUSH A|AE|0]| Qe
™ MAH AAR2 7Y 22 S84SR SotzhL|ct XL 2 Hl XLO| VDCE AF&35to{ AE|El 42
ZtVDCE HE ol A|IAEIC R 7HFE|H M2 CHE ZEo|AM A™dE &= A&LIC

Nexus 700001 A XL S440| &3t E|o] U= K| 2 2l5tE{T XY Scalable Feature License7l A x|
zlod UeEX| EolsHof gL|ct. st A|AEI|A non-XL & XL 2 E 0| X|HE|X|TH A|AERIO| XL 2
2 AMYME|IE{H R E B S0 XL X|sHof g LCt,

Q. VLANO| £5 9 2 T A=l Nexus 7000 Series 22| x|0|A VTPE F£345t2{™ 0
7| 3ok & L7k?

A. Cisco= C|O|E ME{0A VTPE &™5tX| fl= e HEFLICL FZ77F MEHOM VTP 2E
g W3 6+XI n M Ee2 a8 HEY AXIE HEAHIO| A25HH A2{X|2 VLAN I8
HE MEolgLIC.

Q. Nexus 1000V Series?t Nexus 7000 Series AL/ x| Zto| T E zd 2= gz Ao
CHEF 21 AR 7} Q&S LI7F?

A. Nexus 1000V Series2} Nexus 7000 Serles A Qx| Zt SH e A =
&SLICH HEQTo| F Ao 2l 58 7|8t EEE AA J|H DEIS MEHS £~ Ql&L|Ct

Q. Nexus 70102 5.2.10{A 5.2.3 ZEE YOI 0|=5t=

=0
OL- =

2 A& THERILICE oaooule- 2- xAR DI AG FAIL: Xbar 40IA BE asic | BHNE E73 AR QS QEE BT
SE A

MELICHDevEr r 2 Li nkNumid). &X| 880{A CHA| 7|3t A= F (%] 2F 0x0) |
Ct.
A. 0| 27 HAIX|= 2& 22| TIE Aujof siZ & LICH 2t FH=04| A X-baro]| &2 HAE|}IS

I.

M.:.I—IEP ILE-I':|=| etel 7tE7t S7|EHEIX| f&LICH LMo 2 o|efet @ 7R/ Ll F A ™
W EAE 2EE MEAstE WLt Je: EXM7F AL X o HER] U 2HES JHEH
o= A LICH

Q. %0C_USD SLOT18- 2-RE_CRC. 0C20flAf MoD 65 Ef xeAR 2& 5/inst 1 D5 HIA|R|FK| cre 2871 9= 1
ng % AIMCHE ol0ls PRI

A. 0|28 2 /& octopus 21 ZI0| CRC 27 AAto| Alufst ZBi|dE +=ARMSE LIEFHLICH ol
oic{ 7tX| Ol = Qo Y WE & JU&LICH & ST Ch31 &L
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Q. Nexus 7000 & @{X[0| M THZ! AFK|E = QlotedT oE H| st{ok = LI7t?

A. show interface {}2| £230{| A Rx Pause & TailDrops ZE£& & QI5l 1 0|28t
2 E0i CH3H show hardware internal errors module # ] WS EAEFLIC.

o& S™ Ch31t Z &L

<#root>
Nexus7K#
show i nterface e7/ 25

Ethernet7/25 1is up
!--- Output suppressed

input rate 1.54 Kbps, 2 pps; output rate 6.29 Mbps, 3.66 Kpps
RX
156464190 unicast packets 0 multicast packets 585 broadcast packets
156464775 input packets 11172338513 bytes
0 jumbo packets O storm suppression packets
0 runts 0 giants 0 CRC O no buffer
0 input error 0 short frame O overrun 0 underrun 0 ignored
0 watchdog O bad etype drop O bad proto drop 0 if down drop
0 input with dribble 0 {input discard

7798999 Rx pause

TX

EZEE ME

6365127464 unicast packets 6240536 multicast packets 2290164 broadcast packets

6373658164 output packets 8294188005962 bytes

0 jumbo packets

0 output error O collision O deferred 0 late collision
0 Tost carrier 0 no carrier 0 babble

0 Tx pause

ol

rr



e7/252| LYA| EX|= M7t TS E ESf=Eo| & WeEl7te ol o{EdgE A USS LIEFLICH

<#froot>
Nexus7k#

show hardware internal erroe nmodule 2 | include
r2d2_tx_taildrop_drop_ctr_qg3

37936 r2d2_tx_taildrop_drop_ctr_q3 0000000199022704 2 -

37938 r2d2_tx_taildrop_drop_ctr_q3 0000000199942292 4 -

37941 r2d2_tx_taildrop_drop_ctr_q3 0000000199002223 5 -

37941 r2d2_tx_taildrop_drop_ctr_q3 0000000174798985 17 -

Ol= o|z{et ClHlO|A R MEE EE | 20| QIE{H|O|A AbA|7F &[0 LHF BLRUAS S LIEL
H|CH 2t QIE{H|O|A T 2 E VLANS 5835t EHAE FEE({D & E|9HﬁE/‘='§EaHAE
ECfE 7127 4222 RLIFNAE E{T0| Bfot o248 QIE{mo|A0)| CHE AFK 7} et

= U&LICH
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Cisco Nexus 7000 Series A 2|%|: x| I O|X]
FECoE(Fibre Channel over Ethernet)
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