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"show policy-map control-plane"& A&

<#root>
Catalyst-9600#

show pol i cy-map control -pl ane

Control Plane
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Service-policy input: system-cpp-policy
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Class-map: system-cpp-police-ios-routing (match-any)

0 packets, 0 bytes

5 minute offered rate 0000 bps,

Match: none
police:

rate 17000 pps, burst 4150 packets
conformed 95904305 bytes;

transmit

exceeded 0 bytes; actions:

drop

<snip>

Class-map: class-default (match-any)

0 packets, 0 bytes

5 minute offered rate 0000 bps,

Match: any

CoPP =%

CoPP ZEIM ST AR 7 EE =

Ol ool M= 7HE EEIM 22
cpp-police-protocol-snooping

actions:

drop rate 0000 bps

drop rate 0000 bps




<ffroot>
Device>

enabl e

Device#

configure term na

Device(config)#

policy-map system cpp-policy

Device(config-pmap)#

Device(config-pmap)#

cl ass system cpp-police-protocol - snoopi ng

Device(config-pmap-c)#

Device(config-pmap-c)#

police rate 100 pps

Device(config-pmap-c-police)#

Device(config-pmap-c-police)#

exit

Device(config-pmap-c)#

exit

Device(config-pmap)#

exit

Device(config)#

Device(config)#

control -pl ane

Device(config-cp)#

Device(config)#

control -pl ane

Device(config-cp)#

service-policy input systemcpp-policy



Device(config-cp)#
Device(config-cp)#

end

Device#

show pol i cy-map control -pl ane
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<#root>
Device>

enabl e

Device#

configure term na

Device(config)#

policy-map system cpp-policy

Device(config-pmap)#

Device(config-pmap)#

cl ass system cpp-pol i ce-protocol - snoopi ng
Device(config-pmap-c)#

Device(config-pmap-c)#
no police rate 100 pps
Device(config-pmap-c)#

end
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<tfroot>
Cat al yst - 9600#

show processes cpu sorted

CPU utilization for five seconds: 92% 13% one mnute: 76% five mnutes: 73%

<<<--- Uilization is displayed for 5 second (both process and interrupt), 1 mnute and 5 minute interv:

92% refers to the
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<<<--- Runtime statistics,
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<ffroot>

Catalyst-9600#

show processes cpu history

999777776666688888666667777777777888887777766666999998888866

<<<--- The nunbers at the top of each columm represent the highest val ue seen throughout the tine perioc

222555559999944444444440000088888888881111177777333335555500

It is read top-down. "9" over "2" in this exanple neans "92% for exanple.
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<<<--- The "*" represents the highest value during the given tine period. This relates to a nonentary sj

0....5....1....1....2....2....3....3....4....4....5....5....6

In this exanple, utilization spiked to 92%in the |ast 5 seconds.

0 5 0 5 0 5 0 5 0 5 0
CPU% per second (last 60 seconds)
* = maximum CPU% # = average CPU%
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100 ** *
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<<<--- The "#" represents the average utilization. This indicates sustained utilization.

60  HHAAHAFHHHHHAHH AR AHH R AR R R

In this exanple, within the last 5 minutes the average utilization was sustained around 70% whi | e

50  #HRHHHAHHRHRRHHAHH R AR R R R R R AR R

the maxi mumutilization spiked to 94%
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10 ##HHHHHHHHHBHHRHAAHHHH R
0....5....1....1....2....2....3....3....4....4....5....5....6
0 5 0 5 0 5 0 5 0 5 0
CPU% per minute (last 60 minutes)
* = maximum CPU% # = average CPU%

999999999999999999999999999999999999999999999999999999999999999999999999
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CPU% per hour (last 72 hours)
* = maximum CPU% # = average CPU%
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+ "show platform hardware fed <switch> active qos queue stats internal cpu policer"E A+-& 3}
o F/EEIM FEof CHEt &A CoPP &H X F7t HEE SLICH ol 22 Ao{ Bl ot
X2 MEH ol ZEEIM SAHL| 7|5 E7|E MIELICL Oz et 7I2Ees +822 HEIE
S U&LICH ditdo =z EE(M7t Mo BHE MAsis ¢ #HE U7|g/2eao &
M7b LIEtLER 2 2X7F L st Set A Xls g2 st AHl S8 ok & LICH Queue Drop 240
E7tete=X| rEsie{H BHES o4 H A-efLict

<#root>
Cat al yst 9500#

show pl at form hardware fed active qos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue
Qd Plcldx Queue Nane Enabl ed Rat e Rat e Drop(Bytes) Drop(Franes)

<-- The top section of this output gives a historical view of CoPP drops. Run the comand several
CPU queues correlate with a Policer Index (Plcldx) and Queue (Qd).
0 11 DOT1X Aut h Yes 1000 1000 0 0

Note that nultiple policer indices nmap to the same queue for sone cl asses.

1 1 L2 Control Yes 2000 2000 0 0
2 14 Forus traffic Yes 4000 4000 0 0
3 0 | CMP CGEN Yes 750 750 0 0
4 2 Routi ng Control Yes 5500 5500 0 0
5 14 Forus Address resol ution Yes 4000 4000 83027876 1297199
6 0 | CMP Redi rect Yes 750 750 0 0
7 16 Inter FED Traffic Yes 2000 2000 0 0
8 4 L2 LVX Cont Pack Yes 1000 1000 0 0
9 19 EWL.C Control Yes 13000 13000 0 0
10 16 EWL.C Dat a Yes 2000 2000 0 0
11 13 L2 LVX Data Pack Yes 1000 1000 0 0
12 0 BROADCAST Yes 750 750 0 0
13 10 Openf |l ow Yes 250 250 0 0
14 13 Sw forwar di ng Yes 1000 1000 0 0
15 8 Topol ogy Contr ol Yes 13000 16000 0 0
16 12 Pr ot o Snoopi ng Yes 2000 2000 0 0
17 6 DHCP Snoopi ng Yes 500 500 0 0
18 13 Transit Traffic Yes 1000 1000 0 0
19 10 RPF Fai | ed Yes 250 250 0 0
20 15 MCAST END STATI ON Yes 2000 2000 0 0



21 13 LOGGE NG Yes 1000 1000 769024 12016

22 7 Punt Webaut h Yes 1000 1000 0 0
23 18 Hi gh Rate App Yes 13000 13000 0 0
24 10 Exception Yes 250 250 0 0
25 3 System Critical Yes 1000 1000 0 0
26 10 NFL SAMPLED DATA Yes 250 250 0 0
27 2 Low Lat ency Yes 5500 5500 0 0
28 10 EGR Exception Yes 250 250 0 0
29 5 St ackwi se Virtual OOB Yes 8000 8000 0 0
30 9 MCAST Dat a Yes 500 500 0 0
31 3 Gol d Pkt Yes 1000 1000 0 0

* NOTE: CPU queue policer rates are configured to the cl osest hardware supported val ue

CPU Queue Policer Statistics

Pol i cer Pol i cer Accept Pol i cer Accept Policer Drop Policer Drop
I ndex Byt es Fr ames Byt es Franmes

0 59894 613 0 0

1 15701689 57082 0 0

2 5562892 63482 0 0

3 3536 52 0 0

4 0 0 0 0

5 0 0 0 0

6 0 0 0 0

7 0 0 0 0

8 2347194476 32649666 0 0

9 0 0 0 0

10 0 0 0 0

11 0 0 0 0

12 0 0 0 0

13 577043 8232 769024 12016

14 719225176 11182355 83027876 1297199

15 132766 1891 0 0

16 0 0 0 0

17 0 0 0 0

18 0 0 0 0

19 0 0 0 0

Second Level Policer Statistics

<-- Second |l evel policer information begins here. Catalyst CoPP is organized with two policers to allow

20 2368459057 32770230 0 0
21 719994879 11193091 0 0

Pol i cer Index Mapping and Settings

| evel -2 : level -1 (defaul t) (set)
Pl cl ndex : Pl cl ndex rate rate
20 : 1 2 8 13000 17000
21 : 047 9 10 11 12 13 14 15 6000 6000

Second Level Policer Config

level-1 level -2 | evel -2
Qd Plcldx Plcldx Queue Nane Enabl ed

0 11 21 DOT1X Aut h Yes



1 20 L2 Control
14 21 Forus traffic
0 21 | CMP GEN

2 20

©O© 00 ~NO Ol A~ WN P
H
N

21 Forus Address resol ution

0 21 | CMP Redi rect

16 - Inter FED Traffic

4 21 L2 LVX Cont Pack

19 - EWL.C Contr ol
10 16 - EW.C Dat a
11 13 21 L2 LVX Data Pack
12 0 21 BROADCAST
13 10 21 Openf | ow
14 13 21 Sw f orwardi ng
15 8 20 Topol ogy Contr ol
16 12 21 Prot o Snoopi ng
17 6 - DHCP Snoopi ng
18 13 21 Transit Traffic
19 10 21 RPF Fail ed
20 15 21 MCAST END STATI ON
21 13 21 LOGA NG
22 7 21 Punt Webaut h
23 18 - H gh Rate App
24 10 21 Excepti on
25 3 - System Critical
26 10 21 NFL SAMPLED DATA
27 2 20 Low Lat ency
28 10 21 EGR Exception
29 5 - St ackwi se Virtual OOB
30 9 21 MCAST Dat a
31 3 - Col d Pkt

CPP O asses to queue map

< -

Rout i ng Contr ol

Yes
Yes
Yes
Yes
Yes
Yes

Yes

Yes
Yes
Yes
Yes
Yes
Yes

Yes
Yes
Yes
Yes
Yes

Yes
Yes
Yes

Yes

Yes

Informati on on how different traffic types nap to different queues are found here.

Pl cl dx CPP O ass

ce-data

ce-sys-data

ce-sw forward

ce-mul ti cast

ce-mul ticast-end-station
ce- punt - webaut h
ce-12-control
ce-routing-control
ce-systemcritical

ce-1 2l vx-control

ce-topol ogy-control
ce-dot 1x-auth

ce- protocol - snoopi ng

ce- dhcp- snoopi ng
ce-forus

ce-stackw se-virt-control

ce-hi gh-rate-app
ce-ew c-control
ce-ios-routing

0 syst em cpp- pol i
10 syst em cpp- pol i
13 syst em cpp- pol i
9 syst em cpp- pol i
15 syst em cpp- pol i
7 syst em cpp- pol i
1 syst em cpp- pol i
2 syst em cpp- pol i
3 syst em cpp- pol i
4 syst em cpp- pol i
8 syst em cpp- pol i
11 syst em cpp- pol i
12 syst em cpp- pol i
6 syst em cpp- pol i
14 syst em cpp- pol i
5 syst em cpp- pol i
16 system cpp-defaul t
18 syst em cpp- pol i
19 syst em cpp- pol i
20 syst em cpp- pol i
21 syst em cpp- pol i

ce-ios-feature

| CVP GEN BROADCAST/ | CWP Redirect/

Openfl ow Exception/ EGR Exception/ NFL SAMPLED DATA/
Sw forwarding/ LOGA NG L2 LVX Data Pack/ Transit Tre
MCAST Dat a/

MCAST END STATI ON /

Punt Webaut h/

L2 Control/

Routing Control/ Low Latency/

System Critical/ Gold Pkt/

L2 LVX Cont Pack/

Topol ogy Control/

DOT1X Aut h/

Prot o Snoopi ng/

DHCP Snoopi ng/

Forus Address resolution/ Forus traffic/

St ackwi se Virtual OOB/

Inter FED Traffic/ EWC Datal

H gh Rate App/

EW.C Control/

L2 Control/ Topology Control/ Routing Control/ Low L
| CMP GEN BROADCAST/ | CWP Redirect/ L2 LVX Cont Pack/
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« "Show platform software fed <switch> active punt cpuq all" E=E= "Show platform software fed
<switch> active punt cpuq <0-31 Queue ID>"E At&3t04 ™A £= §7%& CPU CH7 | &1t &
= SHE & = U&Lch

<#root>
C9300#
show pl atform software fed switch active punt cpuq al

Punt CPU Q Statistics

CPU Q Id : 0

CPU Q Name : CPU_Q_DOT1X_AUTH
Packets received from ASIC : 964
Send to IOSd total attempts : 964
Send to I0Sd failed count : 0

RX suspend count : 0

RX unsuspend count : 0

RX unsuspend send count : 0

RX unsuspend send failed count : O

RX consumed count : 0

RX dropped count : 0

RX non-active dropped count : 0

RX conversion failure dropped : O

RX INTACK count : 964
RX packets dq'd after intack : 0
Active RxQ event : 964
RX spurious interrupt : 0

RX phy_idb fetch failed: 0

RX table_id fetch failed: 0

RX invalid punt cause: 0

CPU Q Id 1

CPU Q Name : CPU_Q_L2_CONTROL
Packets received from ASIC : 80487
Send to IOSd total attempts 1 80487
Send to I0Sd failed count : 0

RX suspend count : 0

RX unsuspend count : 0

RX unsuspend send count : 0

RX unsuspend send failed count : 0O

RX consumed count : 0

RX dropped count : 0

RX non-active dropped count 0

RX conversion failure dropped : O

RX INTACK count : 80474
RX packets dq'd after intack : 16
Active RxQ event : 80474
RX spurious interrupt : 9

RX phy_idb fetch failed: 0
RX table_id fetch failed: 0



RX invalid punt cause: 0

CPU Q Id 12

CPU Q Name : CPU_Q_FORUS_TRAFFIC
Packets received from ASIC : 176669
Send to I0Sd total attempts : 176669
Send to I0Sd failed count : 0

RX suspend count : 0

RX unsuspend count : 0

RX unsuspend send count : 0

RX unsuspend send failed count : 0O

RX consumed count : 0

RX dropped count : 0

RX non-active dropped count : 0

RX conversion failure dropped : 0O

RX INTACK count : 165584
RX packets dg'd after intack : 12601
Active RxQ event : 165596
RX spurious interrupt : 11851

RX phy_idb fetch failed: 0
RX table_id fetch failed: 0
RX invalid punt cause: 0
<snip>

C9300#
show pl atform software fed switch active punt cpug 16 <-- Queue ID 16 correlates with Protocol Snooping

Punt CPU Q Statistics

CPU Q Id : 16
CPU Q Name : CPU_Q_PROTO_SNOOPING
Packets received from ASIC : 55661
Send to I0Sd total attempts : 55661
Send to I0Sd failed count : 0

RX suspend count : 0

RX unsuspend count : 0

RX unsuspend send count : 0

RX unsuspend send failed count : O

RX consumed count : 0

RX dropped count : 0

RX non-active dropped count : 0

RX conversion failure dropped : 0O

RX INTACK count : 55659
RX packets dg'd after intack : 9
Active RxQ event : 55659
RX spurious interrupt 1 23

RX phy_idb fetch failed: 0

RX table_id fetch failed: 0

RX invalid punt cause: 0

Replenish Stats for all rxq:

Number of replenish 1 4926842
Number of replenish suspend : 0

Number of replenish un-suspend : 0
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fed <switch> active punt cause summary"& AFE3HAA|2. 00| ol 4Q18F I A|EILICE

<#root>
C9300#
show platform software fed switch active punt cause sumary

Statistics for all causes

Cause Cause Info Rcvd Dropped
7 ARP request or response 142962 0
11 For-us data 490817 0
21 RP<->QFP keepalive 448742 0
24 Glean adjacency 2 0
55 For-us control 415222 0
58 Layer2 bridge domain data packe 3654659 0
60 IP subnet or broadcast packet 37167 0
75 EPC 17942 0
96 Layer2 control protocols 358614 0
97 Packets to LFTS 964 0
109 snoop packets 48867 0

- CPU HI2E EziZlo| A|IARIZ 2lTOB|ASHE QIE{HO|AE 2| E24™ "show platform
software fed <switch> active punt rate interfaces" @& 2 AFS & LICI O] B2 00| ofi=l &
= CH7|€0| Qe QIE{H| O] ARE T AIFFLCY,

<tfroot>

C9300#

show platformsoftware fed switch active punt rates interfaces

Punt Rate on Interfaces Statistics

Packets per second averaged over 10 seconds, 1 min and 5 mins

| | Recv | Recv | Recv | Drop | Drop | Drop
Interface Name | IF_ID | 10s | 1Imin | S5min | 10s | 1Imin | 5min
TenGigabitEthernetl/0/2 0x0000000a 5 5 5 0 0 0
TenGigabitEthernetl/0/23 0x0000001f 1 1 1 0 0 0

- QE{mo|A 0| 7HY CH7|¥ e =E2ICIR35t D 224 "show platform software fed <switch>
active punt rate interfaces <IF-ID>" I=2etL|Ct o] WL EH EHE EoiFH, Eci= 0|
H =

E A
=
ECldE B VIS UH UV €SS ol AEE & A&LICH

<ffroot>



C9300#
show platform software fed switch active punt rates interfaces Ox1f <-- "Ox1f" is the IF_ID of Tel/0/23,

Punt Rate on Single Interfaces Statistics

Interface : TenGigabitEthernetl/0/23 [if_id: Ox1F]

Received Dropped

Total : 1010652 Total : 0
10 sec average : 1 10 sec average : O
1 min average : 1 1 min average : 0
5 min average : 1 5 min average : O

Per CPUQ punt stats on the interface (rate averaged over 10s interval)

Q | Queue | Recv | Recv | Drop | Drop |
no | Name | Total | Rate | Total | Rate |
0 CPU_Q_DOT1X_AUTH 0 0 0 0
1 CPU_Q_L2_CONTROL 9109 0 0 0
2 CPU_Q_FORUS_TRAFFIC 176659 0 0 0
3 CPU_Q_ICMP_GEN 0 0 0 0
4 CPU_Q_ROUTING_CONTROL 447374 0 0 0
5 CPU_Q_FORUS_ADDR_RESOLUTION 80693 0 0 0
6 CPU_Q_ICMP_REDIRECT 0 0 0 0
7 CPU_Q_INTER_FED_TRAFFIC 0 0 0 0
8 CPU_Q_L2LVX_CONTROL_PKT 0 0 0 0
9  CPU_Q_EWLC_CONTROL 0 0 0 0
10 CPU_Q_EWLC_DATA 0 0 0 0
11 CPU_Q_L2LVX_DATA_PKT 0 0 0 0
12 CPU_Q_BROADCAST 22680 0 0 0
13 CPU_Q_CONTROLLER_PUNT 0 0 0 0
14 CPU_Q_SW_FORWARDING 0 0 0 0
15 CPU_Q_TOPOLOGY_CONTROL 271014 0 0 0
16 CPU_Q_PROTO_SNOOPING 0 0 0 0
17 CPU_Q_DHCP_SNOOPING 0 0 0 0
18 CPU_Q_TRANSIT_TRAFFIC 0 0 0 0
19 CPU_Q_RPF_FAILED 0 0 0 0
20 CPU_Q_MCAST_END_STATION_SERVICE 2679 0 0 0
21 CPU_Q_LOGGING 444 0 0 0
22 CPU_Q_PUNT_WEBAUTH 0 0 0 0
23 CPU_Q_HIGH_RATE_APP 0 0 0 0
24 CPU_Q_EXCEPTION 0 0 0 0
25 CPU_Q_SYSTEM_CRITICAL 0 0 0 0
26 CPU_Q_NFL_SAMPLED_DATA 0 0 0 0
27 CPU_Q_LOW_LATENCY 0 0 0 0
28 CPU_Q_EGR_EXCEPTION 0 0 0 0
29 CPU_Q_FSS 0 0 0 0
30 CPU_Q_MCAST_DATA 0 0 0 0
31 CPU_Q_GOLD_PKT 0 0 0 0

CPU HI2E E2iZ AA}

SE|EIE M3E

Catalyst 9000 A x| MEF2 CPU HIRE ECiEE ZLIEHZSID 2 = Y=
ofgrLCt.

LICt. o|2{et 22 AtEsto{ o EEiE 0| CPUN 5&H ez ME =X oot

% Ho



EPC(Embedded Packet Capture)

<ffroot>
C9300#

nonitor capture CONTROL control -plane in match any buffer circular size 10

C9300#

show nmoni tor capture CONTROL paraneter <-- Check to ensure paraneters are as expected

monitor capture CONTROL control-plane IN

monitor capture CONTROL match any

monitor capture CONTROL buffer size 10 circular
C9300#

noni tor capture CONTROL start <-- Starts the capture

Started capture point : CONTROL
C9300#

noni tor capture CONTROL stop <-- Stops the capture

Capture statistics collected at software:
Capture duration - 5 seconds
Packets received - 39
Packets dropped - 0
Packets oversized - 0

Bytes dropped in asic - 0
Capture buffer will exists till exported or cleared

Stopped capture point : CONTROL

<#root>
C9300#
show noni tor capture CONTROL buffer brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

.000000 5c:5a:c7:61:4c:5f -> 00:00:04:00:0e:00 ARP 64 192.168.10.1 1is at 5c:5a:c7:61:4c:5f
.030643 00:00:00:00:00:00 -> 00:06:df:f7:20:01 0x0000 30 Ethernet II

.200016 5c:5a:c7:61:4c:5f -> 00:00:04:00:0e:00 ARP 64 192.168.10.1 1is at 5c:5a:c7:61:4c:5f
.400081 5c:5a:c7:61:4c:5f -> 00:00:04:00:0e:00 ARP 64 192.168.10.1 1is at 5c:5a:c7:61:4c:5f
.599962 5c:5a:c7:61:4c:5f -> 00:00:04:00:0e:00 ARP 64 192.168.10.1 1is at 5c:5a:c7:61:4c:5f
.800067 5c:5a:c7:61:4c:5f -> 00:00:04:00:0e:00 ARP 64 192.168.10.1 1is at 5c:5a:c7:61:4c:5f
.812456 00:1b:0d:a5:e2:a5 -> 01:80:c2:00:00:00 STP 60 RST. Root = 0/10/00:1b:53:bb:91:00 Cost
.829809 10.122.163.3 -> 224.0.0.2 HSRP 92 Hello (state Active)

oNOoOYUVLT A WN R
O O OO OO OO



9 0.981313 10.122.163.2 -> 224.0.0.13 PIMv2 72 Hello

10 1.004747 5c:5a:c7:61:4c:5f -> 00:00:04:00:0e:00 ARP 64 192.168.10.1 is at 5c:5a:c7:61:4c:5f
11 1.200082 5c:5a:c7:61:4c:5f -> 00:00:04:00:0e:00 ARP 64 192.168.10.1 is at 5c:5a:c7:61:4c:5f
12 1.399987 5c:5a:c7:61:4c:5f -> 00:00:04:00:0e:00 ARP 64 192.168.10.1 is at 5c:5a:c7:61:4c:5f
13 1.599944 5c:5a:c7:61:4c:5f -> 00:00:04:00:0e:00 ARP 64 192.168.10.1 is at 5c:5a:c7:61:4c:5f

<snip>

C9300#

show noni tor capture CONTROL buffer detail | begin Frane 7

Frame 7: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface /tmp/epc_ws/wif_to_ts_p

Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)

Interface name: /tmp/epc_ws/wif_to_ts_pipe

Encapsulation type: Ethernet (1)

Arrival Time: May 3, 2023 23:58:11.727432000 UTC

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1683158291.727432000 seconds

[Time delta from previous captured frame: 0.012389000 seconds]

[Time delta from previous displayed frame: 0.012389000 seconds]

[Time since reference or first frame: 0.812456000 seconds]

Frame Number: 7

Frame Length: 60 bytes (480 bits)

Capture Length: 60 bytes (480 bits)

[Frame 1is marked: False]

[Frame 1is 1ignored: False]

[Protocols in frame: eth:Tlc:stp]

IEEE 802.3 Ethernet
Destination: 01:80:c2:00:00:00 (01:80:c2:00:00:00)
Address: 01:80:c2:00:00:00 (01:80:c2:00:00:00)
e .00 L Lo o... ... = LG bit: Globally unique address (factory default)
- .1 .... = IG bit: Group address (multicast/broadcast)
Source: 00 1b: Od a5 e2 a5 (00 1b: Od a5:e2:a5)
Address: 00:1b:0d:a5:e2:a5 (00:1b:0d:a5:e2:a5)
o LG bit: Globally unique address (factory default)
Y ¢ IG bit: Individual address (unicast)
Length: 39
Padding: 00000000000000
Logical-Link Control

DSAP: Spanning Tree BPDU (0x42)

0100 001. = SAP: Spanning Tree BPDU
. .0 = IG Bit: Individual

SSAP Spann1ng Tree BPDU (0x42)

0100 001. = SAP: Spanning Tree BPDU
.. .0 = CR Bit: Command

Contro1 f1e1d U, func=UI (0x03)

000. 00.. = Command: Unnumbered Information (0x00)
..11 = Frame type: Unnumbered frame (0x3)
Spanning Tree Protocol

Protocol Identifier: Spanning Tree Protocol (0x0000)

Protocol Version Identifier: Rapid Spanning Tree (2)

BPDU Type: Rapid/Multiple Spanning Tree (0x02)

BPDU flags: Ox3c, Forwarding, Learning, Port Role: Designated
0... .... = Topology Change Acknowledgment: No
.0.. .... = Agreement: No
..1. .... = Forwarding: Yes

..1 .... = Learning: Yes
. 11.. = Port Role: Designated (3)
..0. = Proposal: No
.. ...0 = Topology Change: No

Root Identifier: 0 / 10 / 00:1b:53:bb:91:00
Root Bridge Priority: 0
Root Bridge System ID Extension: 10



Root Bridge System ID: 00:1b:53:bb:91:00 (00:1b:53:bb:91:00)
Root Path Cost: 19
Bridge Identifier: 32768 / 10 / 00:1b:0d:a5:e2:80
Bridge Priority: 32768
Bridge System ID Extension: 10
Bridge System ID: 00:1b:0d:a5:e2:80 (00:1b:0d:a5:e2:80)
Port identifier: 0x8025
Message Age: 1
Max Age: 20
Hello Time: 2
Forward Delay: 15
Version 1 Length: 0

C9300#
noni tor capture CONTROL buffer display-filter "franme. nunber==9" detailed <-- Mbst Wreshark display filt

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 9: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface /tmp/epc_ws/wif_to_ts_p
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: May 4, 2023 00:07:44.912567000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1683158864.912567000 seconds
[Time delta from previous captured frame: 0.123942000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 1.399996000 seconds]
Frame Number: 9
Frame Length: 64 bytes (512 bits)
Capture Length: 64 bytes (512 bits)
[Frame 1is marked: False]
[Frame 1is 1ignored: False]
[Protocols in frame: eth:ethertype:vlan:ethertype:arp]
Ethernet II, Src: 5c:5a:c7:61:4c:5f (5c:5a:c7:61:4c:5f), Dst: 00:00:04:00:0e:00 (00:00:04:00:0e:00)
Destination: 00:00:04:00:0e:00 (00:00:04:00:0e:00)
Address: 00:00:04:00:0e:00 (00:00:04:00:0e:00)
.00 ... ... .... .... = LG bit: Globally unique address (factory default)
ceee 00 Ll ool ooo. ... = 1IG bit: Individual address (unicast)
Source: 5c:5a:c7:61:4c:5f (5c:5a:c7:61:4c:5f)
Address: 5c:5a:c7:61:4c:5f (5c:5a:c7:61:4c:5f)
B O D LG bit: Globally unique address (factory default)
0 IG bit: Individual address (unicast)
Type: 802.1Q Virtual LAN (0x8100)
802.1Q Virtual LAN, PRI: O, DEI: O, ID: 10
000. .... .... .... = Priority: Best Effort (default) (0)
B DEI: Ineligible
. 0000 0000 1010 = ID: 10
Type: ARP (0x0806)
Padding: 0000000000000000000000000000
Trailer: 00000000
Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: reply (2)
Sender MAC address: 5c:5a:c7:61:4c:5f (5c:5a:c7:61:4c:5f)
Sender IP address: 192.168.10.1
Target MAC address: 00:00:04:00:0e:00 (00:00:04:00:0e:00)
Target IP address: 192.168.10.25
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<#froot>
C9300#

nonitor capture CONTROL export |ocation flash:control.pcap <-- Exports the current buffer to file. Exter

Export Started Successfully

Export completed for capture point CONTROL

C9300#

C9300#

dir flash: | in control.pcap

475231 -rw- 3972 May 4 2023 00:00:38 +00:00 control.pcap
C9300#
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C9300#debug platform software fed switch active punt packet-capture ?
buffer Configure packet capture buffer
clear-filter Clear punt PCAP filter
set-filter Specify wireshark Tike filter (Punt PCAP)
start Start punt packet capturing
stop Stop punt packet capturing

C9300#%re fed switch active punt packet-capture buffer Timit 16384
Punt PCAP buffer configure: one-time with buffer size 16384...done

C9300#show platform software fed switch active punt packet-capture status
Punt packet capturing: disabled. Buffer wrapping: disabled
Total captured so far: 0 packets. Capture capacity : 16384 packets

C9300#debug platform software fed switch active punt packet-capture start
Punt packet capturing started.

C9300#debug platform software fed switch active punt packet-capture stop
Punt packet capturing stopped. Captured 55 packet(s)

HH Liol= &340l CHet ZF=fst o REAIEH S 40| [}U&LICH

<#root>
C9300#

show pl atform software fed switch active punt packet-capture brief



Punt packet capturing: disabled. Buffer wrapping: disabled
Total captured so far: 55 packets. Capture capacity : 16384 packets

—————— Punt Packet Number: 1, Timestamp: 2023/05/04 00:17:41.709 ------

interface :
: cause: 109 [snhoop packets], sub-cause: 1, g-no: 16, linktype: MCP_LINK_TYPE_IP [1]

metadata

ether hdr :
ether hdr :

physical: TenGigabitEthernetl/0/2[if-id: 0x0000000a], pal: TenGigabitEthernetl/0/2 [if-id:

dest mac: 0000.0400.0e00, src mac: 5c5a.c761.4c5f
vlan: 10, ethertype: 0x8100

—————— Punt Packet Number: 2, Timestamp: 2023/05/04 00:17:41.909 ------

interface :
: cause: 109 [snhoop packets], sub-cause: 1, g-no: 16, linktype: MCP_LINK_TYPE_IP [1]

metadata

ether hdr :
ether hdr :

physical: TenGigabitEthernetl/0/2[if-id: 0x0000000a], pal: TenGigabitEthernetl/0/2 [if-id:

dest mac: 0000.0400.0e00, src mac: 5c5a.c761.4c5f
vlan: 10, ethertype: 0x8100

—————— Punt Packet Number: 3, Timestamp: 2023/05/04 00:17:42.109 ------

interface :
: cause: 109 [snhoop packets], sub-cause: 1, g-no: 16, linktype: MCP_LINK_TYPE_IP [1]
: dest mac: 0000.0400.0e00, src mac: 5c5a.c761.4c5f

ether hdr :

metadata
ether hdr

physical: TenGigabitEthernetl/0/2[if-id: 0x0000000a], pal: TenGigabitEthernetl/0/2 [if-id:

vlan: 10, ethertype: 0x8100

—————— Punt Packet Number: 4, Timestamp: 2023/05/04 00:17:42.309 ------

interface :
: cause: 109 [snhoop packets], sub-cause: 1, g-no: 16, linktype: MCP_LINK_TYPE_IP [1]

metadata

ether hdr :
ether hdr :

physical: TenGigabitEthernetl/0/2[if-id: 0x0000000a], pal: TenGigabitEthernetl/0/2 [if-id:

dest mac: 0000.0400.0e00, src mac: 5c5a.c761.4c5f
vlan: 10, ethertype: 0x8100

—————— Punt Packet Number: 5, Timestamp: 2023/05/04 00:17:42.509 ------

interface :
: cause: 109 [snhoop packets], sub-cause: 1, g-no: 16, linktype: MCP_LINK_TYPE_IP [1]

metadata

ether hdr :
ether hdr :

C9300#

physical: TenGigabitEthernetl/0/2[if-id: 0x0000000a], pal: TenGigabitEthernetl/0/2 [if-id:

dest mac: 0000.0400.0e00, src mac: 5c5a.c761.4c5f
vlan: 10, ethertype: 0x8100

show platformsoftware fed switch active punt packet-capture detailed <-- Detailed provides the sane inf

Punt packet capturing: disabled. Buffer wrapping: disabled
Total captured so far: 55 packets. Capture capacity : 16384 packets

—————— Punt Packet Number: 1, Timestamp: 2023/05/04 00:17:41.709 ------

interface :
: cause: 109 [snhoop packets], sub-cause: 1, g-no: 16, linktype: MCP_LINK_TYPE_IP [1]

metadata

ether hdr :
ether hdr :

physical: TenGigabitEthernetl/0/2[if-id: 0x0000000a], pal: TenGigabitEthernetl/0/2 [if-id:

dest mac: 0000.0400.0e00, src mac: 5c5a.c761.4c5f
vlan: 10, ethertype: 0x8100

Packet Data Hex-Dump (length: 68 bytes)
000004000E005C5A C7614C5F8100000A 0806000108000604 00025C5AC7614C5F
COA80A0100000400 0OEOOCOA80A190000 0000000000000000 0000000000000000

E9F1CI9F3

Doppler Frame Descriptor :

fdFormat = 0x4 systemTt] = Oxe
ToadBalHashl = 0x20 ToadBalHash?2 = 0xc
spanSessionMap =0 forwardingMode =0
destModIndex =0 skipIdIndex =0
srcGpn = 0x2 gosLabel = 0x83
srcCos =0 ingressTranslatedVlan = 0x7
bpdu =0 spanHistory =0
sgt =0 fpeFirstHeaderType =0
srcVlan = Oxa rcpServiceld = 0x1
wcepSkip =0 srcPortLeIndex = 0x1
cryptoProtocol =0 debugTagId =0



vrfld =0 salndex =0
pendingAfdLabel =0 destClient = 0x1
appId =0 finalStationIndex = 0x74
decryptSuccess =0 encryptSuccess =0
rcpMiscResults =0 stackedFdPresent =0
spanDirection =0 egressRedirect =0
redirectIndex =0 exceptionLabel =0
destGpn =0 inlineFd = 0x1
suppressRefPtrUpdate =0 suppressRewriteSideEfects = 0
cmi2 =0 currentRi = 0x1
currentDi = 0x527b dropIpUnreachable =0
srcZoneld =0 srcAsicld =0
originalDi =0 originalRi =0
srcL3IfIndex = 0x27 dstL3IfIndex =0
dstVlan =0 framelLength = 0x44
fdCrc = 0x97 tunnelSpokeld =0
isPtp =0 ieeel588TimeStampValid =0
ieeel588TimeStamp55_48 =0 TvxSourceRlocIpAddress =0
sgtCachingNeeded 0

Doppler Frame Descriptor Hex-Dump :
0000000044004E04 000B40977B520000 0000000000000100 000000070A000000
0000000001000010 0000000074000100 0000000027830200 0000000000000000

rlo
n
|>

Ecio] ZEE MEE + J&LICH CHF 29| LRl Wireshark CIAZ 80| EE{7} K|

C9300#

show platform software fed switch active punt packet-capture display-filter-help

FED Punject specific filters :

1. fed.cause FED punt or inject cause

2. fed.linktype FED Tinktype

3. fed.pal_if_id FED platform interface ID

4. fed.phy_if_id FED physical interface ID

5. fed.queue FED Doppler hardware queue

6. fed.subcause FED punt or inject sub cause

Generic filters supported :

7. arp Is this an ARP packet

8. bootp DHCP packets [Macro]

9. cdp Is this a CDP packet
10. eth Does the packet have an Ethernet header
11. eth.addr Ethernet source or destination MAC address
12. eth.dst Ethernet destination MAC address
13. eth.ig IG bit of ethernet destination address (broadcast/multicast)
14. eth.src Ethernet source MAC address
15. eth.type Ethernet type
16. gre Is this a GRE packet
17. icmp Is this a ICMP packet
18. icmp.code ICMP code
19. icmp.type ICMP type
20. icmpv6 Is this a ICMPv6 packet
21. icmpv6.code ICMPv6 code
22. icmpv6.type ICMPV6 type

23. 1ip Does the packet have an IPv4 header



24. ip.addr IPv4 source or destination IP address

25. ip.dst IPv4 destination IP address
26. ip.flags.df IPv4 dont fragment flag
27. ip.flags.mf IPv4 more fragments flag
28. 1ip.frag_offset IPv4 fragment offset
29. dip.proto Protocol used in datagram
30. ip.src IPv4 source IP address
31. ip.ttl IPv4 time to live
32. 1ipvb Does the packet have an IPv4 header
33. 1ipv6.addr IPv6 source or destination IP address
34. 1ipvb6.dst IPv6 destination IP address
35. dipv6.hlim IPv6 hop Timit
36. ipv6.nxt IPv6 next header
37. 1ipv6.plen IPv6 payload length
38. 1ipvb.src IPv6 source IP address
39. stp Is this a STP packet
40. tcp Does the packet have a TCP header
41. tcp.dstport TCP destination port
42. tcp.port TCP source OR destination port
43. tcp.srcport TCP source port
44, udp Does the packet have a UDP header
45. udp.dstport UDP destination port
46. udp.port UDP source OR destination port
47. udp.srcport UDP source port
48. vlan.id Vlan ID (dotlg or ging only)
49. vxlan Is this a VXLAN packet
C9300#

show pl atform software fed switch active punt packet-capture display-filter arp brief

Punt packet capturing: disabled. Buffer wrapping: disabled
Total captured so far: 55 packets. Capture capacity : 16384 packets

—————— Punt Packet Number: 1, Timestamp: 2023/05/04 00:17:41.709 ------

interface : physical: TenGigabitEthernetl/0/2[if-id: 0x0000000a], pal: TenGigabitEthernetl/0/2 [if-id:
metadata : cause: 109 [snoop packets], sub-cause: 1, g-no: 16, linktype: MCP_LINK_TYPE_IP [1]

ether hdr : dest mac: 0000.0400.0e00, src mac: 5c5a.c761.4c5f

ether hdr : vlan: 10, ethertype: 0x8100

—————— Punt Packet Number: 2, Timestamp: 2023/05/04 00:17:41.909 ------

interface : physical: TenGigabitEthernetl/0/2[if-id: 0x0000000a], pal: TenGigabitEthernetl/0/2 [if-id:
metadata : cause: 109 [snoop packets], sub-cause: 1, g-no: 16, linktype: MCP_LINK_TYPE_IP [1]

ether hdr : dest mac: 0000.0400.0e00, src mac: 5c5a.c761.4c5f

ether hdr : vlan: 10, ethertype: 0x8100

<snip>

TEIE A TEE M8 45 AsLICH
<#root>

C9300#

show pl atform software fed switch active punt packet-capture set-filter arp <-- Mst comon Wreshark f

FiTter setup successful. Captured packets will be cleared

C9300#%e fed switch active punt packet-capture status



Punt packet capturing: disabled. Buffer wrapping: disabled
Total captured so far: 0 packets. Capture capacity : 16384 packets
Capture filter : "arp"
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