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NetFlow Collector

192.168.200.100

192.168.100.100
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.HIEE 7| 2HER 7| ZEEJ) ot EEo| TEHQILICE Flexible NetFlow Flow Records&=
Flexible NetFlow Flow Monitor0ll & & |01 222 O|0|E{ K& of AF2E|E FHAIE Ho|gtLct,
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flow record TAC-RECORD-IN
match flow direction

match ipv4 source address
match interface input

match ipv4 destination address
match ipv4 protocol

collect counter packets long



collect counter bytes long
collect timestamp absolute last
collect transport tcp flags

flow record TAC-RECORD-OUT
match flow direction

match interface output

match ipv4 source address

match ipv4 destination address
match ipv4 protocol

collect counter packets long
collect counter bytes long
collect timestamp absolute last
collect transport tcp flags
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flow exporter TAC-EXPORT
destination 192.168.69.2
source Vlané69
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flow monitor TAC-MONITOR-IN
exporter TAC-EXPORT
record TAC-RECORD-IN

flow monitor TAC-MONITOR-OUT
exporter TAC-EXPORT
record TAC-RECORD-OUT

Switch#show run int gl/0/1
Building configuration...

Current configuration : 185 bytes

!

interface GigabitEthernetl/0/1
switchport access vlan 42

switchport mode access

ip flow monitor TAC-MONITOR-IN input
ip flow monitor TAC-MONITOR-OUT output
load-interval 30



end
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sampler SAMPLE-TAC
description Sample at 50%
mode random 1 out-of 2

Switch(config) #interface GigabitEthernetl/0/1
Switch(config-if) #ip flow monitor TAC-MONITOR-IN sampler SAMPLE-TAC input
Switch(config-if) #end
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Switch#show running-config flow monitor TAC-MONITOR-IN expand
Current configuration:

!

flow record TAC-RECORD-IN

match ipv4 protocol

match ipv4 source address



match ipv4 destination address
match interface input

match flow direction

collect transport tcp flags
collect counter bytes long
collect counter packets long
collect timestamp absolute last
!

flow exporter TAC-EXPORT
destination 192.168.69.2
source Vlané69

!

flow monitor TAC-MONITOR-IN
exporter TAC-EXPORT

record TAC-RECORD-IN
1

ol ool ZA|E! ZWAxH 58 ELIEHE 3 40 & 7 240 (Z8E L

Switch#show run flow monitor TAC-MONITOR-OUT expand
Current configuration:
!
flow record TAC-RECORD-OUT
match ipv4 protocol
match ipv4 source address
match ipv4 destination address
match interface output
match flow direction
collect transport tcp flags
collect counter bytes long
collect counter packets long
collect timestamp absolute last
!
flow exporter TAC-EXPORT
destination 192.168.69.2
source Vlan69
!
flow monitor TAC-MONITOR-OUT
exporter TAC-EXPORT

record TAC-RECORD-OUT
1

"show flow monitor <flow monitor name>" statistics H&E& A&EFLIC}. 0| £242 H|0|E{7} 7|2 K]
ReEX| Eelste o K&t

Switch#show flow monitor TAC-MONITOR-IN statistics

Cache type: Normal (Platform cache)

Cache size: 10000

Current entries: 1

Flows added: 1

Flows aged: 0
Cl B AlEl5od "show flow monitor <flow monitor name> 7HA| S A3 5104 NetFlow 7HA| 2]
g2 EI-Ol%I-L_“_—_'.
== a0 He

Switch#show flow monitor TAC-MONITOR-IN cache
Cache type: Normal (Platform cache)
Cache size: 10000
Current entries: 1



Flows added: 1

Flows aged: 0
IPV4 SOURCE ADDRESS: 192.168.200.100
IPV4 DESTINATION ADDRESS: 192.168.100.100
INTERFACE INPUT: Gil/0/1
FLOW DIRECTION: Input
IP PROTOCOL: 17
tcp flags: 0x00
counter bytes long: 4606617470
counter packets long: 25311085
timestamp abs last: 22:44:48.579
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"show flow exporter <exporter name> statistics”" &= A& 510 LIZLHZ |7t THHIE HERH
§F0|%FLJE+
o [ — | .

Switch#show flow exporter TAC-EXPORT statistics
Flow Exporter TAC-EXPORT:
Packet send statistics (last cleared 00:08:38 ago):
Successfully sent: 2 (24 bytes)

Client send statistics:
Client: Flow Monitor TAC-MONITOR-IN

Records added: 0
Bytes added: 12
- sent: 12

Client: Flow Monitor TAC-MONITOR-OUT

Records added: 0
Bytes added: 12
- sent: 12
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NetFlow I}E|M E|0|&2 2 2{™ "show platform software fed switch active|standby|member]| fnf
sw-table-size asic <asic number> shadow 0" &2 Al&E + Ql&LICH

o MYEl E2R= A290%| L 7|2 Fofol| w2t M E[H, ofof et AR HE(HE|E,
AEHHIO| §)8 KI™gsHoF Lict =dE ASIC HE = ZF QIE{H 0| A 0| AZE|0] QI
"show platform software fed switch active|standby|member ifm mappings"& At-& 504 QIE{m|
o|A0] SlEst= ASICE A ELICEH Shadow SMof= &4 "0"S AFSEFLICY.



Switch#show platform software fed switch active fnf sw-table-sizes asic 0 shadow 0

Ingress Banks

Egress Banks

Bank 0 Bank 1
Bank 2 Bank 3

Global flow table Info
used per direction

INGRESS
EGRESS

usedBankEntry

usedBankEntry

0 wusedOviTcamEntry
0 wusedOviTcamEntry

INGRESS

Flows Statistics

EGRESS

TotalSeen=0 MaxEntries=0 MaxOverflow=0
TotalSeen=0 MaxEntries=0 MaxOverflow=0

## Dir Limit
0 ING 0
1 ING 16640
2 ING 0
3 ING 16640
4 ING 0
5 ING 8192
6 ING 0
7 ING 0
8 ING 0
9 ING 0

10 ING 0

11 ING 0

12 ING 0

13 ING 0

14 ING 0

15 ING 0
0 EGR 0
1 EGR 16640
2 EGR 0
3 EGR 16640
4 EGR 0
5 EGR 8192
6 EGR 0
7 EGR 0
8 EGR 0
9 EGR 0

10 EGR 0

11 EGR 0

12 EGR 0

13 EGR 0

14 EGR 0

15 EGR 0

E22 2UH

CurrFlowCount
0

O O O O O O O O O O O O O OO0 O OO OO OO oL O oo oo o o

<--- Provides the number of entries

OverFlowCount MonitoringEnabled

0

O O O O O O O O O O O O O OO0 O OO OO OO Lo O oo oo o o
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<-- Current flow count in hardware

<-- Current flow count in hardware
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ACLTCAM EE2 CIE2ez THELICH

2. NflLookupTable 2! NfIFlowMaskTable0{l 22 ptEE= Z22 0fAT 74

- NetFlow ACL Z1} o7+ 2 QIH| Al510q netflow 25| & @I & O0iA3 37|

NetFlow ACL

NetFlow ACL Z1I|12i|0|M& & 24 "show platform hardware fed switch active fwd-asic resource
tcam table nfl_acl asic <asic number> H&ig Al&igtL|C}.

El: PACL(Port ACL)O| = d< QIE{H| 0|A T} OfEEl ASICO| &= 0| ddELICt
RACL(Router ACL)2| B ZE ASICH| & 50| ERHELICH.

. O] 240l &= 4H|E Zt2I NFCMDO 2! NFCMD10| Ql&Lict Z2 0t IDE AH{MEH 7| {8l 22
Ol 2 weteLct.
. 0| £Z230{ M NFCMDOL 10|11 NFCMD12 2¢lL|Ct. O|FIS 2 gt ch 21t Z&Lch.

000100010
. Cisco IOS-XE 16.12 O|4 8H|E T & 0{|M XS 4H|IEE Z2ZT |IDO|H, 7THIEE X 3|7} &3}

Z|R2 S LIEFHLICH 000100102] ool Z 20! ID=E 1QIL]CH.
. Cisco 10S XE 16.11 2! | H{ZFo| ZE|AE 8HIE =& LHOJM ZHE 6HIEE =
IDO|1 7THIEE = 3|7} MRS S LIEFHLICH O] 0odlod AHE 000100100| 1 =2 m}

ID= 4L|C}.

Switch#show platform hardware fed switch active fwd-asic resource tcam table nfl_acl asic 0
Printing entries for region INGRESS_NFL_ACL_CONTROL (308) type 6 asic 0

Printing entries for region INGRESS_NFL_ACL_GACL (309) type 6 asic 0

Printing entries for region INGRESS_NFL_ACL_PACL (310) type 6 asic 0

TAQ-2 Index-32 (A:0,C:0) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Input IPv4 NFL PACL

Labels Port Vlan L3If Group
M: 00ff 0000 0000 0000
V: 0001 0000 0000 0000

vcuResults 13Len 13Pro 13Tos SrcAddr DstAddr mtrid vrfid SH
00000000 0000 00 00 00000000 00000000 0O 0000 0000
V: 00000000 0000 00 00 00000000 00000000 0O 0000 0000

=

RMAC RA MEn IPOPT MF NFF DF SO DPT TM DSEn 13m
M: O 0 O 0 0 O 0 0 O 0 0 O
v: 0 0 O 0 0 O 0 0 O 0 0 O

SrcPort DstPortIITypeCode TCPFlags TTL ISBM QosLabel ReQOS S_P2P D_P2P
M: 0000 0000 00 00 0000 00 0 0 0



v: 0000 0000 00 00 0000 00 0 0 0

SgEn SgLabel AuthBehaviorTag 12srcMiss 12dstMiss ipTtl SgaclDeny
M: O 000000 0 0 00 0
v: 0 000000 0 0 00 0

NFCMDO0 NFCMD1l SMPLR LKP1l LKP2 PID QOSPRI MQLBL MPLPRO LUTOPRI CPUCOPY
1 2 0 1 0 0 0 0 0 0x0000f 0

Start/Skip Word: 0x00000003

Start Feature, Terminate

Printing entries for region INGRESS_NFL_ACL_VACL (311) type 6 asic 0

Printing entries for region INGRESS_NFL_ACL_RACL (312) type 6 asic 0

Printing entries for region INGRESS_NFL_ACL_SSID (313) type 6 asic 0

Printing entries for region INGRESS_NFL_CATCHALL (314) type 6 asic 0

TAQ-2 Index-224 (A:0,C:0) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Input IPv4 NFL RACL

Labels Port Vlan L3If Group
M: 0000 0000 0000 0000
V: 0000 0000 0000 0000

vcuResults 13Len 13Pro 13Tos SrcAddr DstAddr mtrid vrfid SH
M: 00000000 0000 00 00 00000000 00000000 0O 0000 0000
V: 00000000 0000 00 00 00000000 00000000 0O 0000 0000

RMAC RA MEn IPOPT MF NFF DF SO DPT TM DSEn 13m
M: O 0 O 0 0 O 0 0 O 0 0 O
v: 0 0 O 0 0 O 0 0 O 0 0 O

SrcPort DstPortIITypeCode TCPFlags TTL ISBM QosLabel ReQOS S_P2P D_P2P

M: 0000 0000 00 00 0000 00 0 0 0

v: 0000 0000 00 00 0000 00 0 0 0
SgEn SgLabel AuthBehaviorTag 12srcMiss 12dstMiss ipTtl SgaclDeny

M: O 000000 0 0 00 0

v: 0 000000 0 0 00 0

NFCMDO NFCMD1 SMPLR LKP1 LKP2 PID QOSPRI MQLBL MPLPRO LUTOPRI CPUCOPY
0 0 0 0 0 0 0 0 0 0x00000 0

Start/Skip Word: 0x00000003

Start Feature, Terminate

TAQ-2 Index-225 (A:0,C:0) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Input IPv4 NFL PACL

Labels Port Vlan L3If Group
M: 0000 0000 0000 0000
V: 0000 0000 0000 0000

vcuResults 13Len 13Pro 13Tos SrcAddr DstAddr mtrid vrfid SH
00000000 0000 00 00 00000000 00000000 OO 0000 0000
00000000 0000 00 00 00000000 00000000 OO 0000 0000

RMAC RA MEn IPOPT MF NFF DF SO DPT TM DSEn 13m
M: O 0 O 0 0 O 0 0 O 0 0 O
v: 0 0 O 0 0 O 0 0 O 0 0 O



M:
V:

M:
V:

SrcPort DstPortIITypeCode TCPFlags TTL ISBM QosLabel ReQOS S_P2P D_P2P

0000 0000 00 00 0000 00 0 0 0
0000 0000 00 00 0000 00 0 0 0
SgEn SgLabel AuthBehaviorTag 12srcMiss 12dstMiss ipTtl SgaclDeny
0 000000 0 0 00 0
0 000000 0 0 00 0

NFCMDO NFCMD1 SMPLR LKP1 LKP2 PID QOSPRI MQLBL MPLPRO LUTOPRI CPUCOPY

0 0 0 0 0 0 0 0 0 0x00000 0

Start/Skip Word: 0x00000000
No Start, Terminate

TAQ-2 Index-226 (A:0,C:0) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Input IPv6 NFL PACL

Labels Port Vlan L3If Group
Mask 0x0000 0x0000 0x0000 0x0000
Value 0x0000 0x0000 0x0000 0x0000

vcuResult dstAddr0 dstAddrl dstAddr2 dstAddr3 srcAddr0
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000

srcAddrl srcAddr2 srcAddr3 TC HL 13Len fLabel vrfId toUs
00000000 00000000 00000000 00 OO 0000 00000 000 0
00000000 00000000 00000000 00 OO 0000 00000 000 0

13Pro mtrId AE FE RE HE MF NFF SO IPOPT RA MEn RMAC DPT TMP 13m

00 0 0 0 0 O 0 0 0 0 0 0 0 0 0
00 0 0 0 0 O 0 0 0 0 0 0 0 0 0

DSE srcPort dstPortIITypeCode tcpFlags IIPresent czId dstzId

0000 0000 00 00 00 00
0000 0000 00 00 00 00

v6RT AH ESP mREn ReQOS QosLabel PRole VRole AuthBehaviorTag

M:
V:

M:
V:

0 0 0 0 0 00 0 00
0 0 0 0 0 00 0 00

SgEn SgLabel
0 000000
0 000000

NFCMDO NFCMD1 SMPLR LKP1 LKP2 PID QOSPRI MQLBL MPLPRO LUTOPRI CPUCOPY

0 0 0 0 0 0 0 0 0 0x00000 0

Start/Skip Word: 0x00000000
No Start, Terminate

TAQ-2 Index-228 (A:0,C:0) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
conversion to string vmr 12p not supported

TAQ-2 Index-230 (A:0,C:0) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Input MAC NFL PACL

Labels Port Vlan L3If Group

M:
V:

M:
V:

0000 0000 0000 0000
0000 0000 0000 0000

arpSrcHwAddr arpDestHwAddr arpSrcIpAddr arpTargetIp arpOperation
000000000000 000000000000 00000000 00000000 0000
000000000000 000000000000 00000000 00000000 0000



TRUST SNOOP SVALID DVALID

M: 0 0 0 0
V: 0 0 0 0
arpHardwareLength arpHardwareType arpProtocolLength arpProtocolType
M: 00000000 00000000 00000000 00000000
V: 00000000 00000000 00000000 00000000
VlanId 12Encap 1l2Protocol cosCFI srcMAC dstMAC ISBM QosLabel
M: 000 0 0000 0 000000000000 000000000000 0O 00
vV: 000 0 0000 0 000000000000 000000000000 0O 00

ReQOS isSnap 1isLLC AuthBehaviorTag
M: 0 0 0 0
V: 0 0 0 0

NFCMDO NFCMD1 SMPLR LKP1 LKP2 PID QOSPRI MQLBL MPLPRO LUTOPRI CPUCOPY
0 0 0 0 0 0 0 0 0 0x00000 0

Start/Skip Word: 0x00000000

No Start, Terminate

&2 0lA3

"show platform software fed switch active|standby|member fnf fmask-entry asic <asic number>
entry 1" BHE Adstod ZE2 0tA 37| st=9ofof MXIxlof U=X| ElgfLct 7| HE S5
O| = 0{7|0i| A EQlE = U&LICH

Switch#show platform software fed switch active fnf fmask-entry asic 1 entry 1

mask0_valid : 1

Mask hdlo0 1
Profile ID : O
Feature 0 : 148
FmskO RefCnt: 1
Mask M1

[511:256] => :00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
[255:000] => :FFFFFFFF 00000000 FFFFFFFF 03FF0000 00000000 OOFFO000 00000000 COOOOOFF

Mask M2

Key Map

Source Field-Id Size NumPFields Pfields

002 090 04 01 (01 11)

002 091 04 01 (001 1 0)

002 000 01 01 (01 0 7)

000 056 08 01 (0 0 2 4)

001 011 11 04 (00 01) (OOO0O0) (01 O06) (0020)
000 067 32 01 (01 12 0)

000 068 32 01 (01 12 2)

EEQR BEH UWEIQUAERIT ox 2 = [O|O|E



netflow & 7|2} E}UAEH T & H2{M "show platform software fed switch active fnf flow-record asic
<asic number> start-index <index number> num-flows <number of flows> H& S AlsrL|C}.

Switch#show platform software fed switch active fnf flow-record asic 1 start-index 1 num-flows 1
1 flows starting at 1 for asic li——————————— oo
Idx 996 :

{90, ALR_INGRESS_NET_FLOW_ACL_LOOKUP_TYPE1l 0x01}

{91, ALR_INGRESS_NET_FLOW_ACL_LOOKUP_TYPE2 = 0x01}

{0, ALR_INGRESS_NFL_SPECIALl = 0x00}

{56, PHF_INGRESS_L3_PROTOCOL = 0x11}

{11 PAD-UNK = 0x0000}

{67, PHF_INGRESS_IPV4_DEST ADDRESS = 0xc0a86464}

{68, PHF_INGRESS_IPV4_SRC_ADDRESS = 0xc0a8c864}

FirstSeen = 0x4b2f, LastSeen = 0x4c59, sysUptime = 0x4c9d4

PKT Count = 0x000000000102d5df, L2ByteCount = 0x00000000ca371638

Switch#show platform software fed switch active fnf flow-record asic 1 start-index 1 num-flows 1
1 flows starting at 1 for asic li—-—————-—-———— oo
Idx 996 :

{90, ALR_INGRESS_NET_FLOW_ACL_LOOKUP_TYPE1l 0x01}

{91, ALR_INGRESS_NET_FLOW_ACL_LOOKUP_TYPE2 = 0x01}

{0, ALR_INGRESS_NFL_SPECIALl = 0x00}

{56, PHF_INGRESS_L3_PROTOCOL = 0x11}

{11 PAD-UNK = 0x0000}

{67, PHF_INGRESS_IPV4_DEST ADDRESS = 0xc0a86464}

{68, PHF_INGRESS_IPV4_SRC_ADDRESS = 0xc0a8c864}

FirstSeen = 0x4b2f, LastSeen = 0x4c5b, sysUptime = 0x4c9f

PKT Count = 0x0000000001050682, L2ByteCount = 0x00000000cbed1590

AVC(Application Visibility and Control)
HiE HE

- AVC(Application Visibility and Control)= NBAR2(Network-Based Recognition Version 2),
NetFlow V9, Ct st 2 1A 2! 2H2| E(Cisco Prime)2 & &35}04 DPI(Deep Packet
Inspection)& &3l OHZ 27|02 ERSt= O 282 F= £FMULCH

-AVCE SEIHE AQR| £ 22X AME R ML ZEOM TEE = JU&LICH

. AVCE Cisco Wireless Controlleroil A DPIZ 7|Ht2 2 o E2|7|o|ME AlgEstCls §H
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- 7 ERFE SLIFHAE IPv4(TCP/UDP) EEi=0oi Bt X[ E LICE

- NBAR 7|8t QoS H& ZL|ag oM M S 2|M ZE| B X|HELICE o{7[ofl= 2llofo 2
HAM|A L EFHT ZTEQ f0]o] 3 2tRE! ZE VI ZEHELICH.

- NBAR 7|8t QoS H& Zu|1a0o|M2 ZE A HH, SVI(Switch Virtual Interface) = 5t
QIE{H| O] A M K| HEIX| A& LICEH

- NBAR2 7|8t 2 & X(match protocol)&= O+Z 2! £2|4/9| QoS &0t X|§HELICEH

UR ZZEER2 B E HAMolM 255710 MR CHE T2 EEZ MSHEILICHSHIE 3= 0]
AMEh.

& ol ZE M ALY 2 2 TE S=0| ot LI AL S EEH
AvVC ZI|ago|Md 7I0|E & HZsHAAIL.
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NetFlow Collector

192.168.200.100

IXIA-2

192.168.100.100

T 24
AVC AI|Tgo|M2 £RMHE FHstE ML ZIX| FL 7 QAR FELICH
JHAE: Z2EE M
- Z2EZ AM2 QEmo|AY EE I ol 227 0] HEO|E/IHZ! SHIE MSst= NBARE
Sofl O|Fo{&LCH.
CZZEZE AM2 QlEH oA Hu|aeolME Sall 5 QlE{m|o|A o CHs & HSHELICE ip

nbar protocol-discovery
E30| EAE Ciz Z2EZ AME gdstetes 2 O30 2 &Lt

Switch(config) #interface £i4/0/5



Switch(config-if) #ip nbar protocol-discovery
Switch(config-if) #exit

Switch#show run int £i4/0/5
Building configuration...

Current configuration : 70 bytes

!

interface FiveGigabitEthernet4/0/5
ip nbar protocol-discovery

end

HMlod: o Z2|7H0| M 7| QoS

AVCE IP A L UDP/TCP ZEO|AM Yx|5t= 7|E QoSO H|sH oHEZ 2|F| 0|44 7|8t
O M8t Mo{E 3T LICE Ol Sl oHESIAHo|ME LRIAZL = e ot &
2 QoS M YE Sl . MAUS Mo{E MBE &= U&LICH.

IIIHiI O

. B2 B9} oft! AAIE E2f=ol chaf sredol S HE LI
. ofZ A0l 7|8t Qo Bala W HET, TRESS YIAlZICFS, MM ¥g oo

Yrloz FHELICH
. O Z2|7i[0]M 7|8t QoS HAH0| QIE{T| 0| A0 Q4 E LIC.
£20of ZAIE CHZ ol ZE2[7H0|M 7|8t QoSel Zm|1ef|o|4d ofl = CtEat Z&Lch

Switch(config) #class-map WEBEX
Switch (config-cmap) #match protocol webex-media
Switch (config) #end

Switch
Switch
Switch
Switch

config) #policy-map WEBEX
config-pmap) #class WEBEX
config-pmap-c) #set dscp af4dl

config) #end

Switch(config) #interface £i4/0/5
Switch(config-if) #service-policy input WEBEX
Switch (config) #end

Switch#show run int £i4/0/5
Building configuration...

Current configuration : 98 bytes

!

interface FiveGigabitEthernet4/0/5
service-policy input WEBEX

ip nbar protocol-discovery

end

o & 2|7 0|44 7€t Flexible NetFlow

4 AVC FNFE F 7tX| 82| 0|2 HelE E22 HZ =& XIELICH SllHA FLE =& o
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Switch (config)#flow record BIDIR-1
Switch (config-flow-record) #match ipv4 version



Switch (
Switch (
Switch (
Switch (
Switch (
Switch (
Switch (
Switch(c
Switch (
Switch (
Switch (
Switch (
Switch (
Switch (
Switch (
Switch (
Switch#
flow re
Descrip
No.
Total £
Fields:

#match
#match
#match
#match
#match
#match flow
#collect
#collect
#collect
#collect
#connection

ipv4d
appli

config-flow-record
config-flow-record
config-flow-record
config-flow-record
config-flow-record
config-flow-record
config-flow-record
onfig-flow-record
config-flow-record
config-flow-record
config-flow-record
config-flow-record
config-flow-record) #connection
config-flow-record
config-flow-record

config-flow-record) #end
show flow record BIDIR-1
cord BIDIR-1:

tion: User defined

of users: 0

ield space: 78 bytes

connection client

#collect connection server

match
match
match
match
match
match
match

collect
collect
collect
collect
collect

ipvd version

ipv4d protocol

application name

connection client ipv4 address
connection server ipv4 address
connection server transport port
flow observation point

flow direction

timestamp absolute first
timestamp absolute last
connection initiator

connection new-connections

collect connection
collect

collect

server
connection client
connection server
connection client

= olad/ 7<E=|
= &=/

collect
Hl‘ok E.”:’ C =

24
=L

M

21 "match interface input" @22 124 QIE{H| 0| A0d| CH
interface output" B2 &= °|E-|111|0|*01| CHet YX[E K|
=Lt

il
=T

application name" %‘E" |

Switch(config) #flow record APP-IN
Switch(config-flow-record) #match ipv4

Switch(config-flow-record) #match ipv4

(
(
(c )
Switch(config-flow-record) #match ipv4
Switch(config-flow-record) #match ipv4
Switch(config-flow-record) #match
Switch(config-flow-record) #match
Switch(config-flow-record) #match
Switch(config-flow-record) #match appli
Switch(config-flow-record) #collect int
Switch(config-flow-record) #collect
Switch(config-flow-record) #collect
( )

Switch(config-flow-record) #collect

protocol
cation name

observation point

flow direction
connection initiator
connection new-connections

client counter

server counter

#collect timestamp absolute last

counter packets long
counter packets long
counter bytes network long
counter bytes network long

=10i| it o Z 27| 0|4 SH ULICEH

version

protocol

source address
destination address

transport source-port
transport destination-port
interface input

cation name
erface output

counter bytes long
counter packets long
timestamp absolute first

connection client ipv4 address
connection server ipv4 address
connection server transport port

11|28 olM of & CtSot

counter packets long
bytes network long
counter packets long
bytes network long
#collect timestamp absolute first

¢d&Lich

£ X|I™”]&rLICt "match
Ct. AVC X|0i= "match



Switch(config-flow-record) #collect timestamp absolute last
Switch(config-flow-record) #end

Switch#show flow record APP-IN
flow record APP-IN:

Description: User defined

No. of users: 0

Total field space: 58 bytes
Fields:

match ipv4 version

match ipv4 protocol

match ipv4 source address

match ipv4 destination address
match transport source-port
match transport destination-port
match interface input

match application name

collect interface output

collect counter bytes long
collect counter packets long
collect timestamp absolute first
collect timestamp absolute last

Switch(config) #flow record APP-OUT
Switch(config-flow-record) #match ipv4 version
Switch(config-flow-record) #match ipv4 protocol
Switch(config-flow-record) #match ipv4 source address
Switch(config-flow-record) #match ipv4 destination address
Switch(config-flow-record) #match transport source-port
Switch(config-flow-record) #match transport destination-port

Switch(config-flow-record) #collect interface input
Switch(config-flow-record) #collect counter bytes long
Switch(config-flow-record) #collect counter packets long
Switch(config-flow-record) #collect timestamp absolute first
Switch
Switch(config-flow-record) #end

(

(

(

(

(

(

(

Switch(config-flow-record) #match interface output

(

(

(

(

(

(config-flow-record) #collect timestamp absolute last
(

)
)
)
)
)
)
Switch(config-flow-record) #match application name
)
)
)
)
)
)

Switch#show flow record APP-OUT
flow record APP-OUT:
Description: User defined

No. of users: 0

Total field space: 58 bytes
Fields:

match ipv4 version

match ipv4 protocol

match ipv4 source address

match ipv4 destination address
match transport source-port
match transport destination-port
match interface output

match application name

collect interface input

collect counter bytes long
collect counter packets long
collect timestamp absolute first
collect timestamp absolute last

E22 LIELY7|

L LH7 | H7HEH 48 Folst| Sist B2 S LHELI7|8 Aashc



Z20| EAEICHRE Z29 A ZEO| Hu|ad oM oe et Z24LCt

Switch(config) #flow exporter AVC
Switch(config-flow-exporter) #destination 192.168.69.2
Switch(config-flow-exporter) #source vlan69

Switch (config-flow-exporter) #end

Switch#show run flow exporter AVC

Current configuration:

!

flow exporter AVC

destination 192.168.69.2

source Vlan69
1

=29 DLIE
EEQR DLIE{E MM5lod ZE2Q dHZE0of 488 LI},

Z2d0f| ZAIE CHE Z2 ZLEo| ZHm|ado|M o= Ct21 Z4&Lct.

config) #flow monitor AVC-MONITOR
Switch(config-flow-monitor) #record APP-OUT
Switch

Switch (config-flow-monitor) #end

(
(
(config-flow-monitor) #exporter AVC
(

Switch#show run flow monitor AVC-MONITOR
Current configuration:

!

flow monitor AVC-MONITOR

exporter AVC
record APP-OUT

RIE{H|O|A0 E22 ZLIE 29F

MZ CHE M- HolE BIZER =|CH 2712 MZ CHE AVC 2LIEHE 2IE{H 0|A 0 SAlo] A

= A&Lch

Z20] EAIE CHE Z22 2L|E{o| AHu|ado|M of= Ct23t Z& L.

Switch(config) #interface £i4/0/5
Switch(config-if) #ip flow monitor AVC-MONITOR out
Switch(config-if) #end

Switch#show run interface £i4/0/5
Building configuration...

Current configuration : 134 bytes
!

interface FiveGigabitEthernet4/0/5
ip flow monitor AVC-MONITOR output
service-policy input WEBEX

ip nbar protocol-discovery

end

NBAR2

NBAR2 Dynamic Hitless Protocol Pack 2418|0|=



ZZ2EZE W2 C|HIO|AO|A Cisco AZEQ|0{Z CHAISHK| &t C|HO|A O M NBAR2 ZIZ2EZ

X U|o|EstE AZEQof 7 |X|LICH Z2EZ EH01|“ NBAR20IM S 4] X|Hot= 88
Zz23of CHEF HEIF 2 & E0 Ao, Olz8t HE= & Ao U= %*’:E!LIEL A
EIH CHH Z2EZ M= S Z20MMHE U SR T2 EMof st HEJF =& E
Lict Zt AZEQo{ ZIZIAME Z|IE XNE Z2EZ Ho| HEZ T e /o] &Lt

s
=|

- NBAR2= EZ{{E == MH|A SEH 10| C|HO|AMM A ZE Q)04 O|O|X|E =Y EL 80|
Z2EZ W/ E Yolo|Est= Y E MSFLct
. NBAR2 Z 2 E 2 m{Z!2 Cisco Software Center0llA C}S URLOM|M CIREZEE £ &L
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/prot_lib/config_library/nbar-prot-
pack-library.html
NBAR2 T2 EF H ¢ad0l=

MzZzEZE Hg dilst7| ol 2E 2 2/x|2| EcfAlo] Z2EZ miZ!

£ SAtalior ELICH M Z
ZEZ Mg 2 E5t24™ "ip nbar protocol-pack flash:<Pack Name> H&E& A

I gruCt.
NBAR2 Y1H0|EE e ALXIE CIA| ZEE ER = i&LICH

Z210] EAIE [H2 NBAR2 ZEE 2 B2 2C35H= wefo] AT I3|0lM o= Cha T Z &Lt

Switch(config) #ip nbar protocol-pack flash:newProtocolPack

LiE Z2EZ Mo 2 T|E2|2{™ "default ip nbar protocol-pack"” B&E& AHEEHLICH

Z2H0o| ZAE CHZ WE 22 EE Moz |E2|s wWido| Zu|aa|o|M of Lct.

Switch(config) #default ip nbar protocol-pack

NBAR2 ZZE & T MHE HA|
Z2EE ¥ BEE EAGHEHE OIS BYE MSsHHAR.

- ip nbar {7 A
- show ip nbar protocol-pack active detail
E2{of| ZAIE CHE 0|28t HYO| &3 of|:

Switch#show ip nbar version

NBAR software version: 37

NBAR minimum backward compatible version: 37
NBAR change ID: 293126

Loaded Protocol Pack(s):
Name: Advanced Protocol Pack
Version: 43.0

Publisher: Cisco Systems Inc.
NBAR Engine Version: 37
State: Active

Switch#show ip nbar protocol-pack active detail
Active Protocol Pack:

Name: Advanced Protocol Pack

Version: 43.0

Publisher: Cisco Systems Inc.

NBAR Engine Version: 37


/content/en/us/td/docs/ios-xml/ios/qos_nbar/prot_lib/config_library/nbar-prot-pack-library.html
/content/en/us/td/docs/ios-xml/ios/qos_nbar/prot_lib/config_library/nbar-prot-pack-library.html

State: Active

NBAR2 X &3 off =27 0|4

NBAR2E= U EZE ofZ2[70|ME Al X
M EZZEZ2 NBAR27} #Al X| K| ot Z2ZEZ 1 ojE2|70|M

oi7|ol= Ch5o0| Z&E

. Z2of Cist £ ofZE[AH 0|M

. X|oj &= ofZZ|FH 0|M
NBAR201| M £ ip nbar custom<myappname> B2 S35l OHEE|FH0|ME
T A WH = A3 ELict

i
K

: XEY ofEE/7o|Mo| LIEE =2 EZ Lt 2

CEEr 32 ol ZE]7 0l HEE=H7H A&LICH

rok

it Z2ES AL2A X|H

- HTTP
. SSL
- DNS
Sghodz Z2EZ 7|8to| AFE X X|H -server-name

Layer3/Layer4 AH X} x|

. IPv4 FA

HIOIE 2= Al : H 0|2 9]

HTTP AFE A} X|H

HTTP ALEXt X2 CtS0t 242 HTTP HES| 27 g J(ttez &

- cookie - HTTP £ 7|

- host - E|AAT ZTEE QBT HE{C| ZAE Of
- method - HTTP HIME

. referrer - 2|AA 22 7IK2 T4

. url - Uniform Resource Locator A2

. user-agent - 282 T&E5H= O0|MEN M AHEStE AZES|0]
. version - HTTP B

. via- HTTP via Z=

Ol

Selector ID 108| HTTP A E "mydomain.com"& AF2St= MYHTTPEH=S

Old9] of.

TSLZ A8A X|HE

A-E Xt XIE o Z el



Switch(config) #ip nbar custom MYHTTP http host *mydomain.com id 10

SSL AF2 A x|

Io

INE= IR
3l SSL &

SSL SNI(Server Name In
I E2H=ofl CHat —rgc'i% S8

Lok 0%

ndication) E£& CN(Common Name)HlM Z&EE HEE &
A& LICt

ton T

SSL 11 O|& "mydomain.com"dt MEHZ| ID 112 A& 3l= MYSSLO|2t= AFE A X o Z2|A|
o|M2] of.

Switch(config) #ip nbar custom MYSSL ssl unique-name *mydomain.com id 11

DNS AHE A} X

m>

NBAR2= DNS 2% 4! 26t
LICt. DNS °E+01|H gk El
Eof A=},

EZHTi2 ZAISHT, DNS SES oiE2IAH01MTt 43 i 7gt 4 9
P F4E FHAIEl0] T S OB 2| 0IMT} BT 0% 0| B 5

commandip nbar customapplication-namednsdomain-nameidapplication-idis= DNS At & X} K|S
off AFEElLICH 88 T2 a2 &% 324™ commandip nbar customapplication-namedns
domain-namedns domain-nameextensionsexisting-applicationS A& gfL|C}.

DNS TMH|?! O|& "mydomain.com"l} MEHZ| D 128 AL 3= MYDNSEHE AF A X[ ol E 2|7
o|M2] of.

Switch(config) #ip nbar custom MYDNS dns domain-name *mydomain.com id 12

Sg ALK X1H

NBAR2E= HTTP, SSL EE= DNSOf| LIEtLE EHIQ) Ol 2 (8t 2 o Z2(AH0|ME ALERE Ho
st wele xEZE LD

HTTP, SSL f= DNS =M 2! 0|& "mydomain.com"Zt M&47| ID 138 A& 3t= MYDOMAINO|z2}
= A8 X ol Z 2|7 0|2 of.

Switch(config) #ip nbar custom MYDOMAIN composite server-name *mydomain.com id 13

L3/L4 AR} x|

ok

=1

>

R EAI P

oo

Layer3/Layerd AHEX X|H2 I FEE 7|H2 2 5HH o UX|EL

Ct.

IP &4 10.56.1.10 2! 10.56.1.11, TCP %! DSCP ef(MEi7| ID 14)2t L x|5t= AFEXF X O Z 2
7 0|M LAYER4CUSTOM°| of.

Switch(config) #ip nbar custom LAYER4CUSTOM transport tcp id 14
Switch(config-custom)#ip address 10.56.1.10 10.56.1.11

Switch (config-custom) #dscp ef

Switch (config-custom) #end
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show ip nbar protocol-id | inc At& X} x|

Switch#show ip nbar protocol-id | inc Custom

LAYER4CUSTOM 14 Custom
MYDNS 12 Custom
MYDOMAIN 13 Custom
MYHTTP 10 Custom
MYSSL 11 Custom

show ip nbar protocol-id CUSTOM_APP

Switch#show ip nbar protocol-id MYSSL

Protocol Name id type
MYSSL 11 Custom
AVC &©l

AVCe| 7|s& H&st7| ?Igh oied B AHI7F RI2 M, O] MMolME BED 23 o & XS ELCH

NBAR7Z} &4 MENQIX| & Q15lE24™ "show ip nbar control-plane” & & Al&list £~ Ql&L|Ct

. NBAR & Ell= SHIE A|Lt2|0i M EAdStz|o{oF &L|Ct
- NBAR ZiI|1gj|o|M AE E SHIE AlUt2|2 0 &=H|Z|o{oF §L|Ct

Switch#show ip nbar control-plane
NGCP Status:

graph sender info:

NBAR state is ACTIVATED

NBAR config send mode is ASYNC
NBAR config state is READY

NBAR update ID 3

NBAR batch ID ACK 3

NBAR last batch ID ACK clients 1 (ID: 4)
Active clients 1 (ID: 4)

NBAR max protocol ID ever 1935

NBAR Control-Plane Version: 37

<snip>

show platform software fed switch active|standby|member wdavc function
wdavc_stile_cp_show_info_ui @& At&3510{ Zt A[X| HH7t &M HIO|E BHHE 7IX|1 Q!
x| &elgrct.

rir

DP7} g43tk[ofof 2HIE AlLtE2|204 A TRUEO{OF B L7H?

Switch#show platform software fed switch active wdavc function wdavc_stile cp_show_info_ ui

Is DP activated : TRUE
MSG ID : 3
Maximum number of flows: 262144



Current number of graphs: 1

Requests queue state : WDAVC_STILE_REQ_QUEUE_STATE_UP
Number of requests in queue : 0

Max number of requests in queue (TBD): 1
Counters:

activate_msgs_rcvd : 1
graph_download_begin_msgs_rcvd : 3
stile_config msgs_rcvd : 1584
graph_download_end _msgs_rcvd : 3
deactivate_msgs_rcvd : 0
intf_proto_disc_msgs_rcvd : 1
intf_attach_msgs_rcvd : 2
cfg_response_msgs_sent : 1593
num_of_handle_msg_from_fmanfp_events : 1594
num_of_handle_request_from_queue : 1594

num_of_handle_process_requests_events : 1594
L E=)

"show platform software fed switch active|standby]member wdavc flows & & AI&3t0{ 7| HE
g EAIZfLICH

Switch#show platform software fed switch active wdavc flows
CurrFlows=1, Watermark=1

IX |IP1 |IP2 |PORT1|PORT2|L3 |L4 |VRF |TIMEOUT|APP |TUPLE|FLOW |IS FIF |BYPASS|FINAL |#PKTS
| BYPASS
| | | | |PROTO|PROTO|VLAN|SEC |NAME |TYPE |TYPE |SWAPPED | | | |PKT

[192.168.100.2 |192.168.200.2 |68 |67 |1 |17 |0 |360 |unknown |Full |Real Flow|Yes |True |True
|40 |40
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B 98 Real Flows QHI2E C|0|E{e| A2 MAME ZdlL|Ct Pre Flowe QHI2E H|0|H
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M &0l cist =74 ME HEE 2 e{H "show platform software fed switch active wdave
function wdavc_ft_show_all_flows_seg_ui" BE2 AI2& £ U&LCh

Switch#show platform software fed switch active wdavc function wdavc_ft_show all_ flows_seg ui
CurrFlows=1, Watermark=1

IX |IP1 |IP2 |PORTL|PORT2|L3 |L4 |VRF |TIMEOUT|APP |TUPLE |FLOW |IS FIF |BYPASS|FINAL |#PKTS
| BYPASS
| | | | |PROTO|PROTO|VLAN|SEC |NAME |TYPE |TYPE |SWAPPED | | | |PKT

|192.168.100.2 |192.168.200.2|68 |67 |1 |17 |0 |360 |unknown |Full |Real Flow|Yes |True |True
|40 |40

SEG IDX |I/F ID |OPST I/F |SEG DIR |FIF DIR |Is SET |DOP ID |NFL HDL |BPS PND |APP PND |FRST TS
|LAST TS |BYTES |PKTS |TCP FLGS

|9 |---- |Ingress |True |True |0 |50331823 |0 |0 |177403000|191422000|24252524|70094 |0
X0 Il
T —_—

I/F ID: QIE{H|O|A IDE XX ELIC)

SEG DIR: 0| 184 &e| el

1>
5
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n

FIF DIR: O|7/:|O| E% 7HA|X|- %l'%kolel O:I_I?l_g égékLlEl-_
NFL HDL: st=Ef0{e| 5 &

stEfo12] &5 & E24™ "show platform software fed switch active fnf flow-record asic <number>
start-index <number> num-flows <number of flows> H&2 ALt

#1: ASICE ME8st7| flall ZE 7 1 EE[= ASIC RQIARARILICH ASICE A8 35t24H
"show platform software fed switch active|standby|member ifm mappings" & Z AHEEfLICH

L EM Z2220] 2A0| 9 AR start-indexE "0"C 2 MAE £ Ql&LICH OX| foH
start-index & X|&38HoF &LIC}H num-flows2| HL & ¢ QIJE EZ229| +E X|IEELICHZ|CH
10).

Switch#show platform software fed switch active fnf flow-record asic 3 start-index 0 num-flows 1
1 flows starting at 0 for asic 3:—-—----———"—"—"—————— -~
Idx 175

{90, ALR_INGRESS_NET_FLOW_ACL_LOOKUP_TYPEl = 0x01}

{91, ALR_INGRESS_NET_FLOW_ACL_LOOKUP_TYPE2 = 0x01}

{0, ALR_INGRESS_NFL_SPECIALl = 0x00}

{11 PAD-UNK = 0x0000}

{94, PHF_INGRESS_DEST_PORT_OR_ICMP_OR_IGMP_OR_PIM_FIRST16B = 0x0043}

{93, PHF_INGRESS_SRC_PORT = 0x0044}

{67, PHF_INGRESS_IPV4_DEST ADDRESS = 0xc0a8c802}

{68, PHF_INGRESS_IPV4_SRC_ADDRESS = 0xc0a86402}

{56, PHF_INGRESS_L3_PROTOCOL = 0x11}

FirstSeen = 0x2b4fb, LastSeen = 0x2eede, sysUptime = 0x2eflc

PKT Count = 0x000000000001216f, L2ByteCount = 0x0000000001873006

ClolE| Z2olM CHYst F W Zm HY

"show platform software fed switch active|standby|member wdavc function



wdavc_ft_show_stats_ui" @& 2 AFSELICE. | inc errfjwarn| & AHZ{Q 222 Ef0|E 27 £ 7| AlTj

Switch#show platform software fed switch active wdavc function wdavc_ft_show stats_ui inc
err|warn|fail

Bucket linked exceed max error : 0
extract_tuple_non_first_fragment_warn : 0
ft_client_err_alloc_fail : O
ft_client_err_detach_fail : 0
ft_client_err_detach_fail intf_attach : 0
ft_inst_nfl_clock_sync_err : 0
ft_ager_err_invalid_timeout : 0

ft_intf err_alloc_fail : O
ft_intf_ err detach_fail : 0
ft_inst_err_unreg_client_all : 0
ft_inst_err_inst_del_fail : 0

ft_flow_seg _sync_nfl_resp pend_del_warn : 0
ager_sm_cb_bad_status_err : 0
ager_sm_cb_received_err : 0
ft_ager_to_time_no_mask_err : 0
ft_ager_to_time_latest_zero_ts_warn : 0
ft_ager_to_time_seg_zero_ts_warn : 0
ft_ager_to_time_ts_bigger_curr_warn : 0
ft_ager_to_ad_nfl_resp_error : 0
ft_ager_to_ad_req all_recv_error : 0
ft_ager_to_ad_req error : 0
ft_ager_to_ad_resp_error : 0
ft_ager_to_ad_reqg_ restart_timer_due_err : 0
ft_ager_to_flow del nfl_resp_error : O
ft_ager_to_flow del_all_recv_error : O
ft_ager_to_flow del_reqg error : 0
ft_ager_to_flow del_resp_error : 0
ft_consumer_timer_start_error : 0
ft_consumer_tw_stop_error : 0
ft_consumer_memory_error : 0
ft_consumer_ad_resp_error : 0
ft_consumer_ad_resp_fc_error : 0
ft_consumer_cb_err : 0
ft_consumer_ad_resp_zero_ts_warn : 0
ft_consumer_ad_resp_zero_pkts_bytes_warn : 0
ft_consumer_remove_on_count_zero_err : 0
ft_ext _field ref cnt_zero warn : 0
ft_ext_gen_ref_cnt_zero_warn : 0

"show platform software fed switch active wdavc function wdavc_stile_stats_show_ui F&& & &
StLIC}, |inc err” I RIAQI NBAR 2R E H2iH

Switch#show platform software fed switch active wdavc function wdavc_stile stats_show_ui inc
err

find_flow_error : 0

add_flow_error : 0

remove_flow_error : 0

detach_fo_error : 0

is_forward_direction_error : 0

set_flow_aging_error : 0

ft_process_packet_error : 0

sys_meminfo_get_error : 0

mjZlo| cPuol E &= = X & lgfLCt.

BHZ 2 EeLICt "show platform software fed switch active punt cpuq 21 | inc received" - NBAR



HMelg flal WZ!ol cPU SH=IRA=X] &gt

&t 1: LabOllM O =Xt= &7F5HK| b & LICH.

Switch#show platform software fed switch active punt cpuq 21 | inc received
Packets received from ASIC : 63

CPU % mtet

% AlWDAVC ZZMAZ M E|7| Mol HZS AFR|E % /& LICH "show platform software
fed switch active wdavc function fed_wdavc_show_ots_stats ui" H2I2 AI235l0{ CI=22 23 &L
C}.

Switch#show platform software fed switch active wdavc function fed_wdavc_show ots_stats_ui
OTS Limits

ots_queue_max : 20000
emer_bypass_ots_qgueue_stress : 4000
emer_bypass_ots_qgqueue_normal : 200
OTS Statistics

total_requests : 40
total_non_wdavc_requests : 0
request_empty_field_data_error : 0
request_invalid_di_error : 0
request_buf_coalesce_error : 0
request_invalid_format_error : 0
request_ip_version_error : 0
request_empty packet_error : 0
memory_allocation_error : 0
emergency_bypass_requests_warn : 0
dropped_requests : 0
enqueued_requests : 40
max_ots_queue : 0

El: punt drop 7I2E{& X|<24™ "show platform software fed switch active wdavc function
fed_wdavc_clear_ots_stats_ui" B AL ErLIC.

&3 2 ohet

StER|o{of AtE 7tSEH FNF 83 0| gie 3¢ ESfE2 NBAR2 27 2| Ci4f O ot =L|Ct. "show
platform software fed switch active fnf sw-table-sizes asic <number> shadow 0" H&& A+ &350
Cts2 gelghuct

I MYEl E2E A9x| 2 7|2 Zofof| w2t M=, olo| 2t ALK H‘|%(°”E|‘=',
AEHHO| S)E x|HsHoF gLICt U=E ASIC HE &= ZF QIE{H0]A 0| AZAE[0] U2
"show platform software fed switch active|standby|member ifm mappings"& AH-&5+0{ QIE{m|
olA0of SHESHE ASICE ZHELIC} Shadow SMolE &4 "0"S AFEEHLICH

Switch#show platform software fed switch active fnf sw-table-sizes asic 3 shadow 0



Ingress Banks : Bank 0

Egress Banks : Bank 1

Global flow table Info

INGRESS usedBankEntry 1 usedOviTcamEntry 0

EGRESS usedBankEntry 0 usedOvfTcamEntry 0 <-- 256 means TCAM entries are full
Flows Statistics

INGRESS TotalSeen=1 MaxEntries=1 MaxOverflow=0

EGRESS TotalSeen=0 MaxEntries=0 MaxOverflow=0

## Dir Limit CurrFlowCount OverFlowCount MonitoringEnabled
ING 0 0 0O
ING 16640 1
ING 0 0 0O
ING 16640 0
ING 0 0 0O
ING 8192 0 0 1
ING
ING
ING
9 ING
10 ING
11 ING
12 ING
13 ING
14 ING
5 ING
EGR 0 0 O
EGR 16640
EGR 0 0 O
EGR 16640
EGR 0 0 O
EGR 8192 0 0 1
EGR
EGR
EGR
EGR
EGR
EGR
EGR
EGR
14 EGR
15 EGR
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. ETAE 5 7tX| £ H|o|E LA E FEFLICE IDP(Initial Data Packet) 2! SLT(Sequence of

Packet Length and Time).



HIES3 Clojo{ 2=

SMC & FC

G1/0/1 G2/0/1

WEST EAST
192.168.10.2/24 192.168.20.2/24
T8 24

ETAE ETAESFMHE MMEste ol &1 AF8 &= 04 7HX| 78 AR F/EELICH

. NetFlow - HHEQ3 2| ZE2RE MUEStE UE X C|HIO|AMM LHEH CO|E| R4S Xo

ot EELICE

. Cisco Stealthwatch - NetFlow, IPFIX, ZEA| 21 I MA| {Z!o| A& I HME Z&st=
HEL3 HAHMHEZC| 7|s2 %*%3“)4 T2 HESZ 7HA|M, 20t CI”g|MA A BME
S &L ct.

. Cisco Cognitive Intelligence - 29t M|0{€ ?3|5t7{Lt ZLIEHZEX| o= AMES S 25 &

A Uoll et hojxel s FotLICt

- Encrypted Traffic Analytics - & S& d12|&S2 2
EtCIIO|E{E 244504 & 0|20l ERiE] mElE Aldstn, f S5 E ECi T
32 EMX|5}E Cisco I0S XE 7|s&L|Ct.

#1: 0| 2 Mol A= Catalyst 9000 Series A 2|x[|2| ETA & NetFlowod| CHEF Z4I|22f|0[M &
ABoE X2 ¢FE T 2M, Cognitive Intelligence Cloudol| SMC(Stealthwatch
Management Console) & FC(Flow Collector) #& 0 CHaii M= CHE K| f&LICH.

Mgt Arg



. ETAE #55t2{™ DNA Advantage7t 2 gfLIC}.
- ETA 2! TX(Transmit) SPAN(Switched Port Analyzer)2 S8t QIE{H|0|A0M K| E|X| ot &

L|CF.
ZHM 50| otLct 2E Mk AbEhof CHEt AR & I = HTol CHEt 2Zdet Zdu(ael|o|M
7t0|EE HZsHAA2.
kS
E20l ZAIE CHZ AQ(R|of| Moz ETAE &dststT 28 LHWELHY| CHe 2 o gLt

C9300 (config) #et-analytics
C9300 (config-et-analytics) #ip flow-export destination 172.16.18.1 2055

El: ZE 20558 ALE3SHoF St CHE ZE HEE AL SHX| DHYA|2.

O 2 £240i Z A|El CHE Flexible NetFlowE TA38tL|Ct.

C9300 (config) #flow record FNF-RECORD

C9300 (config-flow-record) #match ipv4 protocol

C9300 (config-flow-record) #match ipv4 source address

C9300 (config-flow-record) #match ipv4 destination address
C9300 (config-flow-record) #match transport source-port

( #match transport destination-port
C9300 (config-flow-record) #collect counter bytes long

C9300 (config-flow-record) #collect counter packets long
C9300 (config-flow-record) #collect timestamp absolute first
C9300 (config-flow-record) #collect timestamp absolute last

EER ZLIEH 74

)
)
)
C9300 (config-flow-record)
)
)
)
)

C9300 (config) #flow exporter FNF-EXPORTER

C9300 (config-flow-exporter) #destination 172.16.18.1
C9300
C9300

config-flow-exporter) #transport udp 2055
)
C9300 (config-flow-exporter) #option interface-table
)
)

(
(
(
(config-flow-exporter) #template data timeout 30

(

C9300 (config-flow-exporter) #option application-table timeout 10
C9300 (config-flow-exporter) #exit

EE? == 7Y

C9300 (config) #flow monitor FNF-MONITOR

C9300 (config-flow-monitor) #exporter FNF-EXPORTER
C9300 (config-flow-monitor) #record FNF-RECORD
C9300 (config-flow-monitor) #end

E2R2 ZLIHHE

C9300 (config) #int range gl/0/3-4
C9300 (config-if-range) #ip flow mon FNF-MONITOR in
C9300 (config-if-range) #ip flow mon FNF-MONITOR out



C9300 (config-if-range) #end

A Qx| QIE{H|O| A0 A ETA E A5}

C9300 (config) #interface range gl/0/3-4
C9300 (config-if-range) #et-analytics enable

Ct&& &It

ETA ZL|E{ "eta-mon" ZL|E{7} & AE|QIX| & QIELICt. "show flow monitor eta-mon" &
S5l AEN7F EH E|AR=K| EOlELICE

C9300#show flow monitor eta-mon
Flow Monitor eta-mon:
Description: User defined
Flow Record: eta-rec

Flow Exporter: eta-exp

Cache:

Type: normal (Platform cache)
Status: allocated

Size: 10000 entries

Inactive Timeout: 15 secs
Active Timeout: 1800 secs

ETA FHAI7} RHRIK Q)= K| &FQlstL|Ct. NetFlow?t ETAZF S8t QIE{H| 0| A0 AEl B "show
flow monitor eta-mon cache"2| £210| H|0{ 2!2 2 Z "show flow monitor eta-mon cache" IZH"._I
"show flow monitor <monitor name> cache"& Al grL|C}.

C9300#show flow monitor FNF-MONITOR cache
Cache type: Normal (Platform cache)

Cache size: 10000

Current entries: 4

Flows added: 8
Flows aged: 4
- Inactive timeout ( 15 secs) 4

IPV4 SOURCE ADDRESS: 192.168.10.2

IPV4 DESTINATION ADDRESS: 192.168.20.2
TRNS SOURCE PORT: 0

TRNS DESTINATION PORT: O

IP PROTOCOL: 1

counter bytes long: 500

counter packets long: 5

timestamp abs first: 21:53:23.390
timestamp abs last: 21:53:23.390

IPV4 SOURCE ADDRESS: 192.168.20.2

IPV4 DESTINATION ADDRESS: 192.168.10.2
TRNS SOURCE PORT: 0

TRNS DESTINATION PORT: O

IP PROTOCOL: 1

counter bytes long: 500

counter packets long: 5

timestamp abs first: 21:53:23.390
timestamp abs last: 21:53:23.390

IPV4 SOURCE ADDRESS: 192.168.20.2
IPV4 DESTINATION ADDRESS: 192.168.10.2
TRNS SOURCE PORT: O



TRNS DESTINATION PORT: 0

IP PROTOCOL: 1

counter bytes long: 500

counter packets long: 5

timestamp abs first: 21:53:23.390
timestamp abs last: 21:53:23.390

IPV4 SOURCE ADDRESS: 192.168.10.2

IPV4 DESTINATION ADDRESS: 192.168.20.2
TRNS SOURCE PORT: 0

TRNS DESTINATION PORT: 0

IP PROTOCOL: 1

counter bytes long: 500

counter packets long: 5

timestamp abs first: 21:53:23.390
timestamp abs last: 21:53:23.390

"show flow exporter eta-exp statistics" B&E2 At&5t0{ SMC & FCE SEELE WELH=X| &elgt
LICt.

C9300#show flow exporter eta-exp statistics

Flow Exporter eta-exp:

Packet send statistics (last cleared 03:05:32 ago):
Successfully sent: 3 (3266 bytes)

Client send statistics:
Client: Flow Monitor eta-mon
Records added: 4

- sent: 4
Bytes added: 3266
- sent: 3266

"show platform software fed switch active fnf et-analytics-flows" & AI& 35104 SPLT & IDP7}
FCE LWEUX|=X| &elgLct.

C9300#show platform software fed switch active fnf et-analytics-flows

ET Analytics Flow dump

Total packets received : 20
Excess packets received : 0
Excess syn received : 0
Total eta records added : 4
Current eta records : 0
Total eta splt exported : 2
Total eta IDP exported : 2

"show platform software et-analytics interfaces" B& 2 At &304 et-analyticsol| CH5H T+ E 2IE]
H| O|A & & elghLct.

C9300#show platform software et-analytics interfaces
ET-Analytics interfaces

GigabitEthernetl1/0/3

GigabitEthernetl/0/4

ET-Analytics VLANs
ETAS| M2 4 E{E =24 "show platform software et-analytics global' B3 & AF&&LICt



C9300#show plat soft et-analytics global
ET-Analytics Global state

All Interfaces : Off
IP Flow-record Destination : 10.31.126.233
Inactive timer : 15

ET-Analytics interfaces
GigabitEthernetl1/0/3
GigabitEthernetl1/0/4

ET-Analytics VLANs

2055



o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



