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9300- Swi t ch#show platform hardware fed switch active gos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue

Qd Plcldx Queue Nane Enabl ed Rate Rate Drop(Bytes) Drop(Franes)
0 11 DOT1X Auth Yes 1000 1000 0 O

11 L2 Control Yes 2000 2000 0 0

2 14 Forus traffic Yes 4000 4000 0 O

3 0 ICvP GEN Yes 600 600 0 O

4 2 Routing Control Yes 5400 5400 0 O

5 14 Forus Address resol ution Yes 4000 4000 0 O

6 0 ICMP Redirect Yes 600 600 0 0 <-- Policer
Index 0

7 16 Inter FED Traffic Yes 2000 2000 0 O

8 4 L2 LVX Cont Pack Yes 1000 1000 0 O

9 19 EW.C Control Yes 13000 13000 0 O

10 16 EWL.C Data Yes 2000 2000 0 O

11 13 L2 LVvX Data Pack Yes 1000 1000 0 O

12 0 BROADCAST Yes 600 600 0 0 <-- Policer
Index 0

13 10 Openflow Yes 200 200 0 O

14 13 Sw forwardi ng Yes 1000 1000 0 O

15 8 Topol ogy Control Yes 13000 16000 0 O

16 12 Proto Snooping Yes 2000 2000 0 O

17 6 DHCP Snooping Yes 500 500 0 O

18 13 Transit Traffic Yes 1000 1000 0 O

19 10 RPF Failed Yes 250 250 0 0

20 15 MCAST END STATI ON Yes 2000 2000 0 O

<sni p>
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9300- Swi t ch#show platform hardware fed switch active gos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue



Qd Plcldx Queue Nanme Enabl ed Rate Rate Drop(Bytes) Drop(Franes)
0 11 DOrix Auth Yes 1000 1000 0 O

11 L2 Control Yes 2000 2000 0 O

2 14 Forus traffic Yes 4000 4000 0 O

3 0 ICW GEN Yes 600 600 0 O

4 2 Routing Control Yes 5400 5400 0 O

5 14 Forus Address resolution Yes 4000 4000 0 O

6 0 ICMP Redirect Yes 600 600 3063106173577 3925209161
<-- Dropped packets in queue

7 16 Inter FED Traffic Yes 2000 2000 0 O

8 4 L2 LVX Cont Pack Yes 1000 1000 0 O

9 19 EWL.C Control Yes 13000 13000 0 O

10 16 EW.C Data Yes 2000 2000 0 O

11 13 L2 LVX Data Pack Yes 1000 1000 0 O

12 0 BROADCAST Yes 600 600 1082560387 3133323
<-- Dropped packets in queue

13 10 Openflow Yes 200 200 0 O

14 13 Sw forwardi ng Yes 1000 1000 0 O

15 8 Topol ogy Control Yes 13000 16000 0 O

16 12 Proto Snooping Yes 2000 2000 0 O

17 6 DHCP Snoopi ng Yes 500 500 0 O

18 13 Transit Traffic Yes 1000 1000 0 O

19 10 RPF Failed Yes 250 250 0 O

20 15 MCAST END STATION Yes 2000 2000 0 O

<sni p>
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Router
Vlan 10 IP: 10.10.10.15/24
L2 Swn;ch r \ / 10.10.10.1/24

II l vian 104 Trunk VLAN 10,2030 —— ——
I1P: 10.10.10.100/24

Gateway: 10.10.10.15 ip route 0,0.0.0 0.0.0.0 10.10.10.1

Trunk VLAN 10,20,30
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ICMP ZIC|3M syslogE 224 ICMPE C|HZ &Lt

9300- Swi t ch#debug ip icmp <-- enables ICMP debugs

| CMP packet debugging is on

9300- Swi t ch#show logging | inc ICMP

*Sep 29 12:41:33.217: ICVMP. echo reply sent, src 10.10.10.15, dst 10.10.10.100, topol ogy BASE,
dscp O topoid O

*Sep 29 12:41:33.218: ICVWP:. echo reply sent, src 10.10.10.15, dst 10.10.10.100, topol ogy BASE,
dscp O topoid O

*Sep 29 12:41:33.219: ICWP:. echo reply sent, src 10.10.10.15, dst 10.10.10.100, topol ogy BASE,
dscp O topoid O

*Sep 29 12:41:33.219: ICWP:. echo reply sent, src 10.10.10.15, dst 10.10.10.100, topol ogy BASE,
dscp O topoid O

*Sep 29 12:43:08.127: ICVWP:. redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1

*Sep 29 12:50:09.517: ICVMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1

*Sep 29 12:50:10.017: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1 <-- ICMP Redirect to use 10.10.10.1 as Gateway

*Sep 29 12:50:14.293: ICVMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1

*Sep 29 12:50:19.053: ICVMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1

*Sep 29 12:50:23.797: ICVMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1

*Sep 29 12:50:28.537: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1

*Sep 29 12:50:33.284: ICVWP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1
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Catalyst 9300 CPU2| HHIC|= THZ! Zx{= CPUS| HLt A0 CHEt = 7| TCP SYN & MM &
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MNo. Time Dehta Source
206 0.000000 9.000000 10.10.18.100 1@.
207 0.088179 -

i Info
44718 = 23 [SYN] Seq=0 Win=4128 Len=0 MS$5=536
Redirect (Redirect far network)
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v Internet Protocol Version 4, Src: 10.18.18.15, Dst: 18.19.10.18@
@198 .... = Version: 4
«sss @101 = Header Length: 2@ bytes (5)
p Differentiated Services Field: @x@® (DSCP: CS@, ECN: Not-ECT)
Total Length: 56
Identification: Bx13c9 (5865)
» Flags: 0x@800
Time to live: 255
Protocol: ICMP (1)
Header checksum: @x7f75 [validation disabled]
[Header checksum status: Unverified]
Source: 19.10.18.15
Destination: 10.10.18.164a
v Internet Control Message Protocol
Type: 5 (Redirect)
Code: @ (Redirect for network)
Checksum: @x2bec [correct]
[Checksum Status: Good]
Gateway address: 18.18.18.1

v Internet Protocol Version 4, Src: 10.10.10.108, Dst: 19.100.100.1080

@108 .... = Version: 4
«exs 0101 = Header Length: 20 bytes (5)

¢ Differentiated Services Field: @xc® (DSCP: CS&, ECN: Not-ECT)

Total Length: 44
Identification: @x5tdb (24539)
» Flags: @x@@oo
Time to live: 255
Protocol: TCP (6)
Header checksum: @xd7fa [validation disabled]
[Header checksum status: Unverified]
Source: 18.19.106.108
Destination: 10.108.106.108
p Transmission Control Protocol, Src Port: 44718, Dst Port: 23
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9300- Swi t ch#conf t

Enter configuration conmands, one per line. End with CNTL/Z.

9300- Swi t ch(confi g) #interface vlan 10

9300- Swi tch(config-if)#no ip redirects <-- disable IP redirects
9300- Swi t ch(config-if)#end
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9300- Swi t ch#show ip interface vlan 10

VI an1l0 is up, line protocol is up

Internet address is 10.10.10.15/24

Broadcast address is 255.255.255. 255

Addr ess deterni ned by setup command

MIU i s 1500 bytes

Hel per address is not set

Directed broadcast forwarding is disabled
Mul ti cast reserved groups joined: 224.0.0.102

Qut goi ng Conmmon access list is not set

Qut goi ng access list is not set

I nbound Common access list is not set

I nbound access list is BLOCK- TELNET

Proxy ARP is disabl ed

Local Proxy ARP is disabled

Security level is default

Split horizon is enabl ed

ICMP redirects are never sent <-- redirects disabled
| CMP unreachabl es are never sent

| CMP mask replies are never sent

IP fast switching is enabl ed

I P Flow switching is disabled

I P CEF switching is enabled

I P CEF swi tching turbo vector

<sni p>

ICMP 2IC|24M & M Al7lof Ci8t REAISH LIS
https://www.cisco.com/c/en/us/support/docs/ip/routing-information-protocol-rip/13714-43.html &3
E & ZstelAl2.
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10.10.10.1002| AtEXt7} 10.100.100.1000 CHEt &L AAS AlEfsts W0t SYUS EEEXIE I
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Catalyst 9300

vian 10 IP: 10.10.10.15/24 Router

L2 Switch 10.10.10.1/24

l_' VLAN 10 i Trunk VLAN 10,20,30

Trunk VLAN 10,20,30 | . I
IP: 10.10.10.100/24

Gateway: 10.10.10.15 ip route 0.0.0.0 0.0.0.0 10.10.10.1

9300- Swi t ch#show running-config interface vlan 10
Bui | di ng Configuration..

Current Configuration : 491 bytes

1

interface VI anl0

ip address 10.10. 10. 15 255. 255. 255.0

no ip proxy-arp

ip access-group BLOCK-TELNET in <-- inbound ACL
end

9300- Swi t ch#

9300- Swi t ch#show ip access-list BLOCK-TELNET

Extended | P access |ist BLOCK- TELNET

10 deny tcp any any eq telnet <=-- block telnet


https://www.cisco.com/c/ko_kr/support/docs/ip/routing-information-protocol-rip/13714-43.html

20 permt ip any any
9300- Swi t ch#
OHE S| =M= Ch&1t Z &L
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ICMP destination unreachable syslogE £ 2{™ ICMPE C|tH{Z & LICt.

9300- Swi t ch#debug ip icmp <-- enables ICMP debugs
| CVP packet debugging is on
9300- Swi t ch#show logging | include ICMP

<sni p>
*Sep 29 14:01:29.041: ICMP: dst (10.100.100.100) administratively prohibited unreachable sent to
10.10.10.100 <-- packet blocked and ICMP message sent to client

F9|: 2ol ek SEHo

Al5tE 2 ICMP C|HOE g/dstst7| Mol 2& 24 2 5ol
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Catalyst 9300 CPU2| Embedded Packet Capture= CPU2| &Ll 94730 CHEF &= 7| TCP SYNZ}
& El ICMP Destination Unreachableg £ 04& LIC}H.

106 0. 015805 0015825 10.10.00.000  10.100. 10100 TCP &4 155 ﬂ l'a 921 10: 8129041105000 EOT xSlea (2123 Ouce 28767 - 23 [SYN] Seqe0 Win=41Z8 Len=@ MSS=536
107 0. 000150 0.000151 10.10.19.1% 19.10.18, 189 10M i 255,295 Sep 29, 2021 10:91:29.041308099 0T 0x1888 (&XB0. 0x09,3. Destination unreschable [Comsunication sdainistratively filtere

ICMP Destination Unreachable Z{%!2 Z20|1E R & 3dt= Catalyst 9300 VLAN 10 Q/E{H| 0| A0
M 2dEH ICMP IZ/0] MS El= #el A SIHE Z & efulch

» Internet Protocol Version 4, Src: 10.10.18.15, Dst: 10.19.10.120
v Internet Control Message Protocol

Type: 3 (Destination unreachable)

Checksum: @xfT3T6 [correct]

[Checksum Status: Good]

Unused: 28000080

v Internet Protocol Version 4, Src: 198.10.10.10@, Dst: 10.169.100.100

0108 .... = Version: 4
«a1a 0101 = Header Length: 2@ bytes (5)

p Differentiated Services Field: @xc® (DSCP: CS6, ECM: Mot—ECT)
Total Length: 44
Identification: @x52ea (21226)

» Flags: 0x@@00
Time to live: 255
Protocol: TCP (6)
Header checksum: @xedeb [validation disabled]
[Header checksum status: Unverified]
Source: 18.10.16.184a
Destination: 1@.100.106.108

» Transmission Control Protocol, Src Port: 28767, Dst Port: 23
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9300- Swi t ch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

9300- Swi t ch(confi g) #interface vlan 10

9300- Swi tch(confi g-if)#no ip unreachables <-- disable IP unreachables

QIE{m 0|20 CHalf HIE d3tx[o] A=K| HIELICH

9300- Swi t ch#show ip interface vlan 10

VI an1l0 is up, line protocol is up
Internet address is 10.10.10.15/24
Broadcast address is 255.255. 255. 255

Addr ess determni ned by setup comrand

MIU i s 1500 bytes

Hel per address is not set

Directed broadcast forwarding is disabled
Mul ti cast reserved groups joined: 224.0.0.102
Qut goi ng Common access list is not set
Qut goi ng access list is not set

I nbound Common access list is not set

I nbound access list is BLOCK- TELNET

Proxy ARP is disabl ed

Local Proxy ARP is disabled

Security level is default

Split horizon is enabled

I CMP redirects are never sent

ICMP unreachables are never sent <-- IP unreachables disabled
| CVMP mask replies are never sent

IP fast switching is enabl ed

I P Flow switching is disabled

I P CEF switching is enabled

I P CEF swi tching turbo vector

<sni p>

AlLI2|2 3: ICMP TTL-Exceeded

O| 27IX| AlLt2|20 AFEE O|M EEZRX|E 145t AI2. O|HM= 10.10.10.1002] AF& X} 7}
SHAIE o|& 0 HESLTO Z|lAAN EESedT A|ZEHLICH 0|2 Q5 O| HEQITE S AEISHH
SVI 2! VLANO| Catalyst 930001 f O|&f EXH3SIX| et &LICH. T2{Lt 2t*E{0= o]l HERZ 9| Tt
S &2 Z Catalyst 9300 VLAN 10 QIE{HO|AE 7}2|7|= 1 BZ7}F o{T5] Qd&LCH.
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Catalyst 9300

Vlan 10 IP: 10.10.10.15/24 ey
L2 Swn.ch : 10.10.10.1/24

VLAN 10/ Trunk VLAN 10,20,30 P - Trunk VLAN 10,20,30 e
(-
= - — - L

IP: 10.10.10.100/24
Gateway: 10.10.10.15 ip route 0.0.0.0 0.0.0.0 10.10.10.1

1. AFEAE71192.168.10/24 HE R 9| 2440 24282 & LICH

2. I{Z!2 Catalyst 93000 A =AIE|0H CHS & 10.10.10.12 AFE5to] 7|2 B2 R EtRE LD
TTLO| 1BtE & A g LICH

3. et E{7t o] WZlE 4
= J o)
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9300- Swi t ch#clear platform hardware fed switch active gos statistics internal cpu policer
<-- clear CoPP stats

9300- Swi t ch#show platform hardware fed switch active gos queue stats internal cpu policer i
Redirect |Drop <-- verify 0 drops

Qd Plcldx Queue Name Enabl ed Rate Rate Drop(Bytes) Drop(Franes)

6 0 |CVWP Redirect Yes 600 600 0 0 <-- bytes dropped 0
<sni p>

AZR7L HH HEQIZZ ERfEE & ELICH

User #ping 192.168.10.10 timeout 0 rep 1000 <-- User sends 1000 pings
Type escape sequence to abort.
Sendi ng 1000, 100-byte | CMP Echos to 192.168.10.10, timeout is O seconds:



Success rate is 0 percent (0/1000)
ICMP C|HO = 2t R =X £ I8t 2|C|=M 2 TTL-Exceeded syslogE E A|EfLICt.

9300- Swi t ch#debug ip icmp

| CMP packet deubgging is on

*Sep 29 16:33:22.676: | CVP. redirect sent to 10.10.10.100 for dest 192.168.10.10, use gw
10.10.10.1 <-- redirect sent

*Sep 29 16:33:22.678: | CVP. time exceeded (time to live) sent to 10.10.10.100 (dest was
192.168.10.10), topology BASE, dscp 0 topoid 0 <-- TTL exceeded observed

*Sep 29 16:33:22.678: ICVMP: tine exceeded (tinme to live) sent to 10.10.10.100 (dest was
192. 168. 10. 10), topol ogy BASE, dscp O topoid O

*Sep 29 16:33:22.678: ICVMP: tine exceeded (tinme to live) sent to 10.10.10.100 (dest was
192. 168. 10. 10), topol ogy BASE, dscp O topoid O

<sni p>

Fo|: 7o et S0
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9300- Swi t ch#show platform hardware fed switch active gos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue

Qd Plcldx Queue Nanme Enabl ed Rate Rate Drop(Bytes) Drop(Frames)
0 11 DOT1X Auth Yes 1000 1000 0 O

11 L2 Control Yes 2000 2000 0 0

2 14 Forus traffic Yes 4000 4000 0 O

3 0 ICvP GEN Yes 600 600 0 O

4 2 Routing Control Yes 5400 5400 0 O

5 14 Forus Address resolution Yes 4000 4000 0 O

6 0 ICMP Redirect Yes 600 600 15407990 126295 <==
drops in redirect queue

7 16 Inter FED Traffic Yes 2000 2000 0 O

8 4 L2 LVX Cont Pack Yes 1000 1000 0 O

<sni p>
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9300- Swi t ch#configure terminal

Enter configuration comrands, one per line. End with CNTL/Z.

9300- Swi t ch(confi g) #interface vlan 10

9300-Swi tch(config-if)#no ip redirects <-- disable IP redirects
9300- Swi tch(config-if)#end

el HE

- LHES g X 2
- ICMP 2|C[3/M O]3H
. 7|& x| 2! £ M - Cisco Systems

ALE35l0{ DHCP Ecli=lo] &S FX| == BROADCASTS # & 35 5HX| ot&L|Ct.
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https://www.cisco.com/c/ko_kr/support/docs/ios-nx-os-software/nx-os-software/213841-understanding-icmp-redirect-messages.html
https://www.cisco.com/c/ko_kr/support/index.html
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