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DHCP client DHCP server
]

I — I .\
DHCP Discover
[
DHCP Offer
|
DHCP Request
b
DHCP Ack
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DHCP client DHCP relay DHCP server

Relay address WIERE T
_|:_ - L2 10.1.1.1 192.168.1.1 @ ?
mac= M1 mac= M2 —\
1A DHCP Discover (Broadcast) - 1B DHCP Discover (Unicast) >
ETH (DA=IET.IFAf, SA=M1) ETH (as per next eth segment)
IP (SIP=0.0.0.0, DIP=255.255.255.255) IP (8IP=10.1.1.1, DIP=172.16.1.1)
DHCP (Relay Agent IP addr = 0.0.0.0, client Mac = M1) DHCP (Relay Agent IP addr = 10.1.1.1, client Mac = M1)
B DHCP Offer (Unicast or Broadcast) A DHCP Offer (Unicast)
ETH (DA=m1 or ff:ff:ffff:ff:ff, SA=M2) ETH (as per next eth segment)
IP (SIP=10.1.1.1, DIP=10.1.1.2 or 255.255.255.255) IP (SIP=172.16.1.1, DIP=10.1.1.1)
DHCP (Your IP =10.1.1.2, Relay Agent IP addr = 10.1.1.1, | DHCP (Your IP = 10.1.1.2, Relay Agent IP addr = 10.1.1.1,
client Mac = M1, DHCP Server Ident [54] = 172.16.1.1) client Mac = M1, DHCP Server Ident [54] = 172.16.1.1)
3A DHCP Request (Broadcast) _| 3B DHCP Request (Unicast) =
ETH (DA=f:ff:ff:ff.Af:1f, SA=M1) i ETH (as per eth segment) :
IP (SIP=0.0.0.0, DIP= 255.255.255.255) IP (SIP=10.1.1.1, DIP= 172.16.1.1)
DHCP (Relay Agent IP addr = 0.0.0.0, DHCP (Relay Agent IP addr = 10.1.1.1,
client Mac = M1, DHCP Server Ident [54] = 172.16.1.1) client Mac = M1, DHCP Server Ident [54] = 172.16.1.1)
4B DHCP ACK (Unicast or Broadcast)  4A DHCP ACK (Unicast)
'ETH (DA=m1 or fi:ff:(F:MM:H, SA=M2) " ETH (as per next eth segment)
IP (SIP=10.1.1.1, DIP=10.1.1.2 or 255.255.255.255) IP (SIP=172.16.1.1, DIP=10.1.1.1)
DHCP (Your IP = 10.1.1.2, Relay Agent IP addr = 10.1.1.1, | DHCP (Your IP = 10.1.1.2, Relay Agent IP addr = 10.1.1.1,
client Mac = M1, DHCP Server Ident [54] = 172.16.1.1) client Mac = M1, DHCP Server Ident [54] = 172.16.1.1)

2igolEl Follz WZle| &4 IP7L Ealo] IPYLICH Z2{Lt DAG(Distributed Anycast GW)E& ALE
== OEIEWOI AAIP7F 1 R6HK| oo B 2 VXLAN/EVPN T+E0f 2X||71 whaistL|Ct 2 &
VTEP SVI AA IP7F 557|220l DHCP AMB{2| 3|4l miZl0| 71& 7}  Leaf2 ME=E 4 Q)
&LICt.

Vian101:
10.1.1.1/24

R1 DHCP Server

SIP after relay for L1/L2/L3 is 10.1.1.1
Whom to send packet back?

Vian101:

10.1.1.1/24
L3

Vian101:

10.1.1.1/24
g 5|'7(| 2 AA BX|E HE5tE{H Leafd 2 2H|O|E DHCP THZ!of| CHall T REHIP TAE AFR
¥ % 2/0{0t LIk CHE 2FI:= GIADDR A2 2HE10] QI&LIL} DHCP ME{OIA 1P R 48 &
CHotedgd SHIE B2 Mol BLICH HIOIES0] 1P 5 A(giaddr)E CHES oM 2 SEL |t
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DHCP AEHofl o{ E2 AEdHioF StEX| oEAH & & JUA&LII?
Ol EXME sli&st”| flolf &4 827t AHSEICH =2 CtE21 242 S8 ot ¢ 40| AU&LICH

. 1- A9 2|M ID. VXLANJEVPNS| B2 Ol MEATEIM2 VNI IDE TS ELICH
. 5 - (EEE cisco 5 A& 2| B2 150). DHCP IIH"O H AN HERo] )

=
- 11- (£ cisco 54 ME 2| B2 152). DHCP Mo FA7} e M AERF ROl MEA
&M

. 151 - VRF O|&/VPN ID. 0| MEA 3 Z|M0i= VRF 0|&/VPN ID7} l&L|Ct.

DHCP ZU2|0|0i A DHCP MHZ | ThZ! Z{&{o A= OlOIX|ofl EAIE! Zd%{Z DHCP IHZlof U=
Chersh Mg =QIg 4 Lot

AN EH
[ (] ™ dhep.peap
dmi® R Res =7 ELIE QAQaT
| M bootp
Na, deita ipd Time Source Destination Pratocal Length Info

080808 Bx15a2 (5538) 20:39:94.897953 18.1.251.1 192.168.20.12 DHCP 396 DHCP Discover = Transaction ID @x19a3

("
=

T B.812357 @x15a4 (5548) 20:30:04.111765 18,1,251,1 192,168.29,12 DHCP 414 DHCP Request - Transaction ID @x19a3

10 10.7583. @x15a6 (5542) 20:39:14. 870566 10.1.252.1 192.168.209.12 DHCP 396 DHCP Discover - Transaction ID 8x217c

12 0.820232 Bx15a8 (5544) 28:39:14, 891269 10.1,252,1 152,168, 20,12 DHCP 414 DHCP Request - Transaction 10 @x217c

Ethernet II, Src: a@:bd:39:21:92:3F (ad:b4:30:21:092:3f), Dst: Vmware_aB:0a:ed (00:50:56:a8:0a:e4d)
Internet Protocol Version 4, Sre: 10.1.251.1, Dst: 192.168.29.12

User Datagram Protocol, Src Port: &7, Dst Port: &7

Bootstrap Protocol (Discowver)

Message type: Boot Request (1)

Hardware type: Ethernet (@x@l)

Hardware address length: &

Hops: 1

Transaction ID: @x@90919a3

Seconds elapsed: @

Bootp flags: OxB@P@, Broadcast flag (Broadcast)

Client IP address: 9.9.9.9

Your (client) IP address: 9.9.9.9 L Rela)l' Ageﬁug‘l@.g’qr

e

5 -
gelay agent IP address: 10.1.251.1 }—-""

Client MAC address: Cisco_43:34:c1 (fd:cfie2:43:34:c1)
Client hardware address padding: P0POO20POBR0Q008000
Server host name not given

Boot file name not given

Magic cookie: DHCP

FEE R

v

» Option: (53) DHCP Message Type (Discover)
» Option: (57) Maximum DHCP Message Size
» Option: (61) Client idemtifier
» Option: (12) Host Name
» Option: (55) Parameter Request List
» Option: (6@) Vendor class identifier
v Option: (82) Agent Information Option
Length: 44
v Option 82 Suboption: {1) Agent Circuit ID __-—~—‘_'_'_' Agenl Circuit ID (VN' enooded)

Length: 12 —
Ingent Circuit 10: 010a000800802775810a0000 |—
» Option 82 Suboption: (2] Agent Remote ID
» Option 82 Suboption: {151} VRF name/VPN ID B . . . R
¥ Option 82 Suboption: {158) Link selection (Cisco proprietary) __'____—-V Link Selection {DOG| from which ID address should be BSSIQHEU)

Length: 4 e
[Link selection (Cisco proprietary): 10.1.101.8 .
v Option 82 Suboption: (152) Server 1D Override (Cisco proprietary) _—» Server ID override (used for redirecting DHCP renew over relay)
Length: 4 e

I

: 18.1.181.1

A91%] 47

. 4 820l = 2HE DHCP E2 MEist T M{ollA 2HIE 2= 2 IS HHetste o st
DE HEIL A&

- O|= DHCP M7} 4 82 HEE XMEIE = U= BRI &S X|B 2ZE MHTIL O 2
M| X|Hste A2 otELIChodl: win2012 r2).

ip dhcp relay information option vpn <<< adds the VRF name/VPN ID to the option 82
ip dhcp relay information option <<< enables option 82
|

i p dhcp snooping vlan 101-102, 201-202



i p dhcp snoopi ng

!
vl an configuration 101

nmenber evpn-instance 101 vni 10101
|

interface Loopback101

vrf forwarding green

i p address 10.1.251.1 255. 255. 255. 255
!

interface VMl an101

vrf forwarding green

ip dhcp relay source-interface Loopbackl01l <<< DHCP relay source is unique Loopback
i p address 10.1.101.1 255.255.255.0
ip helper-address 192.168.20.12 <<< 192.168.20.12 - DHCP server
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File Action View Help
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¥ DHCP
4 7 win-bs529narhlv

Display Statistics...

' | New Scope...
b New Multicast Scope...

b o IP

Configure Failover...

Replicate Failover Scopes...

Define User Classes...
Define Vendor Classes...

Reconcile All Scopes...
Set Predefined Options...

View y

Refresh

Properties

Help
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New Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing IP
addresses to computers on your network.

To continue, click Next.

Cancel

2= OB, AT o213t 3 Chge MeiEfLI)




Scope Name
You have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: VIian101 Loopbacks [VNI10101]

Description: Vian101 Loopbacks [VNI10101]

2if|o| Eof CHEr IP F
ME O ZAHL 5 E + J&aLIUHER R 2710l el CHE).



IP Address Range
You define the scope address range by identifying a set of consecutive |P addresses.

—Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.

Start |P address: 0. 1 .251. 1

End IP address: 10 . 1 .251.254

—Configuration settings that propagate to DHCP Client

Length: 24 5’

Subnet mask: 20 .25.25. 0

E0i|lM ZE HPIE MRAFLICH ol SLELICH DX o™ o ZE0IAM IP FAE ETE = U
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Add Exclusions and Delay
Exclusions are addresses or a range of addresses that are not distributed by the
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the IP address range that you want to exclude. If you want to exclude a single
address, type an address in Start |P address only.

Start IP address: End IP address:

||. S l

Excluded address range:

10.1.251.1t0 10.1.251.254 Remove

Subnet delay in milli second:
=T
| =

olglxlol ZAIE Ciz &CH AlZH(ZIEHM2Z 8Y)E T+ d&LIch



Lease Duration
The lease duration specifies how long a client can use an |P address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limited to:

Days: Hours: Minutes:

| &5 [ o5 | o
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Configure DHCP Options
You have to configure the most common DHCP options before clients can use the f
scope.

When clients obtain an address, they are given DHCP options such as the IP
addresses of routers (default gateways), DNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and ovenide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?
" Yes, | want to configure these options now
& No, | will corfigure these options [ater

o|0lX|ofl ZAIE CHz HIE & d3terLct.



Activate Scope
Clients can obtain address leases only if a scope is activated. l

Do you want to activate this scope now?

¢ ¥es, | want to activate this scope now:

" No, | will activate this scope later

olO|x|oll £AIE iz HmagolMde 2tz & Lict



New Scope Wizard

Completing the New Scope
Wizard

You have successfully completed the New Scope wizard.

To provide high availability for this scope. configure failover for
the newly added scope by right clicking on the scope and
clicking on configure failover.

To close this wizard, click Finish.

..................................

..................................
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File Action View Help
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% DHCP
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New Multicast Scope...

Configure Failover...

Replicate Failover Scopes...

Define User Classes...
[ E, P Define Vendor Classes...

Reconcile All Scopes...

Set Predefined Options...

View v

Refresh

Properties

Help
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New Superscope Wizard

Welcome to the New Superscope
Wizard

This wizard helps you create a superscope, which expands
the number of IP network addresses that you canusein a
network.

A superscope allows several distinct scopes to be logically
grouped under a single name.

To continue, click Next.

Next> || [ Cancel

olOlx|oll EA|E Chz CHE {0l cHEr o|0] U= oIS MEHEfLICH



Superscope Name
You have to provide an identifying superscope name. f

Name: IVIan101 [VNI10101] superscope]

CHH {0 FIHE HYIE MEELICH



Select Scopes
You create a superscope by building a collection of scopes.

Select one or more scopes from the list to add to the superscope.

Available scopes:
[10.1.251.0] Vian101 Loopbacks [VNI10101]

olOlx|ol EA|IE HE MHEE 2tEFLICH



New Superscope Wizard

Completing the New Superscope

Wizard

You have successfully completed
wizard.

the New Superscope

The following superscope will be created:

Name:

I-t..!-l-l-

Scopes included in this superscope:

To close this wizard, click Finish.

[10.1.251.0] Vlan101 Loopbacks [VNI10101]

< Back ' Finish || Cancel
= = iz o = o = ~ = = =
IP F=4A7 8YE DHCP £2 MAMEILICH 0RA QEX THEE 225t M WY B ML
T2 ZAIE Ao Z&Lct
fo'd DHCP
File Action View Help
G e | ¥ & BmE B®
r:? DHCP Contents of Superscope Status Description
4 J win-bs529narhlv o Scope [10.1.251.0] VIan101 Leo.. ™ Active ™™ Vian101 Loopbacks [VNIT0101]
4 B IPva
G | Superscope e 0T DAMIAIAT csaiein
b g Scope | Display Statistics... no1
- Server OF'T{ New Scope...
Pelicies -
p @ Filters Cenfigure Failover...
2 _-‘. IPvé Deactivate
View 4
Delete
Refresh
Export List...
Properties
Help
— o o =
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New Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing IP
addresses to computers on your network.

To continue, click Next.

Bacl Next > Cancel
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Scope Name
You have to provide an identifying scope name. You also have the option of providing
a description

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: Wan101 DHCP scope [VNI10101]

Description: Vian101 DHCP scope [VNI10101]|
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IP Address Range
You define the scope address range by identifying a set of consecutive |P addresses. [

— Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.

Start IP address: 0.1 .101. 1

End IP address: 10 . 1 .101.254

— Configuration settings that propagate to DHCP Client

Length:

255.295.295. 0

olO|x|ofl EAIE CHE Z0flM DEFAULT HO|Ef0|Q] IP FAE F I LICHO| ool M=
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Add Exclusions and Delay
Exclusions are addresses or a range of addresses that are not distributed by the
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the |IP address range that you want to exclude. If you want to exclude a single
address, type an address in Start IP address only.

Start |P address: End IP address:

(r- . . N

Excluded address range:

Address 10.1.101.1 Remove

ololxfoll ZA|El CH= CH EO|HE RIEELICH



Lease Duration
The lease duration specifies how long a client can use an |P address from this scope. |

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.

Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limited to:

Days: Hours: Minutes:

| B | o | o
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Configure DHCP Options
You have to configure the most common DHCP options before clients can use the f
scope.

When clients obtain an address, they are given DHCP options such as the IP
addresses of routers (default gateways), DNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and ovenide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?
" Yes, | want to configure these options now
o No Iwicorﬁgl.let!'mecpﬁshslate@
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New Scope Wizard

Completing the New Scope
Wizard
You have successfully completed the New Scope wizard.

Before clients can receive addresses you need to do the
following:

1. Add any scope specific options (optional).

2. Activate the scope.

To provide high availability for this scope, configure failover for
the newly added scope by right clicking on the scope and
clicking on configure failover.

To close this wizard, click Finish.

..................................

< Back " Finish ‘l Cancel

..................................

- G| M AR 34 ID [1]01(7F) Y RIE

. 0924 Vian/VNIZ7t Q= A< a0l IP A0 cHt 5t EF ZF VLAN/VNIO| CHEH & ol CHEt
AM 1P H7t ZEE =HES st oF FLICH

. 0| oflof A= VNI 10101 2! 10102

A 20R| HH:

ip dhcp relay information option vpn <<< add the VRF name/VPN ID to the option 82
ip dhcp relay information option <<< enables option 82
!
i p dhcp snooping vlan 101-102, 201- 202

i p dhcp snooping

!
vl an configuration 101

nenber evpn-instance 101 vni 10101

|

interface Loopbackl01l

vrf forwardi ng green

i p address 10.1.251.1 255. 255. 255. 255

!

interface Loopbackl02

vrf forwardi ng green

i p address 10. 1.251.2 255. 255. 255. 255



1
interface Vlanl01

vrf forwarding green

ip dhcp relay source-interface Loopbackl0l <<< DHCP relay source is unique Loopbackl01l
i p address 10.1.101.1 255.255.255.0

ip helper-address 192.168.20.12 <<< 192.168.20.12 - DHCP server

1

interface Vl1anl02

vrf forwarding green

ip dhcp relay source-interface Loopbackl02 <<< DHCP relay source is unique Loopbackl02
i p address 10.1.101.1 255.255.255.0

ip helper-address 192.168.20.12 <<< 192.168.20.12 - DHCP server

File Action View Help

o) HE X2 &= HE ®

@ DHCP
4 5 WIN-BS529NARH1V.EVPNDHCPTEST.com
4 3 IPv4
4| | Superscope VIan102 [VNI10102] superscope

b || Scope[10.1.102.0] Vlan102 DHCP scope [VNI10102]
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4| | Superscope VIan101 [VNI10101] superscope
b [ Scope[10.1.101.0] VIan101 DHCP scope [VNI10101]
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| Policies

p ¥ Filters
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File Action View Help
L A ol WEREY

‘@ DHCP
4 5 WIN-BS529NARH1V
4 3 IPv4
4 || Superscope Vlan101 [VNI10101] superscope
4 E% Scope [10.1.101.0] VIan101 DHCP scope [VNI10101]
'} Address Pool
& Address Leases
b Reservations

., Scope Options

& Poli New Pol
b [@ Scope| sl do [VNI10101]
(.3 Server Optie Deactivate
1| Policies e »
b Filters
b % IPvé Refresh

Export List...
Help
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Policy based IP Address and Option Assignment

This feature allows you to distribute configurable settings (IP address, DHCP options) to
clients based on certain condttions (g.g. vendor class, user class, MAC address, etc ).

This wizard will guide you setting up a new policy. Provide a name (e.g. VoIP Phone
Configuration Policy) and description (e.g. NTP Server option for VoIP Phones) for your
policy.

Policy Name: Vian101 [VNI10101] Option 82

Description: Vian101 [VNI10101] Option 82|

ololxfol ZAIE Tz M =& FIHELICH



Configure Conditions for the policy @J

A policy consists of one or more conditions and a set of configuration settings (options, IP
Address) that are distributed to the client. The DHCP server delivers these specffic
settings to clients that match these conditions.

oApoIicywith conditions based on fully qualified domain name can have
configuration settings for DNS but not for options or IP address ranges.

Conditions | Operator | Value

Remove

ololx|ol ZAIE CHz XA &

Z IDE YUY LICHRA[YETIE FI7H*) HAHE LX| Ot AIR).



DHCP Policy Configuration Wizard

Specify a condition for the policy being configured. Select a criteria, operator
and values for the condition.

Relay Agent Information

Operator: |Equals

— Value (in hex)

" Relay Agent Information: I

(¢ Agent Circuit ID:  |010a

(" Agent Remote ID:

(" Subscriber ID:

[~ Prefix wildcard(")
v Append wildcard(®)

Ol =AHE MEAEH O|Rofl CHEF EE:

Wireshark0i A1 010a000800002775010a00002t Z2 0f|0|ME 2[Z IDE £ + U&LICH 047]A
O| Zto| m4ELICH00002775 16%!4= = 10101 10%I4== VLAN 10101 CHaH T+ 44E VNI 101012t

43).



v Option: (82) Agent Information Option
Length: 44

v Option 82 Suboption: (1) Agent Circuit ID
Length: 12

|Agent Circuit 1D: @1@a@@@8@@@9277501@a@@@@|

» Option 82 Suboption: (2) Agent Remote ID
» Option 82 Suboption: (151) VRF name/VPN ID
v Option 82 Suboption: (150) Link selection (Cisco proprietary)

Length: 4
Link selection (Cisco proprietary): 10.1.101.0

v Option 82 Suboption: (152) Server ID Override (Cisco proprietary)
Length: 4

Server ID Override (Cisco proprietary): 10.1.101.1

of0|ME 3|2 ID MEAIRIM2 VXLAN VNO|| CHSH CHS @HAlo 2 QI EEL|Ct

O H
MeEEXM e Zo| 32 IDs" 4o VNI =] =] E
1HFO|E  1H}O|E 1HIO|E 1H}O|E 4H}O|E 2 HIO|E 2 HIO|E
01 0a 00 08 00002775 * *



Configure Conditions for the policy @

A policy consists of one or more conditions and a set of configuration settings (options, IP
Address) that are distributed to the client. The DHCP server delivers these specffic
settings to clients that match these conditions.

o A policy with conditions based on fully qualified domain name can have
configuration settings for DNS but not for options or |P address ranges.

Conditions Operator Value
Relay Agent Information - A... Equals 010A000800002775°

P FA7F EEEE 1P HE FHELICH o] Zu|adolMo] gie™ B Helol #IE + els
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Configure settings for the policy

applied.

If the conditions specified in the policy match a client request, the settings will be @

A scope can be subdivided into multiple IP address ranges. Clients that match the conditions
defined in a policy will be issued an |IP Address from the specified range.

Configure the start and end |IP address for the range. The start and end |P addresses for the

range must be within the start and end |P addresses of the scope.

The cument scope |P address range is 10.1.101.1-10.1.101.254

If an IP address range is not configured for the policy, policy clients will be issued an IP

address from the scope range.
Do you want to configure an IP address range for the policy:

Start IPaddress: | 10. 1 .101. 1
End IP address: | 10 . 1 .101.254|

Percentage of IP address range: 100.0

% Yes

" No




Configure settings for the policy
If the conditions specified in the policy match a client request, the settings will be

applied.

Vendor class: DHCP Standard Options

Available Options " Description
[J 002 Time Offset UTC offset in seconds

[J 003 Router Amray of router addresses order

[J 004 Time Server  of time server addresses,
>

<

v

—Data entry
Long:
[0

o|O|x|oi EA|El CHZ Finish(OI&)& M=4gfL|Ct



A new policy will be created with the following properties. To configure DNS settings.,
view properties of the policy and click the DNS tab.

Name: Vian101 [VNI10101] Option 82
Description: Vian101 [VNI10101] Option 82

Conditions: OR of
Conditions Operator
Relay Agent Infformation - A... Equals




& DHCP
4 5 WIN-BS529NARH1V.EVPNDHCPTEST.com
4 T IPv4
4 || Superscope VXLAN Fabric

b | Scope[10.1.101.0] VIan101 DHCP scope [VNI10101]
p || Scope[10.1.102.0] Vlan102 DHCP Scope [VNI10102]
b g >cope[10.1.251.0] Relay IP Loopbacks|
p | Scope[10.2.201.0] VIan201 DHCP scope [VNI10201]
b | | Scope[10.2.202.0] VIan202 DHCP scope [VNI10202]
-3 Server Options
| Policies

b ¥ Filters
b i IPvE

O| AlLt2|0ME VTEPY VNI/SVIYE &tLto| g8t £ = Ei0| ofL|2} VTEPY 3stLtC| R8P
A0SV $0f Al2E £ Q& LLCt.

A Qx| AH:

ip dhcp relay information option vpn <<< adds the VRF name/VPN ID to the option 82
ip dhcp relay information option <<< enables option 82

!
i p dhcp snooping vlan 101-102, 201- 202

i p dhcp snooping

!
vl an configuration 101

menber evpn-instance 101 vni 10101

|

interface Loopbackl01l

vrf forwarding green

i p address 10.1.251.1 255. 255. 255. 255

!

interface Vlanl01l

vrf forwarding green

ip dhcp relay source-interface Loopbackl01l <<< DHCP relay source

i p address 10.1.101.1 255.255.255.0

ip helper-address 192.168.20.12 <<< 192.168.20.12 - DHCP server
!

interface Vlanl02

vrf forwarding green

ip dhcp relay source-interface Loopbackl01l <<< DHCP relay source

i p address 10.1.101.1 255.255.255.0

ip helper-address 192.168.20.12 <<< 192.168.20.12 - DHCP server

Windows Server 2016 T4

- Windows Server 20162 M 82 &t &4 5(Cisco & 150) "Link selection(&3 MEH)"ES K|
HELct o= & MEiol| 1 REt 2ol IP FAE AFESHR| S 2 2l0(FLIct. chal "Link
selection(Z 3 MEH)" 519 SMO0| AAE (22 Zix|T32|0[M0| CHE ZtASHE LICEH

- 2g|o] IP =401 CHEF Z0| Fot = B2, 2EX| o™ DHCP IHZ! 0] 0 H (ot UX|
stx| et ME|=[X| & LICt
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< DHCP
File Action View Help

e | 2@ E | A E

% DHCP
v 3 WIN-IC90QQIUTES.EVPNDHCPTEST2016.com

~ Display Statistics...

< | NewsScope..

New Multicast Scope...

Configure Failover...

Replicate Failover Scopes...

Define User Classes...

Define Vendor Classes...
Reconcile All Scopes...
Set Predefined Options...
View

Refresh

Properties

Help
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New Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing IP
addresses to computers on your network.

To continue, click Next.

o|O|x[o EAIE CHz H2lofl CHEF 20| U= 0lF & dHS MEfELICH

Cancel




New Scope Wizard

Scope Name

You have to provide an identifying scope name. You also have the option of providing @
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: Relay ip pool

Description: Relay ip pool|

< Back Ned> || | Cancel

o
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New Scope Wizard

IP Address Range
You define the scope address range by identifying a set of consecutive IP addresses.

—Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.
! =50: 1

Start IP address: 10 .
10 . 1 .251.2%4

End IP address:

—Configuration settings that propagate to DHCP Client

Length: [ 24+
Subnet mask: 255.255.255. 0

<Back | Met> ]| | Cance

SR =S HRoAM 2 E HRIE MLl

3t
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New Scope Wizard

Add Exclusions and Delay

Exclusions are addresses or a range of addresses that are not distributed by the
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

N

Type the |P address range that you want to exclude.

address, type an address in Start |P address only.
Start IP address: End IP address:
| | . .. |

Excluded address range:

10.1.251.1to 10.1.251.254

if you want to exclude a single

Add

Remove

Subnet delay in milli second:

F=T
| o=
<Back | Net> || Cancel
o|0fx|ofl Z A€l CHZ DNS/WINS etc O{7H#H (0] ool M= & E) M MEHE £+ AU&LIT




New Scope Wizard

Configure DHCP Options

You have to configure the most common DHCP options before clients can use the @
scope.

When clients obtain an address, they are given DHCP options such as the IP

addresses of routers (default gateways), DNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and ovemide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

" Yes, | want to configure these options now

(v ;No, | will configure these options later:

< Back ' Next > Cancel

o|O|x|of EAIEl CHE Finish(Ot &) & M=4gfL|CtH



New Scope Wizard

Completing the New Scope
Wizard
You have successfully completed the New Scope wizard.

Before clients can receive addresses you need to do the
following:

1. Add any scope specffic options (optional).
2. Activate the scope.

To provide high availability for this scope, configure failover for
the newly added scope by right clicking on the scope and
clicking on configure failover.

To close this wizard, click Finish.

< Back [ Finish Cancel

O|x| 2eflo] M7t EHIZIAR&LICE
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¥ DHCP

File Action View Help

| B _' Q) = E |;|I;P
:..; D_HCP Contents of DHCP Server Status Description Failov
v B ‘nfl|\||F-\|C."-}.JQQ|UTEB.EVPNDHCPTESTEUIﬁ.com [ g Scope [10.1.251.0] Relay ip pool ** Active ™ Relay ip pool
- Display Statistics... - . Server Optiens
1. Policies
New Scope... ¥ Filters

Mew Superscope...

= Mew Multicast Scope...

Configure Failover...

Replicate Failover Scopes...

U Define User Classes...

Define Vendor Classes...

Reconcile All Scopes...

Set Predefined Options...

View »
Refresh

Export List...

Properties

Help

o|O|x[ol ZAIE CHz CHg & MEELICH

New Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing IP
addresses to computers on your network.

To continue, click Next.

Back Next > Cancel
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New Scope Wizard

Scope Name
You have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: Vian101 [VNI10101] pool

Description: Vian101 [VNI10101] pool|

< Back Net> |  Cancel
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New Scope Wizard

IP Address Range
You define the scope address range by identifying a set of consecutive IP addresses.

— Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.
Start |P address: 0.1 .101. 1

End IP address: 10 . 1 .101.254

— Configuration settings that propagate to DHCP Client

Length: 24+

Subnet mask: 255.255.255. 0

<Back [ Net> ||| Cancel
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New Scope Wizard

Add Exclusions and Delay

Exclusions are addresses or a range of addresses that are not distributed by the @
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the IP address range that you want to exclude. If you want to exclude a single
address, type an address in Start |P address only.

_Start IP address: _End IP address:

| | . .. | S Add
Excluded address range:

Address 10.1.101.1 Remove

Subnet delay in milli second:

| 0+

<Back | Net> || Cancel

o|0|X[o EAIE CHZ CH AlZhE AE gL



New Scope Wizard

Lease Duration
The lease duration specifies how long a client can use an IP address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.

Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limited to:

Days: Hours: Minutes:
| B | o [ o

< Back Next > || Cancel
DNS/WINS St Z2 7} of7f#H+E o|O|X|ofl ZEA|E CHE 78 &= U&LICHOo| o= A
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New Scope Wizard

Configure DHCP Options

You have to configure the most common DHCP options before clients can use the
scope.

N

When clients obtain an address, they are given DHCP options such as the IP

addresses of routers (default gateways), DNS servers, and WINS settings for that
scope.

Server Options folder for this server.
Do you want to configure the DHCP options for this scope now?
" Yes, | want to configure these options now

(* iNo. | will configure these options later

The settings you select here are for this scope and ovemide settings configured in the

< Back Next >

Cancel

OlO|X|oll ZEAIE CHE MM E & =E5I24™ FinishE ME{gfLICH



New Scope Wizard

Completing the New Scope
Wizard
You have successfully completed the New Scope wizard.

Before clients can receive addresses you need to do the
following:

1. Add any scope specific options (optional).

2. Activate the scope.

To provide high availability for this scope, configure failover for
the newly added scope by right clicking on the scope and

clicking on configure failover.

To close this wizard, click Finish.

2lgo] IP =4 E0| FHEIX|
MElS Jlgte 2 BhLict

Ol

AgAomM 16Tle-= LRISHK| eE&LICH & M2 stel &M E

S

IO = A i = = i = A
MEZ2 F7He = e, o|0|x|of ZA[E CH= F7} Zdm|el|o|Mo| R3] et&LICh.
¥ DHCP
File Action View Help
e nmE R 2| HEER B
‘?, E_'HCP Contents of DHCP Server Status Description
il “;',"“:;?DQQ'UTE&E‘WDHCPTESTED"""U““ 151 Scope [10.1,102.0] VIan102 [VNI10102] po.. ** Active ™ VIan102 [VNI10102] poel
v VS T Ve Toe 005 : ] Scope [10.1.101.0] Vian101 [VNI10101] pool ™ Active ™ Vian101 [VNIT0101] pool
I =cope B v | Apoo [ @5cope [10.1.251.0] Relay ip pool ** Active ** Relay ip pool

| Scope[10.1.101.0] Vlan101 [VNI10101] pool
o Scope [10.1.251.0] Relay ip pool

|3 Server Options

1] Policies

3 Server Options
i Policies
T Filters

B IPv6

Linux DHCP A{tH

¥ Filters

Linux0l| M isc-dhcp-serverd CHet 41X 20| M E HEFLICH.



. 2lgj[o] S4M 828 X[HFLICE of7|M 7tE 528t A2 23 ME 51| SMULICH §H EE
of CH3l oflO|ME &|M ID HE R 16Tl DtA /YR U E +-E + Q&Lchod:
win201201| CH3H 3E). AF Xl 2o B HE R M ID HEE 2 AF85te RELC
82[5]1& At&3st= Zdo| EM &&LCt.

- 23 ME MEAIEMO| AT oM HEY! Holo M =~ E LC.
0| oflofl A= ISC A7t Ubuntu Linux0oill A AFSElLICE.

DHCP MHE M X[EFLICt.

apt-get install isc-dhcp-server

DHCP MHHE 744524 /etc/dhcp/dhepd.conf2 HEIBILICE (Vim HE7|E ofxoll AL E

vi m /et c/ dhcp/ dhcpd. conf
Td snip(it TFH2 A=)

subnet 10.1.101.0 netmask 255.255.255.0 {
option agent.link-selection 10.1.101.0; <<< suboption 82[5] definition

option routers 10.1.101. 1;
option subnet-mask 255.255. 255. 0;

range 10.1.101.16 10.1.101. 254;
}

subnet 10.1.102.0 netmask 255.255.255.0 {
option agent.link-selection 10.1.102.0; <<< suboption 82[5] definition

option routers 10.1.102.1;
option subnet-mask 255.255. 255. 0;

range 10.1.102.16 10.1.102. 254;
}

subnet 10.2.201.0 netmask 255.255.255.0 {
option agent.link-selection 10.2.201.0; <<< suboption 82[5] definition

option routers 10.2.201. 1;
opti on subnet-mask 255.255. 255. 0;

range 10.2.201.16 10. 2. 201. 254;
}

subnet 10.2.202.0 netmask 255.255.255.0 {
option agent.link-selection 10.2.202.0; <<< suboption 82[5] definition

option routers 10.2.202. 1;
option subnet-mask 255.255. 255. 0;

range 10.2.202.16 10. 2. 202. 254;
}

AR M
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1. DHCP 22}0|ME &= E|'HE VRFO| /204 DHCP MHE Layer 3 7|8 VRFOI| /d&LICH
2. DHCP 22}0|¢E & B E VRFO] ?AQD# DHCP MHE S8t EIHE VRFO| Q&LICH
3. DHCP EEPOIOJEﬂ E'ZE VRFO| ! DHCP A7t CHE EIHE VRFO| /US
4. DHCP Z2}0|¢E £ E|HWE VRFO| 911 DHCP MEHE 7|£0] ofl H| VXLAN VRFO| &
L{Ct
o248t AlLtZ|2 2| B AQ|x| Z0iA DHCP &&{|o] Ziz|adio|40| EREtL|Ct

b g 244 #1320 Cfet DHCP Z T80 iLCt,

ip dhcp relay information option <<< Enables insertion of option 82 into the packet
ip dhcp relay infornation option vpn <<< Enables insertion of vpn name/id to the packet - option
82[151]

7|2Mo 2 M 82 512 =M Link Selection 2! Server ID Override= 7|2X 2 2 Cisco 2% ME
olL|Ch(ZHzt 150 T 152).

v Option: (82) Agent Information Option
Length: 44

» Option 82 Suboption: (1) Agent Circuit ID

» Option 82 Suboption: (2) Agent Remote ID

» Option 82 Suboption: (151) VRF name/VPN ID

» Option 82 Suboption: (150) Link selection (Cisco proprietary)

» Option 82 Suboption: (152) Server ID Override (Cisco proprietary)
O{E O|R2E DHCP AtH7 Cisco = &M= O|alistX| XotTH E& SHo= HEE = U&L

Ct.

ip dhcp compatibility suboption link-selection standard <<< "Link Sel ection" suboption
ip dhcp compatibility suboption server-override standard <<< "Server |D Override" suboption

v Option: (82) Agent Information Option

Length: 44

Option 82 Suboption: (1) Agent Circuit ID
Option 82 Suboption: (2) Agent Remote ID
Option 82 Suboption: (151) VRF name/VPN ID
Option 82 Suboption: (5) Link selection
Option 82 Suboption: (11) Server ID Override
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ip dhcp snooping vlan 101-102, 201-202
i p dhcp snoopi ng

DHCP-relay source-interface 13 Z4I|I12|0|ME A& = U &LIC.



ip dhcp-relay source-interface Loopbackl01

= QEmOo|AEE FEY £ U&LICHAEH O|A HI|Tefo|M2 ™M AT|adolME MH

o|gtLc}).

interface Vlanl01

vrf forwardi ng green

ip dhcp relay source-interface Loopbackl0l <<< DHCP source-interface
ip address 10.1.101.1 255.255.255.0

i p hel per-address 192. 168. 20. 20

IP 14 b/w EEi|0] IP A8 DHCP M7t ez QJeEX| FlgfL .

Leaf-01l1l#ping vrf green 192.168.20.20 source 1lol01

Type escape sequence to abort.

Sending 5, 100-byte | CMP Echos to 192.168.20.20, tinmeout is 2 seconds:
Packet sent with a source address of 10.1.251.1

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns
RIE{m|O|A ZAm| el o[ Mol A DHCP MEe| FA7t T ELICH o] B-o= 374K §M0|
4 2l&Lich 22tolE et MiE 53t VRFO] 2laLct

0
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interface VMl an101
vrf forwardi ng green
ip dhcp relay source-interface Loopbackl101
ip address 10.1.101.1 255.255.255.0
ip helper-address 192.168.20.20 <<< DHCP server ip address

Zet0|HUESL MHE MZ CHE VRFO| J&LICHO| Kol ME S40| ZEI0[AE, WZHYOf A

interface Vl anl01

vrf forwardi ng green

ip dhcp relay source-interface Loopbackl01

ip address 10.1.101.1 255.255.255.0

ip helper-address vrf red 192.168.20.20 <<< DHCP server is reachable over vrf RED
end

VRF2Q| 22+0|21E & GRT(Global Routing Table)2| A{H:

interface Ml an101

vrf forwardi ng green

ip dhcp relay source-interface Loopbackl101

ip address 10.1.101.1 255.255.255.0

i p hel per-address global 192.168.20.20 <<< DHCP server is reachable over global routing table
end

Ol ZE S4dofl CHEh LR QI Hm|Tsolde A E &L

DHCP Z2}0[21E7} B E VRFo| {1 DHCP ME7} Layer 3 7|& VRFO| &

0| B2, GRTL| LooE= Zd|0] AA0|Ct DHCP 2|0l Y& QIE{H| 0| A0 CHEH HMUxo 2 +
A E]| | }
[l — | .

o & S04, vian101 BHL| Z2 "IP DHCP &f|0] & A-QIE{H|0|A F Lo 0l 2 &/ X[ T
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ip dhcp-relay source-interface Loopback0
ip dhcp relay information option vpn
ip dhcp relay information option

<<< DHCP relay source interface is Lo0
<<< adds the vpn suboption to option 82
<<< enables DHCP option 82

ip dhcp compatibility suboption link-selection standard <<< switch to standard option 82[5]

ip dhcp compatibility suboption server-override standard <<< switch to standard option 82[11]

ip dhcp snooping vlan 101-102,201-202
ip dhcp snooping
1
interface Loopback0
i p address 172.16. 255. 3 255. 255. 255. 255
ip ospf 1 area O
1
interface Vlanlo01l
vrf forwarding green
i p address 10.1.101.1 255.255.255.0
i p hel per-address global 192. 168. 20. 20
1
interface Vlanl02
vrf forwarding green
i p dhcp relay source-interface LoopbackO
i p address 10.1.102.1 255.255.255.0
i p hel per-address global 192. 168. 20. 20
1
interface Vlan201
vrf forwarding red
ip dhcp relay source-interface LoopbackO
i p address 10.2.201.1 255.255.255.0
i p hel per-address global 192. 168. 20. 20

(2t A DHCP 22f|0] %2 GRTE Sdlf &

CHELICH

vlan1012| A<

<<< enables dhcp snooping for vlans
<<< enables dhcp snooping globally

<<< DHCP is reachable over GRT

<<< DHCP is reachable over GRT

<<< DHCP is reachable over GRT

SRC IP/DST IPE Sl M& X2 ot @l 42



[ NON ] 7 dheg
aAm e RE e EF I EF @4 QaqE
[Hbootp

No. delta ip.id Time Source Destination

4 v vYVYY

1 0.000000 @x8bb7 (35767)

i LD

23:09:5

0.565098
d.565355

2 A ATINAELe AvQkkO 207801

172.16.255.3

MAsMOEMA ETEATD 172 1& IEE 2

Frame 1: 396 bytes on wire (3168 bits), 396 bytes captured (3168 bits)
Ethernet II, Src: a@:b4:39:21:92:3f (a®:b4:39:21:92:3f), Dst: Vmware_aB:b8:b4 (00:50:56:a8:b8:b4)

|Internet Protocol Version 4, Src: 172.16.255.3, Dst: 192.168.29.28]

User Datagram Protocol, Src Port: 67, Dst Port: 67
Bootstrap Protocol (Discover)

41 Y vVVYVYY

Message type: Boot Request (1)

Hardware type: Ethernet (@x@l)

Hardware address length: 6

Hops: 1

Transaction ID: @x@80007f3

Seconds elapsed: @

Bootp flags: @x8000, Broadcast flag (Broadcast)

Client IP address: 0.0.0.0

Your (client) IP address: 0.0.0.0

Next server IP address: 0.0.0.0

Relay agent IP address: 172.16.255.3

Client MAC address: Cisco_43:34:c1 (fd:cf:e2:43:34:¢1)

Client hardware address padding: 00000000000000000000

Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)
Length: 1
DHCP: Discover (1)

Option: (57) Maximum DHCP Message Size

Option: (61) Client identifier

Option: (12) Host Name

Option: (55) Parameter Request List

Option: (6@) Vendor class identifier

Option: (82) Agent Information Option

Length: 44

Option 82 Suboption: (1) Agent Circuit ID

Option 82 Suboption: (2) Agent Remote ID

Option 82 Suboption: (151) VRF name/VPN ID

d|v v v

Option 82 Suboption: (5) Link selection
Length: 4
Link selection: 10.1.101.0

>

» Option 82 Suboption: (11) Server ID Override
Option: (255) End

. Vlan1022| A<

192.168.20.20

LiL.

1072 182 24 A




» Frame 8: 396 bytes on wire (3168 bits), 396 bytes captured (3168 bits)
» Ethernet II, Src: a@:b4:39:21:92:3f (a@:b4:39:21:92:3f), Dst: Vmware_a8:b8:b4 (00:50:56:a8:b8:b4)
|p Internet Protocol Version 4, Src: 172.16.255.3, Dst: 192.168.20.2@|
» User Datagram Protocol, Src Port: 67, Dst Port: 67
v Bootstrap Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (@x01)
Hardware address length: 6
Hops: 1
Transaction ID: 0x000007f4
Seconds elapsed: @
» Bootp flags: @x8008, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0
Your (client) IP address: 0.0.0.0
Next server IP address: 0.0.0.0
Relay agent IP address: 172.16.255.3
Client MAC address: Cisco_43:34:c3 (fd:cf:e2:43:34:¢3)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (60) Vendor class identifier
Length: 8
Vendor class identifier: ciscopnp
v Option: (82) Agent Information Option
Length: 44
Option 82 Suboption: (1) Agent Circuit ID
Option 82 Suboption: (2) Agent Remote ID
Option 82 Suboption: (151) VRF name/VPN ID
Uption 82 Suboption: (5) Link selection
Length: 4
Link selection: 10.1.102.0
» Option 82 Suboption: (11) Server ID Override
v Option: (255) End
Option End: 255

4 vVvYvYYY

dvwyyw

VIan2012| ZA(VLAN 101 & 1029} OF&H7FR|2 = A40| O il vrf WZHM o 2 T A|E):



» Frame 19: 394 bytes on wire (3152 bits), 394 bytes captured (3152 bits)
» Ethernet II, Src: a@:b4:39:21:92:3f (a@:b4:39:21:92:3f), Dst: Vmware_a8:b8:b4 (00:50:56:a8:b8:b4)
[» Internet Protocol Version 4, Src: 172.16.255.3, Dst: 192.168.20.20|
» User Datagram Protocol, Src Port: 67, Dst Port: 67
v Bootstrap Protocol (Discover)
Message type: Boot Reguest (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: 1
Transaction ID: @x00008cch
Seconds elapsed: 0
» Bootp flags: @x8000, Broadcast flag (Broadcast)
Client IP address: ©.0.0.0
Your (client) IP address: 0.0.0.0
Next server IP address: 9.0.0.0
Relay agent IP address: 172.16.255.3
Client MAC address: Cisco_43:34:c4 (fd:cf:e2:43:34:c4)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (6@) Vendor class identifier
Option: (82) Agent Information Option
Length: 42
Option 82 Suboption: (1) Agent Circuit ID
Option 82 Suboption: (2) Agent Remote ID
Option 82 Suboption: (151) VRF name/VPN ID
Option 82 Suboption: (5) Link selection
Length: 4
Link selection: 10.2.201.0
» Option 82 Suboption: (11) Server ID Override
» Option: (255) End

4 Yy VVYVYYY

4y v v

IHZ! Z4%{= Spine-010{|lM QIE{H 0| A0 M Leaf-01 2 7tR{gt&LICt.

Spine-01#sh mon cap TAC buff br | i DHCP

5401 4.402431 172.16.255.3 b F*R 192. 168. 20. 20 DHCP 396 DHCP Discover - Transaction |ID Ox1feb
5403 4.403134 192.168. 20. 20 b"F*R 172. 16. 255. 3 DHCP 362 DHCP Offer - Transaction |ID Ox1feb
5416 4.418117 172.16. 255.3 b~ F*R 192. 168. 20. 20 DHCP 414 DHCP Request - Transaction |ID Oxlfeb
5418 4.418608 192.168. 20. 20 b"F*R 172. 16. 255. 3 DHCP 362 DHCP ACK - Transaction |ID Ox1lfeb

F0{2| DHCP I{Z!2 VXLAN Zi&3st7} Qi IPQILCY.

Spine-01l#sh mon cap TAC buff det | b Frame 5401:

Franme 5401: 396 bytes on wire (3168 bits), 396 bytes captured (3168 bits) on interface 0O
<...skip...>

[Protocols in frame: eth:ethertype:ip:udp:dhcpl

Ethernet II, Src: 10:b3:d5:6a:8f:e4 (10:b3:d5:6a:8f:e4), Dst: 7c:21:0d4:92:b2:e4
(7c:21:0d4:92:b2:e4)

<...skip...>

Internet Protocol Version 4, Src: 172.16.255.3, Dst: 192.168.20.20

<...skip...>

User Datagram Protocol, Src Port: 67, Dst Port: 67

<...skip...>

Dynamic Host Configuration Protocol (Discover)

<...skip...>
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ip dhcp relay information option vpn <<< adds the vpn suboption to option 82
ip dhcp relay information option <<< enables DHCP option 82

ip dhcp compatibility suboption link-selection standard <<< switch to standard option 82[5]

ip dhcp compatibility suboption server-override standard <<< switch to standard option 82[11]

ip dhcp snooping vlan 101-102,201-202 <<< enables dhcp snooping for vlans

ip dhcp snooping <<< enables dhcp snooping globally

interface Loopbackl01l
vrf forwarding green

i p address 10.1.251.1 255. 255. 255. 255

1

interface Vlanlo01l

vrf forwarding green

i p dhcp relay source-interface Loopbackl01

i p address 10.1.101.1 255.255.255.0

ip helper-address 192.168.20.20 <<< DHCP is reachable over vrf green
1

interface Vlanl02

vrf forwarding green

i p dhcp relay source-interface Loopbackl01

i p address 10.1.102.1 255.255.255.0

ip helper-address 192.168.20.20 <<< DHCP is reachable over vrf green

vlan1012| A<



4 vV Vv VI

Frame 1: 396 bytes on wire (3168 bits), 396 bytes captured (3168 bits)

Ethernet II, Src: a@:b4:39:21:92:3f (a@:b4:39:21:92:3f), Dst: Vmware_a8:b8:b4 (00:50:56:a8:b8:b4)

lInternet Protocol Version 4, Src: 10.1.251.1, Dst: 192.168.20.20|

User Datagram Protocol, Src Port: 67, Dst Port: 67
Bootstrap Protocol (Discover)

4 vy vyyYy vy vy

>

Message type: Boot Request (1)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: 1

Transaction ID: 0x@000016¢cc

Seconds elapsed: @

Bootp flags: @x8000, Broadcast flag (Broadcast)
Client IP address: 9.0.0.0

Your (client) IP address: 0.0.0.9

Next server IP address: 0.0.0.0

Relay agent IP address: 10.1.251.1

Client MAC address: Cisco_43:34:cl (f4:cf:e2:43:34:c1)
Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size

Option: (61) Client identifier

Option: (12) Host Name

Option: (55) Parameter Request List

Option: (6@8) Vendor class identifier

Option: (82) Agent Information Option

Length: 44

Option 82 Suboption: (1) Agent Circuit ID
Option 82 Suboption: (2) Agent Remote ID
Option 82 Suboption: (151) VRF name/VPN ID

4qv v ¥

Option 82 Suboption: (5) Link selection
Length: 4
Link selection: 10.1.101.0

» Option 82 Suboption: (11) Server ID Override
Option: (255) End

vlan1022| B



» Frame 5: 396 bytes on wire (3168 bits), 396 bytes captured (3168 bits)
» Ethernet II, Src: a@:b4:39:21:92:3f (a@:b4:39:21:92:3f), Dst: Vmware_a8:b8:b4 (00:50:56:a8:b8:b4)
» |Internet Protocol Version 4, Src: 10.1.251.1, Dst: 192.168.20.20|
» User Datagram Protocol, Src Port: 67, Dst Port: 67
v Bootstrap Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (@x@1)
Hardware address length: 6
Hops: 1
Transaction ID: @x000016cd
Seconds elapsed: @
» Bootp flags: 8x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0
Your (client) IP address: ©.0.0.0
Next server IP address: 0.0.0.9
Relay agent IP address: 10.1.251.1
Client MAC address: Cisco_43:34:c3 (fd:cf:e2:43:34:c3)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (60) Vendor class identifier
Length: 8
Vendor class identifier: ciscopnp
v Option: (82) Agent Information Option
Length: 44
Option 82 Suboption: (1) Agent Circuit ID
Option 82 Suboption: (2) Agent Remote ID
Option 82 Suboption: (151) VRF name/VPN ID
Option 82 Suboption: (5) Link selection
Length: 4
Link selection: 10.1.102.0
» Option 82 Suboption: (11) Server ID Override
v Option: (255) End
Option End: 255

4 vy vyvYyYVvYYy

4q|vy v Vv

Spine-01-Leaf-01 QIE{H|O|A o THZ! Z4R:

Spine-01#sh monitor capture TAC buffer brief | i DHCP

2 4.287466 10.1.251.1 b"F*R 192. 168. 20. 20 DHCP 446 DHCP Di scover - Transaction | D 0x1894
3 4.288258 192.168.20.20 b F*R 10.1.251.1 DHCP 412 DHCP Ofer - Transaction | D 0x1894

4 4.307550 10.1.251.1 b "F*R 192. 168. 20. 20 DHCP 464 DHCP Request - Transaction |D 0x1894
5 4.308385 192.168. 20. 20 b F*R 10.1.251.1 DHCP 412 DHCP ACK - Transaction | D 0x1894

F0{2| DHCP T{Zlof= VXLAN Zi=35} 7} ZehE|L|Ct.

Frame 2: 446 bytes on wire (3568 bits), 446 bytes captured (3568 bits) on interface 0
<...skip...>

[Protocols in frame: eth:ethertype:ip:udp:vxlan:eth:ethertype:ip:udp:dhcpl

Ethernet II, Src: 10:b3:d5:6a:8f:e4 (10:b3:d5:6a:8f:e4), Dst: 7c:21:0d4:92:b2:e4
(7c:21:0d4:92:b2:e4)

<...skip...>

Internet Protocol Version 4, Src: 172.16.254.3, Dst: 172.16.254.5 <<< VTEP IP addresses
<...skip...>

User Datagram Protocol, Src Port: 65283, Dst Port: 4789

<...skip...>



Virtual eXtensible Local Area Network

Fl ags: 0x0800, VXLAN Network 1D (VNI)

0... GBP Ext ension: Not defined
Don't Learn: Fal se

VXLAN Network ID (VNI): True
Policy Applied: False
Reserved(R): 0x0000

1...

. 000 .000 0.00 .000
Goup Policy ID: 0
VXLAN Network Identifier (VNI): 50901 <<<<<<<<<<<< L3VNI for VRF green
Reserved: 0

<--- Inner header started --->

Ethernet II, Src: 10:b3:d5:6a:00:00 (10:b3:d5:6a:00:00), Dst: 7c:21:0d4d:bd:27:48
(7c:21:0d4:bd:27:48)

<...skip...>

Internet Protocol Version 4, Src: 10.1.251.1, Dst: 192.168.20.20

<...skip...>

User Datagram Protocol, Src Port: 67, Dst Port: 67

<...skip...>

Dynamic Host Configuration Protocol (Discover)

<...skip...>

2t Ell'lE VRF2| DHCP &2I0|¢E ! CHE E|'JdE VRF2| DHCP A{H

O| oJoflA Z2CI0|MEE vif 7Moo 2 EA|IE| T M

C

= vrf SA O 2 E A|EILC
= 7K M0| &Lt

. 20| IPE ZCI0|HE vrfofl R X|5tT B2 RES M50 SEE 7IE

o

=

- M vrfoil A 2l20] IP R X|(3d Bmf Ab2i|0ll A GRTO]| CHsl ==t eh 231t 7 At)
=2

r
e R =N

o2 Z2I0|ME VRFZ} X|pE|lD B2 RE0| EREHK| fes 3 2 MEist=
ol o ZHEHEF LY.

A2 A7E:

ip dhcp relay information option vpn <<< adds the vpn suboption to option 82

ip dhcp relay information option <<< enables DHCP option 82

ip dhcp compatibility suboption link-selection standard <<< switch to standard option 82[5]
ip dhcp compatibility suboption server-override standard <<< switch to standard option 82[11]
ip dhcp snooping vlan 101-102,201-202 <<< enables dhcp snooping for vlans
ip dhcp snooping <<< enables dhcp snooping globally

interface Loopbackl01l

vrf forwardi ng green

i p address 10.1.251.1 255. 255. 255. 255

1

interface Vlan201

vrf forwarding red

ip dhcp relay source-interface Loopbackl101

i p address 10.2.201.1 255.255.255.0

i p hel per-address vrf green 192.168. 20. 20 <<< DHCP is reachable over vrf green

vlan2012| 3 <2:



» Frame 7: 394 bytes on wire (3152 bits), 394 bytes captured (3152 bits)
» Ethernet II, Src: a@:b4:39:21:92:3f (a@:b4:39:21:92:3f), Dst: Vmware_a8:b8:b4 (00:50:56:a8:b8:b4)
» |Internet Protocol Version 4, Src: 10.1.251.1, Dst: 192.168.20.20|
» User Datagram Protocol, Src Port: 67, Dst Port: 67
v Bootstrap Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (@x01)
Hardware address length: 6
Hops: 1
Transaction ID: 0x000016ce
Seconds elapsed: ©
» Bootp flags: @x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0
Your (client) IP address: 0.0.0.0
Next server IP address: 0.0.0.0
Relay agent IP address: 18.1.251.1
Client MAC address: Cisco_43:34:c4 (f4:cf:e2:43:34:c4)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (6@) Vendor class identifier
Option: (82) Agent Information Option
Length: 42
Option 82 Suboption: (1) Agent Circuit ID
Option 82 Suboption: (2) Agent Remote ID
Option 82 Suboption: (151) VRF name/VPN ID
Option 82 Suboption: (5) Link selection
Length: 4
Link selection: 10.2.201.0
» Option 82 Suboption: (11) Server ID Override
» Option: (255) End

4 vy Y VYVYVYY

4dq|v v ¥

Spine-01 - Leaf-01 2IE{H|O|A O] THZ] ZHA]:

Spine-01#sh mon cap TAC buff br | i DHCP

2 0.168829 10.1.251.1 b F"R 192.168. 20. 20 DHCP 444 DHCP Di scover - Transaction | D 0x10db
3 0.169450 192.168.20.20 b"F*R 10.1.251.1 DHCP 410 DHCP Ofer - Transaction |ID 0x10db

4 0.933121 10.1.251.1 b"F*R 192. 168. 20. 20 DHCP 462 DHCP Request - Transaction | D 0x10db
5 0.933970 192.168.20.20 b"F R 10.1.251.1 DHCP 410 DHCP ACK - Transaction | D 0x10db

O] ofofl M Z 042 THZ!2 VXLAN Z&stEL|C.

Frame 2: 446 bytes on wire (3552 bits), 444 bytes captured (3552 bits) on interface 0
<...skip...>

[Protocols in frame: eth:ethertype:ip:udp:vxlan:eth:ethertype:ip:udp:dhcpl]

Ethernet II, Src: 10:b3:d5:6a:8f:e4 (10:b3:d5:6a:8f:e4), Dst: 7c:21:04:92:b2:e4
(7c¢:21:04:92:b2:e4)

<...skip...>

Internet Protocol Version 4, Src: 172.16.254.3, Dst: 172.16.254.5 <<< VTEP IP addresses
<...skip...>

User Datagram Protocol, Src Port: 65283, Dst Port: 4789

<...skip...>

Virtual eXtensible Local Area Network

Fl ags: 0x0800, VXLAN Network 1D (VNI)

0... .... .... .... = GBP Extension: Not defined



Don't Learn: False
VXLAN Network ID (VNI):
Policy Applied: False
Reserved(R): 0x0000

True

T O M
. 000 .000 0.00 .000
Goup Policy ID: 0
VXLAN Network Identifier (VNI): 50901

Reserved: 0

<--- Inner header started --->

Ethernet II, Src: 10:b3:d45:6a:00:00 (10:b3:45:6a:00:00),
(7c:21:0d4:bd:27:48)

<<< L3VNI for VRF green

Dst: 7c:21:0d:bd:27:48

.skip...>
Internet Protocol Version 4, Src: 10.1.251.1, Dst: 192.168.20.20
.skip...>
User Datagram Protocol, Src Port: 67, Dst Port: 67
.skip...>
Dynamic Host Configuration Protocol (Discover)
.skip...>
gt E'lE VRF2| DHCP &2t0|HE ! C}& H| VXLAN VRF2| DHCP AH
O|H 42 X|tH Ol |RAEILICH £ XH0[™2 %ol VXLAN ZiE3tot gictes /Lt &
£ |PEECIE Zﬂ(MPLS/GRE/s)OIXIEF Au|ago|M EHMHE SLFELICH
O| 0|0 A ECIO|HEE vrf WZIMO 2 X AL MHE vif SMOZ E A|ZLICH
T 7FK| &M0| /&Lt
- 2|0 IP7t 220 E vrfoll e B2 RES 74501 SEE0| B7t&
- 2ol IPE M vrfofl A& LICHA 2mi Azl 2| GRTO| CHal =&l Zdat | AL.
B2 Z2t0|UE VRFII X|BE|lD Z2 fE0| 25X ez F i M2 YAlg MEst=

7-|0| l:-l 7|-L__|-oI-L_||:|.

£91%| A%

ip dhcp relay information option vpn

ip dhcp relay information option

ip dhcp compatibility suboption link-selection standard
ip dhcp compatibility suboption server-override standard
ip dhcp snooping vlan 101-102,201-202

ip dhcp snooping

interface Loopbackl01l

vrf forwardi ng green

i p address 10.1.251.1 255. 255. 255. 255

|

interface Vlan201

vrf forwarding red

ip dhcp relay source-interface Loopbackl01l
i p address 10.2.201.1 255.255.255.0

i p hel per-address vrf green 192.168. 20. 20

o e

RFC 3046

RFC 3527
https://docs.microsoft.com

7|& x| & M - Cisco Systems

<<< adds the vpn suboption to option 82
enables DHCP option 82

switch to standard option 82[5]

<<<
<<<
<<< switch to standard option 82[11]
<<< enable dhcp snooping for vlans

<<< enable dhcp snooping globally

<<< DHCP is reachable over vrf green


https://datatracker.ietf.org/doc/html/rfc3046
https://datatracker.ietf.org/doc/html/rfc3527
https://docs.microsoft.com/en-us/windows-server/networking/technologies/dhcp/dhcp-subnet-options
https://www.cisco.com/c/ko_kr/support/index.html
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