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Policy:

Policy in use: Merged from multiple sources.
Reporting ACK required: yes (CISCO default)
Unenforced/Non-Export Perpetual Attributes:

First report requirement (days): 365 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 90 (CISCO default)
Unenforced/Non-Export Subscription Attributes:
First report requirement (days): 90 (CISCO default)
Reporting frequency (days): 90 (CISCO default)
Report on change (days): 90 (CISCO default)
Enforced (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Export (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)
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On Successful installation of policy, the same can be verified through 'show license status' CLI.

Switch#show license status

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED

Data Privacy:

Sending Hostname: yes

Callhome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Calhome

Policy:

Policy in use: Installed On Nov 07 22:50:04 2020 UTC
Policy name: SLP Policy

Reporting ACK required: yes (Customer Policy)
Unenforced/Non-Export Perpetual Attributes:

First report requirement (days): 60 (Customer Policy)
Reporting frequency (days): 60 (Customer Policy)
Report on change (days): 60 (Customer Policy)
Unenforced/Non-Export Subscription Attributes:

First report requirement (days): 30 (Customer Policy)
Reporting frequency (days): 30 (Customer Policy)
Report on change (days): 30 (Customer Policy)
Enforced (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 90 (Customer Palicy)
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Report on change (days): 90 (Customer Policy)
Export (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 90 (Customer Policy)
Report on change (days): 90 (Customer Policy)

Miscellaneous:
Custom |d: <empty>

Usage Reporting:

Last ACK received: Nov 03 12:57:01 2020 UTC
Next ACK deadline: Dec 03 12:57:01 2020 UTC
Reporting push interval: 30 days

Next ACK push check: <none>

Next report push: Nov 07 22:50:35 2020 UTC
Last report push: Nov 03 12:55:57 2020 UTC
Last report file write: <none>

Trust Code Installed:

Active: PID:C9500-24Y 4C,SN:CAT2344L4GH
INSTALLED on Nov 07 22:50:04 2020 UTC
Standby: PID:C9500-24Y 4C,SN:CAT2344L4GJ
INSTALLED on Nov 07 22:50:04 2020 UTC
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Usage Reporting:

Last ACK received: Nov 03 12:57:01 2020 UTC
Next ACK deadline: Dec 03 12:57:01 2020 UTC
Reporting push interval: 30 days

Next ACK push check: <none>

Next report push: Nov 07 22:50:35 2020 UTC
Last report push: Nov 03 12:55:57 2020 UTC
Last report file write: <none>

Direct Connect - Smart Transport

Direct Connect 55 £ Direct Cloud Access 2E £ Z Z X|0|A{ SMART TransportE Al 3HE 23
ojMelLct.

Configure the desired Transport mode using below CLI.
Switch(config)#license smart transport smart

Running config on Smart Transport Mode:
!
license smart url smart https://smartreceiver.cisco.com/licservice/license

license smart transport smart
!
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Configure the desired Transport mode using below CLI.
Switch(config)#license smart transport callhome

Running config on Smart Transport Mode:
!

service call-home

!

call-home

contact-email-addr shmandal @cisco.com
no http secure server-identity-check
profile "CiscoTAC-1"

active

I 28



reporting smart-licensing-data
destination address http https://tools.cisco.com/its/service/oddce/services DDCEService

destination transport-method http
!
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I CSLU Setup — X
Choose Installation Options
1 Who should this application be installed for? .

Please select whether you wish to make this software available to all users or just yourself

(O Anyone who uses this computer (all users)

(® Only for me (Emy——)

There is already a per-user

installation. (C: \Users s AppData\Local \Programs\CSLU)
Will reinstall/upgrade.

< Back Next > Cancel
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. Cisco Smart License Utility

CSLU  Product Instances  Edit  Help

Product Instances
Add Single Product

O

Name

Refresh Product Instance List

Last Contact Alerts
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Fiefresh Job Infermation

System Jobs

Operational Jobs
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Switch(config)#license smart url cslu http://<IP_of CSL U>:8182/cslu/v1/pi

The same can be verified through 'show license status' CLI
Switch#show license status
Load for five secs: 0%/0%; one minute: 0%; five minutes: 0%

No time source, 20:59:25.156 EDT Sat Nov 7 2020

Utility:

Status: DISABLED

Smart Licensing Using Policy:

Status: ENABLED

Data Privacy:


http://%3CIP_of_CSLU%3E:8182/cslu/v1/pi

Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED

Version privacy: DISABLED

Transport:

Type: cslu

Cdlu address: http://<IP_of_CSL U>:8182/cdu/v1/pi
Proxy:

Not Configured

Policy:

Policy in use: Merged from multiple sources.
Reporting ACK required: yes (CISCO default)
Unenforced/Non-Export Perpetual Attributes:

First report requirement (days): 365 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 90 (CISCO default)
Unenforced/Non-Export Subscription Attributes:
First report requirement (days): 90 (CISCO default)
Reporting frequency (days): 90 (CISCO default)
Report on change (days): 90 (CISCO default)
Enforced (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Export (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)

Reporting frequency (days): 0 (CISCO default)


http://10.106.30.112:8182/cslu/v1/pi

Report on change (days): 0 (CISCO default)

Miscellaneous:

Custom |d: <empty>

Usage Reporting:

Last ACK received: <none>

Next ACK deadline: Feb 05 15:32:51 2021 EDT
Reporting push interval: 30 days

Next ACK push check: <none>

Next report push: Nov 07 15:34:51 2020 EDT
Last report push: <none>

Last report file write: <none>

Trust Code Installed: <none>
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PI7t CSLUN EME T1& 5t CSLUE CSSMOIA PI & S8 MMELICH Alerts(2 &) 2Bl 2! Last Contact TS(XIS 242Hx{ TS 7t
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Product Instances

Add Single Product Refresh Product Instancs List
D Aler
O Ui PIDCo5m-320C; UDI_SN.CATZ145L15K 08-Mov-2020 0537 @ COMPLETE:Usage repit from produsct instance
D } 03-Mov-2020 18:27 & COMPLETE Usage report acknowledgemant 1o procuct instance
5 -
Inventany
Product Instances
Add Single Produwct Refresh Product Instance List
O N 5 lerts
O UDI_PiD:C2500-32GC; UDI_SN.CAT2148115K 08-How-2020 0637 & COMPLETE:Usaga report uploaded i CSSM
a F 03-Hew-2020 18:27 & COMPLETE Usage repert acknowledgement 1o product instance
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Configson PI:

Ensure the network reachability from Pl to CSLU is available and working.

|

ip http server

ip http authentication local

ip http secure-server
|

aaa new-model

aaa authentication login default local
aaa authorization exec default local

username admin privilege 15 password 0 lab
!
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L5V Product Instances  Edit Help

Add Product

Host identifier
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Froduct Instances
Add Single Product Actions for Selected Refresh Product Instance List

ast Comtact 4
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Configson PI:

restconf
!
ip http secure-server
ip http authentication local

ip http client source-interface GigabitEthernet 0/0
!

username admin privilege 15 password 0 lab
!

% Ha:olg{et Hu|agold2 24 Q15 S I8t ALICH ¥A UBE AT &= l&LICh

CSLU - M ™%t

BIOME XNS22 S7|5H6H24™ csLU7t cssMmoll 2a2l5HoF g L|ch cSLU ™2 RUM ET M =% 2 2 71 9tRESTAPI S Y&
LICH.

1E-A|. QIHIE 2| T 0| K|of| A MEHEfLICEAd Single Product.
2CHA|. CIHFO|A IPE 248t
3EHA|. A Y S CIS 2 2 RESTCONF MEYSFLICH.

AT M E QAaHA 201 X4 FHS MEHEHLICH



SEHA. Priv 15 M| A HEHO| U= ALEREL| AL AL A1 BFS T LICH

6EHA. 7 de MY ELICH

7TEFA. ME4EE ClHtol &0l CHEF AHSE CIOIEIE +EIFfLICH

Add Product

Host Identifier
Product Instance Login Credentials

Host

General
Connect Method
CSLU Initiated - RESTCONF -

NETCONFE A83tE E 2=

PULL 2E7} MCHE 2 S 6t24{8H NETCONF C|HIO|A 0| M El @8t AT as|o|Mat csLue| BHAH7} ct=2at Z24Lct

Configson PI:

!

ip ssh version
!

netconf-yang

netconf ssh

netconf-yang feature candidate-datastore
|

username admin privilege 15 password O lab
[

To ensure yang process is running, execute the command:

Switch#show platform software yang-management process
confd : Running

nesd : Running

syncfd : Running

ncsshd : Running



dmiauthd : Running
nginx : Running
ndbmand : Running
pubd : Running
gnmib : Not Running
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Add Product

Host Identifier
Product Instance Login Credentials
HOS *

General
Connect Method
CSLU Initiated - NETCONF
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CSLU Product Instances Edit Help

Download All Product Instance List Ctrl+S
Upload Product Instance List Ctrl+U
Send All To Cisco Ctrl+Enter
- Download All For Cisco Ctrl+Shift+S
Upload From Cisco Ctrl+Shift+U
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Upload Product Instances

Drag & Drop a File

or Browse from your computer.

We have a predefined .CSV template to help you! Download

rir
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Switch(config)#license smart transport off
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5L Product ingtances  Edit  Help

Preferences
Cigco Connactivity CSLU Conneclivity
I Cisco ls Not Availabie Py
£180

BU Production Test

Starfiest
O vaigate Device

Clsers\nagramac\AppDataiRoamingiCSLU

Froduct Instance Initiated only

Resst

3EHA. ZFEHod A Menu € £ 2§ LICHProduct I nstances > Download All for Cisco. CSLUO| tar.gz Tt 20| CtR2 2 = F[L|C.

CSLU Product Instances Edit Help

Download All Product Instance List Ctrl+S
Upload Product Instance List Ctrl+U
Send All To Cisco Ctrl+Enter -

Download All For Cisco Ctrl+Shift=S
Upload From Cisco Ctrl+Shift=U
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Cisco Software Ceniral > Smart Software Licensing @l BU Production Test

Smart Software LlCEnSlng Feedback Support Help

Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity
Reports
Report Usage Data Files Reporting Policy

Devices can be configured to report the features that they are using,
This usage then determines which licenses are needed, in order to be compliant.

Upload Usage Data... Search by File Name, Virtual Account Q,
G) Usage Data File Reporied Virtual Account Reporting Status Devices  Acknowledgement
Usage_SLR_1.txt 2020-0ct29  Quake @ No Errors 21\ Covimiload
Usage_SLR.txt 2020-0ct29  Quake ) No Errors 1  Download
UD_SA_BU_Production_Tes!_200ct28_11_11_03 2020-Oct-28  DLC-VA1 © No Errors A
UD_SA_200ci28_10_49_13_092.tar.gz 2020-0ct28  DLC-VAT O o Errors j) (ICowncsd
UD_SA_BU_Production_Test_200¢128_10 46 26 2020-0ct-28  DLC-VA1 © No Errors g  Download
Usage_17_3_2.txt 2020-0ct-28  Quake D o Errors 1  Download
Usage_17_3 2.6 2020-Oct-28  Quake € Errors (1) T aad
Usage_17_3 2.txt 2020-Oct-28  Quake O no Ernors 1  Download
25 J Showing Page 1 of 3 {74 Records) > bl

Upload Usage Data

Please select the Usage File you wish to upload.

* Usage Data File:

UD_SA _BU_Production_Test_20Nov12_01_01_02_466.tar.gz

Upload Data Cancel
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Reports

Report Usage Data Files Reporting Policy

Devices can be configured to report the features that they are using.

This usage then determines which licenses are needed, in order o be compliant.

Search by Fife Name, Virtual Account Q,

Acknowledgement
Download

6Er7A|. csLul| M+ 2S00 ACK THUE 7HA{2 CtZ o] o|O|x[of Ltet /U= RAH 2 0|5 & LICHProduct Instances > Upload from

Upload Usage Data...

@ Usage Data File Reported Virual Account Reporting Status Devices

® UD_SA_BU_Production_Test_200ct28_11_11_03 2020-Oct-28  DLC-VA1 OND Errors 1

Cisco.

CSLU Product Instances Edit Help
Download All Product Instance List Ctrl+S

Upload Product Instance List Ctrl+U

—_— -~

“ Send All To Cisco Ctrl+Enter

Download All For Cisco Ctrl+Shift=S
Upload From Cisco Ctrl+Shift+U
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Switch(config)#license smart transport off
Same can be verified through, 'show license status
Switch#show license status

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED

Data Privacy:

Sending Hostname: yes

Callhome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Transport Off

Policy:

Policy in use: Merged from multiple sources.
Reporting ACK required: yes (CISCO default)
Unenforced/Non-Export Perpetual Attributes:

First report requirement (days): 365 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 90 (CISCO default)
Unenforced/Non-Export Subscription Attributes:
First report requirement (days): 90 (CISCO default)
Reporting frequency (days): 90 (CISCO default)
Report on change (days): 90 (CISCO default)
Enforced (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Export (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Miscellaneous:
Custom |d: <empty>

Usage Reporting:

Last ACK received: Nov 11 15:41:10 2020 EDT
Next ACK deadline: Dec 11 15:41:10 2020 EDT
Reporting push interval: 30 days

Next ACK push check: <none>

Next report push: Dec 07 21:42:30 2020 EDT
Last report push: Nov 07 21:42:30 2020 EDT
Last report file write: <none>

Trust Code Installed: <none>
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To download the usage data from Pl -
Switch#license smart save usage unreported file bootflash:<file-name>

Above option 'unreported' is recommended to use. This downloads only the files that are yet to be reported
and discard old usage reports, that were Acknowledged.

However, there are other options available for the amount of data that needs to be reported.
For downloading all the available report use option all,
# of daya can be specified

Switch#license smart save usage ?

all Save all reports

days Save reports from last n days

rum-ld Save an individual RUM report
unreported Save all previously un reported reports
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Upload Usage Data

Please select the Usage File you wish to upload.

* Usage Data File: usage_report_5-nov

Upload Data Cancel



Select Virtual Accounts X

Some of the usage data files do not include the name of the virtual account that the data refers to, or the
virtual account is unrecognized.

Please select an account:

© Select one account for all files: Starfleet v

Select a virtual account per file;

HlOIE{7} 25| XME|=ln /0| EH|ZIH IHUS CH22 =51 P =8

To import the ACK to P,
Switch#license smart import bootflash:<file-name>
Import Data Successful

Switch#

Nov 11 20:23:06.783: %SMART_LIC-6-POLICY_INSTALL_SUCCESS: A new licensing policy was successfully installed
Switch#

Policy Installed syslog is displayed on console if successful.

Also, the same can be verified using CLI, 'show license al'. Thefield 'Last ACK received' tellsthe

last TimeStamp when ACK message was received.

Switch#show license all
Load for five secs: 0%/0%; one minute: 1%; five minutes; 0%
No time source, 16:23:22.294 EDT Wed Nov 11 2020

Smart Licensing Status

Smart Licensing is ENABLED

Export Authorization Key:
Features Authorized:
<none>

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED



Data Privacy:

Sending Hostname: yes

Callhome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Transport Off

Miscellaneous:
Custom Id: <empty>

Policy:

Policy in use: Installed On Nov 11 16:23:06 2020 EDT
Policy name: SLP Policy

Reporting ACK required: yes (Customer Policy)
Unenforced/Non-Export Perpetual Attributes:

First report requirement (days): 60 (Customer Policy)
Reporting frequency (days): 60 (Customer Policy)
Report on change (days): 60 (Customer Policy)
Unenforced/Non-Export Subscription Attributes:
First report requirement (days): 30 (Customer Policy)
Reporting frequency (days): 30 (Customer Policy)
Report on change (days): 30 (Customer Policy)
Enforced (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 90 (Customer Poalicy)
Report on change (days): 90 (Customer Policy)
Export (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 90 (Customer Palicy)
Report on change (days): 90 (Customer Policy)

Usage Reporting:

Last ACK received: Nov 11 16:23:06 2020 EDT
Next ACK deadline: Dec 11 16:23:06 2020 EDT
Reporting push interval: 30 days

Next ACK push check: <none>

Next report push: Dec 07 21:42:30 2020 EDT
Last report push: Nov 07 21:42:30 2020 EDT
Last report file write: <none>

Trust Code Installed: <none>

License Usage

network-advantage (C9500 Network Advantage):
Description: network-advantage

Count: 1

Version: 1.0

Status: IN USE

Export status: NOT RESTRICTED

Feature Name: network-advantage

Feature Description: network-advantage
Enforcement type: NOT ENFORCED

License type: Perpetual

dna-advantage (C9500 32QC DNA Advantage):



Description: C9500-32QC DNA Advantage

Count: 1

Version: 1.0

Status: IN USE

Export status: NOT RESTRICTED

Feature Name: dna-advantage

Feature Description: C9500-32QC DNA Advantage
Enforcement type: NOT ENFORCED

License type: Subscription

Product Information

UDI: PID:C9500-32QC,SN:CAT2148L 15K

Agent Version

Smart Agent for Licensing: 5.0.6_rel/47

License Authorizations

Overadll status:
Active: PID:C9500-32QC,SN:CAT2148L 15K
Status: NOT INSTALLED

Purchased Licenses:
No Purchase Information Available
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show license all

show license tech support
show license eventlog

show license history message
show license tech events
show license rum id all

For debugging Trust Installation/Sync -

Switch#show license tech support | s Trust

Trust Establishment:

Attempts: Total=0, Success=0, Fail=0 Ongoing Failure: Overall=0 Communication=0
Last Response: <none>

Failure Reason: <none>

Last Success Time: <none>

Last Failure Time: <none>

Trust Acknowledgement:

Attempts: Total=0, Success=0, Fail=0 Ongoing Failure: Overall=0 Communication=0
Last Response: <none>



Failure Reason: <none>
Last Success Time: <none>
Last Failure Time: <none>
Trust Sync:

Attempts: Total=0, Success=0, Fail=0 Ongoing Failure: Overall=0 Communication=0

Last Response: <none>
Failure Reason: <none>

Last Success Time: <none>
Last Failure Time: <none>
Trusted Store Interface: True
Local Device: No Trust Data
Overall Trust: No ID

For debugging Usage reporting timers/intervals -

Switch#show license tech support | in Utility

Utility:

Start Utility Measurements: Nov 11 16:46:09 2020 EDT (7 minutes, 34 seconds remaining)
Send Utility RUM reports: Dec 07 21:42:30 2020 EDT (26 days, 5 hours, 3 minutes, 55 seconds remaining)
Process Utility RUM reports: Nov 12 15:32:51 2020 EDT (22 hours, 54 minutes, 16 seconds remaining)

For Collecting al btrace logs for debugging -

Step 1. Switch#request platform software trace rotate al

Step 2. Switch#show logging processiosrp internal start last boot to-file bootflash:<file-name>

If there are any failues on PULL mode, ensure server SL_HTTPisAcive

HTTP server application session modules:

Session module Mame
SL_HTTP
HOME_PAGE
JPENRESTY_PKI
S5I7FBDE91B27B0-web
HTTP_IFS
EBEANNER_PAGE
wWEEB_EXEC
35I7FEBDED27A1AS-T4cC
SSI7FBDFOBDACAD -web
HNG_WEEUI

CSLU C|H{2

CSLUO| A7t = @< csLu &x| pcof Q= ol C|REE|e] 21 utE 7+X{etof

C:\Users\<user-name>\A ppData\Roaming\CSL U\var\logs

i
T
t
b

Handle Status
Actiwve
Active
Active
Actiwve
Active
Actiwve
Active
Actiwve
Actiwve

0] Active

e =t W W e s QLY I SN

Secure-status
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active

Description
HTTP REST IOS-XE Smart License Server
I0S Homepage Serwver
I0S OpenResty PKI Serwver
wsma 1nfra
HTTP based I0S File Server
HTTP Banner Page Server
HTTP based I0S EXEC Serwver
Ticense agent app
wsma infra
Web GUI
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