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<#root>

Switch#

show boot

BOOT variabl e = bootfl ash: cat 9k _i osxe. 16. 11. 01. SPA. bi n;

Configuration Register is 0x102
MANUAL_BOOT variable = no

BAUD variable = 9600

ENABLE_BREAK variable does not exist
BOOTMODE variable does not exist
IPXE_TIMEOUT variable does not exist
CONFIG_FILE variable =

boot system HHE AtE5t0 o] & BHEES HYslok FLICH CHS0l CHA| 2 =57 AQ(R|7F



16.11.010] o}l 16.12.012 R EIE|L|C}.

<#root>
Switch#
configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#

no boot system

Swi t ch(confi g) #boot system boot fl ash: cat 9k_i osxe. 16. 12. 01. SPA. bin <---

Switch(config)#end

Switch#wr

Switch#

Switch#

show run | include boot system

boot system bootfl ash: cat 9k_i osxe. 16. 12. 01. SPA. bi n

Switch#
Switch#

show boot
BOOT variabl e = bootfl ash: cat 9k i osxe. 16.12. 01. SPA. bin; <---

Configuration Register is 0x102
MANUAL_BOOT variable = no

BAUD variable = 9600

ENABLE_BREAK variable does not exist
BOOTMODE variable does not exist
IPXE_TIMEOUT variable does not exist
CONFIG_FILE variable =
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<f#froot>

Switch#

nmor e packages. conf

#! /usr/binos/bin/packages_conf.sh
<...snip...>
# This is for CAT9k

boot rp 0 O r p_boot cat 9k-r pboot . 16. 11. 01. SPA. pkg
iso rp 00
rp_base

cat 9k-r pbase. 16. 11. 01. SPA. pkg

iso rp 0 0 rp_daemons cat9k-rpbase.16.11.01.SPA.pkg
iso rp 00 rp_iosd cat9k-rpbase.16.11.01.SPA.pkg
iso rp 0 0 rp_security cat9k-rpbase.16.11.01.SPA.pkg
iso rp 00 rp_wlc cat9k-wlc.16.11.01.SPA.pkg

iso rp 0 0 rp_webui cat9k-webui.16.11.01.SPA.pkg
iso rp 0 0 srdriver cat9k-srdriver.16.11.01.SPA.pkg
iso rpo 0 0 guestshell cat9k-guestshell.16.11.01.SPA.pkg
boot rp 1 0 rp_boot cat9k-rpboot.16.11.01.SPA.pkg
iso rp 1 0 rp_base cat9k-rpbase.16.11.01.SPA.pkg
iso rp 1 0 rp_daemons cat9k-rpbase.16.11.01.SPA.pkg
iso rp 10 rp_iosd cat9k-rpbase.16.11.01.SPA.pkg
iso rp 1 0 rp_security cat9k-rpbase.16.11.01.SPA.pkg
iso rp 10 rp_wlc cat9k-wlc.16.11.01.SPA.pkg

iso rp 1 0 rp_webui cat9k-webui.16.11.01.SPA.pkg
iso rp 1 0 srdriver cat9k-srdriver.16.11.01.SPA.pkg
iso rpo 1 0 guestshell cat9k-guestshell.16.11.01.SPA.pkg
<...snip...>

#

# -start- superpackage .pkginfo

#

# pkginfo: Name: rp_super

# pkginfo: BuildTime: 2019-03-28_09.46

# pkginfo: ReleaseDate: Thu-28-Mar-19-01:19

# pkginfo: .BuildArch: x86_64

# pkginfo: BootArchitecture: 1686

# pkginfo: .BootArch: 1686

# pkginfo: RouteProcessor: cat9k

# pkginfo: Platform: CATI9K

# pkginfo: User: mcpre

# pkginfo: PackageName: universalk9



pkginfo: Build: 16.11.01

pkginfo: .SupportedBoards: cat9k

pkginfo: .InstallModel:

pkginfo: .PackageRole: rp_super

pkginfo: .RestartRole: rp_super

pkginfo: .UnifiedPlatformList: passport,nyquist,starfleet
pkginfo: CardTypes:

pkginfo: .CardTypes:

pkginfo: .Version: 16.11.1.0.312.1553791584..Gibraltar
pkginfo: .InstallVersion: 1.0.0
pkginfo: .InstallCapCommitSupport: yes

-end- superpackage .pkginfo
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<{froot>

configure terminal

no boot system

boot system bootflash:packages.conf
end

write

install add file bootflash:

activate comm t

Install Add

« YOB0|=E MF AR E M= A HHEF U&LICh

<#root>
Switch#
show install sumary

[ RO R1L ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,

C - Activated & Committed, D - Deactivated & Uncommitted



<ffroot>

install add

file bootflash:cat9k_iosxe.16.12.01.SPA.bin
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<#root>
Switch#

dir | include .pkg

359097
359098
359099
359100 -rw-
359106 -rw-
359101 -rw-
359102 -rw-
359103 -rw-
359104 -rw-
359105 -rw-
456963 -rw-
456964 -rw-
473282 -rw-
473283 -rw-
473289 -rw-
473284 -rw-
473285 -rw-
473286 -rw-
473287 -rw-
473288 -rw-

-rw-
-rw-
-rw-

38552418
29877252
57259008
19936260
12321792
9216 Sep
14222344
88892420

Sep 13 2019 16:10
Sep 13 2019 16:10
Sep 13 2019 16:10
Sep 13 2019 16:10
Sep 13 2019 16:10

Sep 13 2019 17:05
Sep 13 2019 17:05

43111714
31425540
60183552
22676484
12854272
9216 Sep

Sep 13 2019 17:06
Sep 13 2019 17:05
Sep 13 2019 17:05
Sep 13 2019 17:05
Sep 13 2019 17:05

Switch#

show install sumary

QIO 16.12.010] H|&Ad

:30
:08
:08
:08
:08

13 2019 16:10:08 +00:

135
135

:00
:35
:35
:35
:35

13 2019 17:05:35 +00:

+00:00
+00:00
+00:00
+00:00
+00:00

HMo 2 L=},

11359240 Sep 13 2019 16:10:08 +00:00 cat9k-cc_srdriver.16.11.01.SPA.pkg
84354052 Sep 13 2019 16:10:08 +00:00 cat9k-espbase.16.11.01.SPA.pkg
1676292 Sep 13 2019 16:10:08 +00:00 cat9k-guestshell.16.11.01.SPA.pkg
466576384 Sep 13 2019 16:10:08 +00:00 cat9k-rpbase.16.11.01.SPA.pkg

cat9k-rpboot.16.11.01.SPA.pkg
cat9k-sipbase.16.11.01.SPA.pkg
cat9k-sipspa.16.11.01.SPA.pkg
cat9k-srdriver.16.11.01.SPA.pkg
cat9k-webui.16.11.01.SPA.pkg

00 cat9k-wlc.16.11.01.SPA.pkg

+00:00
+00:00

+00:00
+00:00
+00:00
+00:00
+00:00

cat9k-cc_srdriver.16.12.01.SPA.pkg
cat9k-espbase.16.12.01.SPA.pkg

1684484 Sep 13 2019 17:05:35 +00:00 cat9k-guestshell.16.12.01.SPA.pkg
535475200 Sep 13 2019 17:05:35 +00:00 cat9k-rpbase.16.12.01.SPA.pkg

cat9k-rpboot.16.12.01.SPA.pkg
cat9k-sipbase.16.12.01.SPA.pkg
cat9k-sipspa.16.12.01.SPA.pkg
cat9k-srdriver.16.12.01.SPA.pkg
cat9k-webui.16.12.01.SPA.pkg

00 cat9k-wlc.16.12.01.SPA.pkg

[ RO RL ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

16.12.1

.0.544

<-- Installed but still

Inactive (1)

IMG C 16.11.1.0.312



Auto abort timer: inactive
Switch#
show install inactive

[ RO R1 ] Inactive Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version

IMG

|

16.12.1

.0.544

<-- Installed but still Inactive (I)

Install Activate

o CtA| 2EX|H HTO| & & EfO[X|TH HBIE|X| t2 A2 =elg
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« J24™ M .pkg TtLE 7I2[7|= 5 .conf TFUO| WEIE LICY.

<tfroot>

install activate

FO|

—

ok

C|HIO|AE CIA| 2E35}7| Kol CHA| 2= & K|

d

<#froot>

This operation may require a reload of the system

. Do you want to proceed? [y/n]

<tfroot>

Switch#
show install sum

[ RO RL ] Installed Package(s) Information:

ot HIAIX|Z7F EAIELICH



State (St): I - Inactive,

U- Activated & Uncommitted

C - Activated & Committed, D - Deactivated & Uncommitted

16.12.1
.0.544
Aut o abort tiner:

active on install_activate,
time before rollback - 01:52:08

<--- when this hits zero, the device reloads back to original version.

Switch#
show install uncommtted

[ RO R1L ] Uncommitted Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Install Commit

Ed ElO|HE SXlstT YadiolE T2 MAE t=2sted™H M T2 7{9!sHoF & LCt.

<ffroot>

install commt

Ol= ¥azlole Z= Mo otx|2f EHA|0|H O|A M EHT0| & 7! HTe 2 ® AEL|CH

<tfroot>
Switch#

show install sumary



[ RO RL ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,

C - Activated & Conm tted

, D - Deactivated & Uncommitted

Type St Filename/Version

16.12.1

.0.544

<--- Now Active and Conmitted

Auto abort timer: inactive

Install Abort

HHEZ AT F activate IS | ol A HHEO| A7 QICtD EHEHSIH 80|28 SHE =
ol&L|CH O|2 QI&H CIHIO|A 7} CHA| Ol H{AIe 2 EE=!L|CE.

<#root>

install abort

Prompt Level

install 22| B oA prompt-level2 noneL 2 MHE = /o, EE0| CHal yes/noE EX| &t &
LICHEtM o 2 4T2)|0(=2| commit BE B0iM CtA| EEEX| 02 & E&LICH. & (2)prompt-

level = none’™ &St E EH|E F Al ALQ|R|7F CHA 2 EE|LICH

<#root>
install add file bootflash:cat9k_ijosxe.16.12.01.SPA.bin activate commit

pronpt -1 evel none

XS o= Elo|nd
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<#root>
install auto-abort-tinmer stop
243 B 8T mf 29 ElolHE LYY 4 U
<#root>
Switch#
activate auto-abort-tiner

install
?
<30-1200> Number of minutes the abort-timer is set for

Ho{& Yaellol=st= 7I&E
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<#froot>

configure terminal
no boot system

boot system boot fl ash:

end
write
reload



ol 7HA| &

Z9o|: o] Y2 9300 X 9500 & @ x|oi|2t A E LICH
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Expand
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<#root>
request platform

sof twar e package expand

switch all file flash:cat9k_iosxe.16.09.02.SPA.bin

& AR HE ZEEE AE5t= B2, HX] expand
E 2 package.conf2 §445t 11 CtA| EE510{ MR ZER

Install
ol0| Mx| REQI B2 0| HHBS AIE5104 CIE HTSZ 0| EL

<#root>
request platform

sof twar e package i nstal



switch all file flash:test auto-copy new

Clean

Ct

0jo

<#root>

request platform software package cl ean

Stackwise 7}4

Dual-Sup

Stackwise Virtual2 Dual SUP A
7t SAlol RHEEELICH

<{froot>

configure terminal
no boot system

boot sys boot fl ash: packages. conf

end
write

install add file bootflash:

activate comm t

x4
(=)

I Ol A

242 install remove inactive2t S8 ZHdg £
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<#root>

Switch#

show install rollback



Label Description
2 No Label No Description
1

No Label No Description
Switch#

show install rollback id 1

Rollback id - 1 (Created on Fri Sep 13 13:14:40 2019)
Label: No Label
Description: No Description
Reload required: NO
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

O|™ £&30i= 27He| EW ZQIETJ} JU&LICH X ¢ EM2 16.11.01E EMFLICHAEBE E= &
ME sl 49 Y ZQIE gjo|Z X|H).

<#root>

Switch#

install |abel 1 ?

description Add a description to specified install point
TabeT-name Add a Tabel name to specified install point

Switch#

install label 1 |abel-nane 16_11 01

install_add_Tabel: START Fri Sep 13 16:43:48 UTC 2019
--- Starting install_add_label ---
Performing install_add_label on Active/Standby

[RO] install_add_label package(s) on RO

[RO] Finished install_add_label on RO

[R1] install_add_label package(s) on Rl

[R1] Finished install_add_label on R1
Checking status of install_add_Tabel on [RO R1]
install_add_Tabel: Passed on [RO R1]
Finished install_add_1label

SUCCESS: install_add_| abe

Fri Sep 13 16:43:57 UTC 2019
Switch#show install rollback
ID Label Description



2 No Label No Description

1
16_11 01
No Description
B2 + 52 ChS HHOH A% S roibak ELICH
<#root>

install rollback toid 1

Quad-Sup
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19300 xFSUO| CHEF RFAM|EH LI 2 Catalyst 9300 A|2|= A Q| %| 2| Extended Fast
Software Upgrade O|ali5t7| EME EXHAAIL.
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1 —_= 1L O

<#root>
install add file

bootflash:cat9k_iosxe.16.11.01.SPA.bin activate issu

comm t

. O| HHE MG ISSU ZZEMATV IIYE FE51D CH7| SUPE CHA| EE§H CHE SSOZ


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/216837-extended-fast-software-upgrade-on-cataly.html
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« 9200 2! 93002 ISSUE K|35 K| et&LICH 93002 reloadfastE X|-HELICH.
AagolE SM

ReloadFast

- ReloadFast= CH2EL S 2|A35t5t7| /8l CloIE Z2iQlo] 2z ztel &Ef7t E|7| Hol 7ts
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- CH *olxloil)\‘l_._ reloadfast® &g = U&LICH

« 0| 7|52 H{7T 16.8.1 O|&0of| M X[HELICH x| 2E0|MBH X[ ELICH,

. WE EMl EC T3 UEE = Ae FLE UX|5H7| @6l STP FEo CHE Bt 42137
e AL x|0 T K| E L.IIZ} port-channel2 T U213 = H[AFEILICE.

- 9agol=of 0fo|3 2 FZE FE& FPGA Yado|l=7t Ze st Ao X|YE|X| et&Lct

« C93002 YA Z 5t Ol B StLIZ sHE = Qi FRE Melstn g4 7|E2Xo=z
reloadfast 1 12|0|EE A LICt 5tX|2F O] HHZ AL&50d BAMo 2 QHEE = U&
L|C}.

_|

<#root>

install add file
flash:cat9k_iosxe.16.10.01.SPA.bin activate
r el oadf ast

commit

Cleanup

dagol=7 22 E|H E% HIgd ot dg ®|7{sto] ERetX| g2 2 TS HElg = A&
C}. °=|7<H EEEI pkg ur £ 0I5t LMK 25 AMHELICH AFA5H7| Mol AFA[E HElQl 2

-

<tfroot>

install renove inactive

N 2T 0/ S BE pin BUO| MHIZE HaFolSE L3 y| Mol MEsEs B
bin Ttol| SALSHZ| ™o H2|E =&t of gfLct



V-Mismatch

AQ%|0IM AlSH SOl AZ EQ0{Q} & A AZEQ|0{7} CHFE AR V-mismatch7} B Ai&HL|CH M x|
PEQI AR XS Yad0o|lEZ Ol EME HAY & U&LIcH HE ZEQl Ao A o+7|7+
okZt JtCtE &L Ct

<#root>
Switch#
show swi tch

Switch/Stack Mac Address : f8b7.e206.4900 - Local Mac Address
Mac persistency wait time: Indefinite
H/W  Current

Switch# Role Mac Address Priority Version State
1 Member 701f.5300.fa00 15 Vo1l
V-M smatch <---Indicates a version msnatch
%2 Active 8b7.e206.4900 14 Vo1l Ready
=M1
. EUR| AQIRIE ASOIM AT 2HHE HHOZ HUIBO|= B CHE CHAl A=of| F 7}t
L|C
=M 2
- 2EUX| AXIIME B8 BHES HEE = GaLC stHX[BF 2&0] HAMAE = YD A
?Ix| Rommon0i| HMAE = Q= AR SHIE HTCE =8 R8E = JU&LICt
/N Fol: o] stedg AE sty Hol AQIx|0] CHEH 24 HMA HEto| QUEX| EHOlstD, AQIXIE
278 4 ER| HOls AR,

1. AL x| AENZ ST R EI5t0 AEHE v-mismatch S L|C}.

2. 0| AR|X|o| A H3tX| et= 2eiE O|0XK|E AN ELICHEEHAl EYXIete R0 Th
A AEO] HMAE = UR).

3. ZcHAIE A .bin Tt E SAFEILICEH

4. 0| AR|x|e| MHE 7ot ZALlcho|O|X|7} AFME| T AQ|%|7F Rommonol EEEIEZ HE
Z[X| et R).

5. (2&0IM) ZeHAlof SALEH Af O|OIXIE 822 SEFLICL
6. SHIZ 0o|0|X|2 BEIL|H & Mo M MAo| £ 7|8HEILCE.



<ffroot>

Switch#

dir ?
/all List all files
/recursive List files recursively

all-filesystems

List files on all

filesystems

cns: Directory or file name
crashinfo-1: Directory or file name
crashinfo-2: Directory or file name
crashinfo: Directory or file name
flash-1: Directory or file nane <----Flash for switch #1
flash-2: Directory or file name <----Flash for switch #2
flash: Directory or file name

RommonOfA O] HE

<#root>
switch:

boot fl ash: cat 9k_i osxe. 16.12.01. SPA. bin <-- Inmage you copied that Active is running

M3
. RS F SME Yittoz ASg ST TR 20| 2UX| AYXIE 2TE £ s
+ BHXIZH A THOIZALE A AHS CHAl 2EE 4 = B2, SUR| A9II0IM LIHX| A9
%|Z THUS ZAFSHD LEHE| A91%I7H A ASIRISH LRISHE = s SM0| LI
. Ol SN2 M THOIT BEIM HHAT} s FL R8Y £+ ABLICH YoM 0 2E &
g £y £+ Uyl R ULICH
. S7157} B DE HHS 2HE HHoE Yaslol=g 4 YlaLit

RommonO{ A &

Rommon0ilAM SEE 29 USBE Sall 22|x|o| mt S AtotHLE

TFTPE Sdll T2 SALE = J&LCt

SMA1

Cl2 B2 AR50 USB AEI0|AM HIE B EI§HL|C},
<{froot>

boot usbfl ashO:

cat9k_iosxe.16.12.01.SPA.bin



SM2

TFTP MO SAtstE 20| & H HCHE&LICH ES AFEE TFTP MHE M3t ol
S 7|o|&2 ClHo|A Q| Bl ZEo| 435I 7HLE, ClHFOo|A Q| 22| ZEE EE QI C|HIo|A 9|

HER3 ZE0of edZdsHoF gfLct. 2~ cb2 o|0|X|7F £&El CIHFO|AE TFTP MHHE AdAdshL|
Ct.

<#root>
tftp-server flash:

cat9k_iosxe.16.12.01.SPA.bin

TFTP M Z A{2| Cisco 10S C|HIO|AE Windows &t e HFE] H1H Mt 2xlof cis 4
g et YaLIch TFTP MHE 45t RommonoilM 0| 4&sHof gLict

DEFAULT_GATEWAY=172.27.74.1
IP_ADDRESS=172.27.74.111
IP_SUBNET_MASK=255.255.255.0
TFTP_SERVER=172.19.64.31

TFTP AMEof pingsto] dEE E|AERLICH
ping 172.19.64.31

40| MMM TFTPL Tt UZ HIZ 2&IgLct.

<#root>
boot tftp://172.19.64. 31/

cat9k_iosxe.16.12.01.SPA.bin

™ 23 Rommon =0l CHEt RHMIEH LIS S
recover from corrupt or _missing file_image or in rommon mode B3 E X X3 AAIL.

BIN Zt 0| F& 70l Al &

Ojo

.bin It 0| AEBO| 2 E HIH C|HFO|AN EAIE[=X] &QlEL|Ct.


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9400/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_9400_cg/recover_from_corrupt_or_missing_file_image_or_in_rommon_mode.pdf

1EHA|:

show file systemO| Q= ABHO|M AFE /= &

<{froot>
Switch#

show file systens

File Systems:

Size(b) Free(b)
11250098176 6275858432
boot fl ash: flash: <-
11250171904 4123000832
boot f | ash- 2: <-
1651314688 1344073728
1651507200 1180696576
236092686336 224026628096
8166649856 8053047296
33554432 33494025
33554432 33507337
11250098176 4122718208
1651314688 1180504064

Type
opaque
opaque

disk

Flags
rw
rw
rw

Prefixes

system:
tmpsys:

Name of Active Switch

disk

rw

Narme of Standby Switch

disk
disk
disk
disk
opaque
opaque
network
nvram
network
network
network
network
network
network
opaque
nvram
nvram
disk
disk
opaque

rw
rw
rw
ro
rw
ro
rw
rw
rw
rw
rw
rw
rw
rw
ro
rw
rw
rw
rw
rw

crashinfo:
crashinfo-2:
diskO:

webui :

null:

tar:

tftp:
nvram:
rcp:

http:

ftp:

scp:

sftp:
https:
cns:
stby-nvram:
stby-rcsf:

stby-bootflash:
stby-crashinfo:

revrcsf:



o utd S7H0| S26HK| it LRI HM5E B2 show file systems= AFHE 7t
37| Y o{R 37tS LIEtHLCH

2EHA:

bin T-oi CHsl| Zt CIHER|E HEHo 2 &QlgfLo

<#root>

Switch#

dir bootflash: | i .bin

81126  -rw- 1265422219 Jun 19 2023 03:04:30 +00:00

cat 9k_i osxe. 17.11.01. SPA. bin <- The Active has 17.11.01. SPA. bin

194733 -rw- 1027574083 Jun 13 2023 01:33:41 +00:00 cat9k_iosxe.17.06.05.SPA.bin

Switch#

=)
o

&t



dir bootflash-2: | i .bin

210971

-rw-

1027574083 Jun 29 2023 22:19:23 +00:00 cat9k_iosxe.1l7.06.05.SPA.bin

<- The Standby does not have 17.11.01. SPA. bin

=
=

ik

010k i.*

MX| ZEO| CIHIO|ANME
LIcH EX7H 27422 3B A2 TR

install add B 0| 73 W7t x| &--gofl .bin THABH

I} 1€ Member/Standby 0l 2|8 S AHEFLICEH

>



<tfroot>
Switch#

copy boot fl ash: cat 9k_i osxe. 17. 11. 01. SPA. bi n boot fl ash-2:

=M 2

bing USBO SAELICHEIY SAH7H 271

oIr
i
0¥
X

<#root>
Switch#

copy boot fl ash: cat 9k_i osxe. 17. 11. 01. SPA. bi n usbf | ashO:




USBOI| S AT CHZ |/ o] & U LCH.

<{froot>
Switch#

copy usbfl ash0O: cat 9k_i osxe. 17. 11. 01. SPA. bi n boot fl ash-2:

4THA:

bin TU0| 2 E T Xl U=X| & lgfLCt.

<#root>

Switch#

dir flash: | i .bin

81126  -rw- 1265422219 Jun 19 2023 03:04:30 +00:00

cat 9k_i osxe. 17.11.01. SPA. bin <- The Active has 17.11.01. SPA. bin

194733 -rw- 1027574083 Jun 13 2023 01:33:41 +00:00 cat9k_iosxe.17.06.05.SPA.bin
Switch#

dir bootflash-2: | i .bin

210971 -rw- 1027574083 Jun 29 2023 22:19:23 +00:00 cat9k_iosxe.17.06.05.SPA.bin
210974 -rw- 1265422219 Jun 20 2023 03:32:23 +00:00

cat 9k_i osxe. 17. 11. 01. SPA. bi n <- The Standby now has 17.11.01. SPA. bin

#+ I{7|X|7} o|O| M&|E

MA Az F71 Y flash:name activate commit(7+ I I Z|X|7} 0|0 F7tE[0] YF)S A&stedn
g F E30| Ylst= <, Ol WZ|X|7t o|0| HIE M SEIE AR U M5 U 7HBE

CH7| S elolgLict,

<#root>
Switch#
install add file flash:cat9k_iosxe.17.11.01. SPA bin activate conm t

install_add_activate_commit: START Wed Jul 26 12:36:58 UTC 2023

*Jul 26 12:36:58.491: %INSTALL-5-INSTALL_START_INFO: RO/0: install_engine: Started install one-shot boo
install_add_activate_commit: Checking whether new add is allowed ....
FAILED: +install_add_activate_commit :

Super package al ready added. Add operation not all owed.

'install remove inactive' can be used to discard added packages



show install summary BEE A~5t0{ 0| HEHE &2l =+ JU&sLtt

<#root>
Switch#
show install sumary

[ RO ] Installed Package(s) Information:
State (St):

I - Inactive

, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

IMGC C 17.06.05.0.5797

IMG | 17.11.01.0.1324

Auto abort timer: inactive

<tfroot>

Switch#

install renove inactive

install_remove: START Wed Jul 26 13:42:14 UTC 2023

Cl eani ng up unnecessary package files

No path specified, will use booted path bootflash:packages.conf
Cleaning bootflash:
Scanning boot directory for packages ... done.
Preparing packages list to delete ...
cat9k-cc_srdriver.16.09.03.SPA.pkg
File is in use, will not delete.
cat9k-espbase.16.09.03.SPA.pkg
File is in use, will not delete.
<...snip...>

The following files will be del eted

<-

Here it

is seen

C



[RO]:
/bootflash/cat9k-cc_srdriver.17.06.05.SPA.pkg
/bootflash/cat9k-cc_srdriver.17.11.01.SPA.pkg
/bootflash/cat9k-espbase.17.06.05.SPA.pkg
/bootflash/cat9k-espbase.17.11.01.SPA.pkg
<...snip...>

Do you want to renove the above files? [y/n]y

[RO]:

Deleting file bootflash:cat9k-cc_srdriver.17.06.05.SPA.pkg ... done.
Deleting file bootflash:cat9k-cc_srdriver.17.11.01.SPA.pkg ... done.
Deleting file bootflash:cat9k-espbase.17.06.05.SPA.pkg ... done.
Deleting file bootflash:cat9k-espbase.17.11.01.SPA.pkg ... done.
<...snip...>

SUCCESS: Fil es del et ed.

--- Starting Post_Remove_Cleanup ---
Performing Post_Remove_Cleanup on Active/Standby
[RO] Post_Remove_Cleanup package(s) on RO
[RO] Finished Post_Remove_Cleanup on RO
Checking status of Post_Remove_Cleanup on [RO]
Post_Remove_Cleanup: Passed on [RO]
Finished Post_Remove_Cleanup

SM2

MR MH HIE S EXM7E HEEIX| f2TH LR &Ef X[27]

S



Zo|: C|H}O|AE C}A| ZEE 5l oF &FLC}.

<#root>

Switch(config)#

service internal <- Service internal is required to be turned on
Switch(config)#

exit

Switch#c

lear install state

clear_install_state: START Wed Jul 26 12:25:09 UTC 2023

This command will renmove all the provisioned SMJs, and roll back points. Use this command with caution
Areload is required for this process. Press y to continue [y/n]y

--- Starting clear_install_state ---
Performing clear_install_state on Active/Standby



[1] clear_install_state package(s) on RO

[1] Finished clear_install_state on RO
Checking status of clear_install_state on [RO]
clear_install_state: Passed on [RO]
Finished clear_install_state

Send model notification for before reload

Install will reload the system now

SM 11t 28 25 & Q215t2{™ show install summary BE 2 AL 5104 H|E 4 0|O|X|7} . Of& &F
EX|

Switch#

show install summary

[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

<- 17.11.01 is no |l onger seen

Auto abort timer: inactive

JP)
i
o
r
]

M| M x| Tt flash:name activate commitE 2| ¢ 0| |

Ol MoM= YIBO|=E +dE M ¥ RE FE HT AHE[0] U= R0 LIELIE ZXME
CHELICH

ALI2IL 1

« Boot #44== bootflash:packages.conf2 A& EL|C}H

« O O|RZE AQIX|E M&| F7} T+ flash:name activate commitO| & A3t 7| Foi| CHA| 2
=gt

- O|Z Qlsl| CtE packages.conf Tt U 0| £ & £[7HLt H|0{ {2 AL{X[oM £ Oi7H-E

e & gLt



Switch#
show boot
BOOT variable =

boot f| ash: packages. conf

MANUAL_BOOT variable = no

ALX[7F HEREEEHL CHA| EEE I LF7H EAIELICH

<{froot>

Preparing to autoboot. [Press Ctr1-C to interrupt] O
boot: attempting to boot from [bootflash:packages.conf]

ERROR failed to boot from bootfl ash: packages. conf (Not Found)

Please wait while the system restarts.

Initializing Hardware......

« AQX|/[FTHHIO|IXC 2E HEE EC|M2Z $27{L}CTRL-C) ROMMONE &
« set 2 A3
A

« BOOT=2]

=1de]|
= —
<tfroot>

switch:

set

BAUD=9600

BOOT=boot f | ash: packages. conf;

BOOTLDR=packages.conf
BSI=0
<snip>

I0SE 2El5t= SMollz 27kX|7t /&L

e
Q'I_l
rir

EHErLCH.



=2
=

o pstE @9 Ol™ios bin THAUZ RFEE
M1
El B2 A%
o - 2O

M ios HME AL&stod M #

<#froot>

switch:
BOOT=cat 9k_i osxe. 17. 09. 03. SPA. bi n
EQlgtLct.

BOOT 20| YHIo|EE|IFE=K]

<#froot>

switch:



set
BAUD=9600
BOOT=boot f | ash: cat 9k_i osxe. 17. 09. 03. SPA. bi n <-Boot statenent succ

BOOTLDR=packages.conf
BSI=0
<snip>

mo
[

2

ma

AL|X|7tiosE EEE MHR| HeE HAS K| 21

M
>
4
om

[0

<tfroot>
switch:

boot boot fl ash: cat 9k_i osxe. 17. 09. 03. SPA. bi n



& : ZefAlof o{E bin THHO| AU=X] &4 o
gLt

ALtz 2
install add file flash:name activate commit BZ 0| A= Z|X|BF boot ¥i4== packages.conf CHA! .bin

ndz A-EELUCH

<#froot>
Switch#

show boot

Current Boot Variables:
BOOT variable =
fl ash: cat 9k_i osxe_npe. 17. 03. 03. SPA. bi n;



Boot Variables on next reload:
BOOT variable =

fl ash: cat 9k_i osxe_npe. 17. 03. 03. SPA. bi n;

Manual Boot = no
Enable Break = yes
Boot Mode = DEVICE
iPXE Timeout = 0

Switch#

install add file flash:cat9k_iosxe.17.09.03. SPA bin activate conm t

install_add_activate_commit: START Tue Sep 12 15:01:12 UTC 2023

install_add_activate_commit: Adding PACKAGE

install_add_activate_commit: Checking whether new add is allowed ....

This operation requires a reload of the system. Do you want to proceed?
Please confirm you have changed boot config to flash:packages.conf [y/n]ly

--- Starting initial file syncing ---

Info: Finished copying flash:cat9k_iosxe.17.09.03.SPA.bin to the selected switch(es)

Finished initial file syncing

<snip>

ChAl 228l 17.9.30| Z & El packages.conf CH4l 17.3.3.SPAbINS 2 ARQ|k|7} ZEE|E S0t
£3E g F UsUO

<#root>

Initializing Hardware......

System Bootstrap, Version 17.9.2r, RELEASE SOFTWARE (P)
Compiled Wed 11/23/2022 12:30:48.96 by rel

Current ROMMON image : Primary
Last reset cause : CpuReset
C9500-12Q platform with 16777216 Kbytes of main memory

Preparing to autoboot. [Press Ctrl1-C to interrupt] O
boot: attempting to boot from

[flash: cat 9k_i osxe_npe. 17. 03. 03. SPA. bi n]
boot:

reading file cat9k_i osxe_npe. 17.03. 03. SPA bin

>
do
Pl

|7t £ &IE|™ packages.conf7t 17.9.32 2 SHI 27| YUCI|0|EEIQ

N



Switch#

nore fl ash: packages. conf
boot ro- 00 rp_boot cat9k-rpboot.17.09.03.SPA.pkg
boot re 10 rp_boot cat9k-rpboot.17.09.03.SPA.pkg

iso ron 00 rp_base cat9k-rpbase.17.09.03.SPA.pkg
iso ro- 10 rp_base cat9k-rpbase.17.09.03.SPA.pkg

<-All .pkg set to 17.9.3 correctly

o

iso rp O rp_daemons cat9k-rpbase.17.09.03.SPA.pkg
iso ro- 10 rp_daemons cat9k-rpbase.17.09.03.SPA.pkg

iso ron 00 rp_iosd cat9k-rpbase.17.09.03.SPA.pkg

iso ro- 10 rp_iosd cat9k-rpbase.17.09.03.SPA.pkg

iso ron 00 rp_security cat9k-rpbase.17.09.03.SPA.pkg
iso ron 10 rp_security cat9k-rpbase.17.09.03.SPA.pkg
iso ron 00 rp_wlc cat9k-wlc.17.09.03.SPA.pkg

iso ror 10 rp_wlc cat9k-wlc.17.09.03.SPA.pkg

iso ron 00 rp_webui cat9k-webui.17.09.03.SPA.pkg

iso ron 10 rp_webui cat9k-webui.17.09.03.SPA.pkg
<snip>

boot B44Z flash:packages.confZ #4738 L|C}

<#root>

Switch(config)#

no boot system

Switch(config)#

boot system fl ash: packages. conf

Switch(config)#

do w

<- Configuration nmust be saved for boot variable to be updated properly before rel oading
Switch#

show boot

Current Boot Variables:
BOOT variable =

f I ash: packages. conf;

Boot Variables on next reload:
BOOT variable =

f I ash: packages. conf;



Manual Boot = no
Enable Break = yes
Boot Mode = DEVICE
iPXE Timeout = 0

AQ|X|E CHA 2E5t0{ ER| 2= I EHFE ios 0[0|X| 17.9.30 B XIELICt

<{froot>
Switch#

rel oad

Initializing Hardware......

System Bootstrap, Version 17.9.2r, RELEASE SOFTWARE (P)
Compiled Wed 11/23/2022 12:30:48.96 by rel

Current ROMMON image : Primary
Last reset cause : CpuReset
C9500-12Q platform with 16777216 Kbytes of main memory

Preparing to autoboot. [Press Ctr1-C to interrupt] O
boot: attempting to boot from

[fl ash: packages. conf]

boot: reading file packages.conf

<snip>

AQIX|8 2T 3 W 2ol
<#root>

Switch#

show versi on

Cisco I0S XE Software, Version

17.09. 03

<-Boot variable correctly |loading from

Cisco I0S Software [Cupertino], Catalyst L3 Switch Software (CAT9K_IOSXE),

Version 17.9.3

, RELEASE SOFTWARE (fc6)

e e

rk

Catalyst 3850, Catalyst 9000 A|E2|=

A 2|x|29] ISSU(In-Service Software Upgrade)



https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9500-series-switches/214406-in-service-software-upgrade-issu-on-ca.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9500-series-switches/214406-in-service-software-upgrade-issu-on-ca.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9500-series-switches/214406-in-service-software-upgrade-issu-on-ca.html

Cisco H1 ID

o

%-I o4

Q_Jl\_l:lk

Cisco B2 ID CSCvr29736
- Doc EH{1: 960001 A reloadfastE %=

Cisco H{1 ID CSCvr29864


https://tools.cisco.com/bugsearch/bug/CSCvr29736
https://tools.cisco.com/bugsearch/bug/CSCvr29864

- 7HA1 AFE: 93000 A install 22301 reloadfast =7t
Cisco B2 ID CSCvr29886


https://tools.cisco.com/bugsearch/bug/CSCvr29886

- 74 AFE: v-mismatchOll A A X|e| R HHEES HEE = US

Cisco H{1 ID CSCvr30159


https://tools.cisco.com/bugsearch/bug/CSCvr30159
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install add BHS

&

- 74 AL

Cisco H{1 ID CSCvr30189


https://tools.cisco.com/bugsearch/bug/CSCvr30189
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