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show platform hardware fed switch active fwd-asic resource tcam utilization

&3 o] E2dof| CHEF REM|EH LIRS £ & ZESHAIAIL

16.X versions:
CAM UWilization for ASIC [0]

Tabl e Max Val ues Used Val ues
Uni cast MAC addresses 16384/ 256 15/ 21
L3 Multicast entries 1024/ 256 0/7

L2 Multicast entries 1024


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvz76172
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs49401
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs49401

Directly or indirectly connected routes 8192/ 3072 2/ 19

QoS Access Control Entries 1024 40 <<< QoS Entries
Security Access Control Entries 1408 125
I ngress Netfl ow ACEs 128 8
Pol i cy Based Routing ACEs 512 9
Egress Netfl ow ACEs 128 8
FI ow SPAN ACEs 256 13
Control Plane Entries 512 211
Tunnel s 128 17
Li sp I nstance Mapping Entries 128 3
SGT_DGT 2048/ 256 0/1
CLI ENT_LE 2048/ 64 0/0
I NPUT_CROUP_LE 1024 0
OUTPUT_GROUP_LE 1024 0
Macsec SPD 128 2

17 .x Versions:

Codes: EM - Exact_Match, | - lnput, O- Qutput, 10 - Input & Qutput, NA - Not Applicable CAM
Utilization for ASIC [0] Table Subtype Dir Max Used %Jsed V4 V6 MPLS Other ---------------m-----
--------------------------------------------------------------------------------- Mac Address
Table EM| 16384 17 0.10%0 0 0 17 Mac Address Table TCAM| 256 21 8.20%0 0 0 21 L3 Milticast
EM1 1024 0 0.00% 0 0 0 O L3 Multicast TCAMI 256 9 3.52% 3 6 0 O L2 Multicast TCAM| 1024 11
1.07% 3 8 0 O I P Route Table EM1 4096 3 0.07% 2 0 1 O IP Route Table TCAM | 2048 19 0.93% 6 10

2 1 QOS ACL TCAM IO 1024 85 8.30% 28 38
0 19 <-- QoS Entries

Security ACL TCAM (0] 1408 129 9.16% 26 58 0
45

Net f | ow ACL TCAM I 128 6 4. 69% 2 2 0
2

PBR ACL TCAM I 512 9 1.76% 3 6 0
0

Net f | ow ACL TCAM (@] 128 6 4. 69% 2 2 0
2

Fl ow SPAN ACL TCAM (0] 256 13 5. 08% 3 6 0
4

Control Pl ane TCAM I 512 262 51.17% 114 106 0
42

Tunnel Term nation TCAM | 128 18 14. 06% 8 10 0
0

Li sp I nst Mappi ng TCAM I 128 1 0.78% 0 0 0
1

CTS Cell Matrix/ VPN

Label EM (@] 2048 0 0. 00% 0 0 0
0

CTS Cell Matrix/ VPN

Label TCAM (@] 256 1 0. 39% 0 0 0
1

Client Table EM I 2048 0 0. 00% 0 0 0
0

Client Table TCAM I 64 0 0. 00% 0 0 0
0

I nput Group LE TCAM I 1024 0 0. 00% 0 0 0
0

Qut put Goup LE TCAM (@] 1024 0 0. 00% 0 0 0
0

Macsec SPD TCAM I 128 2 1.56% 0 0 0
2
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C9200( confi g) #policy-map egress_pmap
C9200( confi g- pmap) #interface gi2/0/9
C9200(config-if)#service-policy output egress_pmap

C9200#show platform software fed switch 2 gos policy target status <-- switch 2 is used
because the interface in question is Gi2/0/9 which is on switch 2

TCG status summary:

Loc Interface I1F-1D Dir State:(cfg,opr) Policy
<sni p> L: 0 G gabitEt hernet2/0/9 0x00000000000010 OUT VALID, SET_INHW egress_pmap <-- VALID /
SET_INHW indicates the policy is understood by software and installed to hardware successfully

CH4 QIE{m 0| A0f CH3H VALID/SET_INHW CHAl R 251 X| 92 & E& 987 EAIZH QoS
xHg ZiE a0 Zolol TEE ASHLILL =] ABEE ol Lich. ol 2 Aol HsEoilA]
= BHO| A8 E = U BlaAE ofslists Yol Chall AHAIS| A E L

C9200#show run policy-map egress_pmap
Current configuration : 624 bytes
1
pol i cy-map egress_pmap
cl ass COS_DSCP6
priority level 1
queue-buffers ratio 5
cl ass COS_DSCP5
bandw dt h remai ni ng percent 10
queue-buffers ratio 5
<sni p...>

C9200#show run class-map COS_DSCP6
Current configuration : 66 bytes

!

cl ass-map mat ch-any COS_DSCP6
match ip dscp ef

!

end

QoS stE=Si o] 2|AA 0| FHXY ALSE O3

AHS ofl(9200L 17.3.4)

C9200#show platform hardware fed switch active fwd-asic resource tcam utilization |
Codes |ASIC|-|QO0S

Codes: EM - Exact_Match, | - Ilnput, O- Qutput, 10 - Input & Qutput, NA - Not Applicable CAM
Utilization for ASIC [0] Table Subtype Dir Max Used %Used ‘2 vé MPLS Other
QCs ACL TCAM 10 1024 85 8.30% 28 38 0

19 <-- Baseline utilization with minimal configuration
¥l 8 B2 TAdstT 1ZBHLICH O] A MojM S E B4 Bo| Yoo E 0] P o|T 3
E 047t ei&Lct,

C9200( confi g) #policy-map egress_pmap
C9200( conf i g- pmap) #interface gil/0/9
C9200( confi g-if)#service-policy output egress_pmap



C9200#show platform hardware fed switch active fwd-asic resource tcam utilization |
Codes |ASIC|-|Qo0S

Codes: EM - Exact_Match, | - lnput, O- Qutput, 10 - Input & Qutput, NA - Not Applicable CAM
Utilization for ASIC [0] Table Subtype Dir Max Used %Used v4a V6 MPLS
Other

QCs ACL TCAM 10 1024 89 8.69% 29 40 0

20 <-- 4 additional entries consumed
ZoHA ol 072t "R EIHLE X7 FEHE AR 4712| stESo EF 0| AAHE |1 V4, V6
ol 7|Et2E BEE|l=X] =Zelg(Ct

ol Mo M= Bl BAE FejA7t FIHEILICEH eI ALLE|20 M O match- -any oA W
0424 & 2| DSCP, CoS & IPP H0|E2 U3 |A|; ¢ lgLict aBiLt ol Soi, 3EE 2o
gloo= Zeia e of ERHTIE oHEstxl et Lict,

C9200( confi g) #class-map match-any TEST CLASS

C9200( confi g- cmap) #policy-map egress_pmap

C9200( confi g- pmap) #class TEST CLASS

C9200#show platform hardware fed switch active fwd-asic resource tcam utilization |
Codes|ASIC|-|Qos

Codes: EM - Exact_Match, | - lnput, O- Qutput, 10 - Input & Qutput, NA - Not Applicable CAM
Utilization for ASIC [0] Table Subtype Dir Max Used %Used v4 V6 MPLS Other
Qs ACL TCAM (O] 1024 92 8.92% 30 42 0

20 <-- 3 additional entries consumed
ol oo = =& F ZF F7+ ZeiAol s Yxlete S E 0| QG2 v4 AEE| 1712t v6
AEZ| 2712of Ho|ABtRIO| AHIEE E04 ELICH

2t @eH20f match 22 £7HeH 1 7+ 20| ALRELICH

C9200( confi g) #class-map match-any TEST_CLASS
C9200( conf i g- cmap) #match precedence 0

C9200( confi g- cmap) #do show platform hardware fed switch ac fwd resource tcam utilization | i QOS
QOS ACL TCAM 10 1024 96 9.38% 31 44 0
21 <-- 4 additional entries

C9200( conf i g- cmap) #match precedence 1

C9200( confi g- cmap) #do show platform hardware fed switch ac fwd resource tcam utilization | i QOS
QOS ACL TCAM 10 1024 99 9.67% 32 46 0
21 <-- 3 additional entries

C9200( confi g- cnmap) #match cos 1

C9200( confi g- cmap) #do show platform hardware fed switch ac fwd resource tcam utilization | i QOS
QOS ACL TCAM 10 1024 100 9.77% 32 46 0
22 <-- 1 additional entry

C9200( confi g- cmap) #match dscp 21

C9200( confi g- cmap) #do show platform hardware fed switch ac fwd resource tcam utilization | i QOS
QOS ACL TCAM 10 1024 lo03 10.06% 33 48 0

22 <-- 3 addditional entries

C9200( confi g- cmap) #match dscp 22



C9200( confi g- cmap) #do show platform hardware fed switch ac fwd resource tcam utilization | i QOS
QOS ACL TCAM 10 1024 103 10.06% 33 48 0
22 <-- 0 additional entries

C9200( confi g- cmap) #match dscp 23

C9200( confi g- cmap) #do show platform hardware fed switch ac fwd resource tcam utilization | i QOS
QOS ACL TCAM 10 1024 106 10.35% 34 50 0
22 <-- 3 additional entries

C9200( confi g- cmap) #match dscp 31

C9200( confi g- cmap) #do show platform hardware fed switch ac fwd resource tcam utilization | i QOS
QOS ACL TCAM 10 1024 109 10.64% 35 52 0
22 <-- 3 additional entries

C9200( confi g- cmap) #match dscp 32

C9200( confi g- cmap) #do show platform hardware fed switch ac fwd resource tcam utilization | i QOS
QOS ACL TCAM 10 1024 109 10.64% 35 52 0

22 <-- 3 additional entries

C9200( confi g- cmap) #match dscp 33

C9200( confi g- cmap) #do show platform hardware fed switch ac fwd resource tcam utilization | i QOS

Qs ACL TCAM 10 1024 112 10.94% 36 54 0
22 <-- 3 additional entries
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AlLIE|2: QoS TCAM AH | F=H

21 o] ofofl HE Object-Group 7|8 ACLE A EFLICH 7"'7'<1| JE2 BN H ZE 7|E AA
ASES E2MOR LIEIHLICH 2EMo R TCAME M Ho| £&= o MA AH|SHK|= &
&Lt O chdl, ACES| 02 ZI THEH S £ 2 LIEHLHZ| {5l ':F =3te|n REY WAQLICH

o| ool M= QladiAa HAE AFE5H0{ IS EAIELICE 047]0l = Object-Groups, IP Access-
Lists & TCP/UDP ZE 7|dt 2|7} L& EL|CH

27| 28 23 1B ALSSHE AMA S8 FBHA A

ip access-list extended
APP_1_PORTS_1

object-group network 10 permit udp any object-group

RFC1918-Private-IPv4 app_1 range 1433 1434

10.0.0.0 255.0.0 20 permit udp object-group app_1

172.16.0.0 255.240.0 range 1433 1434 any ZeiA W match-any policy-map

192.168.0.0 255.255.0.0 30 permit tcp any object-group BigClass ingress_pm:
app_1 range 1433 1434 match access-group name £ 24 Big(

object-group network 40 permit tcp object-group app_1 APP_1_PORTS_1 dscp cs2 &

app_1 range 1433 1434 any

J& 7§ RFC1918- 50 permit tcp any object-group

Private-IPv4 app_1 range 14300 14400

60 permit tcp object-group app_1
range 14300 14400 any

XEE ZE 51 object-group network RFC1918-Private-IPv40f A{E510[ 374 Ql&LIC}

obj ect-group network app_1
gr oup- obj ect RFC1918-Private-IPv4

obj ect-group network RFC1918-Private-IPv4
10.0.0.0 255.0.0.0

172.16.0.0 255.240.0.0

192.168.0.0 255.255.0.0

EE 8t jp access-list extended APP_1_PORTS_10ll= 6742| match Z&&Z0/ Q& LICt.

1

ip access-list extended APP_1 PORTS 1

10 permt udp any object-group app_1 range 1433 1434 <-- permits any source, to group app_l on
UDP ports 1433 - 1434

20 permit udp object-group app_1 range 1433 1434 any <-- reverse of previous line, reminder
that app_1 is made up of RFC1918-Private-IPv4, which is 3 separate subnets

30 pernmit tcp any object-group app_1 range 1433 1434

40 pernmit tcp object-group app_1 range 1433 1434 any

50 pernmit tcp any object-group app_1 range 14300 14400

60 permit tcp object-group app_1 range 14300 14400 any

o

object-group network app_ 12 object-group network RFC1918-Private-IPv42| 2 & &2 ip
access-list extended APP_1_PORTS_1°| 2 & &=of M&%&tL|Ct.

==

RFC1918-Private-IPv40ll M 371 2| &7} ACEE LIEIL=
7k &L

Ol= APP_1_PORTS_ 12| Zt ACEO]| EH%
object-group app_12 M ZXS2E &
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Sela M 2 HA gHofl @42 E! ip access-list extended APP_1_PORTS_12| & AIE & FHX|:

Il

APP_10]| 6HH AF8E x 37H2] object-group ACE = 18

MM M5 1 TCAM AFRE S zhatshL|ct.

C9200#show platform hardware fed switch 2 fwd-asic resource tcam utilization | i Codes|ASIC]|-
| Qos

Codes: EM - Exact_Match, | - Input, O- Qutput, 10 - Input & Qutput, NA - Not Applicable CAM
Utilization for ASIC [0] Table Subtype Dir Max Used %Used V4 V6 MPLS O her
QCs ACL TCAM 10 1024 85 8.69% 29 40 0

20 <-- baseline utilization

C9200( confi g- pmap) #interface gil/0/9
C9200(confi g-if)#service-policy input ingress_pmap

C9200#show platform hardware fed switch active fwd-asic resource tcam utilization | i
Codes|ASIC|-|Qos

Codes: EM - Exact_Match, | - Input, O- Qutput, 10 - Input & Qutput, NA - Not Applicable CAM
Utilization for ASIC [0] Table Subtype Dir Max Used %Used V4 V6 MPLS O her
Qs ACL TCAM 10 1024 107 10.45% 47 40 0
20 <-- 22 entries consumed

29

. ACLE 2% 182 HolgLich ol 182 2 1Mol T4 212 Qs 1872l %7t #=2
AHIBHE S SFELIC
LM B2 7|EHo 2 4740 AEEIE AL BLICH

[y Pt

0| AR 2271 &= AL

AlLE2|2: QoS TCAM & E (=15t K| & =)

ol o & A 7%l o] e| A5 lLICt o|FE A stH CHE 2] TCAME A&t H AL E =+ QU

= Yol d-EELIC

2 4

Zﬂiﬂ :lﬂl 2;7* :lﬂgié A+§§5+%E gﬂkﬂﬁﬁ 5% iiEHZS Eﬁ §§Zﬁ EH
object-group network ip access-list extended Z2iA S match-any policy-map
experimental_1 APP_1_PORTS_1 BigClass_1 big_ingress.
240.1.192.0 10 permit udp any object-group match access-group name p
255.255.192.0 app_1 range 1433 1434 APP_3_PORTS_2 oA
240.2.96.0 255.255.224.0 20 permit udp object-group app_1 224 & match-any BigClass_1
240.3.160.0 range 1433 1434 any BigClass_2 dscp cs4 %
255.255.240.0 <4E FIb> match access-group name 224
240.4.32.0 255.255.224.0 ip access-list extended APP_4_PORTS_1 BigClass_2
240.5.160.0 APP_1_PORTS_2 ZeiA ¥ match-any dscp af41 -

255.255.224.0 10 permit udp any object-group  BigClass_3 oA



240.6.192.0
255.255.224.0
240.7.128.0
255.255.128.0
240.8.0.0 255.255.0.0
240.9.128.0
255.255.192.0
240.10.224.0
255.255.224.0

app_1 range 7750 7759

20 permit udp object-group app_1
range 7750 7759 any

<18& F7I>

ip access-list extended
APP_1_PORTS_3

10 permit udp any object-group
app_1 range 22030 22031

20 permit udp object-group app_1

240.11.0.0 255.255.240.0 range 22030 22031 any

240.12.160.0
255.255.224.0
240.13.192.0
255.255.224.0
240.14.192.0
255.255.240.0
240.15.128.0
255.255.224.0
object-group network
experimental_2
241.0.0.0 255.255.192.0
241.4.0.0 255.252.0.0
241.8.0.0 255.252.0.0
SAE 2411211
SAE 2411311
SAE 2411411
SAE 2411511
241.16.0.0 255.252.0.0
SAE 241.20.1.1
SAE 241.21.11
SAE 241.22.1.1
SAE 241.23.1.1
object-group network
RFC1918-Private-IPv4
10.0.0.0 255.0.0
172.16.0.0 255.240.0
192.168.0.0 255.255.0.0

object-group network
app_1

J& 71X RFC1918-
Private-IPv4

object-group network
app_2

J& 71X RFC1918-
Private-IPv4

object-group network
app_3

J& 71X RFC1918-
Private-IPv4
object-group network

<6E >

ip access-list extended
APP_2_PORTS_1

10 permit udp any object-group
app_2 range 6000 9291

20 permit udp object-group app_2
range 6000 9291 any

ip access-list extended
APP_3_PORTS_1

10 permit tcp any object-group APP_1_PORTS_2

app_3 eq 7563 match access-group name
20 permit tcp object-group app_3 APP_3_PORTS_3

eq 7563 any match access-group name
<ULE =7)> APP_2_PORTS_1

ip access-list extended class-map match-any

APP_3_PORTS_2 BigClass_4

10 12 AF2 A} H|o|E{3 =z  match access-group name
= any object-group app_3 eq APP_1_PORTS_3

554 match access-group name

20 permit udp object-group app_3 APP_3 PORTS_4

eq 554 any 24 W match-any

<2Z > BigClass_5

ip access-list extended match access-group name

APP_3_PORTS_3 APP_1_PORTS_1

10 12 AF2 A} H|o|E{a2 =z  match access-group name
= any object-group app_3 eq APP_3_PORTS_1

22331

20 permit udp object-group app_3

eq 22331 any

<2Z >

ip access-list extended

APP_3_PORTS_4

10 permit tcp any object-group

app_3 eq 5432

20 permit tcp object-group app_3

eq 5432 any

<6ZE >

ip access-list extended

APP_4_PORTS_1

10 permit udp any object-group

app_4 range 1718 1719

20 permit udp object-group app_4

range 1718 1719 any

match access-group name

BigClass_3
dscp cs3 &
=Xal |

BigClass_4
dscp af31 1
=Xal |

BigClass_5
dscp cs2 &
class-defal



app_4

& 7HA RFC1918-

Private-IPv4

group-object <14& FI}>
experimental_1

group-object

experimental_2
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