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6K- Cat OS> (enabl e) set span 11-12 3/24
!--- where 11-12 specifies the range of source VLANs and 3/24 specify the destination port.

2007 Jul 12 21:45: 43 ¥SYS-5- SPAN_CFGSTATECHG | ocal span session inactive for des
tination port 3/24

Destination : Port 3/24

Adm n Source : VLAN 11-12

Oper Source : Port 3/11-12,16/1
Direction : transmt/receive
I ncom ng Packets: disabled

Lear ni ng : enabl ed

Mul ti cast : enabl ed

Filter Do

St at us ;. active

6K- Cat OS> (enabl e) 2007 Jul 12 21:45: 43 %SYS- 5- SPAN_CFGSTATECHG | ocal span sessi
on active for destination port 3/24
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O|Z S5l VLAN 11 & VLAN 120 &35t 2 E #0jo] 2 EB{ZI0| BALE|0] ZE 3/242 M&
y=|8|u ¥

. show span all 32 A& 304 SPAN Z1I|dio|ME & lgtLCt.

6K- Cat OS> (enabl e) show span all

Destination : Port 3/24

Adm n Source : VLAN 11-12

Oper Source : Port 3/11-12,16/1
Direction : transmt/receive
I ncom ng Packets: disabled

Lear ni ng : enabl ed

Mul ti cast : enabl ed

Filter Do

St at us : active

Total |ocal span sessions: 1

No renote span session configured
6K- Cat OS> (enabl e)
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6K- Cat OS> (enabl e) set security acl ip HttpUdp_Acl permit tep 10.12.12.128 0.0.0.127 host
10.11.11.100 eq www capture

!--- Command wrapped to the second line. HttpUdp_Acl editbuffer nodified. Use 'conmit’
comrand to apply changes. 6K-Cat OS> (enable) set security acl ip HttpUdp Acl permit udp any
host 239.0.0.100 capture

Ht t pUdp_Acl editbuffer nodified. Use 'commrit’ command to apply changes.

'ACE ZAT|220|M0| 8HI2 T SHE £ A2 Elof Q=X 2OIFLIC

6K- Cat OS> (enabl e) show security acl info HttpUdp_Acl editbuffer

set security acl ip HtpUdp_Acl

1. permt tcp 10.12.12.128 0.0.0.127 host 10.11.11.100 eq 80 capture
2. pernmit udp any host 239.0.0.100 capture

ACL HttpUdp_Acl Status: Not Committed

6K- Cat OS> (enabl e)

. StEfo{of ACLE AU E LI

6K- Cat OS> (enabl e) commit security acl HttpUdp_Acl

ACL commit in progress.

ACL ' Ht t pUdp_Acl' successfully committed.
6K- Cat OS> (enabl e)

4. ACLL| &ENE = QlEfLICE.

6K- Cat OS> (enabl e) show security acl info HttpUdp_Acl editbuffer
set security acl ip HtpUdp_Acl

1. permt tcp 10.12.12.128 0.0.0.127 host 10.11.11.100 eq 80 capture
2. permit udp any host 239.0.0.100 capture



ACL Htt pUdp_Acl Status: Committed
6K- Cat OS> (enabl e)
5. X8t VLANO VLAN A& g M ghi|ct,
6K- Cat OS> (enabl e) set security acl map HttpUdp Acl ?
<vl ans> VI an(s) to be mapped to ACL
6K- Cat OS> (enabl e) set security acl map HttpUdp Acl 11
Mappi ng in progress.

ACL Htt pUdp_Acl successfully mapped to VLAN 11.
6K- Cat OS> (enabl e)
6. ACLI VLAN Zto| OfE & = elgtLct.
6K- Cat OS> (enabl e) show security acl map HttpUdp Acl
ACL HttpUdp_Acl is mapped to VLANSs:
11
6K- Cat OS> (enabl e)
7. 8X ZEE FHELICL
6K- Cat OS> (enabl e) set vlan 11 3/24
VLAN Mod/ Ports

11 3/ 11,3/ 24
6K- Cat OS> (enabl e)

6K- Cat OS> (enabl e) set security acl capture-ports 3/24

Successfully set 3/24 to capture ACL traffic.

6K- Cat OS> (enabl e)

B 11: ACLO| 0421 VLANOY BHEE B2 ZiX| ZEE ZE VLANO| F48oF ELich X =
E0iM 0424 VLANS 518 5te{H i_é EZ3E #4351 ACLO| OHEE VLANEF &L
Ct. o & £04, ACLO| VLAN 112} 1201 i EEl B Hm|Zso[Mds 2t=&fLct.

6K- Cat OS> (enabl e) clear trunk 3/24 1-10,13-1005,1025-4094

6K- Cat OS> (enabl e) set trunk 3/24 on dotlg 11-12
6K- Cat OS> (enabl e) set security acl capture-ports 3/24

8. Zix ZE Zim|aoio|ME EelgtLct
6K- Cat OS> (enabl e) show security acl capture-ports
ACL Capture Ports: 3/24
6K- Cat OS> (enabl e)

CtS& & QIRrL|C

O| MM AtE5tod Zdm|aao|A0| MCHZ = SsHEX| &elgtct.
Output Interpreter = #(SEE DB 3T (OIT)= £ show BHBE X[HELICE OITE ALE35t
04 show BHE £349| EMZ FLCt

- show security acl info(22t acl H& EA|) - R FH A} 7L NVRAM 2! st=<[o{od| O X[
o2 7{8E VACLS LIS EAIFLICH
6K- Cat OS> (enabl e) show security acl info HttpUdp_ Acl
set security acl ip HtpUdp_Acl

1. permt tcp 10.12.12.128 0.0.0.127 host 10.11.11.100 eq 80 capture
2. permt udp any host 239.0.0.100 capture
6K- Cat OS> (enabl e)
- show security acl map - & ACL, ZE &&= VLANO| CHEF ACL-to-VLAN EE= ACL-to-port OH
g E AU
6K- Cat OS> (enabl e) show security acl map all
ACL Nane Type VI ans
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Ht t pUdp_Acl 1P 11
6K- Cat OS> (enabl e)

. show security acl capture-ports - Z{x ZEO| S5 EA|gL|C}.
6K- Cat OS> (enabl e) show security acl capture-ports
ACL Capture Ports: 3/24
6K- Cat OS> (enabl e)
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