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7|2 B E9| Catalyst 6500

6509sup720#show running-config

Bui | di ng configuration..

Current configuration : 7524 bytes

!

version 12.2

service tinmestanps debug datetine

service tinmestanps |og datetine nmsec localtine
servi ce password-encryption

service counters max age 10

!

host nane 6509sup720

!

boot system sup-bootfl ash: s72033-psv-ne. 122-18. SXD6. bi n
luser nane nmaui - nas-05 password ci sco

]
no i p domai n-1ookup

1
noms flowip
no mMs flowipv6
spanni ng-tree node pvst

1
r edundancy

node sso

mai n- cpu

!

!
interface FastEthernet4/4

i p address 172.16. 10. 64 255. 255. 255.0

ip nat outside

!--- Defines interface FastEthernet 4/4 with an IP
address and as a !--- NAT outside interface. ! interface
VI an2 ip address 10.10.10.1 255.255.255.0 ip nat inside
!--- Defines interface VLAN 2 with an IP address and as
a NAT inside !--- interface. ! interface M an3 ip
address 10.10.20.1 255.255.255.0 ip nat inside !/---
Defines interface VLAN 3 with an IP address and as a NAT
inside !--- interface. ! ip nat inside source list 100
interface FastEthernet 4/4 overload

!--- Specifies the translation for inside workstations
and !--- servers to access the outside world. ip nat
inside source static tcp 10.10.10.2 25 interface
FastEthernet 4/4 2525

!--- Specifies the static mapping for the outside email

clients !--- to access the inside email server. !---
Refer to ip nat inside source for more details !--- on
the command. ! ! ip classless no ip http server ! /-—-

ACL 100 permits only the desired traffic for
translation. access-1list 100 permit ip 10.10.10.0
0.0.0.255 any
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access-list 100 permit ip 10.10.20.0 0.0.0.255 any
|

line con O

transport input none

line vty 0 4
!

end

CatOS Z41|72[0|4
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NAT Z4Z|aejolde XMEslof gLict 2l ZE QIE{H0|AT} Qe CHAL 5H0|EE|E 2 E0A
|..
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Catalyst 6500

!--- Configure VLAN 2, VLAN 3 and VLAN 4 on the
Supervisor. !--- Add VLAN 2. Catal yst 6500> (enable) set
vlan 2 VLAN 2 configuration successful !--- Add VLAN 3.
Cat al yst 6500> (enable) set vlan 3 VLAN 3 configuration
successful !--- aAdd vLAN 4. Catal yst 6500> (enable) set
vlan 4 VLAN 4 configuration successful !--- Assign port
fad/4 to VLAN 4. Catal yst6500> (enable) set vlan 4 4/4
VLAN 4 nodified. VLAN 1 nodified. VLAN Mod/Ports ---- --
--------------------- 4 4/ 4 Catal yst 6500> (enabl e)

MSFC(Route Processor)2] 3l0|EE|E R E 79|
Catalyst 6500

MSFCH#show running-config
Bui | di ng configuration..

Current configuration : 1024 bytes
!

version 12.1

no service pad

service timestanps debug uptinme
service timestanps | og uptine
no service password-encryption
!

host nane Rout er

!

boot system fl ash bootfl ash: c6nmsfc2-j k203sv-ne. 121-
26. E1. bin

!

i p subnet-zero

!

!

!

ip ssh tinme-out 120

ip ssh authentication-retries 3
r edundancy

hi gh-availability

si ngl e-rout er - node




1
interface M an2

i p address 10.10.10.1 255.255.255.0

ip nat inside

!--- Defines interface VLAN 2 with an IP address and as
a NAT inside !--- interface. ! interface M an3 ip
address 10.10.20.1 255.255.255.0 ip nat inside /---
Defines interface VLAN 3 with an IP address and as a NAT
inside !--- interface. ! interface Vland ip address
172.16. 10. 64 255.255.255.0 ip nat outside !--- Defines
interface VLAN 4 with an IP address and as a NAT outside
!--- interface. ! ip nat inside source list 100
interface Vlan4 overload

!--- Specifies the translation for inside workstations
and !--- servers to access the outside world. ip nat
inside source static tcp 10.10.10.2 25 interface Vlan4
2525

!--- Specifies the static mapping for the outside email
clients !--- to access the inside email server. ip
classless no ip http server ! access-list 100 permit ip
10.10.10.0 0.0.0.255 any

access-list 100 permit ip 10.10.20.0 0.0.0.255 any

!-—-— ACL 100 permits only the desired traffic for
translation. ! ! line con O line vty O 4 no login ! !
end

CtSS &QlgrL|Ct.

ol MME Al235l04 |y o|Mo| NCHZ Xt=sH=xX| &QlstLC}.
Output Interpreter T (S S E D0 ) (OIT)= EX show BHE X|HELICH OITE ALE3FI
04 show BHE £249| EM2 FL|Ct

- show ip nat translations - 43 NAT BH8t2 Z AL
Cat 6k#show ip nat translations
Pro I nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal
tcp 172.16.10. 64: 2525 10. 10. 10. 2: 25 --- ---
- show ip access-list - 31| ZE IP HMA FEO| LIS EAIELICH
Cat 6k#show ip access-lists
Extended | P access |ist 100
pernmit ip 10.10.10.0 0.0.0.255 any (32 matches)
pernmit ip 10.10.20.0 0.0.0.255 any (22 matches)
deny ip any any
- show ip nat statistics - NAT SH/E ZEA|EfLICE

= -
=Al 4
ol MMoMeE Aol EXE siEste ol AAESE = e HEE NSBELICH

A &= B

Output Interpreter =F(SSE DB ) (OIT)= S show BHE X|HELICL OITE AFHE S
01 show B £2i0| Mg FLICI,

11 debug BHEE ArE5t7| 7ol ClH BEHol| Ciet 52 HEE HESHAAL.
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- debugip nat- IP NAT 7|Ss2 2

Cat 6k#debug ip nat
I P NAT debugging is on

Cat 6k#
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
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01:
01:
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01:
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40:
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47.
47.
47.
47.
47.
47.
47.
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47.
47.

692
720
720
748
748
784
784
836
836
884

CET:
CET:
CET:
CET:
CET:
CET:
CET:
CET:
CET:
CET:

NAT: s=10.10. 10. 2->172. 16. 10. 4, d=172. 16. 150. 2 [ 80]

NAT* :
NAT* :
NAT* :
NAT* :
NAT* :
NAT* :
NAT* :
NAT* :
NAT* :

s=172.16. 150. 2, d=172.16. 10. 4->10. 10. 10.
s=10. 10. 20. 2->172. 16. 10. 4, d=172. 16. 150.
s=172.16. 150. 2, d=172.16. 10. 4->10. 10. 20.
s=10. 10. 10. 2->172. 16. 10. 4, d=172. 16. 150.
s=172.16. 150. 2, d=172.16. 10. 4->10. 10. 10.
s=10. 10. 20. 2->172. 16. 10. 4, d=172. 16. 150.
s=172.16. 150. 2, d=172.16. 10. 4->10. 10. 20.
s=10. 10. 10. 2->172. 16. 10. 4, d=172. 16. 150.
s=172.16. 150. 2, d=172.16. 10. 4->10. 10. 10.

- clear ip nat translation *—#%4&t E| 0|80 A % NAT(Network Address Translation)
SLct.
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- ip nat inside destination - L5 C

- ip nat inside source - L& &

- ip nat outside source - 2|F AA
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