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Loopback interface Loopback interface

10.10.10.1/30 10.10.10.5730
Time Server
10.100.100.1
MSFC15 MSFC16 —

Catﬁ[l[lﬂ

=1l 1nterface
17z2.16.100.100 (wlan 1)

O| ofloflME O|& 3t +=1{HFO|X ATl L MSFC7F &= Catalyst 65098 £ 04 ELICHAR|X|2]
show module B

Cat 6000> (enabl e) show module

Mod Sl ot Ports Modul e- Type Model Sub Status
1 1 2 1000BaseX Supervi sor WB- X6K- SUP1A- 2CGE yes ok

15 1 1 Mul tilayer Switch Feature W5 F6K- MSFC no ok

2 2 2 1000BaseX Supervi sor WS- X6K- SUP1A- 2CGE yes standby
16 2 1 Mul tilayer Switch Feature W5 F6K- MSFC no ok

3 3 48 10/ 100BaseTX Et her net WS- X6348- RJ- 45 no ok

Mbd Modul e- Nare Seri al - Num

1 SADO4240E48

15 SAD042406UW

2 SAD042400YL

16 SAD042407KG

3 SAL04440WY6

Mod MAC- Addr ess( es) Hw Fw Sw

1  00-30-7b-96-7c-5a to 00-30-7b-96-7c-5b 3.1 5.3(1) 5.5(7)

00- 30- 7b- 96- 7¢c- 58 to 00- 30- 7b- 96- 7c- 59

00- 02- 7e- 02-a0-00 to 00-02- 7e-02-a3-ff
15 00-dO- d3- a3- b6-a7 to 00- dO- d3-a3-b6-e6 1
2 00-dO-cO0-cf-72-12 to 00-dO-cO-cf-72-13 3.

00- dO- cO-cf - 72-10 to 00-d0- cO-cf - 72- 11
16 00-dO-cO-cf-72-14 to 00-d0-cO-cf-72-53 1.4  12.1(6)E 12.1(6)E
3 00-03-6c-29-ba-b0 to 00-03-6¢c-29-ba-df 1.4  5.4(2) 5.5(7)

4 12.1(6)E  12.1(6)E
1 5.3(1) 5.5(7)

Mod Sub- Type Sub- Model Sub- Serial Sub-Hw



1 L3 Swi tchi ng Engi ne W5- F6K- PFC SAD04240L70 1.1
2 L3 Swi tchi ng Engi ne W5- F6K- PFC SAD04220KC5 1.1
Cat 6000> (enabl e)

O] ofof A= Of Catalyst 65097 HIEXF 2| Z0{ A2|X|2t 7HIELICH AL{X[2] O|F MSFCE
HEZ S| CtE 2t E ! AQ[X[0f CHEH NTP MEH(O| 22 X| AtA|2| 4~IHHIO|X{ AEl ZEh = Zf
SgfLct

MSFCE= AlHIE WERZ S| #A MELI U= OFAE NTP AMEH2t E7|§PE LICH &AMz AtE 2

ZNTP Mt £ 3& NTP MY £ &LICHo{= B E O]l MHe YEH o2 Xt 2ot Z
8 O X2 AlE 2ot Alzhe S7I3HELch

0| of|ofl A 0|& MSFC= Zdx|1dio|M S71%H(config-sync)&
MSFCQo| Z1x|ad|o|M0| X|HE|X| &t MSFCO| RIS 2 S
3t L2 atgd ME MME 2 X 5HAAL.

g MstgrLct o= A ot x|IHE
7|3HElLIC}.config-syncO| CHEH XEA|

Ct& 2 MSFC15(XIHE MSFC)Q| Zim|Tafo|MLIct MSFC162| Z4T|Tzf|olMS X%
°+|,|c+ Eh alt HO| KIMEI H2do| ZZR MSFC162 alt 7| = -=r|01| HAS AFSELICH
MSFC15°| S AE 0|E2 MSFC15QL|Ct.MSFC162| S AE O|E£ MSFC16%lL|C}.

-

version 12.1

no service pad

]

!--- Enable service timestamps datetime! Service

ti mestanps debug datetine msec |ocaltine service
timestanps | og datetime nsec |localtime ! no service
password-encryption ! | /--- Hostnames for the MSFCs.
host nane MSFCL15 alt hostname MSFC16 ! boot system flash
boot fl ash: cénmsfc-jsv-ne. 121-6. E. bin enabl e password
cisco! ! 'Both MSFCs are in the PST tinmezone cl ock
timezone PST -8 ! !--- Both MSFCs will adjust the clock
for Daylight Saving Time. cl ock sumrer-tine PDT
recurring ! !--- If connectivity to the NTP server is
lost, the calendar is used. !as an authoritative tine
source clock calendar-valid ! ! ip subnet-zero! ! noip
finger ip domai n-name corp.comip nane-server
172.16.55.120 i p nanme-server 171.16.60.120 ! ! !config-
sync i s enabl ed redundancy high-availability config-sync
' ' I I-—— Each MSFC has a loopback( interface in a
different /30 subnet. interface LoopbackO ip address

10. 10. 10. 1 255.255.255.252 alt ip address 10.10.10.5
255.255.255.252 | | I--- VLAN 1 is the management
subnet, where the switch sc0 interface is located.
interface Vl anl description Network Managenent Subnet ip
address 172.16.100.2 255.255.255.0 alt ip address
172.16. 100. 3 255.255.255.0 no ip redirects standby 1
priority 105 preenpt alt standby 1 priority 100 preenpt
standby 1 ip 172.16.100.1 alt standby 1 ip 172.16.100.1
I <VARI QUS VLAN | NTERFACES NOT RELEVANT TO TH S EXAMPLE>
! router eigrp 10 network 10.0.0.0 network 172.0.0.0
network 172.0.0.0 0.255.255.255 no auto-summary eigrp

| og- nei ghbor-changes ! ip classless no ip http server !

' 1 line con O transport input none line vty 0 4
password cisco login transport input |at pad nop tel net
rlogin udptn nasi ! ! /--- Each MSFC uses the IP address
of the loopback(O interface as !--- the source IP for NTP
packets. ntp source LoopbackO ! /--- The MSFCs will
update the hardware calendar with the NTP time. ntp
updat e-cal endar ! !--- Both MSFCs are getting the time
from 10.100.100.1. ntp server 10.100.100.1 ! end




o ug %‘%‘% alt 7| EE K| K| k22 2 config-syncet E7H AF2E = Q&LICLHE E
™ ntp peer B0 %J%L—IEP o| Ao CiEt Config-sync X| P22 MSFC15 o MSFC1601IA‘| NTP

Ijof 2HE MEE = UELICLUHES{Z0MH 0| F A& O| HRE 3 conflg syncE H[&gs
5t & MSFC2| Z1I|12i|0[M0] 0| MSFC A|lARIS| 27 AP%% %-’—"‘-ﬂLXI TSSO R EHoIF

&= AELICHAAE LI82 #Ed MHE MME R ZTFAAL.

2 THH}O|X{ A EI0| M scO & 2| QIE{H 0]A(172.16.100.100)2 VLAN 10 S&LICH AQ{x|o] 7|2

HO|EOl= VLAN 1 2IE{H0|A(172.16.100.1)2] HSRP(Hot Standby Router Protocol) IP &4 2!
L|Ct.

£I{HIO|X{ A ZI2 O|F 3 E 5 27H2] NTP AME{, MSFC15 2! MSFC162| £ g QIE{H|0|A S
Zie|Zuch HERZ o CHE AL XIS EIREE SYsHA #+ 8 ELICE.

0| To| g x| B2 A A L2|x[o] o7t LrdstH HESF 9| CHE ClHtO|ATF 73 K]
S=rhs Aot OIsEPE I?_ CHA| x| 2ef|olMoil= NTP Mz FHE M=z CHE MA|Q]
MSFC7t QJQEE g Ao 277t LWstEEt T CHE MAIE NTP MHZ A& 2rSELICH

ALQX|C| NTP ZHI|2dyo|MHLC}.

#ntp

#

#NTP client mode is enabled

set ntp client enable

#

#NTP server IP addresses (loopback0 interfaces on MSFC1l5
and MSFC16)

set ntp server 10.10.10.1

set ntp server 10.10.10.5

#

#Switch is in the PST timezone

set tinmezone PST -8 0

#

#Switch will adjust clock for Daylight Saving Time

set summertinme enabl e PDT

set summertine recurring first Sunday April 02:00 | ast
Sunday OCctober 02: 00 60

NTP 215 Ar S

NTP QIS NTP 7 £0f 2ot 28
.7|= MD5(Message Digest 5) 3l{ &) °E
of MEELICENTP I{Z!0| X2 E[7]
Ct.

7hetLICh 2t CIHFO|A O A NTP 9| 2R
EI%% At&3stod ef 38t k|H, ef 5 8HEl 7 A
off =4 EIHPOI*OHA-I T8 7IE gLz 9I% Holgh

R
rl_r rlIIo

rH

FILEINTP Q1& HHEE AL& 304 MSFC15(X'HEl MSFC)2| 74| & oM L|ct MSFC162] 74
I|ago|M2 SYgLICH.

!--- The key string for NTP authentication key 10 is

"ticktock" !--- (the key string is shown encrypted in
the configuration) ntp authentication-key 10 nd5
ticktock ! /--- Enables NTP authentication ntp
authenticate ! !--- Makes NTP authentication key "10" a

trusted key ntp trusted-key 10 ! ntp source LoopbackO




[ntp update-cal endar ntp server 10.100.100.1 |

NTP Q15 0| Ed3tE 22X NTP I 8ol LICH.

#nt p

set ntp client enable

#

#Enables NTP authentication
set ntp authentication enable

#

#The key string for NTP authentication key 10 is
"ticktock"

#(the key string is shown encrypted in the
configuration)

set ntp key 10 trusted nd5 ticktock

#

#NTP server IP addresses, configured to use
authentication key 10

set ntp server 10.10.10.1 key 10

set ntp server 10.10.10.5 key 10

#

set timezone PST -8 0

set summertine enable PDT

set summertine recurring first Sunday April 02:00 | ast
Sunday Cctober 02:00 60

=X s =
£2/0| S7I8tEIX| pfRterLich.

22 NTP OtAE{7F NTP 22I0|E @F g Q1B K| A2 M S7I8E|X| f&LICHO[2HE RF
o| EAMlE OtAE A E=0i M authentication-key & password7t FAEE|X| f2 AL g &= Ql&

L|C.

%o
> miy

2 S5 7|3} sHAl= show ntp status 2! show ntp association detail Wi E24o 2 & Qlg &
L|C}.

>
>,

R2#show ntp status
Clock is unsynchronized, stratum 16, no reference cl ock
I --- Output suppressed.

0| show B £2{0l A 30| S7IStE|X| o # = 30| 2| S7I3 M E & elstx] &f
&LCH
= .

R2#show ntp association detail
12.0.0.1 configured, insane, invalid, unsynced, stratum 16
! -—— Output suppressed.

0| £230{| M insane, invalid, unsynced= Zct0|21E Q| 20| OtAE 2t S7(3HE[X| EUAZ S &0l
%FL_|E+
= .

i e

- NTP Zdu|J2l|o|44E Z 8501 10S 12.18 7|2 AlAH #E| ZT|ad|0|Md 7to|= +=H
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