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ecomm-6500-2 (enable) set vlan 41 pvlan primary

VTP advertisements transmitting temporarily stopped,
and will resume after the command finishes.

Vlan 41 configuration successful

ecomm-6500-2 (enable) sh pvlan

Primary Secondary Secondary-Type Ports

41 - -

ecomm-6500-2 (enable) set vlan 42 pvlan isolated

VTP advertisements transmitting temporarily stopped,

and will resume after the command finishes.

Vlan 42 configuration successful

ecomm-6500-2 (enable) set pvlan 41 42 3/9-10

Successfully set the following ports to Private Vlan 41,42:
3/9-10

ecomm-6500-2 (enable) set pvlan mapping 41 42 3/35
Successfully set mapping between 41 and 42 on 3/35
ecomm-6500-2 (enable) set pvlan mapping 41 42 3/34



Successfully set mapping between 41 and 42 on 3/34

Port Name Status Vlan Duplex Speed Type

3/9 server_dmzl connected 41,42 a-half a-10 10/100BaseTX
3/10 server_dmz2 connected 41,42 a-half a-10 10/100BaseTX
3/34 to_6500_1 connected 41 auto auto 10/100BaseTX
3/35 external_ router_dm connected 41 a-half a-10 10/100BaseTX
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ecomm-6500-2 (enable) sh sec acl info protect_pvlan
set security acl ip protect_pvlan

1. permit ip host 172.16.65.193 any

2. permit ip host 172.16.65.201 any

3. deny ip 172.16.65.192 0.0.0.15 172.16.65.192 0.0.0.15
4. permit ip any any

ecomm-6500-2 (enable) sh sec acl
ACL Type VLANS

protect_pvlan IP 41
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Catalyst 65009.| Supervisor 10 CHEt P col 3F 4|0'| MAOM ICMP ZEiIHEE HA[Mo=Z
HEsE Zdo| Z&LICH olfE ICMP ZelaHE 2 o2 SH0| st=Eo{olM SUsAH 2HFE
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ecomm-6500-2 (enable) Set sec acl ip dmz_servers_out deny icmp any any fragment

ecomm-6500-2 (enable) Set sec acl ip dmz_servers_out permit icmp host 172.16.65.199 any echo
ecomm-6500-2 (enable) Set sec acl ip dmz_servers_out permit icmp host 172.16.65.202 any echo
ecomm-6500-2 (enable) Set sec acl ip dmz_servers_out permit tcp host 172.16.65.199 eq 80 any

established

ecomm-6500-2 (enable) Set sec acl ip dmz_servers_out permit tcp host 172.16.65.202 eq 80 any
established

ecomm-6500-2 (enable) Set sec acl ip dmz_servers_out permit udp host 172.16.65.199

eq 1645 host 172.16.171.9 eq 1645

ecomm-6500-2 (enable) Set sec acl ip dmz_servers_out permit udp host 172.16.65.202

eq 1645 host 172.16.171.9 eq 1645

ecomm-6500-2 (enable) Set sec acl ip dmz_servers_out permit udp host 172.16.65.199

eq 1646 host 172.16.171.9 eq 1646

ecomm-6500-2 (enable) Set sec acl ip dmz_servers_out permit udp host 172.16.65.202

eq 1646 host 172.16.171.9 eqg 1646

ecomm-6500-2 (enable) Set sec acl ip dmz_servers_out permit udp host 172.16.65.199 any eq 53
ecomm-6500-2 (enable) Set sec acl ip dmz_servers_out permit udp host 172.16.65.202 any eq 53

ecomm-6500-2 (enable) Commit sec acl all

ecomm-6500-2 (enable) Set sec acl map dmz_servers_out 42

ecomm-6500-2 (enable) sh sec acl

ACL Type VLANS
protect_pvlan IP 41
dmz_servers_out IP 42

ecomm-6500-2 (enable) sh sec acl info dmz_servers_out
set security acl ip dmz_servers_out

deny icmp any any fragment

permit icmp host 172.16.65.199 any echo

permit icmp host 172.16.65.202 any echo

permit tcp host 172.16.65.199 eq 80 any established
permit tcp host 172.16.65.202 eqg 80 any established
permit udp host 172.16.65.199 eq 1645 host 172.16.171.
permit udp host 172.16.65.202 eq 1645 host 172.16.171.
permit udp host 172.16.65.199 eq 1646 host 172.16.171.
permit udp host 172.16.65.202 eq 1646 host 172.16.171.
10. permit udp host 172.16.65.199 any eq 53

11. permit udp host 172.16.65.202 any eq 53

M HAE

eq 1645
eq 1645
eq 1646
eq 1646
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external_router#ping 172.16.65.193
Type escape sequence to abort.



Sending 5, 100-byte ICMP Echos to 172.16.65.193, timeout is 2 seconds:

external_router#ping 172.16.65.202
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.65.202, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms
external_router#ping 172.16.65.199
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.65.199, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms
CtZ ol M= AME{oA 7|2 HIO|E 0|2l 2IF HIEXIE pingE +
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server_dmzl#ping 203.5.6.10

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 203.5.6.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.65.193, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/4 ms

server_dmzl#ping 172.16.65.202
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.65.202, timeout is 2 seconds:

Success rate is 0 percent (0/5)

VACLE OiE3 ¥ 2|F 2tE{0|M ping2 o O|& S 38tx| ef&LICh

external_router#ping 172.16.65.199
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.65.199, timeout is 2 seconds:

Success rate is 0 percent (0/5)

CtE ol R UIERIIAM HTTP GET FE Alste MHE E0iE

server_dmzl#debug ip http url

HTTP URL debugging is on
server_dmzl#debug ip hhtp tran

HTTP transactions debugging is on
server_dmzl#debug ip http auth

HTTP Authentication debugging is on
server_dmzl#

*Mar 7 09:24:03.092 PST: HTTP: parsed uri '/'

*Mar 7 09:24:03.092 PST: HTTP: client version 1.0

*Mar 7 09:24:03.092 PST: HTTP: parsed extension Connection

*Mar 7 09:24:03.092 PST: HTTP: parsed line Keep-Alive

*Mar 7 09:24:03.092 PST: HTTP: parsed extension User-Agent

*Mar 7 09:24:03.092 PST: HTTP: parsed line Mozilla/4.7 [en] (X11; I;
*Mar 7 09:24:03.092 PST: HTTP: parsed extension Host

*Mar 7 09:24:03.092 PST: HTTP: parsed line 172.16.65.199

*Mar 7 09:24:03.092 PST: HTTP: parsed extension Accept

SunOS 5.5.1 sundu)



*Mar 7 09:24:03.092 PST: HTTP: parsed line image/gif, image/x-xbitmap, image/jpeg, image/
*Mar 7 09:24:03.092 PST: HTTP: parsed extension Accept-Encoding

*Mar 7 09:24:03.092 PST: HTTP: parsed line gzip

*Mar 7 09:24:03.096 PST: HTTP: parsed extension Accept-Language

*Mar 7 09:24:03.096 PST: HTTP: parsed line en

*Mar 7 09:24:03.096 PST: HTTP: parsed extension Accept-Charset

*Mar 7 09:24:03.096 PST: HTTP: parsed line 1iso-8859-1,*,utf-8

*Mar 7 09:24:03.096 PST: HTTP: Authentication for url '/' '/' level 15 privless '/'

*Mar 7 09:24:03.096 PST: HTTP: authentication required, no authentication information was
provided
*Mar 7 09:24:03.096 PST: HTTP: authorization rejected

*Mar 7 09:24:22.528 PST: HTTP: parsed uri '/'

*Mar 7 09:24:22.532 PST: HTTP: client version 1.0

*Mar 7 09:24:22.532 PST: HTTP: parsed extension Connection

*Mar 7 09:24:22.532 PST: HTTP: parsed line Keep-Alive

*Mar 7 09:24:22.532 PST: HTTP: parsed extension User-Agent

*Mar 7 09:24:22.532 PST: HTTP: parsed line Mozilla/4.7 [en] (X11l; I; SunOS 5.5.1 sundu)
*Mar 7 09:24:22.532 PST: HTTP: parsed extension Host

*Mar 7 09:24:22.532 PST: HTTP: parsed line 172.16.65.199

*Mar 7 09:24:22.532 PST: HTTP: parsed extension Accept

*Mar 7 09:24:22.532 PST: HTTP: parsed line image/gif, image/x-xbitmap, image/jpeg, image/
*Mar 7 09:24:22.532 PST: HTTP: parsed extension Accept-Encoding

*Mar 7 09:24:22.532 PST: HTTP: parsed line gzip

*Mar 7 09:24:22.532 PST: HTTP: parsed extension Accept-Language

*Mar 7 09:24:22.532 PST: HTTP: parsed line en

*Mar 7 09:24:22.532 PST: HTTP: parsed extension Accept-Charset

*Mar 7 09:24:22.532 PST: HTTP: parsed line 1iso-8859-1,*,utf-8

*Mar 7 09:24:22.532 PST: HTTP: parsed extension Authorization

*Mar 7 09:24:22.532 PST: HTTP: parsed authorization type Basic

*Mar 7 09:24:22.532 PST: HTTP: Authentication for url '/' '/' level 15 privless '/'
*Mar 7 09:24:22.532 PST: HTTP: Authentication username = 'martin' priv-level = 15 auth-type =
aaa

*Mar 7 09:24:22.904 PST: HTTP: received GET ''
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17216 65.201 ISCUOUS ports

198561

external rouber

secondary pors

AAA Server

1721617189

Server_dmz Server_dmz_2

19956199 19956202
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nameif ethernet0 outside securityO

nameif ethernetl inside securityl100

nameif ethernet2 dmz security50

ip address outside 198.5.6.10 255.255.255.0

ip address inside 172.16.65.201 255.255.255.240

ip address dmz 199.5.6.10 255.255.255.0

global (outside) 1 198.5.6.11

global (dmz) 1 199.5.6.11

nat (inside) 1 0.0.0.0 0.0.0.0 0 O

static (dmz,outside) 199.5.6.199 199.5.6.199 netmask 255.255.255.255 0 0

static (dmz,outside) 199.5.6.202 199.5.6.202 netmask 255.255.255.255 0 0

static (inside,dmz) 172.16.171.9 172.16.171.9 netmask 255.255.255.255 0 0
static (inside,dmz) 171.68.10.70 171.68.10.70 netmask 255.255.255.255 0 0
static (inside,dmz) 171.69.0.0 171.69.0.0 netmask 255.255.0.0 0 O

conduit permit tcp host 199.5.6.199 eqg www any

conduit permit tcp host 199.5.6.202 eqg www any

conduit permit udp any eqg domain any

conduit permit icmp any any echo-reply

conduit permit icmp any any unreachable

conduit permit udp host 172.16.171.9 eqg 1645 host 199.5.6.199
conduit permit udp host 172.16.171.9 eq 1646 host 199.5.6.199
conduit permit udp host 172.16.171.9 eq 1646 host 199.5.6.202

5.6.202

199 echo
conduit permit icmp any host 199.5.6.202 echo
.0.0.0 198.5.6.1 1
255.255.0.0 172.16.65.193 1
255.255.0.0 172.16.65.193 1

9
9
conduit permit udp host 172.16.171.9 eqg 1645 host 199.
conduit permit icmp any host 199.5.6.
6.

route outside 0.0.0.
route inside 171.69.

o O O
o O O

route inside 171.68.



route inside 172.16.0.0 255.255.0.0 172.16.65.193 1

RADIUS 711|224 0|4d

NAS 7&

aaa new-model
aaa authentication login default radius local
aaa authentication login consoleauth none
aaa authorization exec default radius local
aaa authorization exec consoleautho none
aaa accounting exec default start-stop radius
aaa accounting exec consoleacct none
radius-server host 172.16.171.9 auth-port 1645 acct-port 1646
radius-server key ciscol23

!

line con 0

exec-timeout 0 0

password ww

authorization exec consoleautho

accounting exec consoleacct

login authentication consoleauth

transport input none

line aux 0

line vty 0 4

password ww

1

end

RADIUS A{H{ CSUX

User Profile Information
user = martinf{
profile_id = 151
profile_cycle = 5
radius=Cisco {
check_items= {
2=cisco

}

reply_attributes= {
6=6

}

}

User Profile Information
user = NAS.172.16.65.199¢{
profile_id = 83
profile_cycle = 2
NASName="172.16.65.199"
SharedSecret="ciscol23"
RadiusVendor="Cisco"
Dictionary="DICTIONARY.Cisco"

}
Catalyst 144
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VACL2 O|&stElLICt.

set security acl ip dmz_servers_out

1. deny icmp any any fragment

2. permit icmp host 199.5.6.199 any echo

3. permit icmp host 199.5.6.202 any echo

4. permit tcp host 199.5.6.199 eg 80 any established

5. permit tcp host 199.5.6.202 eqg 80 any established

6. permit udp host 199.5.6.199 eq 1645 host 172.16.171.9 eq 1645

7. permit udp host 199.5.6.202 eqg 1645 host 172.16.171.9 eq 1645

8. permit udp host 199.5.6.199 eq 1646 host 172.16.171.9 eq 1646

9. permit udp host 199.5.6.202 eq 1646 host 172.16.171.9 eq 1646

10. permit udp host 199.5.6.199 any eq 53

11. permit udp host 199.5.6.202 any eq 53

ecomm-6500-2 (enable) sh pvlan

Primary Secondary Secondary-Type Ports

41 42 isolated 3/9-10

ecomm-6500-2 (enable) sh pvlan mapping

Port Primary Secondary

3/14 41 42

3/34 41 42

3/35 41 42

ecomm-6500-2 (enable) sh port

Port Name Status Vlan Duplex Speed Type

3/9 server_dmzl connected 41,42 a-half a-10 10/100BaseTX
3/10 server_dmz2 connected 41,42 a-half a-10 10/100BaseTX
3/14 to_pix_port_2 connected 41 full 100 10/100BaseTX
3/35 external_router_dm notconnect 41 auto auto 10/100BaseTX
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sh pvlan
Primary Secondary Secondary-Type Ports

41 42 community 3/7,3/9-10
41 43 isolated 3/12

ecomm-6500-2 (enable) sh pvlan map
Port Primary Secondary

ecomm-6500-2 (enable) sh port 3/7
Port Name Status Vlan Duplex Speed Type

3/7 to_vpn_conc connected 41,42 a-half a-10 10/100BaseTX

ecomm-6500-2 (enable) sh port 3/9
Port Name Status Vlan Duplex Speed Type

3/9 server_1 connected 41,42 a-half a-10 10/100BaseTX

ecomm-6500-2 (enable) sh port 3/10



Port Name Status Vlan Duplex Speed Type

3/10 server_2 connected 41,42 a-half a-10 10/100BaseTX

ecomm-6500-2 (enable) sh port 3/12
Port Name Status Vlan Duplex Speed Type

3/12 to_pix intfl connected 41,43 a-full a-100 10/100BaseTX

ecomm-6500-2 (enable) sh pvlan map
Port Primary Secondary

ecomm-6500-2 (enable) sh port 3/34
Port Name Status Vlan Duplex Speed Type

3/34 to_int_router connected 41 a-full a-100 10/100BaseTX

Qe L2 AQ%|e] PVLAN ZHI|a g 0o|M

sh pvlan
Primary Secondary Secondary-Type Ports

41 45 isolated 3/7,3/33

ecomm-6500-1 (enable) sh pvlan mapping
Port Primary Secondary

3/43 41 45

ecomm-6500-1 (enable) sh port 3/7
Port Name Status Vlan Duplex Speed Type

3/7 from_vpn connected 41,45 a-half a-10 10/100BaseTX

ecomm-6500-1 (enable) sh port 3/33
Port Name Status Vlan Duplex Speed Type

3/33 to_pix intf0 connected 41,45 a-full a-100 10/100BaseTX

ecomm-6500-1 (enable) sh pvlan map
Port Primary Secondary

3/43 41 45
ecomm-6500-1 (enable) sh port 3/43
Port Name Status Vlan Duplex Speed Type
3/43 to_external_router connected 41 a-half a-10 10/100BaseTX
+H EHAE
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ping 198.5.6.1
Type escape sequence to abort
Sending 5, 100-byte ICMP Echos to 198.5.6.1, timeout is 2 seconds:



Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

ol doiMeE MH 12| 2E 52 O30 Z 0| 204 ELICH

. MH 12 LIS 2IRE{E pingE & U&LCH.
server_l#ping 172.16.65.193

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.65.193, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

. Mt 12 VPNOi| ping& = & LICEH
server_l#ping 172.16.65.203

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.65.203, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms
ME{ 10 M PIX LIS QIE{H[O|AE pingE &= i&LILCE.
server_l#ping 172.16.65.201

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.65.201, timeout is 2 seconds:

Success rate is 0 percent (0/5)

M 10 M 2| 2t REE pingE &= i&LCt

server_l#ping 198.5.6.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 198.5.6.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

ChE AEHME WF HEXIOM HH H2Z HTTP MME E = AUSE E0iELICH

server_2#

lwld: HTTP: parsed uri '/'

lwld: HTTP: processing URL '/' from host 171.68.173.3

lwld: HTTP: client version 1.0

lwld: HTTP: parsed extension Connection

lwld: HTTP: parsed line Keep-Alive

lwld: HTTP: parsed extension User-Agent

lwld: HTTP: parsed line Mozilla/4.7 [en] (X11; I; SunOS 5.5.1 sundu)
lwld: HTTP: parsed extension Host

lwld: HTTP: parsed line 172.16.65.202

lwld: HTTP: parsed extension Accept

lwld: HTTP: parsed line image/gif, image/x-xbitmap, image/jpeg, image/
lwld: HTTP: parsed extension Accept-Encoding

lwld: HTTP: parsed line gzip

lwld: HTTP: parsed extension Accept-Language

lwld: HTTP: parsed line en

lwld: HTTP: parsed extension Accept-Charset

lwld: HTTP: parsed line 1iso0-8859-1,*,utf-8

lwld: HTTP: Authentication for url '/' '/' level 15 privless '/'
lwld: HTTP: authentication required, no authentication information was provided
lwld: HTTP: authorization rejected

lwld: HTTP: parsed uri '/'

lwld: HTTP: processing URL '/' from host 171.68.173.3

lwld: HTTP: client version 1.0

lwld: HTTP: parsed extension Connection

lwld: HTTP: parsed line Keep-Alive



lwld: HTTP: parsed extension User-Agent

lwld: HTTP: parsed line Mozilla/4.7 [en] (X11l; I; SunOS 5.5.1 sundu)
lwld: HTTP: parsed extension Host

lwld: HTTP: parsed line 172.16.65.202

lwld: HTTP: parsed extension Accept

lwld: HTTP: parsed line 1image/gif, image/x-xbitmap, image/jpeg, image/
lwld: HTTP: parsed extension Accept-Encoding

lwld: HTTP: parsed line gzip

lwld: HTTP: parsed extension Accept-Language

lwld: HTTP: parsed line en

lwld: HTTP: parsed extension Accept-Charset

lwld: HTTP: parsed line iso-8859-1,*,utf-8

lwld: HTTP: parsed extension Authorization

lwld: HTTP: parsed authorization type Basic

lwld: HTTP: Authentication for url '/' '/' level 15 privless '/’

lwld: HTTP: Authentication username = 'maurizio' priv-level = 15 auth-type = aaa
lwld: HTTP: received GET ''

CIS AE2 VPN UERXF O HTTP ECHEO| M HoZ 0|8 E = USE BEodELICHFA
10.1.1.1 Z9J).

lwld: HTTP: parsed uri '/'

lwld: HTTP: processing URL '/' from host 10.1.1.1

lwld: HTTP: client version 1.0

lwld: HTTP: parsed extension Connection

lwld: HTTP: parsed line Keep-Alive

lwld: HTTP: parsed extension User-Agent

lwld: HTTP: parsed line Mozilla/4.76 [en] (Windows NT 5.0; U)

lwld: HTTP: parsed extension Host

lwld: HTTP: parsed line 172.16.65.202

lwld: HTTP: parsed extension Accept)\

lwld: HTTP: parsed line image/gif, image/x-xbitmap, image/jpeg, image/
lwld: HTTP: parsed extension Accept-Encoding

lwld: HTTP: parsed line gzip

lwld: HTTP: parsed extension Accept-Language

lwld: HTTP: parsed line en

lwld: HTTP: parsed extension Accept-Charset

lwld: HTTP: parsed line 1iso0-8859-1,*,utf-8

lwld: HTTP: Authentication for url '/' '/' level 15 privless '/'

lwld: HTTP: authentication required, no authentication information was provided

C=2 VPN Concentrator Z4Z| 220 L|C}.

[ IP Ethernet 0:0 ]
ipbroadcast = 172.16.65.255
mode = routedSubnetMask = 255.255.255.240

IPAddress = 172.16.65.203

[ General ]

IPsecGateway = 198.5.6.1

DeviceName = "VPN5008"

EnablePassword = "ww"

Password = "ww"

EthernetAddress = 00:30:85:14:5c:40

DeviceType = VPN 5002/8
ConcentratorConfiguredOn = Timeserver not configured
ConfiguredFrom = Command Line, from 171.68.173.3
[ IP Static ]

206.1.1.0 255.255.255.0
198.5.6.1 10.0.0.0
0.0.0.0 172.16.65.193 1



[ IP Ethernet 1:0 ]

ipbroadcast = 172.16.65.255

mode = routedSubnetMask = 255.255.255.0
IPAddress = 198.5.6.203

[ IKE Policy ]
Protecction = MD5_DES_GI1

[ VPN Group "RemoteUsers" ]

maxconnections = 10IPNet = 172.16.65.0/24
LocalIPNet =10.1.1.0/24

Transform = esp(des,md5)

[ VPN Users ]

martin Config="RemoteUsers"
SharedKey="mysecretkey"

maurizio Config="RemoteUsers"
SharedKey="mysecretkey"

CtS BB2 AZE AER S/ E E0oi5LIC

sh VPN user

Port User Group Client Local ConnectNumber
Address Address Time
VPN 0:1 martin RemoteUsers 206.1.1.10 10.1.1.1 00:00:11:40

MEQ| 7|82 HOoIESOolE LIE 22 E 172.16.65.1930|MH, 0| B icmp ZIC[AIME
172.16.65.2032 2 WZFfLICL O| 32 SAET} BIREE SE20| X Hw| tu' %3}1
2IC[EME 4AlI5tH o]l ERHEE AMElste ol o MEg s £45 HAS 71|OIE%’-1IOI§ SIEE |
M E|X| 2 ElE E2RE YHAIZLICH E= 10xxx—.—_/.\__°_l VPNE 7t2|7|2 |_m4x| Ez|
Z|o| A 172.16.65.1932 7I2I7I= 8 MH XWIOM T 7o CtE AR E FHE = JUsLC A
ol 7|2 HO|EQo|2t T HE B BtRE QIE{H O[A T} "ip redirect"2 T E[0] Q=X| & QISH
OF &fLict.

Eﬂ/\E S0l g7 E SOI2E2 M2 o3 241 | Ct. MB{ EE&= VPNOIA 198.56.11t Z 2 QIF F
E pingsttdi® A=t 7|2 HO|ER0|7F &5t icmp 2IC|RME 172.16.65.2012 2 M&
°*L—|EP.

Sending 5, 100-byte ICMP Echos to 198.5.6.1, timeout is 2 seconds:

lwld: ICMP: redirect rcvd from 172.16.65.193 -- for 198.5.6.1 use gw 172.16.65.201.
lwld: ICMP: redirect rcvd from 172.16.65.193 -- for 198.5.6.1 use gw 172.16.65.201.
lwld: ICMP: redirect rcvd from 172.16.65.193 -- for 198.5.6.1 use gw 172.16.65.201.
lwld: ICMP: redirect rcvd from 172.16.65.193 -- for 198.5.6.1 use gw 172.16.65.201.
lwld: ICMP: redirect rcvd from 172.16.65.193 -- for 198.5.6.1 use gw 172.16.65.201.

Success rate is 0 percent (0/5)

Of AlHoM M EE= VPN 172.16.65.20101 CHEH ARP(Address Resolution Protocol) 28 & ™
S5tH, OHE EX VLAN01| A2 Z 2010 8H S WX| ef&LICH 0[Zd0| PVLANO| MBdt= A
L|Ct AXEZE ol EXME A = U= 42 YH2 EiTE MAC 0.193 & CHA IP
172.16.65.2012 2 E L= ZdlL|c}.
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O| MME M EHo| 2ot JHM5t7| s SLELICH VACL & PVLANS| 24| X5t ALE MM
of MHE CHE MO PIX7 MZ CHE £ EX VLANO| &35ICIEHE 22X M2 S A E = 5
= O AIE £ Q= 2ol U&LICH PVLANS Z 215 2 7F LA 0|MHME A3t PVLANS
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PVLANS| X g FL{EZLCH

2t 72 VLANEHFRE0A ERiEl 2 MESH= VLAN)OI| CHS HAHZ A& 3to4 VACLS A3l
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ecomm-6500-2 (enable) sh sec acl info protect_pvlan
set security acl ip protect_pvlan

1. permit ip host 172.16.65.193 any
2. deny ip 172.16.65.192 0.0.0.15 172.16.65.192 0.0.0.15
3. permit ip any any

ecomm-6500-2 (enable) sh sec acl
ACL Type VLANS

protect_pvlan IP 41

O] ACL2 AME{Lt PIXod 2fsH MdEl EejEol| SES FX| A &LICt Ol= 2FRE 7 AHBHOIAM S0
Qe EffEE SYUS VLANCE CHA| 2t 86X 25 §LICH ME F BHEE2 2t<E7
icmp 2IC[2M E = icmp unreachable S 2| HA|IXIE MHE MEE = UEE £

ZE[XI7F VACLE Sofl EX|steds CHE EcliE 5 &2 AMECH, 0| &2 LR HEXZ0A
OH

=
VPN £AEZ O|SEL|Ct 0|E <8l VACLZ 7|2 VLAN(41)0]
AU&LICE.

show sec acl info all

set security acl ip protect_pvlan

1. deny ip any 10.1.1.0 0.0.0.255

2. permit ip host 172.16.65.193 any

3. deny ip 172.16.65.192 0.0.0.15 172.16.65.192 0.0.0.15
4. permit ip any any

TEHAE

O|A| 2tE .193(zundapp)0ilAf 10.1.1.1 EAEE ping& LICt. VACLZ DHE35l7| o ping0| &3
gl

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/4 ms

VLAN 410i A VACLS OHE/3t £ S8t pingO| A F5HX| 2&LICH



Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

T2l 04H5| 2| F 2t E{E ping® + U&LICH

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 198.5.6.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 100/171/192 ms

2 He
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