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= & show process cpu BHE2 CPUL| &R && 2 2 04&LICt Cisco Catalyst 3850 Series
Switch= 4712| F0{E A& 3tH, 47H2| Z 0| Z5Fof CHaH LIYE CPU AFSE 2 2ol = e
Ct.

<tfroot>

3850-2#

show processes cpu sorted | exclude 0.0

Core 0: CPU utilization for five seconds: 53%; one minute: 39%; five minutes: 41%

Core 1: CPU utilization for five seconds: 43%; one minute: 57%; five minutes: 54%

Core 2: CPU utilization for five seconds: 95%; one minute: 60%; five minutes: 58%

Core 3: CPU utilization for five seconds: 32%; one minute: 31%; five minutes: 29%

PID Runtime(ms) Invoked uSecs 5Sec IMin S5Min TTY Process

8525 472560 2345554 7525 31.37 30.84 30.83 0 iosd

5661 2157452 9234031 698 13.17 12.56 12.54 1088 fed

6206 19630 74895 262 1.83 0.43 0.10 0 eicored

6197 725760 11967089 60 1.41 1.38 1.47 0 pdsd

Z210f| M Cisco I0S® B2 2 0] AR2| 3 AIQI FEDS} 874 CPUS| 2 £28 AH|FLICH 2IE]
HE Z QI CPU AHEZF0| E'IS ZA2 Cisco 10Sd 2! FED7| CPULS| =2 B E & AI835t1 o|E
519l T2 MIA(ELE 59 Z2MA)7t CPUS AL 3HE 2 =ol8r & Lot

FED Punject TX

FED Punject RX

FED Punject replenish
FED Punject TX complete

show process cpu detailed <process> BHE AI&35t0{ O] Z2MAE XHAMIS| E0{CtE &= UESL
Ct. Cisco 10Sd7} CPU A o| CHEE S HE 522 0|0 CHaH AtA|S| YotE & LCt.

<ffroot>
3850-2#

show processes cpu detail ed process iosd sorted | ex 0.0



Core 0: CPU utilization for five seconds: 36%; one minute: 39%; five minutes: 40%
Core 1: CPU utilization for five seconds: 73%; one minute: 52%; five minutes: 53%
Core 2: CPU utilization for five seconds: 22%; one minute: 56%; five minutes: 58%
Core 3: CPU utilization for five seconds: 46%; one minute: 40%; five minutes: 31%
PID T C TID Runtime(ms)Invoked uSecs 5Sec 1Min 5Min TTY Process

6 %) %)

8525 L 556160 2356540 7526 30.42 30.77 30.83 0 iosd

8525 L 1 8525 712558 284117 0 23.14 23.33 23.38 0 dosd

59 I 1115452 4168181 0 42.22 39.55 39.33 0 ARP Snoop

198 I 3442960 4168186 0 25.33 24.22 24.77 O IP Host Track Proce
30 I 3802130 4168183 0 24.66 27.88 27.66 0 ARP Input

283 I 574800 3225649 0 4.33 4.00 4.11 O DAI Packet Process
3850-2#

show processes cpu detailed process fed sorted | ex 0.0

Core 0: CPU utilization for five seconds: 45%; one minute: 44%; five minutes: 44%
Core 1: CPU utilization for five seconds: 38%; one minute: 44%; five minutes: 45%
Core 2: CPU utilization for five seconds: 42%; one minute: 41%; five minutes: 40%
Core 3: CPU utilization for five seconds: 32%; one minute: 30%; five minutes: 31%
PID T C TID Runtime(ms)Invoked uSecs 5Sec 1Min 5Min  TTY Process

(%) (%) %)

5638 L 612840 1143306 536  13.22 12.90 12.93 1088 fed
5638 L 3 8998 396500 602433 0 9.87 9.63 9.61 O PunjectTx
5638 L 3 8997 159890 66051 O 2.70 2.70 2.74 O PunjectRx

£ 24(Cisco 10Sd CPU £2%)2 ARP Snoop, IP Host Track Process & ARP InputO| =22 E04&
LICt. CPUZI ARP T{Z! [ E0f| QIHHHEE [} &5l & = U= AL UL
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show platform punt statistics port-asic 0 cpuq -1 direction rx B0l -1 QlE= ZE CH7|FE L
AgtLCt. et o] B2 Port-ASIC 00f| CHEH 2 E A CH7 (€S LEdghL|ch

O|A| offH CHZ |0l M B2 £ 2] JTHZJ% & S 2 FAISH=EXIE AlZslok LI o] dlox=
CHZ7|¥E ZAbstod Chat 2

<snip>
RX (ASIC2CPU) Stats (asic 0 gn 16 1gn 16):



RXQ 16: CPU_Q_PROTO_SNOOPING

1 79099152
1 79099152
1 1240331
1 1240331
: 1240330
: 1240330

Packets received from ASIC
Send to I0Sd total attempts
Send to I0Sd failed count
RX suspend count

RX unsuspend count

RX unsuspend send count

RX
RX
RX
RX

dropped count

conversion failure dropped
pkt_hdr allocation failure
RX INTACK count

RX packets dq'd after intack
Active RxQ event

RX spurious interrupt

<snip>

<#froot>
3850-2#

show pl atform punt client

tag buffer jumbo
27 0/1024/2048 0/5

65536 0/1024/1600 0/0

65537 0/ 512/1600 0/0

65538 0o/ 5/5 0/0

65539 0/2048/1600 0/16
65540 0/ 128/1600 0/8

65541 0/ 128/1600 0/16
65542 0/ 768/1600 0/4

65544 0/ 96/1600 0/4

65545 0/ 96/1600 0/8

65546 0/ 512/1600 0/32
65547 0/ 96/1600 0/8

65548 0/ 512/1600 0/32
65551 0/ 512/1600 0/0

65556 0/ 16/1600 0/4

65557 0/ 16/1600 0/4

65558 0/ 16/1600 0/4

65559 0/ 16/1600 0/4

65560 0/ 16/1600 0/4
s65561 421/ 512/1600 0/0

65563 0/ 512/1600 0/16
65564 0/ 512/1600 0/16
65565 0/ 512/1600 0/16
65566 0/ 512/1600 0/16
65581 o/ 1/1 0/0

131071 0/ 96/1600 0/4
fallback pool: 98/1500/1600
jumbo pool: 0/128/9300

unsuspend send failed count :

[el-NeNeNoNeNe

0

906280

fallback

0/5
0/512
0/512
0/5
0/512
0/0
0/32
0/0
0/0
0/32
0/512
0/32
0/256
0/256
0/0
0/0
0/0
0/0
0/0
0/128
0/256
0/256
0/256
0/256
0/0
0/0

2o 2, show platform punt client

packets received failures
alloc free bytes conv buf
0 0 0 0
0 0 0 0
1530 1530 244061 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
79565859 131644697 478984244
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
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<#root>
3850-2#
show pds tag all | in Active| Tags| 65561
Active Client Client
Tags Handle Name TDA SDA FDA  TBufD TBytD
65561 7296672 Punt Rx Proto Snoop 79821397 79821397 0 79821397 494316524
0| 242 A7} Rx Proto Snoop & E0{FLIC}.
show platform punt client 20| £240{|AM 65561 22| s= FED SHEO| LA| SEEIQ D =41 TiZ!
O =7t Bt &2 o0l LICt s7t At2EX|X| f=CHH sHE CHZ|E0| A& HA e JAYLct
i A==
™M SHE 72966727} Punt Rx Proto Snoop 201 Q& LICH.
Ol W AtE 57| Mo
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3EtAH: CPUER TS E

show pds tag all

<tfroot>

"debug pds pktbuf-last

ol C|HHa7} &4

[m =k

[=Ne)
show pds client <handle> packet last sink @Z0{ 0| iE2 AFSELICEH
debug pds pktbuf-lastE & 433}l oF B LICH 2EHX|

3850-2#
show pds client 7296672 packet |ast sink
% switch-2:pdsd:This command works in debug mode only. Enable debug using

command

S3tE[o] U LCIE &

LS — L—

| LFEFEfLICH.

240

<#root>
3850-2#
show pds client 7296672 packet |ast sink
Dumping Packet(54528) # 0 of Length 60

Meta-data
0000 00 00 00 00 00 OO 00 00 00 00 OO0 00 00 00 00 0O



0010 00 00 16 1d 00 00 00 00 00 00 00 00 55 5a 57 fO ............ uzw.
0020 00 00 00 00 fd 01 10 df 00 5b 70 00 00 10 43 00 ......... [p...C.
0030 00 10 43 00 00 41 fd 00 00 41 fd 00 00 00 00 00 ..C..A...A......
0040 00 00 00 00 00 OO0 00 00 OO OO OO0 00 00 00 00 00 ......ovvvnnnnnnn

0050 00 00 00 3c 00 00 00 00 00 01 00 19 00 00 00 00 ...<...vuvuunennnn
0060 01 01 b6 80 00 00 00 4f 00 00 00 00 00 00 00 OO ....... O........
0070 01 04 d8 80 00 00 00 33 00 00 00 00 00 00 00 OO ....... 2

0080 00 00 00 00 00 00 OO0 00 OO0 00 OO0 OO OO0 00 00 00  ..vvvvvveinnnnns
0090 00 01 00 00 00 00 OO0 00 OO0 00 OO0 OO OO0 00 00 00  ..vvvvvvnnnnnnns
00a0 00 00 00 00 00 00 00 02 00 00 OO0 OO OO0 00 00 00  ..vvvvvvennnnnns
Data

0000 ff ff ff ff ff ff aa bb cc dd 00 00 08 06 00 01 ................
0010 08 00 06 04 00 01 aa bb cc dd 00 00 cO a8 01 0a .........ouuun..
0020 ff ff ff ff ff ff cO0 a8 01 14 00 01 02 03 04 05 ....... ...
0030 06 07 08 09 Oa Ob Oc Od 0e Of 10 11  ......ii....

O] BH2 0] od|of M Cisco I0SdQ! &30 OtX[Ho 2 =48t il HEFL|CH o{7|§ EH
ScHE "= 8, TShark(Terminal-based Wireshark)2 C|Z2 & 7Hs & LICH Meta-dataE A|AE
LI O AL 5 R|EF, Data 332 A ! HEE M3 LICH 22U Meta-datas 04%45| i<
s St

007022 A|Zfst= 2t = QIErLICt oteflo] ZAIE ZAXMEH, I Ch52l & 16HIEE ALSELICH

<tfroot>
3850-2#

show platformport-asic ifmiif-id 0x0104d88000000033

Interface Table

Interface IIF-ID : 0x0104d88000000033
Interface Name : Gi2/0/20
Interface Block Pointer : 0x514d2f70
Interface State : READY
Interface Stauts : IFM-ADD-RCVD, FFM-ADD-RCVD
Interface Ref-Cnt )
Interface Epoch : 0
Interface Type : ETHER

Port Type : SWITCH PORT

Port Location : LOCAL
STot : 2

Unit : 20

STot Unit : 20

Acitve Y

SNMP IF Index 1 22

GPN : 84

EC Channel : 0

EC Index : 0

ASIC
0

ASIC Port : 14

Port LE Handle : 0x514cd990

Non Zero Feature Ref Counts
FID : 48(AL_FID_L2_PM), Ref Count : 1



FID : 77(AL_FID_STATS), Ref Count : 1
FID : 51(AL_FID_L2_MATM), Ref Count : 1
FID : 13(AL_FID_SC), Ref Count : 1
FID : 26(AL_FID_QOS), Ref Count : 1
Sub block information
FID : 48(AL_FID_L2_PM), Private Data &colon; 0x54072618
FID : 26(AL_FID_QOS), Private Data &colon; 0x514d31b8
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<tfroot>

3850-2#

set trace control fed-punject-detail enable

2. Hx HHE OIM ZHELICH SHEE FH2 It HHo| 70| &elst, HesirtH =
21|}
= .

<#froot>
3850-2#

show ngmt-infra trace settings fed-punject-detail

One shot Trace Settings:

Buffer Name: fed-punject-detail

Default Size: 32768

Current Size: 32768

Traces Dropped due to internal error: No
Total Entries Written: 0O



One shot mode: No
One shot and full: No
Disabled: False

<ffroot>
3850-2#

set trace control fed-punject-detail buffer-size

A& 7tsEh a2 ohant 2 &Lt

<#froot>
3850-2#

set trace control fed-punject-detail buffer-size ?

<8192-67108864> The new desired buffer size, in bytes
default Reset trace buffer size to default

<{froot>
3850-2#

set trace fed-punject-detail direction rx filter_add



<{froot>
3850-2#

set trace fed-punject-detail direction rx filter_add ?

cpu-queue rxq 0..31
field field
offset offset

Ol M=z edZastiof &LICt o] 2| siZ

Z 2 M AO| 2BHAH0| M AlgEdE EXo] HRIQ! CH|
U 7|M5AL? CHZ7|YE 160| CPUO] B2 THZ!IS FA|SHE CH7|Qo|2 2, O] CH7 (¥ S
FX5lo{ 097|M CPUO HE = mZle &Qlste Zdo| g ghLIct.

CHe B2 @jojo| oy |y Fxist

n
o

MeEdst 4 oot
<{froot>
3850-2#

set trace fed-punject-detail direction rx filter_add cpu-queue

O| ol & ?let BH2 o3 Z&Lch

<tfroot>
3850-2#

set trace fed-punject-detail direction rx filter_add cpu-queue 16 16



M
rx
]
o
il

ZlE{of CH3H match all &£ & match any & tLt

<#froot>
3850-2#

set trace fed-punject-detail direction rx match_all

3850-2#

set trace fed-punject-detail direction rx filter_enable

<tfroot>

3850-2#

show ngmt-infra trace nessages fed-punject-detail

[11/25/13 07:05:53.814 UTC 2eb0c9 5661]

00 00 00 00 00 4e 00 40 07 00 02 08 00 00 51 3b
00 00 00 00 00 01 00 OO 03 00 00 00 00 00 00 01
00 00 00 00 20 00 00 Oe 00 00 OO 00 00 01 00 74
00 00 00 04 00 54 41 02 00 00 OO 00 00 0O 00 00

[11/25/13 07:05:53.814 UTC 2eb0Oca 5661]

ff ff ff ff ff ff aa bb cc dd 00 00 08 06 00 01

08 00 06 04 00 01 aa bb cc dd 00 00 cO a8 01 Oa

ff ff ff ff ff ff cO a8 01 14 00 01 02 03 04 05

06 07 08 09 Oa Ob Oc 0d Oe Of 10 11 f6 b9 10 32

[11/25/13 07:05:53.814 UTC 2eb0Ocb 5661] Frame descriptors:
[11/25/13 07:05:53.814 UTC 2eb0Occ 5661]

fdFormat=0x4 systemTt1=0xe
ToadBalHash1=0x8 ToadBalHash2=0x8
spanSessionMap=0x0 forwardingMode=0x0
destModIndex=0x0 skipIdIndex=0x4
srcGpn=0x54 gosLabel=0x41

srcCos=0x0 ingressTranslatedVlan=0x3
bpdu=0x0 spanHistory=0x0

sgt=0x0 fpeFirstHeaderType=0x0

srcVlan=0x1 rcpServiceIld=0x2
wccpSkip=0x0 srcPortLeIndex=0xe
cryptoProtocol=0x0 debugTagId=0x0
vrfId=0x0 salndex=0x0
pendingAfdLabel=0x0 destClient=0x1
appId=0x0 finalStationIndex=0x74
decryptSuccess=0x0 encryptSuccess=0x0
rcpMiscResults=0x0 stackedFdPresent=0x0
spanDirection=0x0 egressRedirect=0x0
redirectIndex=0x0 exceptionLabel=0x0



destGpn=0x0 inlineFd=0x0

suppressRefPtrUpdate=0x0 suppressRewriteSideEfects=0x0
cmi2=0x0 currentRi=0x1
currentDi=0x513b dropIpUnreachable=0x0

srcZoneId=0x0 srcAsicId=0x0
originalDi=0x0 originalRi=0x0

srcL3IfIndex=0x2 dstL3IfIndex=0x0
dstV1an=0x0 framelLength=0x40
fdCrc=0x7 tunnelSpokeId=0x0

[11/25/13 07:05:53.814 UTC 2eb0Ocd 5661]

[11/25/13 07:05:53.814 UTC 2eb0Oce 5661] PUNT PATH (fed_punject_rx_process_packet:
830):RX: Q: 16, Tag: 65561

[11/25/13 07:05:53.814 UTC 2eb0Ocf 5661] PUNT PATH (fed_punject_get_physical_iif:

579) :RX: Physical IIF-id 0x104d88000000033

[11/25/13 07:05:53.814 UTC 2eb0d0 5661] PUNT PATH (fed_punject_get_src_13if_index:
434):RX: L3 IIF-id 0x101b6800000004f

[11/25/13 07:05:53.814 UTC 2eb0dl 5661] PUNT PATH (fed_punject_fd_2_pds_md:478):

RX: 12_logical_if = 0x0

[11/25/13 07:05:53.814 UTC 2eb0d2 5661] PUNT PATH (fed_punject_get_source_cos:638):
RX: Source Cos 0

[11/25/13 07:05:53.814 UTC 2eb0d3 5661] PUNT PATH (fed_punject_get_vrf_id:653):

RX: VRF-id 0

[11/25/13 07:05:53.814 UTC 2eb0d4 5661] PUNT PATH (fed_punject_get_src_zoneid:667):
RX: Zone-id 0

[11/25/13 07:05:53.814 UTC 2eb0d5 5661] PUNT PATH (fed_punject_fd_2_pds_md:518):

RX: get_src_zoneid failed

[11/25/13 07:05:53.814 UTC 2eb0d6 5661] PUNT PATH (fed_punject_get_acl_log_direction:
695): RX: : Invalid CMI2

[11/25/13 07:05:53.814 UTC 2eb0d7 5661] PUNT PATH (fed_punject_fd_2_pds_md:541) :RX:
get_acl_log_direction failed

[11/25/13 07:05:53.814 UTC 2eb0d8 5661] PUNT PATH (fed_punject_get_acl_full_direction:
724) :RX: DI 0x513b ACL Full Direction 1

[11/25/13 07:05:53.814 UTC 2eb0d9 5661] PUNT PATH (fed_punject_get_source_sgt:446):
RX: Source SGT 0

[11/25/13 07:05:53.814 UTC 2eb0Oda 5661] PUNT PATH (fed_punject_get_first_header_type:680):
RX: FirstHeaderType 0

[11/25/13 07:05:53.814 UTC 2eb0db 5661] PUNT PATH (fed_punject_rx_process_packet:916):
RX: fed_punject_pds_send packet Ox1f00 to IOSd with tag 65561

[11/25/13 07:05:53.814 UTC 2eb0Odc 5661] PUNT PATH (fed_punject_rx_process_packet:744):
RX: #*#*** RX packet 0x2360 on gqn 16, Ten 128 #**%%*

[11/25/13 07:05:53.814 UTC 2eb0dd 5661]

buf_no 0 buf_len 128

<snip>
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ff ff ff ff ff ff - destination MAC address



aa bb cc dd 00 00 - source MAC address
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[11/25/13 07:05:53.814 UTC 2eb0Oce 5661] PUNT PATH (fed_punject_rx_process_packet:
830):RX: Q: 16, Tag: 65561

[11/25/13 07:05:53.814 UTC 2eb0Ocf 5661] PUNT PATH (fed_punject_get_physical_iif:
579) :RX: Physical IIF-id 0x104d88000000033

3 23 0] 0] ofE Th71% U Bl TolM QXIS BE5| YBiFLICH OlFof i
g olAIaHR] 23 A% ofEl C7IZOISIE KIS 274 AR & 2 el

= Hm 2= A4 QT o|Ao CHE 221X IIF(Interface ID Factory)-IDE M3t2E
2 FEFLICE 167+ 22 ZE| #Et HEE HESIE Ol A" £ U= #ELICH
<#root>

3850-2#

show platformport-asic ifmiif-id 0x0104d88000000033

Interface Table

Interface IIF-ID : 0x0104d88000000033
Interface Name : Gi2/0/20
Interface Block Pointer : 0x514d2f70
Interface State : READY
Interface Stauts : IFM-ADD-RCVD, FFM-ADD-RCVD
Interface Ref-Cnt )
Interface Epoch : 0
Interface Type : ETHER

Port Type : SWITCH PORT

Port Location : LOCAL

Slot A

Unit : 20

Slot Unit : 20

Active Y

SNMP IF Index 1 22

GPN : 84

EC Channel : 0

EC Index : 0

ASIC : 0

ASIC Port ;14

Port LE Handle : 0x514cd990

Non Zero Feature Ref Counts



FID : 48(AL_FID_L2_PM), Ref Count : 1
FID : 77(CAL_FID_STATS), Ref Count : 1
FID : 51CAL_FID_L2_MATM), Ref Count : 1
FID : 13(CAL_FID_SC), Ref Count : 1
FID : 26(AL_FID_QOS), Ref Count : 1
Sub block 1nformat1on
FID : 48(AL_FID_L2_PM), Private Data &colon; 0x54072618
FID : 26(AL_FID_QOS), Private Data &colon; 0x514d31b8

F
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F3e CPU A8l B 2XIE siZsts ol i SR6tm, ol2{#t 4% e MExea
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8622/25 - 8622 is PID for I0OSd and 25 implies that this process is using 25% CPU.



5753/12 - 5733 1is PID for FED and 12 implies that this process 1is using 12% CPU.
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event manager applet highcpu

event syslog pattern "%CPUMEM-5-RISING_THRESHOLD"

action 0.1 syslog msg "high CPU detected"

action 0.2 cli command "enable"

action 0.3 cli command "show process cpu sorted | append nvram:<filename>.txt"
action 0.4 cli command "show process cpu detailed process <process name|process ID>
sorted | nvram:<filename>.txt"

action 0.5 cli command "show platform punt statistics port-asic 0 cpuq -1
direction rx | append nvram:<filename>.txt"

action 0.6 cli command "show platform punt statistics port-asic 1 cpuq -1
direction rx | append nvram:<filename>.txt"

action 0.7 cli command "conf t"

action 0.8 cli command "nho event manager applet highcpu”
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