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097| A& FastEthernet 1/0/2 QIE{H|O|A 0| ZE 2ot 7|50| FAE|o] Y/&LICH7|EXMoZ QIF
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show port-security interface F&E S A& e = U&SLICH

XE Hot

Cat 3750#show port- secur:.ty interface fastEthernet 1/0/2
Port Security . Disabl ed

Port Status . Secur e-down

Vi ol ati on Mde : Shut down

Agi ng Tine : 0 mns

Agi ng Type . Absol ute

SecureStatic Address Aging : Disabl ed
Maxi mum MAC Addr esses 1




Total MAC Addresses .0

Confi gured MAC Addresses 0
Sticky MAC Addresses 0]
Last Source Address: VI an : 0000. 0000. 0000: 0
Security Violation Count 0]

! --—- Default port security configuration on the switch.
Cat 3750#conf t

Enter configuration conmands, one per line. End with
CNTL/ Z.

Cat 3750( confi g) #interface fastEthernet 1/0/2

Cat 3750( confi g-i f) #switchport port-security

Conmand rej ected: FastEthernetl1l/0/2 is a dynamic port.
!--— Port security can only be configured on static
access ports or trunk ports. Cat3750(config-

i f)#switchport mode access

!--- Sets the interface switchport mode as access.

Cat 3750( confi g-i f) #switchport port-security

!--- Enables port security on the interface.

Cat 3750( confi g-i f) #switchport port-security mac-address
0011.858D.9AF9

!--- Sets the secure MAC address for the interface.

Cat 3750( confi g-i f) #switchport port-security violation
shutdown

!--- Sets the violation mode to shutdown. This is the
default mode. Cat3750# !--- Connected a different PC (PC
4) to the FastEthernet 1/0/2 port !--- to verify the
port security feature. 00:22:51: %M 4- ERR DI SABLE
psecure-violation error detected on Fal/0/2, putting
Fal/0/2 in err-disable state 00:22:51: 9%ORT_SECURI TY- 2-
PSECURE_VI OLATI ON:  Security violation occurred, caused
by MAC address 0011. 8565.4B75 on port FastEthernet1/0/ 2.
00: 22: 52: %.1 NEPROTO- 5- UPDOWN:  Li ne protocol on
Interface FastEthernetl/0/2, changed state to down

00: 22: 53: %.1 NK- 3- UPDOMN: I nterface FastEthernet1/0/2,
changed state to down !--- Interface shuts down when a
security violation is detected. Cat 3750#show interfaces
fastEthernet 1/0/2

FastEthernet1/0/2 is down, line protocol is down (err-
di sabl ed)

! --- Output Suppressed. !--- The port is shown error-
disabled. This verifies the configuration. !--- Note:
When a secure port is in the error-disabled state, !---
you can bring it out of this state by entering !--- the
errdisable recovery cause psecure-violation gl oba
configuration conmand, !--- or you can nmanually re-
enable it by entering the !--- shutdown and no shutdown

interface configuration comands.

Cat 3750#show port-security interface fastEthermet 1/0/2

Port Security Enabl ed

Port Status . Secur e- shut down
Vi ol ati on Mode : Shut down

Agi ng Tinme : 0 mns

Agi ng Type . Absolute
SecureStatic Address Aging : Disabled

Maxi mum MAC Addr esses 1

Total MAC Addresses 1

Configured MAC Addresses 1

Sticky MAC Addresses 0]

Last Source Address: VI an : 0011. 8565.4B75: 1

Security Violation Count 1
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Cat 3750#conf t

Enter configuration conmands, one per line. End with
CNTL/ Z.

Cat 3750( confi g) #ip dhcp snooping

!--- Enables DHCP snooping on the switch.

Cat 3750( confi g) #ip dhcp snooping vlan 1

!-—- DHCP snooping 1s not active until DHCP snooping 1is
enabled on a VLAN. Cat 3750(confi g)#no ip dhcp snooping
information option

!--- Disable the insertion and removal of the option-82
field, if the !--- DHCP clients and the DHCP server
reside on the same IP network or subnet.

Cat 3750( confi g) #interface fastEthernet 1/0/3

Cat 3750(config-if)#ip dhcp snooping trust

!--- Configures the interface connected to the DHCP
server as trusted. Cat 3750#show ip dhcp snooping

Swi t ch DHCP snooping is enabl ed

DHCP snooping is configured on follow ng VLANs:

1

Insertion of option 82 is disabled

Option 82 on untrusted port is not allowed
Verification of hwaddr field is enabl ed

Interface Trusted Rate limt
(pps)
Fast Et hernet 1/ 0/ 3 yes unlimted

!--- Displays the DHCP snooping configuration for the
switch. Cat 3750#show ip dhcp snooping binding

MacAddr ess | pAddr ess Lease(sec) Type
VLAN Interface

00: 11: 85: A5: 7B: F5 10.0.0.2 86391 dhcp-
snooping 1 Fast Et heret 1/ 0/ 1
00: 11: 85: 8D: 9A: F9 10.0.0.3 86313 dhcp-

snooping 1 Fast Et heret 1/ 0/ 2

Total nunber of bindings: 2

!--- Displays the DHCP snooping binding entries for the
switch. Cat3750# !--- DHCP server(s) connected to the
untrusted port will not be able !--- to assign IP
addresses to the clients.

KNS LI 2 DHCP 7 s A8 HZXGHAAL.

Sx ARP A

SX ARP AAE HIEQIT S| ARP IZ!IE A5t EO 7|sQLICL KR E6HK| &2 IP-MAC &4
POIEIOE ARP fZlg QIEME, 213 S H7[&LICto| 7|s2 §H SUA 2HES2EEH HE
3 E ESELICt

ofn
i
>
Y
Y

M
>
rir
=0

28 ARP 2 U SEEH UB0IEIT R BLICHAQIXIE I 22 B5S


//www.cisco.com/en/US/docs/switches/lan/catalyst3750/software/release/12.1_19_ea1/configuration/guide/swdhcp82.html

CAEE Qe TEOM ZE ARP 7 2 SE RHE
ol24et °._|E1’.i!55._| Zt Izl 24 ARP FHA|E UO|0|ESt7| HMoll EE= mZIe XAt CHAof
EEE%UI Mof| =&t IP-MAC =4 HIQIEE 7tX|1 U=X| =elgLct.
- AR E ARP WZ!E AfK[EfLICH
S™ ARP AAt= AZIE = /= CIO|E{HIO|AQI DHCP A& Hi I H|O|E{H| 0| A0 H”E._l =
E&HIP-MAC =4 HIRIEE 7[gte 2 ARP IHZ 9| 24 A ELICH 0| HIO|E{H 0| A= VLAN
% A 2|x|0j A DHCP A+ Zo| #45HE 22 DHCP &% Eof| 9_|6H FSE|LICEARP 10| A2
g 5 Ae QIEHI oA M £ AlEH AL X|= &l gio| IS MEELICH AZ[E = gie 2lE
HOo|AMM A2[x|= &8 <08t TiZlS HMEELIC
H| DHCP &30l S5 ARP AAtE HAMHoZE FEE IP FATF JUE SAEQ ALK 74 ARP
ACLO CHall ARP THZl2 HEE &= U&LICHARP ACLE H2lst7| 93l arp access-list 7123 711
ool BHHEE A™E = U a LICHARP ACL2 DHCP &5 % HtQIE! Cl|O|E{tH|0|A 9] %% Ct

AlSH
=O
St

=

SMELICEAQ|X|E= AC % M3t7| /st ip arp HAF AE'i vian 193 A I|T2jo[d BEE
St Z20lBt ACLS AL ELICH AQIXIE BIxd ARP THZIS ALE X T4 ARP ACLT HIZ ELICH
ARP ACLO| ARP THZ!E 7{55tH A|X|= DHCP AFEoE &I Z! Cl|O|E{H| 0| A0f %—E?J bt
Qo] EMstHE: HZ!g HEELC

K>
oI-

4lof CHEE X212 S ARP ZiAb Z4T| 230l x|2le & xst

Iz

Al

[0

S ARP A T

VLANEZ &5 ARP ZAE &43t5t24H™ ip arp inspection vian 7193 Z41|12j|0|M HEo| A~ EH
LICH.047| M= DHCP MB{oll 423 El FastEthernet QIE{IH| O|A 1/0/32t ip arp inspection trust &
2 Al835to] AEE ZHo B ?**E'L—Itr SMHoR IP FAE TS ARP IHZIE 51&52{™ DHCP
TEHE ggstafor ELICLDHCP 252 24 HEE | EXMO|DHCP &+ E MME F At
Al2.

S ARP HAl

Cat 3750#conf t

Enter configurati on conmands, one per line.
CNTL/ Z.

Cat 3750(confi g) #ip arp inspection vlan 1

! -—-— Enables dynamic ARP inspection on the VLAN.

Cat 3750( confi g) #interface fastEthernet 1/0/3

Cat 3750(config-if)#ip arp inspection trust

!--- Configures the interface connected to the DHCP
server as trusted. Cat 3750#show ip arp inspection vlan 1

End with

Cat 3750#

Source Mac Validation Di sabl ed
Destination Mac Validation : Disabled
| P Address Validation Di sabl ed

VI an Confi guration Qper ation ACL Match
Static ACL
1 Enabl ed Active
VI an ACL Loggi ng DHCP Loggi ng
1 Deny Deny

!--- Verifies the dynamic ARP inspection configuration.

REMIEF 82 S

5 ARP ZIAt T4I8 BEFHAAL
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IP Source Guard

IP AA 7IEE BIREIEX| et2 B|0|o] 2 QIE{IH|O| A M IP ECE S AEHst7| €8 DHCP A

% stold clojeiuol2 o +8 02 THE P &4 Holdls Jpo2 SaKe Ueidsts Hot
TIsLIc s A7t 01 Clufol Aol P 4B ABHHZD & 1f Y stE 2l 324g wxls
B IP &4 JIEE AI8E = UELICHIP AA 7t EE= IPIMAC AFEE S X[

Il

AEZ[e 4 Qle QUE{H O|A0|AM DHCP ASZ0| EMEE AR IP AA JIEE M358 4= AUSL
ChOIE{H O|AMAM IP AA 7tET} M5 E|H A%leowt O_IE4u1|0|A01|H AMEIRE P ECH

g RtEHEFLICH EF DHCP A 20l M 518 3t= DHCP WZ!2 N |&L|CHZE ACLO|

A01| Mg ELICtH ZE ACLE2 IP AA HIQIZ EHO|Eo| AA IP TA7F Q= IP EBfEID 5{25tD

CIE 2 E Ecige HEgLICH

IP &4 HEQIE Eflol2oflEe DHCP 2 FHoR SAE|HU 2522 FHEHIQIY(DH IP AA HE
elg)ol i&Uct. ol Ejo[E 2] ¥=ol= IP F4, EE‘| MAC F4 3 2124 VLAN 13 7+ =S,
AQRIE IP A2 THETL 3“*2+ geofgh P &4 HIQIE HO|ES AFSFfLICH
AAIPFLAEUHY EE AL IP A MAC T4 HEHZE A8 IP AL JTIEE Y £ UE
LITHO| SMS AFRS10] IP 24 TIE8 BASSHH A4 P 248 7902 1P =2iZio| TE|Z
ElUCh &2 IP #2471 DHOP & 73 HHOIE L O|BIM| 0| A0 5 £ IP &4 Hiels E|0]S 0
HFQIE D AR 2 AL(X|E IP ESHHE E':EE. LICHO| §M& AL&3t01 IP &4 7tEE H Y3}
ST A4 P 2 MAC A8 7|80 2 IP £ 30| EE|RTILICH AQIRIE AA P L MAC F47t
IP &4 HEQIE El|o|E 2| =1 dX|ste Bt EBiEHS MEHLICH

B IPAAJIEE HMA W EHI ZEE ZEEHE B010 2 ZEO|MEH X|HELICH
IP &4 7tE T4 o it X|E2 IP Source Guard 7 X|Elg FRsHAAIL.

0{7|M AA IP EE{REO| Z&E IP AA J7HE & FastEthernet 1/0/1 QIE{H| 0| A 04| A ip verify
source HWHE AL 35104 T EILICHVLANOIAM AA IP ZHE{RIO| UE IP AA JtET EMsHE F
< QIE{m|O|A 7} &8 HA|A VLANOI A DHCP /\-'T-“é‘:'; g3t slok FLICHARIRIMM IP AL
7t 7ix|aglo|4d2 &2l5tEdT show ip verify source B S AlgHetL|CH

IP Source Guard

Cat 3750#conf t

Enter configuration conmands, one per line. End with
CNTL/ Z.

Cat 3750( confi g) #ip dhcp snooping

Cat 3750( confi g) #ip dhcp snooping vlan 1

!--- See the DHCP Snooping section of this document for
!--- DHCP snooping configuration information.

Cat 3750( confi g) #interface fastEthernet 1/0/1

Cat 3750(config-if)#ip verify source

!--- Enables IP source guard with source IP filtering.
Cat 3750#show ip verify source

Interface Filter-type Filter-node |P-address

Mac- addr ess VI an

Fal/0/1 ip active 10.0.0.2

1

!--- For VLAN 1, IP source guard with IP address
filtering is configured !--- on the interface and a
binding exists on the interface. Cat 3750#
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KM LH2 2 IP Source Guard O|al| £ & X5t AA|L.

CtS& & QlIRrL|Ct.

23x of T+ ol CHall ALS 7HsEh =l ™ARt7} eigLich

=X &

24&l o] Hm|TagolMol A8 E + U B X iE HE 7 ei&Lict
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