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Direction
Feature Ingress Egress
Individual policers Yes, totally 128 for GE and 8 for | Yes, totally 8 including egress
FE ncluding ingress aggregate aggregate palicers
policers
Agaregate policers Yes, totally 128 for GE and B for | Yes, totally 8 including egress
FE ncluding ingress indhdidual indrvidual policers
policers
Marking Yes Mo
Policer Markdown Yes Yes
Match with ACL Yes No
Match DSCP Yes Yes
Match IP precedence Yes MO
Match COS Yes, for non-IP traffic Mo
Trust DSCP ves Mo
Trust COS Yes MO
Trust IP precedence Yes MO
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Truskt | Match | Match | Trust Set
I/F |[DSCP!| ACL | Class® | DSCP? | Police Result

Traffic is assigned default 05 level
of the port [0 by default)

05 level of incoming traffic is
| preserved, according to what is
trusted

IP Traffic is matched by DSCP and
| 'l | then trusted then policed, excess
traffic dropped o marked down

IP Traffic is matched by DSZRIP
| 'l precedence and its 05 lewel is
preserved

IP Traffic is matched by DSZPIP
| ) precedence then marked

IP Traffic is matched by DSCP/TP
| ) ) precedence then marked then
policed

Traffic is matched by access list,
| 'l | 05 level of the matched traffic is
preserved, then traffic is policed

Traffic is matched by access list and
| 'l its 05 level is preserved according
o what is brusted

Traffic is matched by access list

| 4 | then marked ard then policed
Traffic is matched by &CL then
| 4 marked with specified DS/
precedence
M Match non-TP traffic by mMaC
&L ) EtherType and 225 and preserve
WAZDS 05 level
MAC Match ron-TP TP traffic by M&C
AL ) | EtherType ard 25 and preserve
WAZOS 05 level then palice
MAC Match ron-TP TP traffic by M&C
L ) Ether Type and COS then rmark:
WAZOS rmatched traffic
M&Z Match non-TP TP traffic by MSC
L ) | EtherType and 225 then mark and
Wi STDS then police
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Match DSCP Police Result

Traffic is sent out with COS and IP precedence
according to QOS raps and internal DSCP after
ingress QDS processing

o o Traffic is matched by DSCP and policed
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QoS: Cannot allocate policer for policy map <policy nanme>

CHS ol & 1EdstMAI2.

| M7(171 UM, CHY ZE 11182 A
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!--- Globally enables QoS. mMl's qOS !--- Defines the QoS policer, sets the burst !--- to 16000
for better TCP performance. mls qgos aggregate-policer pol_lmbps 1000000 16000 exceed-action drop
!--- Defines the ACLs to select traffic. access-list 123 pernit udp any any eq 111
access-list 145 pernit tcp any eq 20 any
!--- Defines the traffic classes to be policed. class-map match-all cl_udplll match access-group
123
class-map match-all cl_tcp20
mat ch access-group 145
!--- Defines the QoS policy, and attaches !--- the policer to the traffic classes. policy-mp
po_test
class e¢l_udpilll
police aggregate pol_1lmbps
cl ass cl_tcp20
police aggregate pol_1lmbps
!--- Applies the QoS policy to an interface. interface G gabitEthernet0/3 sw tchport sw tchport

access vlan 2 service-policy input po_test
1
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O| ML= Zt ZEfAO| CHsH HE 2 ERHTl2 MAEtL|CH 7Y E2|e A oY Hu|apo|M
Lo A & o|ElL|Ct. o] ool M= F 7Hel| 7 EEIM7E F 7H2] EEH**' =1 Héé Zc[AELct
cl_udp1112 8K HAEZ 1Mbps 2 Z2IAIE|H, cl_tcp202 32K HHAEE 512KbpsE 2| AIE L
Ct.

!--- Globally enables QoS. ml's qos !--- Defines the ACLs to select traffic. access-list 123
pernmt udp any any eq 111
access-list 145 pernit tcp any eq 20 any
!--- Defines the traffic classes to be policed. class-map match-all cl_udpilill
mat ch access-group 123
class-nmap match-all cl_tep20
mat ch access-group 145
! -—— Defines QoS policy, and creates and attaches !--- the policers to the traffic classes.
policy-map po_test2
cl ass ¢l _udpilill
police 1000000 8000 exceed-action drop
cl ass cl_tecp20
police 512000 32000 exceed-action drop
!--- Applies the QoS policy to an interface. interface G gabitEthernet0/3 sw tchport sw tchport
access vlan 2 service-policy input po_test2
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cat 3550#show mls gos interface g0/3 statistics
G gabi t Et hernet 0/ 3

I ngress

dscp: incoming no_change classified policed dropped (in pkts)
Others: 267718 0 267717 0 0
Egress

dscp: incoming no_change classified policed dropped (in pkts)
Others: 590877 n/a n/a 266303 0

WRED drop counts
gid threshl t hresh2 FreeQ

1:0 0 1024

2:0 0 1024

3:0 0 8

4 . 0 0 1024
#1: 7Moo 2 DSCPY SHl= gl&LICh Catalyst 35502 Z|CH 8712 MZ CHE DSCP Ztoil Ch
3t QIE{m|o| A ghek EH| £EIS K|ELICH OlE mis gos monitor WS Alsisl m RAEL|CH
.DSCP 8, 16, 24 & 3201 CiEt 8HE ZELIEE5tEi™ CtS IEH o|AE HHE S A~ of &LICt.

cat 3550(config-if)#mls gos monitor dscp 8 16 24 32

£ 11: mls qos monitor dscp 8 16 24 32 B2I2 show mls qos int g0/3 statistics W Q| £ CIS
o Z-o| @ gL

cat 3550#show mls gos interface g0/3 statistics
G gabi t Et hernet 0/ 3

I ngress
dscp: incoming no_change classified policed dropped (in pkts)
8 : 0 0 675053785 0 0
16: 1811748 0 0 0 0 ? per DSCP statistics

24: 1227820404 15241073 0 0 0



32: 0 0 539337294 0 0

Others: 1658208 0 1658208 0 0
Egr ess
dscp: inconing no_change classified policed dropped (in pkts)
8 : 675425886 n/a n/a 0 0
16: 0 n/a n/a 0 0 ? per DSCP statistics
24: 15239542 n/a n/a 0 0
32: 539289117 n/a n/a 536486430 0
Others: 1983055 n/a n/a 1649446 0

WRED drop counts:
gid threshl t hresh2 FreeQ

1:0 0 1024

2:0 0 1024

3:0 0 6

4:0 0 1024
CtE2 ofde| E=oi cigh dELICE.

- Incoming(==2) - Z+ &M =& st= WA =& EAIFLICH
- NO_change—&IZ[El THZ! =& EAIRLICHO: QoS cil'H o] BE x| X| &f
. Classified(E ) - 2/ ¥ 0| Li5 DSCPoi| &< & mZ! =& EAIFLICEH
- ZEdE - Z2ldof ofsf SEE WA ol =8 EAIELICDSCPE st =

=).

Dropped(”Xil) Z2[2lol| ofsH Afxl|El THZ!
CtSo 22 73 234 124 ALgol o5t A Al

- mls qos monitor WS Al&Er il 87H2| DSCP Zt0| 7t dE 3 show mis qos int statistics &
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!--- Globally enables QoS. mM's qOsS !--- Defines the ACLs to select traffic. access-list 167
pernmt ip any host 192.168.192.168
!--- Defines the traffic class. class-nmap match-all cl_2host

mat ch access-group 167
!-—- Defines QoS policy, and creates and attaches !--- the policers to the traffic classes.
policy-map po_test3

cl ass cl_2host



!--- Marks all the class traffic with the IP precedence 6. set ip precedence 6
!-—-- Polices down to 1 Mbps and marks down according to the QoS map. police 1000000 8000 exceed-
action policed-dscp-transmit

!-—- Modifies the policed DSCP QoS map, so the !--- traffic is marked down from IP precedence 6
to 2. !--- In terms of DSCP, this is from 48 to 16 (DSCP=IPprec x8). m's qos map policed-dscp 48
to 16 !--- Applies the QoS policy to an interface. interface G gabitEthernet0/3 sw tchport

swi tchport access vlan 2 service-policy input po_test3

0tE2 ZLIEZESHZ| @5 S ?_ show mis qos interface statistics 20| A EL|CH ME &2
L ZtE= o] Ao MMoi MHEE|o] QUd&LCt.

Etel SC(ME MEsto] ZE PIEHo|A ECHES EFete W

F StLE2| match HEI0H &

Catalyst 355001 M= match interface @& 0| K|/ x| & 5
cHEE {8 5tX| ef&LIch

[<]
SELICH 80 ofL|2l Catalyst 35500 M= MAC ACLTF Y%

aE IP
IetA 1P Ef =t H] IP ECHE2 F o] HE ol EofA Mo = 2F5HoF & I—IEP O|=H| 5tH @l
EIHOIAR E0{QE ZE EdfES —E%or“ 30| o2 X| 1 Bt EE|MHE AtESt0d ZE Eh
g E2|A5H 7|7t 0+E=|°4"'I—IE+ 47| ME AL|Jo|ME AFE5tH O] 2fUE +=™-E = &
L|Ct.o| ALz zl|o|Mol = 1P & H|IP EEHJ*'OI ME COE F 2o S dx|gholct.aset 2

EZfE2 F ECfE 250l 3 S ECIME ASELICH

access-list 100 permit ip any any

cl ass-map ip

mat ch access-group 100

!--- This class-map classifies all IP traffic. mac access-list extended non-ip-acl
pernmit any any

cl ass- map non-ip

mat ch access-group nane non-ip-acl

!--- Class-map classifies all non-IP traffic only. m's qos aggregate-policer all-traffic 8000
8000 exceed-action drop

!-—- This command configures a common policer that is applied for both IP and non-IP traffic.
pol i cy-map police-all-traffic

cl ass non-ip

pol i ce aggregate all-traffic

class ip

pol i ce aggregate all-traffic

interface gigabitEthernet 0/7
service-policy input police-all-traffic
!--- This command applies the policy map to the physical interface.

g

. Catalyst 3550 QoS T4

. QoS X[¥ H0|X|

. LAN 2 9E x| Ho|X|

- LAN X|& X|# H O[X|

. 7|& X[ % £ M - Cisco Systems
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