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Catalyst 3550 Switch

Switch#configure terminal

Switch(config) #interface fastethernet0/3
!--- Configure the Storm control with threshold level.

!--- Configure the port as Protected port.
Switch(config-if) #switchport protected

Switch(config-if) #storm-control unicast level 85 70
Switch(config-if) #storm-control broadcast level 30

!--- Configure the port to block the multicast traffic.

Switch(config-if) #switchport block multicast

!--- Configure the port security. Switch(config-

if) #switchport mode access
Switch(config-if) #switchport port-security
Switch (config-

!--- set maximum allowed secure MAC addresses.
Switch(config-if) #switchport port-security maximum 30

!--- Enable sticky learning on the port.
if) #switchport port-security mac-address sticky

!--- To save the configurations in the device.
switch(config) #copy running-config startup-config

Switch(config) #exit
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Switch#show interfaces fastEthernet 0/3 switchport
Name: Fa0/3

Switchport: Enabled

Administrative Mode: static access

Operational Mode: static access

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native
Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Voice VLAN: none

Administrative private-vlan host-association: none
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANS: none
Administrative private-vlan trunk private VLANS: none
Operational private-vlan: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: true

Unknown unicast blocked: disabled

Unknown multicast blocked: enabled

Appliance trust: none

show storm-control [interface-id] [broadcast Al jﬂElaHéé | unicast] x| E Ezf
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Switch#show storm-control fastEthernet 0/3 unicast
Interface Filter State Upper Lower Current

Fa0/3 Forwarding 85.00% 70.00% 0.00%

Switch#show storm-control fastEthernet 0/3 broadcast
Interface Filter State Upper Lower Current

Fa0/3 Forwarding 30.00% 30.00% 0.00%

Switch#show storm-control fastEthernet 0/3 multicast

Interface Filter State Upper Lower Current
Fa0/3 inactive 100.00% 100.00% N/A
HME QlE{mo|A0] CHEt ZE EH o MXS 201524 show port-security [interface interface-id]
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Switch#show port-security interface fastEthernet 0/3

Port Security : Enabled
Port Status : Secure-up
Violation Mode : Shutdown
Aging Time : 0 mins
Aging Type : Absolute
SecureStatic Address Aging : Disabled
Maximum MAC Addresses : 30

Total MAC Addresses : 4
Configured MAC Addresses : 0

Sticky MAC Addresses : 4

Last Source Address : 0012.0077.2940
Security Violation Count : 0

XHE ClE{Ho|Aa0 7 HE ZE EQoF MAC FAE =215t 2{T show port-security [interface
interface-id] address WS AIE&FLICH.

o& SH Ch31t Z &L

Switch#show port-security interface fastEthernet 0/3 address
Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age
(mins)
1 000d.65c3.0a20 SecureSticky Fa0/3 -
1 0011.212c.0e40 SecureSticky Fa0/3 -
1 0011.212c.0e4dl SecureSticky Fa0/3 -
1 0012.0077.2940 SecureSticky Fa0/3 -

Total Addresses: 4
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