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- Cisco MDS 9216 Switch
- Cisco MDS 9509 Switch
£ C} SAN-OS(Storage Area Networklng Operating System) 1.2.1aS A& ELICIH

o £Mol e L 57 B #70| Cluo| A8 ETIZ S AEIRIALIC ol 2A0 S E 2 ik}
OlAE Z7ISHEI(7|E) HI|TR0IMO 2 A EIISLIC HAl LIEYTT X5 ol 29, BE

H20{o| BAAIQ WS Dl2| SXIHAI| BHErLIC
E7| 72

= 4] F2lof CHE RFMIEH LIS S Cisco 7|2 &l E7| 728 HASHIAIR.
Hi{E O|&

FC 47| 22 A83lioF st= Al7[2t SPAN 7|5 & AtE38liok st= AlZ|E &otok gfLct

FC Analyzer= MDS Supervisorof| A A|ZFSt7HLE AlZTE ZB|E &5t S /LICH ol EdME

L 7HEs AR ZF EBfEE = + U&LICH

SPAN2 AQ|x|0f LA|XMOl Zpjlo] M
C 7t ERfEI2 ol HAMEOA Eolg £ M%LIEP

22 ChE Cholo{a3E M st AL,

PC with Finisar/Ancot or Console PC with
Ethereal Port Analyzer Adapter |- Telnet Ethereal
i
S
Local SPAN RSPAN ™
s
""\.
|
Int MGMTO h
FC SD Port "k' z "J Wl FC sD Port E{]
—
""l\' !1\.

Host MDS Switch MDS Switch Storage
SMSMEEFC 2M7| ES ME5H0 FHY = U= EXEHE E0iFH, E8M M EE
SPAN #¥Ho = x{E = 9l ECfEE BoiELICH SAENM AELX|Z 0|85t ECfEE
FC Analyzeroi M & Qg &= gi&LICt ZH AL|X|0MH FC 2447|8 A™5tH S AE|AM AR
EEE 5 ALXIZ 0|Sst= EcHEEH EAIELIC
SPANS A2Q[x|9| RE ZEOA £2I(R1ad2) L Sal(o|aBla)el EBHEE X5t O| AR
& £ &LICh o ctolo{a ol Ltet RlE WA RSPAN(Remote SPAN)E Ar83stod 1% A
fAx|el EAE ZEOM ZE|(E =&otn, BMI7 LEZ Af|x|of dAE[0] /L&LICt.
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Int MGMTO

St
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Host MDS 9216 MDS 9509
D_ID 0x66 D_ID 0x6B

AT EXL 9612 $£HHIO|MERE] AR EQIHLE 902 ZH FC ZH|S £&5t= 7Lt &
ﬁEOHkI JBODEOI Y2 FC BA7| E2 M8 oP {1 =& EIX| g&LCh
FC Analyzer 24 = 2& MR It E&= &S S5l CLI(Command Line Interface)0il A A= EL|
Ch 2t o] USCH EA[SHES ZHEFEE EAIE A-SHHL MA S EAISH| @IsH KAl
gt &g AdE = JaLitt
FH2 7d ZEO|M A E|H Ctrl-CE +2H SX|ELUCH 7|2Mo 2 100712 =3 et A E
LICt. 10074 O|&fo| = 2f| Y& Z4X{5t24 limit-captured-frames B %.*_"% 5t0] TXE AlF
st= BYol FItEhcH
EANLEE A85to £ S S T U R T MEHE == &Lt

l--- VSAN 13 (0xd) 1is used here as example.

Nunber of dommins: 2

Domain I D VWAN
0x66(102) 20: 0d: 00: 05: 30: 00: 47: 9f [Local] [Principal]
0x6b(107) 20: 0d: 00: 05: 30: 00: 51: 1f

MDS9216# show fcns data vsan 13

VSAN 13

FCI D TYPE PWW ( VENDOR) FCA- TYPE: FEATURE
0x6600dc NL 21:00: 00: 20: 37: 15: a2: 49 (Seagate) scsi-fcp: target
0x6600e0 NL 21: 00: 00: 04: cf: 6e: 4a: 8¢c (Seagat e) scsi-fcp: target
0x6600el NL 21: 00: 00: 04: cf: 6e: 37: 8b (Seagat e) scsi-fcp: target

MDS9216# show fcdomain domain-list vsan 13


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

0x660101 NL 10: 00: 00: 01: 73: 00: 81: 82 (JNI)
0x660201 N 10: 00: 00: 05: 30: 00: 47: 9f (Ci sco) ipfc
0x6b0001 N 10: 00: 00: 05: 30: 00: 51: 23 (Ci sco) ipfc

Total nunber of entries =6
!-—-- Configure FC analyzer for brief output. NMDS9216# config t

Enter configuration conmands, one per line. End with CNTL/Z.
MDS9216( confi g) # fcanalyzer local brief display-filter mdshdr.vsan==0xd

Capturing on eth2

0. 000000 ff.ff.fd -> ff.ff.fd SWILS HO
0. 000095 ff.ff.fd -> ff.ff.fd FC Link Ctl, ACKl
18. 721559 ff.ff.fd -> ff.ff.fd SWILS HO
18. 721879 ff.ff.fd -> ff.ff.fd FC Link Ctl, ACKl
19. 970287 ff.ff.fd -> ff.ff.fd SWILS HO
19. 970368 ff.ff.fd -> ff.ff.fd FC Link Ctl, ACKl
38. 941558 ff.ff.fd -> ff.ff.fd SWILS HO
38. 941849 ff.ff.fd -> ff.ff.fd FC Link Ctl, ACKl
39. 940546 ff.ff.fd -> ff.ff.fd SWILS HO
39. 940628 ff.ff.fd -> ff.ff.fd FC Link Ctl, ACKl

CHE ololME S8 HIoIEE 7HXK|D 4&LICH 2{Lt ofdoi= 2 miZlof| cHet XtMIE E7|E
M3 st7| s BZBol A brief &40[ d=FELICE

VMDS9216(confi g)# fcanalyzer local display-filter mdshdr.vsan==0xd

Capturing on eth2
Frane 1 (100 bytes on wire, 100 bytes captured)
Arrival Tinme: Jul 4, 2003 12:31:18.310251000
Time delta from previous packet: 0.000000000 seconds
Time relative to first packet: 0.000000000 seconds
Frame Nunber: 1
Packet Length: 100 bytes
Capture Length: 100 bytes
Et hernet |1, Src: 00:00: 00: 00: 00: 0a, Dst: 00:00: 00:00: ee: 00
Desti nati on: 00:00:00: 00: ee: 00 (00: 00: 00: 00: ee: 00)
Sour ce: 00:00: 00: 00: 00: 0a (00: 00: 00: 00: 00: Oa)
Type: Unknown (Oxfcfc)
Vegas (FC, SOFf/ECFN)
Vegas Header
.000 .... = Version: O
0000 = Andi anp Type: Nornmal FC frane (0)
#MPLS Labels: 0
Packet Len: 70
TTL: 255
0111 .... = User Priority: 7
0000 0010 11.. = Dst Index: 0x000b
... ..00 1111 11112 Src | ndex: OxO0O0ff
Crl Bits: Index Directed frame (0x01)
Ti mest anp: 42678
.000 = Status: 0 (0)

0000 0... = Reason Code: 0 (0x00)
0000 0000 1101 = VSAN: 13
Checksum 0

Vegas Trailer
EOF: EOFn (3)
CRC. 4022250974
Fi bre Channel
R _CTL: 0x02
Dest Addr: ff.ff.fd
CS_CTL: 0x00



Src Addr: ff.ff.fd
Type: SWILS (0x22)

F_CTL: 0x380000 (Exchange Oigi nator,
Seq Last,

Exchg Last,
ABTS - Abort/ M5,
SEQ I D: Oxe7
DF_CTL: 0x00
SEQ CNT: 0
OX_I D: Oxleb4
RX_ID: Oxffff
Par amet er: 0x00000000
SWILS
Crd Code: HLO (0x14)
FSPF Header
Ver si on: 0x02
AR Nurber: 0x00
Aut henti cati on Type: 0x00
Oiginating Domain | D: 102
Aut henti cati on:
Opti ons: 00000000
Hello Interval (secs): 20
Dead | nterval (secs): 80
Reci pi ent Dormain I D 107
Oiginating Port 1dx: 0x01000b

Frane 2 (60 bytes on wire,
Arrival Time: Jul
Time delta from previous packet:
Time relative to first packet:
Frame Nunber: 2
Packet Length: 60 bytes
Capture Length: 60 bytes

Et hernet Il, Src: 00:00: 00: 00: 00: 00,
Desti nation:
Sour ce:
Type: Unknown (0x0000)

Vegas (FC, SOFf/ECFt)
Vegas Header

Seq Initiator,
CS_CTL, Last Data Frame -

)

0000000000000000

60 bytes captured)
4, 2003 12:31:18. 310563000

0. 000312000 seconds

0. 000312000 seconds

Dst: 00:00: 00: 00: 00: 00

00: 00: 00: 00: 00: 00 (00: 00: 00: 00: 00: 00)
00: 00: 00: 00: 00: 00 (00: 00:

00: 00: 00: 00)

.000 .... = Version: O
0000 = Andi anp Type: Normal FC frane (0)
#MPLS Labels: 0O
Packet Len: 30
TTL: 255
0111 .... = User Priority: 7
0011 1111 11.. = Dst Index: OxOOff
.... ..00 0000 1011 = Src Index: 0x000b
Crl Bits: 0 (0x00)
Ti mest anp: 42679
.000 = Status: 0 (0)
0000 0... = Reason Code: 0 (0x00)
0000 0000 1101 = VSAN: 13
Checksum 241
Vegas Trailer
ECF: EOFt (1)

CRC: 1019832848
Fi bre Channel
R _CTL: 0OxcO(ACK1)

Dest Addr: ff.ff.fd

CS_CTL: 0x00

Src Addr: ff.ff.fd

Type: Unknown (0x00)

F_CTL: Oxf80000 (Exchange Responder,
Exchg Last,
ABTS - Cont, )

Seq Last,

Seq Reci pi ent,
CS_CITL,

Exchg First,
Last Data Frane -

Exchg First,

No | nf o,

No | nf o,



SEQ | D: Oxe7

DF_CTL: 0x00

SEQ CNT: O

OX_I D: Oxleb4

RX_I D: Ox1le66

Par anet er: 0x00000001

Frane 3 (100 bytes on wire, 100 bytes captured)
Arrival Time: Jul 4, 2003 12:31:19. 309559000
Time delta from previous packet: 0.998996000 seconds
Time relative to first packet: 0.999308000 seconds
Frame Nunber: 3
Packet Length: 100 bytes
Capture Length: 100 bytes
Et hernet Il, Src: 00:00:00: 00: 00: 00, Dst: 00:00: 00: 00: 00: 00
Desti nati on: 00:00:00: 00: 00: 00 (00: 00: 00: 00: 00: 00)
Sour ce: 00:00: 00: 00: 00: 00 (00: 00: 00: 00: 00: 00)
Type: Unknown (0x0000)
Vegas (FC, SOFf/ECFN)
Vegas Header
.000 .... = Version: O
0000 = Andi anp Type: Normal FC frane (0)
#MPLS Labels: 0O
Packet Len: 70
TTL: 255
0111 .... = User Priority: 7
0011 1111 11.. = Dst Index: OxOOff
.... ..00 0000 1011 = Src Index: 0x000b
Crl Bits: 0 (0x00)
Ti mest anp: 42779
.000 = Status: 0 (0)
0000 0... = Reason Code: 0 (0x00)
0000 0000 1101 = VSAN: 13
Checksum 101
Vegas Trailer
EOF: EOFNn (3)
CRC. 4200187557
Fi bre Channel
R _CTL: 0x02
Dest Addr: ff.ff.fd
CS_CTL: 0x00
Src Addr: ff.ff.fd
Type: SWILS (0x22)
F_CTL: 0x380000 (Exchange Originator, Seq Initiator, Exchg First,
Exchg Last, Seq Last, CS_CTL, Last Data Frame - No I|nfo,
ABTS - Abort/Ms, )

SEQ | D: Oxe7

DF_CTL: 0x00

SEQ CNT: O

OX_I D: Oxle67

RX_ID: Oxffff

Par anmet er: 0x00000000

SWILS
Cmd Code: HLO (0x14)
FSPF Header

Ver si on: 0x02
AR Nunber: 0x00
Aut henti cation Type: 0x00
Oiginating Domain | D: 107
Aut henti cati on: 0000000000000000
Opti ons: 00000000
Hello Interval (secs): 20
Dead | nterval (secs): 80
Reci pi ent Dormain I D 102



Oiginating Port 1dx: 0x01011lc

Frane 4 (60 bytes on wire, 60 bytes captured)
Arrival Time: Jul 4, 2003 12:31:19.309646000
Time delta from previous packet: 0.000087000 seconds
Time relative to first packet: 0.999395000 seconds
Frame Nunber: 4
Packet Length: 60 bytes
Capture Length: 60 bytes
Et hernet Il, Src: 00:00:00: 00: 00: 0a, Dst: 00:00:00: 00: ee: 00
Desti nati on: 00:00:00: 00: ee: 00 (00: 00: 00: 00: ee: 00)
Sour ce: 00:00: 00: 00: 00: 0a (00: 00: 00: 00: 00: Oa)
Type: Unknown (Oxfcfc)
Vegas (FC, SOFf/ECFt)
Vegas Header
.000 .... = Version: O
0000 = Andi anp Type: Normal FC frane (0)
#MPLS Labels: 0O
Packet Len: 30
TTL: 255
0111 .... = User Priority: 7
0000 0010 11.. = Dst Index: 0x000b
.... ..00 1111 1111 Src I ndex: OxO0Off
Crl Bits: Index Directed frame (0x01)
Ti mest anp: 42778
.000 = Status: 0 (0)

0000 0... = Reason Code: 0 (0x00)
0000 0000 1101 = VSAN: 13
Checksum 0

Vegas Trailer
EOF: ECFt (1)
CRC. 4022250974
Fi bre Channel
R _CTL: 0OxcO(ACK1)
Dest Addr: ff.ff.fd
CS_CTL: 0x00
Src Addr: ff.ff.fd
Type: Unknown (0x00)
F_CTL: Oxf80000 (Exchange Responder, Seq Reci pient, Exchg First,
Exchg Last, Seq Last, CS_CTL, Last Data Frame - No Info,
ABTS - Cont, )
SEQ I D: Oxe7
DF_CTL: 0x00
SEQ CNT: 0
OX_ID: 0Ox1le67
RX_I D: 0Ox1leb5
Par anet er: 0x00000001

CHA| ZHEFer =X0| EAIELICE 2Lt o|fHol=
M2 2agfLIch CHE FC 2 9Ix[ ZH T2l
ElL|CH

/162 PC7t &1

ZE 1 —i= CHA| @4Z35}04
HAE ZH = (PC)Qt F=1 .=*E ZH 0| A

VMDS9216(confi g)# fcanalyzer local brief display-filter mdshdr.vsan==0xd

Capturing on eth2

0. 000000 ff.ff.fd -> ff.ff.fd SWILS HLO
0. 000310 ff.ff.fd -> ff.ff.fd FC Link Cl, ACKl
0.999598 ff.ff.fd -> ff.ff.fd SWILS HLO
0.999684 ff.ff.fd -> ff.ff.fd FC Link Cl, ACKl
19. 990040 ff.ff.fd -> ff.ff.fd SWILS HLO
19. 990295 ff.ff.fd -> ff.ff.fd FC Link Cl, ACKl
20. 990602 ff.ff.fd -> ff.ff.fd SWILS HLO

20. 990682 ff.ff.fd -> ff.ff.fd FC Link Cl, ACKl



26.
26.
26.
26.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
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31.
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31.
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32.
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32.
32.
32.
32.

028780
029087
029541
029596
151197
162809
162841
163139
163583
163603
163835
163965
163985
164186
164305
164479
164628
164670
165030
165050
165125
165193
165419
165577
165781
165804
165943
166063
166870
166892
167268
167529
167549
168704
169272
169294
169568
170453
170473
170756
170975
170994
171400
171562
171581
171752
171812
171832
173863
175020
175047
175182
175290
175310
175632
175753
175777
460020
460050
460207
460246
460340
460362
460492

ff.
ff.
ff.
ff.
00.
ff.
ff.
66.
ff.
ff.
66.
ff.
ff.
66.
ff.
ff.
ff.
ff.
ff.
ff.
ff.
ff.
66.
ff.
ff.
ff.
ff.
66.
ff.
ff.
66.
ff.
ff.
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ff.
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66.
66.
66.
66.
66.
66.
66.
ff.
ff.
66.
ff.
ff.
66.
ff.
ff.
ff.
ff.
66.
66.
ff.
ff.
66.

fc.
fc.

fc.
00.
ff.
ff.
01.
ff.
ff.
01.
ff.
ff.
01.

fc.
fc.

ff.
ff.

fc.
01.

ff.
ff.

01.
ff.
ff.
01.
ff.
ff.
01.
ff.
ff.
01.
ff.
ff.
01.
ff.
ff.
01.
02.
02.
01.
02.
02.
01.
ff.
ff.
01.
ff.
ff.
01.
ff.
ff.
fc.
fc.
01.
01.
fc.

01.

->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->

ff.
ff.
ff.
ff.
ff.
66.
66.
ff.
66.
66.
ff.
66.
66.
ff.
ff.
ff.
ff.
ff.
66.
66.
ff.
ff.
ff.
ff.
66.
66.
ff.
ff.
66.
66.
ff.
66.
66.
ff.
66.
66.
ff.
66.
66.
ff.
66.
66.
66.
66.
66.
66.
66.
66.
ff.
66.
66.
ff.
66.
66.
ff.
66.
66.
66.
66.
ff.
ff.
66.
66.
ff.

. 6b
.66
.66
. 6b
.fe
.01
.01
.fd
.01
.01
.fc
.01
.01
.fc
. 6b
.66
.66
. 6b
.01
.01
.66
. 6b
.fc
. 6b
.01
.01
.66
.fc
.01
.01
.fc
.01
.01
.fc
.01
.01
.fc
.01
.01
.fc
.01
.01
.01
.01
.01
.01
.01
.01
.fc
.01
.01
.fc
.01
.01
.fa
.01
.01
.01
.01
.66
.66
.01
.01
.66

SWILS SWRSCN

FC Link Ct 1,

SWILS SWACC (SW RSCN)

FC Link Ct 1,
FC ELS FLOG

ACK1

ACK1

FC ELS ACC (FLOG )
FC ELS ACC (FLOG )

FC ELS SCR

FC ELS ACC (SCR)
FC ELS ACC (SCR)

FC ELS PLOG

FC ELS ACC (PLOG )
FC ELS ACC (PLOG )

dNS GA NXT

SWILS SWRSCN

FC Link Ct1,

SWILS SWACC (SW RSCN)

FC Link Ct1,

dNS ACC (GA_
dNS ACC (GA_

dNS GE_ID
FC Link Ctl,
dNS GA NXT

dNS ACC (GE_
dNS ACC (GA
dNS ACC (GA

FC Link Ctl,
dNS GA NXT

ACK1

ACK1
NXT)
NXT)

ACK1

| D)
NXT)
NXT)
ACK1

dNS
dNS
dNS
dNS
dNS
dNS
dNS
dNS
dNS
dNS
dNS
dNS
dNS
dNS
FC
FC
FC
FC
FC
FC
FC
FC
FC
FC
FC
FC
FC
FC
FC
FC
FC
FC
FC
FC
FC
FC

ACC (GA NXT)
ACC (GA NXT)
GA NXT

ACC (GA NXT)
ACC (GA NXT)
GA NXT

ACC (GA NXT)
ACC (GA NXT)
GA NXT

ACC (GA NXT)
ACC (GA NXT)

GA_

NXT

ACC (GA NXT)
ACC (GA NXT)

ELS
ELS
ELS
ELS
ELS
ELS
ELS
ELS
ELS
ELS
ELS
ELS
ELS
ELS
ELS
ELS
ELS
ELS
ELS
ELS
ELS
ELS

PLOGI
ACC (PLOG )
ACC (PLOG )
PRLI

LS RIT (PRLI)
LS RIT (PRLI)
LOGO

ACC (LOGO)
ACC (LOGO)
PLOGI

ACC (PLOG )
ACC (PLOG )
PLOGI

ACC (PLOG )
ACC (PLOG )
PLOGI

PLOGI

ACC (PLOG )
ACC (PLOG )
PRLI

PRLI

LS RIT (PRLI)



32. 460525 66.01.01 -> ff.fc.66 FC ELS LS _RJT (PRLI)
32. 461839 ff.fc.66 -> 66.01.01 FC ELS LOGO
32. 461866 ff.fc.66 -> 66.01.01 FC ELS LOGO
32. 462046 66.01.01 -> ff.fc.66 FC ELS ACC (LOR0O)
32. 462080 66.01.01 -> ff.fc.66 FC ELS ACC (LOR0O)
MDS9216( confi g)# 4c
MDS9216( confi g) # exit
$174 FC Analyzer 4

PC with
Ethereal

64.102.58.114
JEBOD

=]

172.18.172.56
Int MGMTO

1112 2/29 \I’

i

Host MDS 9216 MDS 9509

D _ID 0x66 D _ID 0x6B
A7 22X 0612 £HHIO|MERE] A|ZE|RHL o2 ZHFC T2 £ &st=E Jeluct 5
AEO0|M JBODECS| B2 FC 47| E2 AM&3t04 =&IEIX| &L/}
FC Analyzer 2|2 & Ethereal 0.9(9) 0|4 2! WinPcap2 AFE35tE PCOIM AZEILICE. PCO| IP
FAE MDS CuoﬂH FC 27| &XE Al %+7I ?lo AAE[= BHE M X|IHELICH PCOIAM
Ethereal2 HHEZE0|MT *I’i.*oHOF 5t MDS # 2| QIE{H|0|A 9| IP FAE HHE0i x|sHoF &
L|C}.

1. MDS FC 2AM7| £ & S X|5t2{™ CLI0| A Ctr-CE =40F ELILCt.
MDS9216# config t

Enter configuration comnmands, one per line. End with CNTL/Z
MDS9216(confi g)# fcanalyzer remote 64.102.58.114

MDS9216( confi g) # Ac

© ™ Ethereal2 A|IXHE [ PCO|

O|™ HH0| A active SME X|HSHX| Ot A2, 2EHX]| €
E F7I5tH YExo 2 TCP ZE HE

HHEN F7F M2 F 7ok & LICE active 7|1 E
T T/ daioF gLICH ZI8gt

2. PCOIM IP =AE EQlStT
d:\> ipconfig

‘l)" ol-.-

2 AN835t= ol E&LCH
Ethereal 4243 x| T2 1S A|XFELICEH

W ndows 2000 | P Configuration

Et her net adapter wirel ess:


http://winpcap.polito.it/

Connect i on-specific DNS Suffix

ci sco.com

| P Addr ess. 64.102. 58. 114
Subnet Mask . 255. 255. 255. 128
Def ault Gateway . 64.102.58.1

Et hernet adapter builtinE
Connect i on-specific DNS Suffix ci sco.com
Aut oconfi guration | P Address. 169. 254. 219. 141
Subnet Mask . 255.255.0.0

Defaul t Gateway .

d:\> cd ethereal099

D: \ Et her eal 099> ethereal099 -i rpcap://172.18.172.56/eth2

—

3. ZE 10| AEE|H Capture(Z#)E ME4S CHS OK(E

@ Fthereal; Capture Options

Capture

1ol

Interface: |pcap//172.18.172 S6reth2

_J Limit each packet to |.':': J',.-' bytes

r Capture packels in promiscuous mode

7

ran|

Capture file(s)
FI|EZ| | |
_iUse ring buffer  1urper of fiee | Al

Dizplay u|:|-l-i-l:rns
_| Update list of packets in real time

_JAatomatic scrolling in ive Saptire

C apture limits
| Stop capture after

-l Stop capture after
'

‘MNarme resolution —
r Enabla MAC name resclution

r Enable network name resolution

r Enable transpont name resolution

oK |

'} packet(s) captured
‘}.: kilobyte(s) n:apturecﬁ

- Stop capture after | / second(s)

Cancel

LIk

O|)§

22istod

%!

A
T

x|
=

mjo

Al

I
el



(@ ethereak Cap ELBe.

Captured Frames

Total 20 (100.0%)
SCTP 0 {0.0%)
TCP 0 (0%
UDP 0 00%)
ICHWP 1 |:EI.I:|%:|
ARP 0 (0.0%)
OSPF 0 (0.0%)
GRE 0 ([00%
NetBIOS 0 (0.0%)
P 0 (0.0%)
VINES 0 (0%
Other 20 (100.0%)

Running 000012

Other2 EA|E/L|C}
4. W7 £Zg Xt Z2aMo| FX HI| BEEZ A% 524 StopS 2 =2/&fLCH

& <capture>= - Ethereal e =10] x|

Fiha Ed'tt Eaptura DiEpla]‘ Tnuls Halp
2? 13.&90335 FF,FF,Fd Ff FF Fd FC L1nL ctl, ackl
23 19.489771 ff.ff.fd £f.ff.fd SwW_ILS HLO
24 19.4B9872 ff.ff.fd .. fd FiZ Link ctl, ackl
45 38.4B0006 TF.Ff.fd .. fd Sw_ILS HLO
46 358.48025%9 ff.Fff.fd . . fd FC Link ctl, ackl
47 30.4B0131 ff.FF.fd . £F.fd SW_ILS HLO
48 30.4B0218 ff.ff.fd ff.ff.fd FC Link ctl, ackl
-
[7
= =
Filter | | mdshdr vsan==0xd /1 Reset| Apply|| File: <capture> Drops: 0

ZIE|E AI23510{ EM ECE AERIOZ EA|IE X|8HE & & LICH



5. 2474 24K Alstol 2M 7t ol Z Ch OlDIXIof Q= XTIt RS ©F SHTHO| EAIE 4 2
&LICH MDSOIM FC EA47|7h 2438} E|X| SE2L 7L} active 7IUE 7t XIHEl ZE 810 A+
sl LIc

ﬁ Ethereal: Error o & =100 x|

The capture session could not be initiated ().
Flease check that you have the proper interface specified.

Mote that the driver Ethereal uses for packet capture on Windows doesnt
support capturing on PPRAVAN interfaces in Windows NTL20005F/ NET Server.

I 8] |

EZ SPANO] CHEt £

FC
Analyzer

Host MDS 9216
A Sx2 /150{| FC EA17|E M x|5t04 92162 ZE 1/160|A EAERZ FC ZHYUS £
Esln SAER HiU= Z:'%!LIEL

ZE 11152| FC 27| M7t X|HE MEE 2 0{FX|BF, SPANed7t E|& 30 L dlst=
=M71 X|HE 22 EAISHR| et&LICH FC 27| & X|E Finisar C|HFO|A 2 S AFSH|
PAA(Port Analyzer Adapter) & Ethereal2 A& st PCY £+ U&LICH

MDS 9216 T4

MDS9216# show run
vsan 13

vsan 13 interface fcl/16
vsan 13 interface fc2/16

boot system bootfl ash:/nP200-ek9-neg.1.2.0.77.bin
boot kickstart bootflash:/m200-ek9-kickstart-neg.1.2.0.77.bin



interface fcl/ 15
swi tchport node SD
swi tchport speed 2000
no shut down

interface fcl/ 16
no shut down

interface ngmO0
ip address 172.18.172.56 255.255.255.0

span session 1
destination interface fcl/15
source interface fcl/16 rx

source interface fcl/16 tx

MDS 9216 C|A & O]

MDS9216# show interface fc 1/15

fcl/15 is up
Hardware is Fi bre Channe
Port WA is 20:0f: 00:05:30:00:47: 9e
Adm n port node is SD
Port node is SD
Port vsan is 1
Speed is 2 Gops
Beacon is turned off
5 mnutes input rate 73704 bits/sec, 9213 bytes/sec, 13 franes/sec

5 mnutes output rate 2275584 bits/sec, 284448 bytes/sec, 430 frames/sec

2839098 franmes input, 1883173240 bytes
0 discards, O errors
0 CRC, O unknown cl ass
0 too long, O too short
3049460 frames out put, 2038253240 bytes
0 discards, O errors
O input OS, 0 LRR, O NCS, O loop inits
0 output OLS, 0 LRR, O NCS, O loop inits

MDS9216# show interface fc 1/16

fcl/16 is up
Hardware is Fi bre Channe
Port WA is 20:10: 00: 05: 30: 00: 47: 9e
Adm n port node is auto, trunk node is on
Port npde is FL, FCID is 0x660100
Port vsan is 13
Speed is 2 Gops
Transmt B2B Credit is O
Receive B2B Credit is 16
Receive data field Size is 2112
Beacon is turned off
5 mnutes input rate 771568 bits/sec, 96446 bytes/sec, 171 frames/sec

5 mnutes output rate 1503144 bits/sec, 187893 bytes/sec, 258 frames/sec

1238843 frames i nput, 691853044 bytes
0 discards, O errors
0 CRC, 0 unknown cl ass
0 too long, O too short
1864744 frames output, 1357707740 bytes
0 discards, O errors
O input OLS, 0 LRR, O NGCS, 49 loop inits



10 output OLS, 0 LRR, 10 NOS, 14 loop inits
MDS9216# show interface fc 2/16

fc2/16 is up
Hardware is Fi bre Channe
Port WA is 20:50: 00: 05:30: 00: 47: 9e
Admi n port node is FX
Port npde is FL, FCID is 0x660000
Port vsan is 13
Speed is 1 Gops
Transmt B2B Credit is O
Receive B2B Credit is 12
Receive data field Size is 2112
Beacon is turned off
5 mnutes input rate 1647552 bits/sec, 205944 bytes/sec, 283 frames/sec
5 mnutes output rate 845624 bits/sec, 105703 bytes/sec, 188 frames/sec
1867680 frames input, 1361393600 bytes
0 discards, O errors
0 CRC, 0 unknown cl ass
0 too long, O too short
1241179 frames output, 694505284 bytes
0 discards, O errors
O input OS, 0 LRR, O NCS, 2 loop inits
0 output OLS, 0 LRR, 0 NCS, 2 loop inits

MDS9216# show fcns data vsan 13

VSAN 13:

FCl D TYPE PWW ( VENDOR) FCA- TYPE: FEATURE
0x6600dc NL 21:00: 00: 20: 37: 15: a2: 49 (Seagat e) scsi-fcp:target
0x6600e0 NL 21: 00: 00: 04: cf: 6e: 4a: 8¢ (Seagat e) scsi-fcp:target
0x6600e1l NL 21: 00: 00: 04: cf: 6e: 37: 8b (Seagat e) scsi-fcp:target

0x660101 NL 10: 00: 00: 01: 73: 00: 81: 82 (JNI)
Total nunber of entries = 4

MDS9216# show span session brief

Session Admin Oper Destination
State State Interface
1 no suspend active fcl/ 15

MDS9216# show span session 1

Session 1 (active)
Destination is fcl/15
No session filters configured
Ingress (rx) sources are
fcl/ 16,
Egress (tx) sources are
fcl/ 16,

MDS9216# show span internal info session 1

Admi n Configuration for session [1]

Nane:
Destination port: [100e000] [fcl/15] Flags [1]



State: [0] not suspended

Session Flags: [0] <>

Session Filter rx: none

Session Filter tx: none

Source interface - rx: fcl/ 16

Source interface - tx: fcl/ 16

Source vsan (rx): none

Session [1] is UNLOCKED txn[0] cfg[O] rid[80000000]

Runtime Data for session [1]

Status <active: 0 inactive 1> : [0] active

State reason:[0] Flags [6]rx_span_bit [0] tx_span_bit[1] ( 4s invalid)
oper configured PHYSI CAL ports

fcll 16

PHYSI CAL ports undergoi ng configuration

none

PHYSI CAL ports in error state

none

PHYSI CAL ports (incl. dest) link status

fcl/15, fcl/16

2474 SPANO]| CHEt 74

=
FC
ST Analyzer
JBOD 2/16
1/15 2/6
1716 JLN Nl 1/12 2/29 BN
s s
N N
Host MDS 9216 MDS 9509

I FC 2447|171 95090 A E[0] /= & Ef0M 92162] SAEMM FC ZB|lE s=&dtn =
AlgtL|CEH ST QIE{H 0| A0 & GBIC(Gigabit Interface Converter)7} x| /o] Qlo{0k &l S =&
95092| SD(Span Destination) £ E 2} & x|3loF & L|C}.

b

RSPANE Tdst7| ™ol Ch5 AFE 2 sliZslioF 2 Lict

. BE AQX[0A MDS ZE 1.2 0|42 M&atoF BLCH.
. ST(Span Terminal) ZE 9| SFP(Small Form Factor Pluggable)0ll 70| & 4Z5}t K| ofofof &
L|CF.
- Z S +E5H7| ol FC E{go| UPQIX| & QlgfLct.
. FC M 7|= Finisar C|HFO|A QL RALSHZ| Ethereal2 A& 5t= PAA 2 PCY == l&LICt
SPAN £&A 2t SPAN CHE A2 X[ Abofol| E7F £AR2|X[7t U= B2 ChE HAtE s>FLICH

1. E'd AA Sl a0 Sst HEU0] &4 VSAN QIE{HO|A S MAdshL|Ct
2. 1P 2tREE g /-dstELct
3.FC BH{d3lg & MstEhLict.



4. SAN-OS 1.2 O| & AFSELICE.

MDS 9216 7 4d

MDS9216# show version

Cisco Storage Area Networking Operating System (SAN-OS) Software
TAC support: http://ww. ci sco. conftac

Copyright (c) 2002-2003 by G sco Systens, Inc. Al rights reserved
The copyright for certain works contai ned herein are owned by

Andi anb Systens, Inc. and/or other third parties and are used and
di stributed under license

Sof t war e
Bl Cs: version 1.0.7
| oader: version 1.0(3a)
ki ckstart: version 1.2(1) [build 1.2(0.77)] [gdb]
system version 1.2(1) [build 1.2(0.77)] [gdb]
Bl OS conpile tine: 03/20/ 03

ki ckstart inmage file is: bootflash:/n200-ek9-kickstart-neg.1.2.0.77.bin
ki ckstart conpile tine: 6/29/2003 0:00: 00

systemimage file is: boot fl ash: / m®200- ek9-neg. 1. 2. 0. 77. bin
system conpil e tine: 6/ 29/ 2003 0: 00: 00
Har dwar e

RAM 963108 kB

boot fl ash: 503808 bl ocks (bl ock size 512h)
sl ot O: 0 bl ocks (bl ock size 512h)

MDS9216 uptime is 0 days 21 hours 28 mnute(s) 20 second(s)

Last reset at 50030 usecs after Thu Jul 3 13:09:31 2003
Reason: Reset Requested by CLI conmand rel oad
System version: 1.2(0.45c)

MDS9216# show run
Bui | di ng Configuration ...

interface fc-tunnel 13
destination 10.0.0.2
source 10.0.0.1
no shut down

vsan dat abase
vsan 13

interface vsanl3
i p address 10.0.0.1 255.255.255.0
no shut down

vsan 13 interface fcl/16
vsan 13 interface fc2/16

boot system bootfl ash:/nm200-ek9-neg.1.2.0.77.bin
boot kickstart bootfl ash:/nm200-ek9-kickstart-neg.1.2.0.77.bin

fc-tunnel enable

ip routing



zone default-zone pernit vsan 13

interface fcl/12
no shut down

interface fcl/ 15
swi tchport node ST
swi tchport speed 1000
rspan-tunnel interface fc-tunnel 13
no shut down

interface fcl/ 16
no shut down

interface fc2/16
no shut down

interface ngmO0
ip address 172.18.172.56 255.255.255.0

span session 1
destination interface fc-tunnel 13
source interface fcl/16 rx

source interface fcl/16 tx
!I'--- Output suppressed.

MDS 9216 C|A & O]

MDS9216# show interface fc 1/16

fcl/16 is up
Hardware is Fi bre Channe
Port WA is 20:10: 00: 05: 30: 00: 47: 9e
Adm n port node is auto, trunk node is on
Port npde is FL, FCID is 0x660100
Port vsan is 13
Speed is 2 Gops
Transmit B2B Credit is O
Receive B2B Credit is 16
Receive data field Size is 2112
Beacon is turned off
5 mnutes input rate 1480080 bits/sec, 185010 bytes/sec, 331 frames/sec
5 mnutes output rate 2907712 bits/sec, 363464 bytes/sec, 498 frames/sec
574444 frames input, 320246452 bytes
0 discards, O errors
0 CRC, 0 unknown cl ass
0 too long, O too short
865170 franmes output, 629303788 bytes
0 discards, O errors
O input OLS, 0 LRR, O NGS, 10 loop inits
5 output OLS, 0 LRR, 5 NCS, 9 loop inits

MDS9216# show interface fc 2/16

fc2/16 is up
Hardware is Fi bre Channe
Port WA is 20:50: 00: 05:30: 00: 47: 9e
Adm n port node is FX
Port npde is FL, FCID is 0x660000
Port vsan is 13
Speed is 1 Gops
Transmit B2B Credit is O



Receive B2B Credit is 12
Receive data field Size is 2112
Beacon is turned off
5 mnutes input rate 2905056 bits/sec, 363132 bytes/sec, 498 frames/sec
5 mnutes output rate 1480184 bits/sec, 185023 bytes/sec, 330 frames/sec
867932 frames input, 632889576 bytes
0 discards, O errors
0 CRC, 0 unknown cl ass
0 too long, O too short
576681 franmes output, 322771132 bytes
0 discards, O errors
O input OS, 0 LRR, O NCS, 2 loop inits
0 output OLS, 0 LRR, 0 NCS, 2 loop inits

MDS9216# show interface fc 1/15

fcl/15 is up
Hardware is Fi bre Channe
Port WA is 20:0f: 00:05:30:00:47: 9e
Admi n port node is ST
Port node is ST
Port vsan is 1
Speed is 1 Gops
Rspan tunnel is fc-tunnel 13
Beacon is turned off
5 mnutes input rate 4391896 bits/sec, 548987 bytes/sec, 827 frames/sec
5 mnutes output rate 4391896 bits/sec, 548987 bytes/sec, 820 frames/sec
1431232 frames input, 941079708 bytes
0 discards, O errors
0 CRC, 0 unknown cl ass
0 too long, O too short
1406853 franmes output, 941079708 bytes
0 discards, O errors
O input OS, 0 LRR, O NCS, O loop inits
0 output OLS, 0 LRR, 0 NCS, O loop inits

MDS9216# show interface fc 1/12

fcl/ 12 is trunking
Hardware is Fi bre Channe
Port WA is 20:0c: 00: 05:30: 00: 47: 9e
Peer port WA is 20:5d:00:05: 30: 00: 51: 1e
Admi n port node is auto, trunk node is on
Port node is TE
Port vsan is 1
Speed is 2 Gops
Transmt B2B Credit is 12
Receive B2B Credit is 255
Receive data field Size is 2112
Beacon is turned off
Trunk vsans (admin allowed and active) (1-5, 13,20, 777)

Trunk vsans (up) (1, 13)
Trunk vsans (i sol at ed) (2-5,20,777)
Trunk vsans (initializing) @)

5 mnutes input rate 384 bits/sec, 48 bytes/sec, 0 frames/sec
5 mnutes output rate 4458296 bits/sec, 557287 bytes/sec, 827 frames/sec
19865 frames input, 2220112 bytes
0 discards, O errors
0 CRC, 0 unknown cl ass
0 too long, O too short
1468709 frames output, 971064244 bytes
0 discards, O errors
O input OS, 2 LRR, 0 NCS, O loop inits
2 output OLS, 2 LRR, O NCS, 2 loop inits



MDS9216# show interface fc-tunnel 13

fc-tunnel 13 is up
Dest I P Addr: 10
Source | P Addr: 10
Explicit Path Nane:

Qutgoing interface: fcl/12

Qut goi ng Label (s) to Insert: 10005:0:1:ff"'h
Record Routes:

10.0.0.2

2 Tunnel 1D: 13
1

.0.0.
.0.0. LSP ID: 1

MDS9216# show interface vsan 13

vsanl3 is up, line protocol is up
WAPN i s 10: 00: 00: 05: 30: 00: 47: 9f, FCID i s 0x660201
Internet address is 10.0.0.1/24
MIU 1500 bytes, BW 1000000 Kbit
2207 packets input, 170332 bytes, O errors, O multicast
14952 packets output, 2225444 bytes, 0 errors, 0 dropped

MDS9216# show span session 1

Session 1 (active)
Destination is fc-tunnel 13
No session filters configured
Ingress (rx) sources are
fcl/ 16,
Egress (tx) sources are
fcl/ 16,

MDS9216# show fc-tunnel internal states

nunber of sessions : 1
Sess: 10.0.0.2 Tunnel-1D 13 Ext-Tunnel-1D 10.0.0.1

MDS9216# show fc-tunnel internal data

vsan interfaces:

vsan 13: 10.0.0.1/255.255.255.0 [2]

vsan 2: 15.0.0.4/255.255.255.0 [2]
next hop switch infornmation:

10.0.0.2 {vsan (13), 0x6b0001/8}: [4] fcl/12
layer 2 interfaces:

fcl/12: Trunking, Up

MDS 9509 744

RTP- 9509- 1# show run

Bui | di ng Configuration ...
vsan dat abase
vsan 13

interface vsanl3
ip address 10.0.0.2 255.255.255.0
no shut down

vsan 13 interface fc2/16
boot system boot fl ash: / nmB500- sf 1ek9-neg. 1. 2. 0. 77. bin sup-1

boot Kkickstart bootfl ash:/m500-sflek9-kickstart-neg.1.2.0.77.bin sup-1
boot system boot fl ash:/nm500- sf 1ek9-neg. 1. 2. 0. 77. bi n sup-2



boot Kkickstart bootfl ash:/m500-sf 1lek9-kickstart-neg.1.2.0.77.bin sup-2

fc-tunnel enable
fc-tunnel tunnel-id-map 13 interface fc2/6

ip routing
swi t chnane RTP-9509-1

interface fc2/6
swi t chport node SD
swi tchport speed 1000
no shut down

interface fc2/29
swi tchport node E
no shut down

interface ngmO0
ip address 172.18.172.57 255.255.255.0

MDS 9509 C|A &= O]

RTP- 9509- 1# show interface fc 2/29

fc2/29 is trunking
Hardware is Fi bre Channel
Port WA is 20:5d: 00: 05: 30: 00: 51: 1le
Peer port WA is 20:0c: 00:05: 30: 00: 47: 9e
Adm n port node is E, trunk node is on
Port node is TE
Port vsan is 501
Speed is 2 Gops
Transmit B2B Credit is 255
Receive B2B Credit is 12
Receive data field Size is 2112
Beacon is turned off
Trunk vsans (admn allowed and active) (1,13, 86,100, 501)

Trunk vsans (up) (1, 13)
Trunk vsans (i sol at ed) (86, 100, 501)
Trunk vsans (initializing) @)

5 mnutes input rate 4497752 bits/sec, 562219 bytes/sec, 835 frames/sec

5 mnutes output rate 344 bits/sec, 43 bytes/sec, 0 franes/sec
1934604 frames input, 1285716656 bytes
0 discards, O errors
0 CRC, 0 unknown cl ass
0 too long, O too short
16903 frames output, 932076 bytes
0 discards, O errors
1input OLS, 1 LRR, 2 NOS, 0 loop inits
3 output OLS, 1 LRR, 2 NCS, O loop inits

RTP- 9509- 1# show interface fc 2/6

fc2/6 is up
Hardware is Fi bre Channel
Port WA is 20:46:00: 05: 30: 00: 51: 1le
Adm n port node is SD
Port node is SD
Port vsan is 1
Speed is 1 Gops
Beacon is turned off
5 mnutes input rate O bits/sec, 0 bytes/sec, 0 frames/sec



5 mnutes output rate 4421448 bits/sec, 552681 bytes/sec, 835 frames/sec
0 franmes input, O bytes
0 discards, O errors
0 CRC, 0 unknown cl ass
0 too long, O too short
1912319 franmes output, 1263982444 bytes
0 discards, O errors
O input OS, 0 LRR, O NCS, O loop inits
0 output OLS, 0 LRR, 0 NCS, O loop inits

RTP- 9509- 1# show interface fc-tunnel 13
N
% invalid interface range detected at '~' marker.
!--- This is because the tunnel is not defined on the 9509. RITP-9509-1# show interface vsan 13

vsanl3 is up, line protocol is up
WAPN i s 10: 00: 00: 05: 30: 00: 51: 23, FCID i s 0x6b0001
Internet address is 10.0.0.2/24
MIU 1500 bytes, BW 1000000 Kbit
15071 packets input, 2243728 bytes, O errors, 1 multicast
2342 packets output, 185864 bytes, 0 errors, O dropped

RTP- 9509- 1# show fc-tunnel tunnel-id-map

tunnel id egress interface
13 fc2/6
14

RTP- 9509- 1# show fc-tunnel internal states

nunber of sessions : 1
Sess: 10.0.0.2 Tunnel-1D 13 Ext-Tunnel-1D 10.0.0.1

RTP- 9509- 1# show fc-tunnel internal data

vsan interfaces:

vsan 13: 10.0.0.2/255.255.255.0 [2]
next hop switch infornmation:
layer 2 interfaces:

fc2/6: Non-Trunking, Up

Port Analyzer O{&iE{ C|HFO|A #F1 ALE

Ol ZE&= 2| ZEO|M, 1Gbps EE= 100Mbps2| £ & XIS 2 Z E X|ELIC}. Ethereal
0.9(9) 0|4 L WinPcap2 PCOi| A |50 & LI}
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0001 1G NTM
1001 1G ETM

0101 1G STM
0011 1G DIM
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0000 2G NTM
1000 2G ETM
0100 2G STM



0010 2G DIM

1111 1G MWM

!--- Used for diagnostics only.
- AQR[ 4= EEE XIEELICHon = 1G, off = 2G). A%{%x[ 1,2 Y 32 At27| EEE LIEFHL
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