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3850-1# show running-config
netconf-yang ---------------————-mmm— > Enable NETCONF/YANG globally. It may take up to 90

username ciscol privilege 15 password O ciscol ---> Username/password used for NETCONF-SSH access
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aaa authorization exec default local ------------- > Required for NETCONF-SSH connectivity and edit-conf
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3850-1# show running-config

snmp-server community <string> RW -----—-—------—— > SNMP gateway in DMI requires communi
netconf-yang cisco-ia snmp-community-string <string> --------——-—- > Configure the same community string
snmp-server trap link jetf -----------iii e > enable traps for IETF Tink up/down
snmp-server enable traps snmp authentication Tinkdown Tinkup ---> enable traps for Tink up/down
snmp-server enable traps syslog ------—-———-——————————— > enable traps for Syslog so notificat
SNMP-SErver Manager ———————— - -~ > enable snmp-server

Syslog2| B, Catalyst 385001 A Ciscodo| 2|8l Syslog HIA|X|7} #+dE I RFC 527701 H2|&
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logging history debugging ------- > required for the generation of any NETCONF notification messages fo
Togging snmp-trap emergencies ---> configure 1 or more of the following to control which Tevels of Sys
logging snmp-trap alerts

Togging snmp-trap critical

Togging snhmp-trap errors

Togging snmp-trap warnings

Togging snmp-trap notifications

Togging snmp-trap informational

Togging snmp-trap debugging
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> IU 1101-

netconf-yang cisco-ia snmp-trap-control trap-Tist 10.3.6.1.6.3.1.1.5.3 --—————- > LinkDown trap
netconf-yang cisco-ia snmp-trap-control trap-Tist 10.3.6.1.6.3.1.1.5.4 -——————- > LinkUp trap
netconf-yang cisco-ia snmp-trap-control trap-Tist 10.3.6.1.4.1.9.9.41.2.0.1 ---> Syslog generated noti
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3850-1# show running-config

vrf definition Mgmt-vrf

!
address-family ipv4
exit-address-family
!
address-family ipv6
exit-address-family

interface GigabitEthernet0/0
vrf forwarding Mgmt-vrf

ip address dhcp
negotiation auto

=|

ip route vrf Mgmt-vrf 0.0.0.0 0.0.0.0 172.16.167.161

3850-1# show 1ip interface brief

Interface

Vlanl

V1anl0

V1an20
GigabitEthernet0/0
Fol/1/1

Fol/1/2
GigabitEthernetl/0/1
GigabitEthernetl/0/2
GigabitEthernetl/0/3
GigabitEthernetl/0/4
GigabitEthernetl/0/5

IP-Address
10.1.1.1

10.10.10.1
10.20.20.1

172.16.167.

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
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0K? Method Status Protocol
YES NVRAM up up
YES NVRAM up up
YES NVRAM up up
YES DHCP up up
YES unset down down
YES unset down down
YES manual up up
YES unset up up
YES unset down down
YES unset down down
YES unset down down
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3850-1# show platform software yang-management process

confd :
nesd :

Running
Running
syncfd : Running
ncsshd : Running
dmiauthd : Running
vtyserverutild :
opdatamgrd : Running
ngnix : Running

Running
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<tfroot>

USER1-M-902T:~ USER1$ ping 172.16.167.175

PING 172.16.167.175 (172.16.167.175): 56 data bytes

64 bytes from 172.16.167.175: icmp_seq=0 tt1=247 time=3.912 ms
64 bytes from 172.16.167.175: icmp_seq=1 tt1=247 time=6.917 ms
64 bytes from 172.16.167.175: icmp_seq=2 tt1=247 time=4.063 ms
64 bytes from 172.16.167.175: icmp_seq=3 tt1=247 time=4.371 ms
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USER1-M-902T:~ USER1$ ssh -s ciscol@l72.16.167.175 -p 830 netconf
Cisc0l1@172.16.167.175’s password: ciscol

<?xml version="1.0" encoding="UTF-8"7>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capabiTlity>
<capability>urn:ietf:params:netconf:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability
--snip--

</capabilities>

<session-id>2870</session-id></ hello>]]1>]1>

Use < AC > to exit
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USER1-M-902T:~ USER1$ cd yang-explorer
USER1-M-902T:yang-explorer USER1$ ./start.sh &

Starting YangExplorer server ..
Use http://Tocalhost:8088/static/YangExplorer.html

Performing system checks...

System check identified no issues (0 silenced).
January 19, 2017 - 23:12:20
Django version 1.8.3, using settings 'server.settings
Starting development server at http://localhost:8088/
Quit the server with CONTROL-C.
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® O ® [ jocalhost x
€ C | @ localhost:BOB8 /static/YangExplorer.html
Yang Explorer 0.6.0 (Beta) m
Explorer Values ‘ Opaeration Buld | Collections | Manage Models \hlue
» & eth-interfaces Oparations | Davice Settings | | | Name phys- Il
[a address
Node Type  leaf
R DataType  yangphys-
address.
Host 172.16.167.175 Port | 830 m
Access read-only
Username | ciscol Password | giscal ———
= v
Key
O MNetConf RestConf m Capabilities
L Mandatory
T Consols
Default
S P e — 21,0 <]
. =1 | Path ietf-
\ interfaces/
interfaces-
ba state/
o interface/
phys-
ned address
;."p - .| | Description  The
interface’s
Config O Oper cuonire (D o
m | | address at |~

Status : Recieved HTTP Result for request: get-cap IETF 93
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Property -\I'.alua-
P Marmie
Select All Showing 5 models Node Type  containe:
Data Type

] lanaif-type@2014-01-15.yang

] ietfinet-typesyang Accass read-only
[ letfinterfaces@2013-12-23jang [wbscribed]
Presence
] ietf-netconf-monitoring®2010°18-04 yang

] ietfyang-types.yang

3. NETCONF 22 T=(ME Atg)

ZSCI0|HE(SY HEA HE| EHE)= 0]l YANG A9 NETCONF RPC HIAIX|E T& 350 M
(Catalyst 3850)0| A NETCONF &2 AEZIE 4I5St E 8] SSELICH Catalyst 38502 #+55t=
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<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<create-subscription xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<stream>snmpevents</stream>
</create-subscription>
</rpc>
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* Ripthinterfaces T eprortor | Device Settings | Name statistics
Node Type  container
Dat Type
e = ==
Host 17216167175 Part | 830 Presence
Koy
Username | ciscol Password | ciscol |
Mandatory
0 Default
NetConf () RestConf rcw; '_'-;i;q c'li:i-,vs
= Path iotf-netconf-monitoring/
d Encoding | Conscle ] ] netconf-state/statistics
— p—— |
"1.0" c::coalnq-'\‘.' £ Description Statistical data pertaining

o

etf:pazams:xa

<sireanrsnmpevents</strean>
<fcreate-subscriptions

() Config () Oper

Statws ; Clear completed
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tconf:base:l.0"
tfiparams;:xnl:ns:netconfnotification:l.

nossage=id="">
to the NETCONF

server Statistical data
pertaining to the
METCONF server.None
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&« C | @ localhos-B088/static/YangExplorer.htmi r 1
g rore040(8e s
Explorer l Values 'I' Build | Calecbus] M:n:geModels| Property ’\Hu
* #ietiinterfaces Openstions | Device Settings | Name suatistics
Neode Type container
Profile Cranto device profile
Data Type
ey = Arcess read-anly
Host 172.16.167.175 Port | 830 Presence
Ke
Username | ciscol Password | ciscol !
Mandatory
Default
NetConf () RestConf Capabilities
© [ we ] s | = s —
|| Encoding | Console | natconf-state/statistics
<:pc-:ep1'|lI!I!::T-?qczm—?u:r.i.:.--_a:Eu.l":’?cs—e?!aa—gqs-?-au?—.—::sa:nazum" Description  Smtstical dota pertining
| fere ietf:parans:xnl:rs:netconf base:l.0
xmlnsinc="uiy leti:parans:xal:nsinetcont sbase: 1.0"> to the NETCONF
server Statistical data
M pantaining to the
NETCONF server.None
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E{)2| Yang Explorer O Z 2|71 0|4104| & E|7| 0i| Catalyst 38500 MHE AZE Q0| ZZ Al
£0f oI5 YANG 49| CIO|E{ 2 HEHEILICH &, Catalyst 385001 M LB CLIE A& AL835tod &
Ix|E HdHt 1 show HE CIO|EHE =T & = A2 NETCONF/YANGE AtE3t0] S U &

1. ClO|E{ ZHAH of
Catalyst 385001 A RQIE{H|O|A O] S8 2F

Yang Explorer OHZ 2|71|0|M GUI2| 1% Explorer Mo §5tE 242 MEHE + &L O]
A2, 2IE{H 0|A O|F OIO|E{= Catalyst 38500 A HAME|Z 2 Oper(Eo| BR)S MEHSHCIS
QIE{H|O|A O|F E&ECH2 of2ioll M get-configE MEHELICH Catalyst 385001 A O| Ci|O|E{ & A4
57| 2/8l NETCONFE S35l Catalyst 38502 2 F&8lok 5= YANG SHA(EE 7tHs)2|
NETCONF RPCE #45t7| @/l RPCE CtSol MEIELICEH



Mike:

® 0 ® /[ ocalhost "\B
& C | @ localhost:B088 static/YangExplorer.html r
/HFW\\ ] Values l Operation Buid | Coliections | Manage Models | = |w“
W Operations | Device Settings Name name o
¥ & interfaces ; Node Type  leaf i
¥ & interface
Data Type string
/" name <get-config>
Access read-write
# description =
# o0 Wost | 17216167175 | Port| 830 —
# enablod I.Jnm-nol ciscol Password | ciscol Key b
¥ |ink-up-down-trap-enable Mandatory true
* Tinterfaces-state @ NetConf () RestCont W Default
|| Encoding | Conssle Path ietf-
<rpc :easaqg—id-'lol' smlns="urn:ietf:params:xml:ns:netconf:base:1.0"> interfaces’
‘g::;ﬁ‘:::ip intarfaces/
<running/> interfaces
</scurce>
\ <filter» name
g <interfaces xmlns="urn:ietf:params:xml:ns:yang:ietf-interfaces">
™ cinterface> Description  The name
<name/>
</interface> of the
</interfaces> "
</filter> interface.
</get-config>
</rpe> 2
A device
0 cou © o =D =3 ® cusonrrc == w
Status : Recieved HTTP Result for request type rpe IETF 93
YANG A9 NETCONF RPC HIA|X|7} M El & Catalyst 38502 2 & 3t7| 28 Run(A&)2
MEHFLICH. Catalyst 38502 Catalyst 3850 QIE{H|O|A O|& (GigabitEthernet1/1/1,
GigabitEthernet1/1/2 5)2| YANG EAl(AIEf 0| gi2 £+ UE) SESZ 3|dIELC.
®0® /[ ocamost x Mike
< C' | @ localhost:8088/static/YangExplorer.html e

Yang Explorer 0.6.0 (Beta)

I CI CEDD @SS

Buid | Collections | Manage Modes |

l| Encoding | Console

Explorer ‘ Values | Operation |
v R ieth-interfacas Operations | Device Settings
¥ T interfaces 4]
— — e -

. name <get-config> Platform [slalc
# description F
'W Host 172.16.167.175 Port | 830
# enabled Usernama | ciscol Password | ciscol
# |ink-up-down-trap-enable

> Zinterfaces-state (@ netCont () RestConf RPC

~—

<rpc-reply message-id="urn:uuid:a%bdb2d=-05c9=-49ff-a34d~
d670dedcéb7d™ sxmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<interfaces xmlns="urn:ietf:params:xml:na:yang:ietf=-interfaces™>
<interface>
<name>FastEthernetortyGigabitEthernatl/1/1</nama>
</interface>
<interface>
<namerFastEthernetortyGigabitEthernetl/1/2</name>
<finterface>
<interface>
<name>FastEthernetortyGigabitEthernat2/1/1</nama>
<finterface>
<interface> ~——_

O config () Oper

Property | Value
MName name 1
NodeType  leaf ||
Data Type string
Access read-write
Presence
Key true
Mandatory true
Default
Path ietf-
interfaces/
interfaces/
interface/
name
Description  The name
of the
interface.
A device
MAY
restrict the E

Status : Reciaved HTTP Result for requaest: run-rpc

IETF 93



2. 4|32 0|M of Al
Catalyst 385001 A O|CHH! RIE{H[O|A B2

£5H= 242 Yang Explorer Of Z 2|7 0|M GUI2 Explorer MM 2IZ 0| = ELICE o] B,
Catalyst 38500 M QIE{H|O|AE FA5tE{H(CIE{H|0|AE FZ5t24M) ConfigE ME4SH oF & LICtH
. 124™ Config(zd |1 &0|M)7F MEAEI C} Z, QIE{H|0|A& EECHR MR EREH 2tS OH7HEH
T MEiFLICH M 3 A stT| 2/ NETCONFE S8l Catalyst 38502 2 Z1&5HoF 5t=

(BH= 7S 8) YANG 4|9 NETCONF RPCE M43t7| 9|5 RPCE CHSoil MEfghLct.

[ localhost b =
“ & | @ localhost: 8088 /static/YangExplorer.htm w .
Yang Explorer 0.6 (Beta) [ O Hep N g Admin ] & ot
[ | ] Build Caollections | Manage Models P | Val ]
orer | Values Oy |~ | | L . | Property alue
| . [ | [«
Y fietf-interface: Operations | Davice Settings | | | Mame enabled [T
¥ & interfaces [2 T k
= | Node Type leaf
= interface
Data Type boolean
2 name GigabitEthermet1/0/16 Platfarm _ |
. Access read-write
® description [ ||
Host 172.16.167.175 Port | 830
’type ianaiftethernetCsmacd = N - FESMnce
# enabled false | . K
Username | ciscol Password | ciscol | sid
¥ link-up-down-trap-enable v| | Mandatory
E - [ 2 ||
interfaces-state @ NetConf RestConf Script Capabilities Default true
[ Encoding [ Console I Path ietf-
<r sage-id="101" 12] nterfaces/
= nterfaces/
nterface/
enabled
s ryang:iats Description  This leaf
contains
. the
semlins:y
I— configuned,
i<l desired
B . state of the
D Oper cusom e (T fon. I
| | nterface. .

Status : Recioved HTTP Result for request type rpe IETF 93 ]

YANG &l A!o| NETCONF RPC MIA|X|7} 444l % Catalyst 38502 2 JH £3517| 9/ Run(Alat)2
M= LICH Catalyst 38502 AJE &Hfo| MEMo R +¥E|iee Yl (HE 7153 YANG
Al HA|X|2 SEHatLCt



Mike

[ localhost *x
3 C | @ localhost:8088/static/YangExplorer.html %
Fr o040 0 s
Explorer | Values ‘ o Build l Callections Manage Models | | Property | Value

¥ Riotfinterfaces Operations | Device Settings | Name enabled

¥ &% interfaces

w interface

Node Type leaf

Data Type baclean

/" name GigabitEthernet1/0/16 Platform | |
Access read-write

# description =1 m

Port

'type ianaift:ethernetCsmacd fast 172.16.167.175 830 . Fresence

- 2o | Username | ciscol Password | ciscol | Key

(] ink-up-down-trap-enable 1 | Mandatory

Lt .
= interfaces-state (® NetConf RestConf m m Capabilities Default true
| Encoding | Conscle I 'l Path ietf-
<

7-2a08-98360edabE63" interfaces/

intedfaces/
intedace/

enabled

Description This leaf

contains
the
configured,
desired
state of the
© confie O Oper I | O customrec X a7 L
interdface. -
IETF 93

Status : Recieved HTTP Result for request: run-rpe

B4Z30| O|R oM =X| &elst7| fls Zm|azlo|ME &elE = U&LICE Catalyst 385001 A1 QIE
| 0| A GigabitEthernet 1/0/16 Z1IL|1gi|0|M0| EMSt |t SH 5%':'4 Oper(get config
operation)E A& £ U&LICH F, QIE{H0|ATI BEEIUS

S & Yang Explorer O Z 2|71 0|442| Explorer A0 A 7+0| o{tH 33 AlOIX| TS5}
X| o2 A<, a0 Z0| YANG 8Al9| Catalyst 3850 ZAI|23o|ME HESH =H3H7|
™o Zt 2 Eelg = JU&LICE CHE gl @ EFof= olzdet 2ol EH°F 150 S540|
Property(S5 ME) & Value(gt) &oil ZA|ELICH



® 0 ® /M ocalhost x \B Mike:
= C | @ localhost: 8088 [static/YangExplorer.html o
Explorer ‘ Values l [o] Bulld [ Sohetioen | Manage Madels | Property | Value
¥ Rietf-interfaces Oparations | Device Settings Name interface [
¥ & interfaces [4] :
Sl S e R <~  hotrpe |
Data Type
/' name GigabitEthemet1/0/16 Platform [RE010s - -
Access read-write
® description 2
Port
& ype ianaiftethernetCsmacd Hest e el L Presence
# enabled i i
Username | ciscol Password | ciscol b d
# |ink-up-down-trap-enable Mandstory
> ~
Tinterfaces-state @ MetConf ) RestConf RPC Default
Enceding | Console | [ Path ietf-
<rpc message-id="101" [+] interfaces/
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> f
<get-config> interfaces/
<source> interface
<running/>
</source> . .
g <filter> L Description The list of
<interfaces xmlns="urn:ietf:params:xml:ns:yang:ietf= I configured
interfaces™>
<interfaces interfaces
<name>GigabitEthernetl f0/16</name> the
<type xmlns:ianaift="urn:ietf:params:xml:ns:yang:iana-if- on
type">ianaift:ethernetCamacd</type> device.
</interface> E
</interfaces>
O cfon © om e~ 1 - I I ol
h operaticnal ||

Status : Recieved HTTP Result for request type npe

IETF 93

YANG

LH= YANG

&4 AIO0| NETCONF RPC HIA|X|7} A
MEHSFL|CE. Catalyst 38500| RIE{H|O|A GigabitEthernet 1/0/16 %0 e
Ao HAIX|Z SH5t=0 Ol QIEH0|AT7 BREIRS

MAME| =

—

= Catalyst 38502 2 7

M
o
ena
2
=

57| QIsH Run(&l&)g
abled = false 2 LIE}
olo|gL|ct.

® 5 ® /[ iecalnost x\‘:\ Mike
< C | @ localhost:8088/static/YangExplorer.htmi o
Explorer ‘ Values ‘ (o] =L ] Collections ] Manage Models l Property I Value
¥ B ietf-interfaces Operations | Device Setings | Name interface [
¥ & interfaces 4] ;
shovicn profile —| | Node Type list =
¥ Zinterface <get-config>
Data Type
/" name GigabitEthemet1/0/14 ST other —
Access read-write
# description =
Port
e ianaift:ethernetCsmacd st 2218367175 e Presence
# enabled : i
Username | ciscol Password | ciscol Key
# link-up-down-trap-enable Mandat
T ~
T interfaces-state (® MNetConf () RestConf Default
Encoding | Console I path ietf-
<rpc-reply message-ids"urn:uuid:cdd460ci-Tbei-447a-9940-8305113bf3ch™ interfaces/
xmlns="urn:ietf:params:xml:ns:netconf:base:l. 0" =
smlns:ne="urn: letf:params:uml ins:neteont :base: 1.0"> interfaces/
<data> interface
<interfaces xmlns="urn:ietf:params:xml:ns:yang:ietf-interfaces®>
<interface> 5o "
<na gabdiEthernetl/0/16</name> Description The list of
ftyperianaift athermetCamacd</type> conﬁgured
(<enabled>false<fenabled>
ipvd xmlns=", :ietf:parama:yaml :ns: yang: et f-ip" /> interfaces
<ipvEXmiTE="urn: ietf:params:xml:ns: yang: ietf-ip" />
</interface> on the
</interfaces> device.
</data>
</rpe-reply>
. = Th
O corte @ oo = ) 1 - 1 - - |l
operational _|¥|
Status : Recieved HTTP Result for request: run-rpe IETF 93



Catalyst 3850 CLI O|T! NETCONF/YANG T/ 844 M= of QIE{H|0|A T4 E A

0|7 Yang Explorer &7 #4735 49| ZA<0i|= Catalyst 38502| CLIO|AM &2 ELIC}. Catalyst
38502 21 HIA|X|o EA|E! CHZ NETCONF RPC MIA|X|7} 4= A1E w7t x| QIE{m|O|A
GigabitEthernet 1/0/162 7|2XH 2 S& 4 El7} oiL|A}&LICt QE{H0[AE S=57| 2[et
YANG &40l 20| Z&E NETCONF RPC HIA|X|7} 4= 410 =ed0| 2t& E| T QIE{m|O|A 7}
SERE|H A8 £ M™HO0| =HE|0] O LIS BrPFLICt =8 Catalyst 38502] A4 4 I E 90
ZZMATE+LE YANG @42 NETCONF RPC MIA|X[E EZ Cisco IOS CLIZ HEH5H= &
T EoiELICH &, AHEXtE SYE 22 & 5t7| 2I5H NETCONF/YANGE AFE35tE X/ 0[2of
T 07| Bt Cisco I0S CLIE AI&5t0 M E +=H5t 1 show BHE S MY = /JU&LICH

3850-1# show running-config interface gigabitEthernet 1/0/16 O
Building configuration...

Current configuration : 39 bytes O
'O

interface GigabitEthernetl/0/16
Oend

3850-1# show startup-config | begin 1/0/16

Ointerface GigabitEthernetl/0/16 O
!

*Jan 5 17:05:55.345: %DMI-5-CONFIG_I:Switch 1 R0O/0: nesd: Configured from NETCONF/RESTCONF by ciscol, t
*Jan 5 17:05:57.335: %LINK-5-CHANGED: Interface GigabitEthernetl/0/16, changed state to administrativel

3850-1# show running-config interface gigabitEthernet 1/0/16
OBuilding configuration...

Current configuration : 49 bytes O
!

Ointerface GigabitEthernetl/0/16 O
shutdown ---------——————-—————————— > the interface is shutdown now
Oend

3850-1#

S oz Catalyst 385001 M Z4xz|22{|0[M 0| ot & KE E|X| A A& LICHA™ Sl Hu/asolM
oA AIZF ZAI|TaBo|He 2 SAHE).

3850-1# show startup-config | begin 1/0/16

interface GigabitEthernetl/0/16
!

Catalyst 385001 A% X%

NETCONFE &3l 0| YANG &4/2| NETCONF RPC HIA|X|E Catalyst 385001 Z1&5tof Al &



O

r

| M & Catalyst 38502| Al

~

& d™ol K

<?xml version="1.0" encoding="utf-8"7>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<cisco-ia:save-config xmlns:cisco-ia="cisco/yang/cisco-ia"

</rpc>

| ® O ® /[ localhost:B088/static/YangE: X

2 A2 X} x| RPCZ Yang Explorer OHZ 2|7 0|0 &2l 20 S il

£3

s

L|C.

Mike

<« C | @ localhost:8088/static/YangExplorer.html o 0 :
veabere osomen o
—
Explorer | Values |39_lf|\ Buld | Coactions | Manage Mockiy Property | Value
- 1 -
* Riotf-interfaces [ Opedations | Davico Settings | MName enabled =
=
¥ &7 interfaces Node Type leaf
-
Data Type boolean
L oo |
# dascription Access read-write:
j
LA Host 172.16.167.175 Port | B30 Presence
 enabled Key
Usarnama | Ciscol Password | ciscol
® |ink-up-down-trap-enable Mandatory
* & interfaces-state
Default true =
e anerf-nermﬂf-moni:onng @ NetConf RestConf m m Capabilities |
Path intf-interfpen e’
[ W interfacesfinterface/
i <7eal noodi enabled
<rpe x :base:1.0" message-id="">
isc wp://cisco.con/yang/ciaco=1a" /> Description This leaf contains the
L] fpe

Config Oper

| Status : Clear completed

-~

° Custom RPC

| =~ ] = ] =]

NETCONFE &3l At At x| RPC HIA|X|E Catalyst 38502 2 & 3H7| 2/5H Run(
gFLIC}. Catalyst 38500| 43 MHIAIX|Z SEELICH

configured, desired
stato of the

interface.

Systems that implement
the IF-MIB use the
value of this

leaf in the 'running’
datastone to set

IF-MIB.if AdminStatus o =

IETF93

Mgz M=y



® O ® /[ localnost:8088/static/YangE: X Mike

< C | @ localhost: 8088 static/YangExplorer.htm! o 3
] IS D CIED T
Explorer Values [‘.l;h'l || Buid || Collactions | Manage Moclels | | Property |V|Iua
¥ @ iatf-interfaces | Operations | Device Settings | | | Mame enabled =
¥ & interfaces Node Type  laaf
Data Type boolean
o4 pti Access reac-write
ascription |
e Haost 172.16.167.175 Port | 830 Presence
# enablad Key
Usarnama | ciscol Password | giscol |
# jink-up-down-trap-anable Mandatory
* = interfaces-state |
I 1 | Defauly true —_
e ] Qffscepea== [ rrc ] s ] s JHY :
Path intf-interfseea’
| Encoding | Console | interfaces/interface/
enabled
Description This leaf contains the

configured, desired

state of the

inverface.

Systems that implement
the IF-MIB uza the
value of this

leaf in the ‘running’

datastone 1o set

Contig () Oper [ C ese | 8 customRpC W m IF-MIB.fAdminStatus to |

Status : Recieved HTTP Result for nequest: nun-rpe ETF 93

0|7 NETCONF/YANG Zix|Za2f|o|M M7 2rd & K& & A|Zf Z4x|Te|0|442| Catalyst 3850 CLI
EA

O|A| Alxf dHo| A 5 dHoll ARIFLICEH

3850-1# show running-config interface gigabitEthernet 1/0/16
Building configuration...
Current configuration : 49 bytes

I

interface GigabitEthernetl/0/16

shutdown

end

3850-1# show startup-config | begin 1/0/16
interface GigabitEthernetl/0/16

shutdown
!

CLIO| A Catalyst 3850 A7

oM AZ T CHE ST 22 =&3t7| 215 NETCONF/YANGE2 AH&5t= AW 0|2|o = 07T
5| YUt Catalyst 3850 CLIE AF&5t0{ AR|XIE Mt show BH CIO|EHE =&E = U&LICH
. Catalyst 3850 CLIE NETCONF/YANG CH&l A& 3101 ARIXIE Fddt= B, MER running-
confige syncfd 2L E Qo] Z2MAE S35l Catalyst 38502| DMI(Data Model Interface)2t & 7|3}
Euct



3850-1# show running-config interface gigabitEthernet 1/0/16
Building configuration...
Current configuration : 49 bytes
!
interface GigabitEthernetl/0/16
shutdown
end

3850-1# config t

Enter configuration commands, one per line. End with CNTL/Z.

3850-1(config)# interface gigabitEthernet 1/0/16

3850-1(config-if)#no shutdown

3850-1(config-if)# exit

3850-1(config)# exit

3850-1#

*Jan 24 16:39:09.968: %LINK-3-UPDOWN: Interface GigabitEthernetl/0/16, changed state to down

*Jan 24 16:39:13.479: %SYS-5-CONFIG_I: Configured from console by console

*Jan 24 16:39:15.208: %DMI-5-SYNC_START:Switch 1 RO/0: syncfd: External change to running configuratio
*Jan 24 16:39:43.290: %DMI-5-SYNC_COMPLETE:Switch 1 R0/0: syncfd: The running configuration has been s
3850-1#

>

Ct=0i Yang Explorer OHZ Z|7|0|MH0| CLI H48 & QIE{H|O|A MO EAEE 2F
&0| YANG &340 SHl= Al BFEEL|C}.

ol
2
rE
ox
>

I YAMOMETCOMF Configurase ® ' [Y localosc BOBAstt [YargEs X Mikn
¥ | (D kecalhost: BOEB stic rangExplorenhi 1
i IS I DD YT
Explomar 1 r— Cparstion Budd | Coflections | Masage Modsh p . Vil
* e interfaces Cpansons | Dawicn Settings | | Mama nterdzon
¥ B inbarfac
werinies i =1 | becda Typa -
| Dats Typa
e GigabiEthemet /1
# Jescrigtion Bradd [T
L Hoat 17214167171 Port | B30 Presonce
 prabied Ky
Usernaems | cical Pawword | giicn]
B k- yp-down-trapeen :
=] | Mandatery
& interlncan-satn = |
= B il ranzonf monienng
| azh atl-imprfaces’
o7 (PATARS  ATE (8 RIS GONS IDAMEL 075 ntesipons
it aeom
Doscription. Thee list of
\\ R : corbainad
nterlpoes on
L&
ehar elinei
el Tha
) cpamtonal
2 e of an
nteeleon i
| Sestun i Machpv WTTP Bomalt For request typa e T %
|

NETCONF& &3l GigabitEthernet1/0/1601 CH8t RPC get-config H|A|X|& Catalyst 38502 2 &
5t7| I3 Run(&l &) MEHEFLICE Catalyst 38500| GigabitEthernet1/0/16 QIE{THO|A HMHo 2
S &S enabled = true2 EA|E LICEH



[ localhost: 8088/ static/YangE: x Mike

< C | (@ localhost:B0BB/<tatic/YangExplorer. htm e
[EME |_ Ot ] lm (& Refres) m
Explorer Values [, POV LA . Property l Value
| al[» Operations | Device Sattings | 1 =
* Rcisco- process-cpu e Name nteface I
* P cisco-pw —
ata e
Al read-
* P cisco-table-map CCess ead-write
r Host 172.16.167.178 Port | 830
* Bciscovirtual-service Presence
* Reommon. mpls-static Username | ciscol Password | ciscol Key
* Bhietf-diffserv-classifier L Mandatory L

* fhietf-diffserv-policy
© e O e S £ o

¥ Riotf.intarfaces
— . Path wetf-intarfaces/

¥ Finterfaces
ntefaces inerface

¥ interfsce <get-config>
# name GigabitEthernet1/0/16 Description The list of configured
¥ description nterfaces on the
- type device,
# grabled

The operational state of
# link-up-down-trap-enable an interface is available
» T interfaces-state n the

* fieif-key-chain finterfaces-state/

» #hietf-netconf-monitoring </ rpe-reply> nteface list If the

> Biotf-routing

v
Config (&) Oper mmm =1
]

Status : Rocieved HTTP Result for request: run-rpe

configuration of a

'.
[ T¥]

nterface cannot be =

IETF 93

| A2 758t SNMP MIB 25 O|0O|E{ £HQl

ol

3.GET2H EYE &

NETCONF GET o Z ghEheh £ /= SNMP MIB HIO|E{E A AF7 198 &+~ Qi&LCt.
YANG CIlO|E{ 2 =0 o|al| Ho|&l 7+ =35 E O|0|EHZ HEtEl= X[ ElE 28 SNMP MIBE
Catalyst 38502| Cisco XE 22X EQ||o{0f Z & E[0] U&LICH GET LE|AM AAEE = U= MIB O
O|E{E HAstEd™ Ml 7HX| 40| AU &LICH X|ElE ZE MIBE 7|5 8E 0 smiv2E Z&E +
A& LICEH

=M 1. Capabilities(7|S) HHE 2 Yang Explorer OfZ 2|7 0|41 GUI|A{ MEHE &= Q& LICEH
Catalyst 38502 smiv2 MIB %*EOI ZHE 7 SRR SHELICL



® O ® [ localhost:B088/static/YangE s X

i i | (D localhost BOBE static/YangExplorer, html | K
VeaBoiorosolae e OIS D ISR
Explorer | Valuas Oparation |L Colloctions | Manage ""‘m"] Property |\-|'Hu¢
> Rist.interfacos I Oparations | Device Settings | | | Name nimE
Node Type loaf
Data Type netconf-datastore-type
-
= AgCess read-anly
Hest 172.16.167.175 Port | B30 Presence
Key trua
Usernamae | Cisc0l Password | ciscol
Mandatory true
! ™, Default
@® NetConf RestConf Scrip: Cagabllities
“ Path etf-netconf-monitoing’
| Encoding | Conscls | Il neiconf-state/datastores/
gramiv2: SHME- FRAMERORK-MIB Fmod lowSKMP-FRAMEWORK-  [o) Snmndrisbrkbiokied
 PROXY =MIBmodulo=S5MME - PRONY = Description Mame of the datastore
associated with this list
MP-TARGE T -MIB Tmodu Le=5HHFP-TARGET-
entry.Name of the
datastone associated with
this list antry.Nons
N-TC-STD-MIBmodule=VEK-TC-STD- E

Custom RPC

Config Oper

Status : Recieved HTTP Result for nequest: get-cap

M2 A& 7ts8t smiv2 MIB 20| Z&El 7
NETCONF RPC HIA|X|E NETCONFE &3l Catalyst 385022 T

hEEQHM}

2|5l O] YANG &

|
MEg %!ﬁL—IEL

<?xml version="1.0" encoding="utf-8"7>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<get>
<filter type="subtree">

ETF 93

<ncm:netconf-state xmins:ncm="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring">

<ncm:capabilities/>
</ncm:netconf-state>
</filter>
</get>
</rpc>

IIIIO

O] 242 AL Xl X|'H RPCZ Yang Explorer O & 2|7{|0|Mof| &2} 20{



[ RN ] /[ localhost:B088/static/ Yangs %

€« C | @ lecalhost: 8088 static/YangExplorer.html # 0

Explorar

| Build Collections | Manage Models

» Biothinterfaces

| Opmwonll Device Settings |

e R
e

Host 172.16.167.175 Port | 830
Usernama | Ciscol Password | ciscol
(&) NetConf () RestConf

:netconibase:l.0" message=-id="">

ibtree™>
tate xalns:nce="urn:ietf:pazans:xalins:yang:ietf-netcont-

<ncaicapabilities/>
<|""C'-| tooni-atate>

N

) Config Oper

£ e e O o)

] =~ ] =~ [ ]

Property | Vaiue

Mamie name

Node Type  leaf

Data Type netconf-datastone-type

Accass read-only

Presence

Koy true

Mandatory true

Default

Path iatf-natconf-monitoring/
1 netconf-state/datastores’

doastore/name
Description  Name of the datastore

associated with this list
entry.Name of the
datastore associated with
this kst entry.None

<capability»u
nodu le=CISCO-ARA-SERVER-
<capability>u
Agdu le=CISCO-AAA-SESSION-HIBsA
<capability>urn:iet?
ACCOUNTIRG-MIB?module~CIS
MIBéiamp:revision=2002-07-26</capability>
<capabilitys etf:parans:xal:n
nodule=CISCO-BEP4-MIBLanp, fevision=201
<ecapabi
nzde le=CISCO-BULE-FILE-HIBLanp.
<capability>urn:ietf
Aodu le=CISCO=CBF=TARGET=|

iyang:smiv2iCISCO-AAA-SERVER-MIB?
17</capability>

ang ;amivi:CISCO-AMA-SESSION-MIBT
2006-03-21</capability>

ang :smiv2:CISCO-BGP-POLICY-

-c.rcd!a!:u'.:\ulav
miv2:CISCO-CBP-TARGET-MIB?

|

Config Oper

[ f = psete ] C reset

Status : Recioved HTTP Result for request: run-rpe

SM3AE 7tsEtMB EEH 5
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AlELIcH
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—

Custem RPC

NETCONF 7|sS0iAM &olg &= Qlo
ofl gt SE 2 Z Catalyst 385001 A &t
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Status : Clear completed IETF #3
=] /\ = =| S
NETCONF& &3l Ar& Xt X|"d RPC H|A|X|E Catalyst 38502 2 T&E 57| 2|5 Run(A&)S AMEH
S — . =L =] L— =
StLICH Catalyst 38502 X|HEZlE smiv2 MIBE Z&35tE 7|15 S22 SEEHLICH
ece /[ tocaihost:8088static/Yangex X ||\ ke ]
“ C @ localhost:B088/static/YangExplorer.htmi o W ¢
Explorer ‘ Values Operation Buld | Collections | Manage Models | | Property |v.|.,.
* fiethinterfaces Operatians | Device Settings Name name
Node Type leaf
o R
Data Type netconf-datastore-type
- o i
Host 172.16.167.175 Port | 830 Presence
= Key true
Username | ciscol Password | ciscol
Mandatory true
Cefault
© NetConf O RestConf = ... o ————
[ netconi-state/datastores’
TETITCCAPIDIIITY & damston/name
rniietfi:params:xnl:ns:yang:snivi:BGF4-MIBmodule=BGRe~ -
“m"”‘fﬁlsiﬂlii? S a‘ﬁcmm‘hwis;wna;snu::anx:ﬁs—ﬂm? Gescription | Name of the dametors
nodule=BRIDGE-MIBsamp 9</capability> associsted with this list

entry.Name of the
datastore associated with

this list entry.Mone
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USER1-M-902T:~ USER1$ ssh -s ciscol@l72.16.167.175 -p 830 netconf
Cisc0l1@172.16.167.175’s password: ciscol

<?xml version="1.0" encoding="UTF-8"7>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability

--snip--
<capability>urn:ietf:params:xml:ns:yang:smiv2:CISCO-CONFIG-MAN-MIB?module=CISCO-CONFIG-MAN-MIB&amp;revi
<capability>urn:ietf:params:xml:ns:yang:smiv2:CISCO-CONTEXT-MAPPING-MIB?module=CISCO-CONTEXT-MAPPING-MI
<capability>urn:ietf:params:xml:ns:yang:smiv2:CISCO-DATA-COLLECTION-MIB?module=CISCO-DATA-COLLECTION-MI
--snip--

</capabilities>

<session-i1d>2870</session-id></ hello >11>]1]>

Use < AC > to exit

F7t YANG H|O|H 2 2=

ol Y0l £k YANG CIOIE] 2@ 1tIo| Z8HElof Q& LICt Ol2{3t TS AL 5 IPv4 R
LIZHAE 2t E 7 QoS S CHE Catalyst 3850 7|51+ ZH4El NETCONF/YANGS S35 7}
.

pa}
104
mo |
= I
0%
ek
4 02
30
o> O
rC
_|j|_

DE SI=YMo| MEB = BE(YE IETF(Internet Engineering Task Force)) Z &2 standard,
ietf, fcE MEH3t0{ 3t £ Q&LICH IETF E& 7|# 2| RFC AAE0AM 7tX2 E& 7|8t YANG
Hole 22 NMSgLlct.

I>
I:I=I
i

GitHub Yang 22 E2| O}

Cisco 7|2 (C|HFO|A, HIC{¥) RIS HI cisco, xe, 16328 ME{St0{ & & 4 Q&LICH Catalyst
3850 Cisco I0S XE AZE 0] H™ 16.3.2& ™8 YANG HIo|H € NS gLt
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https://github.com/YangModels/yang
https://github.com/YangModels/yang/tree/master/standard/ietf/RFC
https://github.com/YangModels/yang/tree/master/standard/ietf/RFC
https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/1632
https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/1632

® e O yang/vendor/ciscolxef1632.. -+

(- 1 & GitHub, Inc. (US) ttps:ffgithub.com/YangModels/yang/tree, ster fvend i ;’ciscnyangmudels > ﬁ' E + # 4 6 X =

<> Code ssues M Pull requests 1 Projects 0 Fulse Graphs

Branch: master~  yang /[ vendor [ cisco [ xe [ 1632 § Find file  History

MIBS

README.md

cat3k-netconf-capability, xi

check-models.sh

Olz{gt w2 Y &EA el ERF(RE)0l Ct2 2 =8 CHS Yang Explorer O & 2|71 0|40
& gLICH F 7IX| YHo 2 O] 2 YE +™-E = U&LICH X Hmi= ChFet YANG G| O]
= nlg e 2 2EdtE Lo

: rawgite GithubOlM IHU S CIRZESHE HI ZIQ & &= QI&LICt GithubollAM malE Cf
—-—E':o|'E=|E'=| YANG It U1t 44 E Raw HHE S MESILICH Tt CIRZE S M CHd

== —

=
URLS X8 <, URLE rawgito E0{domH z2
ZZEHMURLE Bt Ko 20ideH U R EE

0| 04| ol M cisco ethernet.yang2 githuboll M 5 EF 4| gz| E3E(R=)2 2 O|0| CHREEE]
5t

R&Lict CHE 2 Y2 Yang Explorer OHEZ 2|7 0| GUIO 2= 3t C}HZ Subscribe(T5)5t04 &
9| Explorer A& =|01| ECE|E 8 5t EhALCH

p%‘:

NETCONF 7I%2 A 235104 Catalyst 3850 AZ EQo{0l| A X|5tE HIOIE 2Rl AN
¥4 UBLIc B5Y UEA HE EUE(-ES HHE) MM MM 28 IS,


https://rawgit.com/
https://rawgit.com/

® O ® | [ localhost:B08R[siatic/YangE: X

= C @ localhost

)+ 4 :

‘Yang Explorer 0.6.0 (Beta) /...———..._\
Explorar Valuas Opa ration Buld | Col "“""@ Proparty Value
» i, iatf-interfaces Workspace | Devie | —
Select All Showing 5 models Node Type
1 iana-if-type@2014-01-15.yang Data Type
[ ietfinet-types.yang Access
[ iethinterf: @2013-12.23; [subscribed]
] ietfinterfaces yang P
] ietf-netconf-monitoring®2010-10-04.yang
O iethyang-types.yang acd
Mandatory
Default
Path
| Description

Config Oper

Status : Received HTTP Result for module request

ece
< &

Cligk 1o go forward, ho'd to see history

[ localhost: 8088 static/YangE: X

(@ localhast

Upload Yang

ETF 93




® © ® [ iocalhost:BOBE/static YangE . X Mike |

€« C | @ localhost: 08¢

Explorer Values Operation Bui Collec Proparty Value |
= TerT—— [ Wodspsce | Davies | —
Shawing & models Node Type
E cisco-ethernet@2015-05-10.yang Data Type
Tanad . Access
] ietfinet-types.yang =
Presence
[ ietfinterfaces@2013-12-22.yang lubseribed
] ieth.netconf-monitoring®2010-10-04.yang Key
] ietf.yang-types.yang Mandatory
Default
Path
| Description
Contis ) Oper P'C et ] 2 i Unsubscribe | Deiete | Goh |

2. 2= YANG Cllo|E{ & i S & ol CHE 2=

O| Mxt= 5.2.2™ githubol M= AZEIL|CE

S¢ HSA #e| EREL| EHD|Ed ZEZE(ES HHFE - macOS Sierra 10.12.28 &
Apple Macbook Pro)0i| M CtS 2 =~ gLICt

o2
ol
rr

USER1-M-902T:~ USER1$ cd yang-explorer O
USER1-M-902T:yang-explorer USER1$ cd server O
USER1-M-902T:server USER1$ python manage.py bulkupload --user guest --git https://github.com/YangModels

Git upload .. O

Cloning into '/Users/USER1/yang-explorer/server/data/session/tmpk7Vv406'...
Oremote: Counting objects: 5610, done. O

remote: Total 5610 (delta 0), reused 0 (delta 0), pack-reused 5610 O
Receiving objects: 100% (5610/5610), 11.80 MiB | 2.34 MiB/s, done. O
Resolving deltas: 100% (3159/3159), done. O

Checking out files: 100% (3529/3529), done.

OCleaning up /Users/USER1/yang-explorer/server/data/session/tmpk7vV406 O
Compiling : user: guest, file: /Users/USER1l/yang-explorer/server/data/session/tmpHTAEP3/cisco-acl-oper.
ODEBUG: root:Compiling session dependency ...

0//anaconda/bin/pyang O

DEBUG:root:Rebuilding dependencies for user guest

O--snip--

O|M| 2& YANG Cll0|E{ 20| Yang Explorer OZ 2|71|0|M GUIM| ZE A|ElL|Ct. Subscribe(T=
)E 2ot 2l 7|5 2T nhdg MEE = QELICH 2™ S mh ol E 2| Explorer A
Mof| F7HELICE.


https://github.com/

El. o 25lo o — [K=3 S A
p =l: NETCONF 7|s& AI&35t04 Catalyst LEZELQ|o{o| M X|Het= CIO|H R E AHE =
Ol FZOF RI=Al 1 2 ;'.'; = 9—| A4 XA Ml E X} AlA|O
AA|=|L—||:|'- SO HS™T tl'El = (iE E-'I) O| A=| 2= 7<°|' A|_|_
[ localhast:B0B8/ static/YangEs | X Mikis
“ 2 | (D localhost: 8088 static/YangExplorer. htmil <
O D WSS
Explorer I Values I Operation Build [ C°"°“i°{'[ Manage Modals ) Property |\falun
Dinics 1 Name
@ selectan Showing79modeis [ || | NodeType
M cisco-acloperyang |«)| | Daw Type
¥ cisco-bfd-state.yang Access
¥ cisco-bgp-state.yang 2l | presernce
 cisco-bridge-common .yang
M cisco-bridge-domain.yang Key
& cisco-cim-stats-devyang || | Mandatery
M cisco-cfm-stats.yang Defaut
# cisco-checkpoint-archive.yang
clseo-afp-stats.yang o
M cisco-environment.yang I Deseription
ciseo-ethernetyang
M cisco-flow-menitoryang
# cisco-ia.yang
¥ cisco-ip-sla-stats-dav.yang
M cisco-ip-sla-stats.yang
cisco-lldp-state.yang
¥ ciseo-memary-state.yang
M cisco-mpls-fwd.yang
M cisco-odm.yang L
A ala kol *
Conts ) Oper [ Ada ] = Deiee | _ove |
Status : Roceived HTTP Result for medule mauest IETFS3
M moealhost-A0BR statie/YangEs X Mike
= C | @ localh B8/static/YangExplorer.htmi o
=
— M| opmten || 002 | oo bt I
> . cisco-bfd-state 4] | Wodapaos | Devico Name
* Ricisco-bgp-state Salect All Shoing 79 model :I Node Type
- ﬂ:iuu-bridga-domain
[ ciaco-achoparyang |*)| | Data Type
O cisco-bfd-state.yang [subscribed] Access
] cisco-bgp-state.yang [subscrbed P
= esence
[0 cisco-bridge-commen.yang
* Bcisco-enviranment ||E cscobridge-domainyang tsubseribed Key
* i cisco-flow-monitor l [ ecisco-chm-stats-davyang Il Mandatory
> Raiscora [ cisco-chm-stats.yang [aubscpts Default
)
> Rocisco-lp-sla-stats 7] cisco-checkpoint-archive yang fsubscribed]
* B cisco-lidp-state [ cisco-ofpstatsyang [sbscrbsm : Futh
» i cisco-memoary-stats O s { t.yang | Description
- 'ﬁ-cisc:»mpl&ﬁvd [ cisco-ethernet.yang
’ﬂ.cixu.pladom.;mm | | [ eisco-flow-monitoryang [subseribed]
> i cisco-process-cpu O cisco-da.yang [subscribed]
- gci“alpuw_mmw [ cisco-ip-sla-stats-devyang
X [sulbacriba
.a‘ixa_w [ cisco-ip-sla-stats.yang [ b
- R " [0 cisco-lidp-state.yang [subscribed]
<! = =g
= [ cisco-memaory-stats.yang [subseribed]
* fcisco-table-map @ cocomelsfwilysng Inbavbid
> B cisco-virtual-service O dsco-odmyang
"ﬂ-emmoﬂ-nph-suti: [ | P [+
T Pr—— e ———
Status : Received HTTP Result for modube mquest ETF 93
|E|. Xt
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X942 Yang Explorer O & 2|7 0|M FAZ

g etz 4

A&LICH O]

2122 9| Explorer(&fM7|) MlMof|



A SHE]

M save-conf RPCE MEHSIH - ELICE O3 CHg RPCE ME5t0{ NETCONFE &3l Catalyst
38502 2 & 5104 Catalyst 385004 ZIL| 2 2{[0| M2 KEE = U= YANG 4|9 NETCONF
RPCE M gLCt.

: Lat ngEx X % O3 L=} U notific: X
locaihost: 8088/ static/YangE G how 1o check "netconf notifi Lo
€ C | @ localhost:B088/static/YangExplorer.html b
Vo e 04010 = [ o]
Explorer l —— | o Buld | Collections | Manage Models Fropacsy ]\r.lu-
* & cisco-bid-state [4] | Operations | Device Settings | Name save-config
» i cisco-bgp-state NodeType  rpe
- e I
Data Type
Rt - ==
@55 @
* 8 cisco-checkpoint-archive
* B cisco-efp-stats Host 172.16.167.178 Port | 830 Presence
* B cisco-envirenmaent Ke
= Username | Ciscol Password | giscol cd
Mandatory
Default
@ NetConf () RestCont RPC
L-P m Path cisco-iafsave-config
| Encoding | Comscle [
—— —— Deseription Copy the running-config
=T ]<cpc message-id="101" xalns-"urn:ietf:pazams:xalins:retconi:base:l.7 .
< <save-cenilg xnlna="http://clsce.con/yang/claco-ia™/>
T Ll e /opes startup-config on the
- Natwork
& Element.Copy the
F & cisco-ip-sla-stats
cisto-ip-sla-st running-config to
R z
R cisco-lidp-state starmup-config on the
* R cisco-memery-stats Newwork
* R cisco-mpls-fwd ElementNone
* B cisco-platform-saftware
e ﬂcr'scn—pnoms—cpu
3 cotis O 0o D 1 - 1 - I -

Status : Recieved HTTP Result for request type rpe

NETCONFE&

&5 AHE X X3 RPC HIA|X|E Catalyst 385022
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IETF 93

how 10 check “netconf notific )G\
« C (@ localhost:B088/static/YangExplorer.html "
Yang Explorer 060 (Beta) | Adnin B Resrsh]
Explorer | vlues o [ muig [ Colietions | Manage Modes | Property | Value
* P cisco-bid-state 4] | Operations | Device Settings | MName save-config
e ﬂcis\:\o—bgp—slata ) . Node Type  rpc
Syuteiesi o R <~
Data Type
R i —
coess write
= ﬂdsoo-d‘!ockpoint-a-d‘rm
> ﬁcim“rplsu“ Hest 172.16.167.178 Part | 830 Presence
* R cisco-environment E
Usernams | Ciscol Password | giscol i
R F
B ciseo flow-meniter Mandatary
T Rcisco-ia
_ e Default
* &5 sync-from MetConf RestConf Seri dits
- <ript Capabilities
- X T = || par——
- ) L )| Encoding I Conscla ] I — :
» & checkpoint Description  Copy the running-config
e 06e=8991=052c15615ad7" .
> revert
|4 starup-config on tha
* & rollback cresult x: pi/feisco. con/yang/cisco-1am>Save running-contig il o
e successful</rgsults Network
(] </mpe-zeply2. Element.Copy the
e ﬁcisoo-iwla-stata N
running-config to
> R cisco-lidp-state startup-confi on the
¥ ﬂ:isuo--nemury-s:m Nework
- ﬁciswmpls-ﬁud ElementNone
-~ ﬁ:implaﬁorm-suhwar&
* i cisco-process-cpu =
> cots © oo e e - ) - [ - 1

Status : Recioved HTTP Result for request: run-rpc
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2 YANG H|O|E{ ==

cisco-ia.yang Cl|O|E{ 2 &!

Ct= 2 cisco-ia.yang OlO|E 2 &l o] & 7} X[ RPC 0 IL|Ct. Catalyst 3850 Z1IL|2i|O|ME XHE 5t
11, Catalyst 3850 running-config& ZZ DMI(Data Model Interface) Cl|O|E| K& A 0| S7|8t5t 1,

Catalyst 385001 A DMI QIE{H|O|AE MM Hst= S2l 5ol T ECtsE ™Mol =5 Bhstct

53 MM EtA| = cisco-ia.yang | O|E{ 2 &€ Subscribe(75)35t04 Yang Explorer O Z 2|7 0| M
GUIQ| 2120 /= Explorer(BrM7]) MlMol| EAlstE ZAILICE.
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CZ

o cisco-i p-sla-stats

= B csco-lldp-state |
.} CLCO-MEMory-Stats.

R cisco-mpls-fwed |
* B, cisco-platform-software
"R CiSCO-process-cpu

L]

<rpc message-id="101" wmlns="urn:iecf:params:xal:ns:netconf:base:l.
<save-confiy =mins="htep://cisco.com/yang/cisco-1a"/>
Ly</mpe>

Config Oper
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2 e
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Custom RPC

& C | @ localhost:B088 static/YangExplorer.html fr
Vrgoie040e) I O D
Explorer | Valuas Oparation Iﬂ Collactions [ Manage Madels | Property |Vdul
* R cisco-bid-state |a] | Opentions | Device Settings Mame save-config
> R cisco-bgp-state Mode Type  rpc
» R cisco-bridge-domain Profile _ Croats divice peofie
i
= Data Type
=& cisco-checkpoint-archive gone fnes
- ofp-stats L Host 17216.167.178 Port | 830 Presence
* R cisco-onviranmant Key
Usarnamae | ciscol Passwerd | ciscol
Mandatory
@ Default
MetConf RestConf RPC Capabilities
- Path cisco-iafsave-config
- d Encoding | Conssla ] I -

‘Copy the running-config
w

startup-config on the
Network

Element.Copy the
running-config to
startup-config on the
Network

ElementNona

Status : Recieved HTTP Result for requost type rpc IETF 3 |
o = = = 2 = O|= sH\S S
CHZ 22, NETCONFE &3l RPC HIA|X|E Catalyst 38522 T& 37| 2I5H Run(Al™)2 MEE
o T sHe © — -1 o =
LICt. Catalyst 38502 A& X0l H| 2f 0] H3SE LEls 43 HAIXKIZ SEHELICH
“ (D localhost:8088 static/YangExplorer.htm! | ¢
=
—— | —— = Buld | Collections | Manage Models Proparsy [\Mm
[» # cisco-bid-state . E Oparations I Device Settings . Name save-config
= ﬂcisuo—bgp—sma Node Type rpe
* # cisco-bridge-domain Profie _ Create device profile
Data Type
e e R |
e ﬂcimd‘!ockpoint-ard\ive Access write
* B cisco-ofp-stats || e 17216.167.178 | Port| 830 Prasence
> ®ceco-endronment Ussrname | Ciscol Password | ciscol Key
- :
R, cisco-Row.moniter Mandatory
v Bicisco-ia
* & gyne-from (® NetConf RestConf PC 5 ot
= s =k ) Path cisco-ia/save-config
=" save-config <npe> | | —[—Em e
* & checkpoint | = . | Description  Copythe running-confia
= <rpe-reply message-id="ur d:dfSaBdB5-eb35-406e-BO0L-052c1561 5adT™ 1o
Elrevert xal, t xm
— Spesnes L ey sapanigon e
o ( etwo!
Element.Copy the
* B ciseo- ip-sla-stats rumning-config to
* B cisco-ldp-state startup-config on the
*» # cisco-memory-stats Network
= I“ciscu—mpl;—fmd Elemant.Nona
* # cisco-platform-saftware
- ﬂ:isnu—pfboess«-cpu —
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Status : Riecieved HTTP Result for request: run-rpc
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<?xml version="1.0" encoding="utf-8"7>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id=
<cisco-ia:sync-from xmIns:cisco-ia

M2 A8 EIX| ef&LCH
Ab&3stod ClHtO|A HEe

</rpc>

0| RPC2| 7|2 S&F2 sync-defaults 810| S7|3HE %ﬂf WAoo 2, ClHo|AE TS E show

running-config B2 £24504 NETCONF Cl|O|E{ K& A9 §7 |§PE'L—IEF sync-defaults 7} 242

NETCONF 0|E-|1L1|O| AE 715 ZE0M MBEHE 712 *E“é; MEL glgLch CHRE RS B2 0| &
olbtrdo = NETCONF QIE{m|O|A AFEXF7F NETCONF replace &g
o &

MA AlME DR siE{E Z2olnt ol 2ME AF LI

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id=
<cisco-ia:sync-from xmlns:cisco-ia/>
<cisco-ia:sync-defaults/>
</cisco-ia:sync-from>
</rpc>

save-config - 0| RPCE write memory(copy running-config startup-config) @232 Algi5loq 34X C|
HFO|A AR M™E ClHtolA AlZF Aol K& LIct

<?xml version="1.0" encoding="utf-8"7>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id=
<cisco-ia:save-config xmlns:cisco-ia
</rpc>

checkpoint - Of RPCE NETCONF QIE{H|0|A 7} Cisco 10Sd 7|& A& Zim|ag|o|4d ofzto|E 7|
S2 A85tod A FQ1 Z4n|asi|o|M2 HIF|E e AEE[R|o MESHES gfLICH.

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id=
<cisco-ia:checkpoint xmlns:cisco-ia
</rpc>

rollback - O] RPC= NETCONF QIE{H|O|A 7} ClHtO|A S| M FHE MIAEQIE
O|&0| MY E CHE R&EE A U780 8 MTE 4 B2 EUS TS &

target-url string (name of the saved checkpoint file)
verbose? Boolean (show detail during rollback process)
nolock? Boolean (lock configuration)

revert-on-error? Empty (if error occurs during rollback, leave running unchanged)



revert-timer? intlé (time in seconds before revets to the original configuration)

<?xml version="1.0" encoding="utf-8"7>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id=
<cisco-ia:rollback xmlns:cisco-ia=
<cisco-ia:target-url>saved-config</cisco-ia:target-url>
<cisco-ia:verbose>true</cisco-ia:verbose>
<cisco-ia:nolock>true</cisco-ia:nolock>
<cisco-ia:revert-on-error></cisco-ia:revert-on-error>
<cisco-ia:revert-timer>10</cisco-ia:revert-timer>
</cisco-ia:rollback>
</rpc>

revert - Ol RPCE= NETCONF QIE{H| 0| A0 A £ RPCL| revert-timerE HHZAELICH Ol A 5HH
AlZt Z0HE 20| FAZ|T EUO| SA| EB|HE|[7HLE AlZt ZTOHE! S840 CHEF Oi7HHE 71 RHAd
xisaH’|E+_

[ —|

now? empty
timer? 1intl6
idle? intl6

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id=
<cisco-ia:revert xmlns:cisco-ia
<cisco-ia:now/>
<cisco-ia:timer>10</cisco-ia:timer>
<cisco-ia:idle>60</cisco-ia:idle>
</cisco-ia:revert>
</rpc>

T UELICH ME7|8 7t true?! B2,
A) CIo|H ME 20 UE ZE SEl HEE
B M4 &ef EE27F fXIELUICH

reset - O| RPCZ NETCONF QIE{H 0| AE RHA|=HEt
NETCONF QIE{H| 0| A & writable- runnlng(M7| s
X|ZLIC}. false(7 |22t B NETCONF A% o]

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id=
<cisco-ia:reset xmlns:cisco-ia
<cisco-ia:reinitialize>true</cisco-ia:reinitialize>
</cisco-ia:reset>
</rpc>

) 1. 28 Cisco ZEHE F= Cisco I0S AZEQ o] HAE §Al 2 E 7|58 X|E £ 9ls



N Lic} o2 501108 16.3.32 A3t Catalyst 385001 0| AH SIS T4 51D Catalyst
385001 - RPC & 2 2 A{ "Reset not supported( RN X|HE|X| k)" 2
e EZSHE(R )0l gretEluich

<nc:rpc-error xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:error-type>application</nc:error-type>
<nc:error-tag>operation-failed</nc:error-tag>
<nc:error-severity>error</nc:error-severity>
<nc:error-path xmins:cisco-ia
<nc:error-message lang="en" xmlns="https://www.w3.0rg/XML/1998/namespace">Reset not supported</nc:er
<nc:error-info>
<nc:bad-element>reset</nc:bad-element>
</nc:error-info>
</nc:rpc-error>

ned.yang CIO|E{ 2 &

ned.yangZ Z+-2 NED(Network Elements Driver) G| O|E{ 222 Cisco C|HIO|A(Catalyst 3850) A
M EHM 7t Z3E 7152 MEELICH 047| 0| /g EodF = HH 7t X| 3HHEO| U &LICH.
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<rpc-reply message-id="urn:uuid:0e2c04cf-9119-4e6a-8c05-238ee7f25208" xmlns="urn:ietf:params:xml:ns:net

<data>
<native xmlns>
<router>
<ospf>
<id>100</1id>
<redistribute>
<connected>
<redist-options>
<subnets/>
</redist-options>
</connected>
</redistribute>
<network>
<ip>10.10.0.0</1ip>
<mask>0.0.255.255</mask>
<area>0</area>
</network>
<network>
<ip>10.20.0.0</1ip>
<mask>0.0.255.255</mask>
<area>0</area>
</network>
<network>
<ip>10.100.0.0</ip>
<mask>0.0.255.255</mask>
<area>0</area>
</network>
</ospf>
</router>
</native>



</data>
</rpc-reply>

NETCONFE &3l Catalyst 385001 A1 Z2H5t YANG & 49| OSPF 2t & 7 TLI:LE{IOM=Ic> AtEO|
218 £ QoM Catalyst 38502 CLIZ S35l Catalyst 3850 ZAI|Z1do|ME & I Eol= 231 Y%
g LICt.

<#root>
3850-1#

show runni ng-config | section ospf

router ospf 100

redistribute connected subnets
network 10.10.0.0 0.0.255.255 area 0
network 10.20.0.0 0.0.255.255 area 0
network 10.100.0.0 0.0.255.255 area 0
3850-1#
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Catalyst 38502| CLIE &3l E A|Z|= Catalyst 3850 A0 BHAFElL|Ct. EEFF Catalyst 385001 =
NETCONFE Sdl M0 HALI/UREE LEtUHE AlA” 20 HAIX|Z AJ&LIC.

3850-1#

*Jan 30 14:13:41.659: %DMI-5-CONFIG_I:Switch 1 R0/0: nesd: Configured from NETCONF/RESTCONF by ciscol,

3850-1# show running-config | section ospf
router ospf 100

redistribute connected subnets

network 10.10.0.0 0.0.255.255 area 0
network 10.20.0.0 0.0.255.255 area 0

network 10.30.0.0 0.0.255.255 area 0 ------ > new line added to OSPF configuration
network 10.100.0.0 0.0.255.255 area 0
3850-1#

NETCONF/YANGS &3l running-confige Catalyst 38502] startup-configoll A& 5t= 20| CHEt
REMIBH LI 2 0| MM cisco-ia.yang CllO|E{ 2 &l0{ M @12 8t save-config 22 A XS AAIL.

Python 23 Z/&l

YANG Explorer OfZ 2|710| M GUIO| M Python 23 ZE M
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7l~EB ol & RS2t Thsstote ALt

ol ool HE Y EE A #rE| ZSHE (R E)2l Yang Explorer OHE E2[70|M GUI 2l%0i =
Explorer & 0{| A save-config 24 MENEILICH O CFHZ, Scripf(A3 R E) HE S ME4504
Python A3 ZEE MMELICE Copy(SAt) HES MEISI0{ AT BEE S A5tH Python.py IHY
stxtmo = Zof K= Al R
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T -

Netconf python example by yang-explorer Chttps://github.com/CiscoDevNet/yang-explorer)

Installing python dependencies: O



> pip install Txml ncclient

Running script: (save as example.py) 0O
> python example.py -a 172.16.167.174 -u ciscol -p ciscol --port 830 O

import I1xml.etree as ET O

from argparse import ArgumentParser O
from ncclient import manager

Ofrom ncclient.operations import RPCError

payload = """ O<save-config xmlns
Dllllll
if _name__ == '_main__

parser = ArgumentParser(description="Usage:"')
# script arguments O

parser.add_argument('-a', '--host', type=str, required=True, O
help="Device IP address or Hostname") O

parser.add_argument('-u', '--username', type=str, required=True, O
help="Device Username (netconf agent username)") 0O

parser.add_argument('-p', '--password', type=str, required=True, O

help="Device Password (netconf agent password)'") O
parser.add_argument('--port', type=int, default=830, O
help="Netconf agent port") O
args = parser.parse_args(Q

# connect to netconf agent O

with manager.connect(host=args.host, O
port=args.port, O
username=args.username, 0O
password=args.password, 0O
timeout=90, O
hostkey_verify=False, O
device_params={'name': 'csr'}) as m:

# execute netconf operation

dtry: O
response = m.dispatch(ET.fromstring(payload)).xml O
data = ET.fromstring(response) 0O

except RPCError as e: O
data = e._raw

# beautify output

Oprint(ET.tostring(data, pretty_print=True))

S HEA Pl BAE(- e 2 HREN0IM Python A2 ZE A
CHZ 2 running-configE startup-configtll & & == 4= Python A3 BIE example.pyE A& 57|

™ Catalyst 3850 CLI AAFRILICE. O] A|E0|AM shutdown B2 running-configtll Q! X[2H QIE{H| O]
A GigabitEthernet1/0/102] startup-configoll= @i& LICt.

3850-1# show running-config interface gigabitEthernet 1/0/10
Building configuration...

Current configuration : 49 bytes
!



interface GigabitEthernetl/0/10
shutdown
end

3850-1# show startup-config | begin 1/0/10
interface GigabitEthernetl/0/10

I

%nterface GigabitEthernetl/0/11

I

%nterface GigabitEthernetl/0/12

I

%nterface GigabitEthernetl/0/13

=of gg | ahg| %%ﬂ%(ié—f’.- HEE]) | AUt E-|EI| EZ & ZE0{|M, Yang Explorer OHZ 2|71 0|
I} example.py?t L E S HFE{2Q| yang-explore CIAEZ|0] HX] 5
AHE L—|EP.

USER1-M-902T:~ USER1$ pwd

/Users/USER1

USER1-M-902T:~ USER1$ cp /Users/USER1/Desktop/example.py /Users/USER1/yang-explorer
USER1-M-902T:~ USER1$ cd yang-explorer
USER1-M-902T:yang-explorer USER1$ Ts -1

total 112

-rw-r--r-- 1 USER1 staff 11358 Jan 4 17:59 LICENSE
-rw-r--r-- 1 USER1 staff 13635 Jan 4 17:59 README.md
drwxr-xr-x 12 USER1 staff 408 Jan 4 17:59 YangExplorer
drwxr-xr-x 7 USER1 staff 238 Jan 4 17:59 default-models
drwxr-xr-x 3 USER1 staff 102 Jan 4 17:59 docs

-rw-r--r-- 1 USER1 staff 72 Jan 4 17:59 env.sh
-rw-r--r--@ 1 USER1 staff 1990 Jan 30 17:50 example.py
-rw-r--r-- 1 USER1 staff 207 Jan 4 17:59 requirements.txt
drwxr-xr-x 11 USER1 staff 374 Jan 5 14:37 server
-rwxr-xr-x 1 USER1 staff 4038 Jan 4 17:59 setup.sh
-rwxr-xr-x 1 USER1 staff 640 Jan 4 17:59 start.sh
drwxr-xr-x 5 USER1 staff 170 Jan 4 18:00 v
USER1-M-902T:yang-explorer USER1$

OHCIS Y TEA ge| ZSHERE)o| Ut EO0ld ZEZ E oA Yang Explorer OiZ 2|7 0]
M GUIOM 8t example.py THHL| A|ZF 20 = dY MMM XS E F FH0| AEL
CHOIT Mol M Yang Explorer Of & 2|71|0]44 GUIO M Python 23 ZE 44 & X).

USER1-M-902T:yang-explorer USER1$ pip install I1xml ncclient

Collecting Txml

Downloading Txm1-3.7.2.tar.gz (3.8MB)

100% | I | - cvB 328KkB/s

Collecting ncclient

Downloading ncclient-0.5.3.tar.gz (63kB)

100% | I | 71<B 3.5MB/s

Requirement already satisfied: setuptools>0.6 in /Library/Frameworks/Python.framework/Versions/2.7/11ib
Collecting paramiko>=1.15.0 (from ncclient)



Downloading paramiko-2.1.1-py2.py3-none-any.whl (172kB)

100% | I | 174kB 3.1MB/s

Collecting six (from ncclient)

Using cached six-1.10.0-py2.py3-none-any.whl

Collecting cryptography>=1.1 (from paramiko>=1.15.0->ncclient)

Using cached cryptography-1.7.2-cp27-cp27m-macosx_10_6_intel.whl

Collecting pyasnl>=0.1.7 (from paramiko>=1.15.0->ncclient)

Using cached pyasnl-0.1.9-py2.py3-none-any.whl

Collecting cffi>=1.4.1 (from cryptography>=1.1->paramiko>=1.15.0->nccTlient)
Using cached cffi-1.9.1-cp27-cp27m-macosx_10_10_intel.whl

Collecting enum34 (from cryptography>=1.1->paramiko>=1.15.0->nccTlient)
Using cached enum34-1.1.6-py2-none-any.whl

Collecting ipaddress (from cryptography>=1.1->paramiko>=1.15.0->ncclient)
Using cached ipaddress-1.0.18-py2-none-any.whl

Collecting idna>=2.0 (from cryptography>=1.1->paramiko>=1.15.0->ncclient)
Using cached idna-2.2-py2.py3-none-any.whl

Collecting pycparser (from cffi>=1.4.1->cryptography>=1.1->paramiko>=1.15.0->ncclient)
Downloading pycparser-2.17.tar.gz (231kB)

100% | N | 235k 2.6MB/s

Installing collected packages: 1xml, six, pycparser, cffi, pyasnl, enum34, ipaddress, idna, cryptograp
Running setup.py install for 1xml ... -

done
Running setup.py install for pycparser ... done
Running setup.py install for ncclient ... done

Successfully installed cffi-1.9.1 cryptography-1.7.2 enum34-1.1.6 idna-2.2 ipaddress-1.0.18 1xml1-3.7.2
USER1-M-902T:yang-explorer USER1$

= #Hml H-S TCP Z E 830(netconf-ssh)E S5l AL A} O|E/H|IZHE 7} ciscol/ciscol1@! IP F
A 172.16.167.1740{ M Catalyst 385001 CH3H Python A3 & E example.pyE A& EILICH Catalyst
38502 Y HEA | EHE(ES HFE)2 2 save-config 20| 3 Fct= RPC 82
M& gt

USER1-M-902T:yang-explorer USER1$ python example.py -a 172.16.167.174 -u ciscol -p ciscol --port 830

<rpc-reply xmIns="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns:nc="urn:ietf:params:xml:ns:netconf:bas
</result>
</rpc-reply>

USER1-M-902T:yang-explorer USER1

CtZ 2 running-configE start-up configtll A& 3t Python A3 & E example.pyE &l=st 9|
Catalyst 3850 CLI & I2IL|C}. shutdown B2 43 2Ql save-config NETCONF/YANG {2
Q15 2IE{H 0| A GigabitEthernet1/0/102] running-config &' startup-configdll 25 & A|ElLIC}.

3850-1# show running-config interface gigabitEthernet 1/0/10
Building configuration...

Current configuration : 49 bytes
!
interface GigabitEthernetl/0/10
shutdown
end



3850-1# show startup-config | begin 1/0/10
interface GigabitEthernetl/0/10

shutdown
!

interface GigabitEthernetl/0/11
|

interface GigabitEthernetl/0/12
!

interface GigabitEthernetl/0/13
!
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NETCONF ZZEZ2 NETCONF E'~EPO|°*E( o EHSA HE ERE(ES Z
HtO| A (Catalyst 3850)2] NETCONF 73 Ztof| mBte|= = 2 o
Mo Z AEE|= NETCONF 242 Ct31t Z&Lct.

<get>, <get-config>, <edit-config>, <rpc>

NETCONF HIA|X| 2Bz 0| &4 EL 7|t M2k ZZ12 YANG H|o|E 2=of ols HelELct
of

NETCONF ZZ}0|1EQ} A 4% CE ~&5tod &5 2 &sLCt
NETCONF HIA|X| & Aol @774 U7HLE HIAIX| LI O] C|HFO|AO0|A 348 YANG HIO|E 2 &
o Mo|e} Ux|5HX| ke A I:IHPOI O| NETCONF MH{E RPC 27 & Htate 4~ Ql&Lct.

<error-type>application</error-type>

O[2{8t RPC 2/ 7} NETCONF 2IE{H[O[ATt S35t K| & & LIEILX|= BE&LICH O[{Et 27
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Ol24Et 27| 2/Ql& motsty sli Ao o LIt

RPC & o

ol ofloiMHE EHRE QE{H0|A R ianaift:fastEtherFXE AI&35t0{ NETCONFE S35l Catalyst
38502 2 & E YANG 4| 9| <edit-config>NETCONF RPC HIA|X|E MM ELCt,
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<nc:rpc-error xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:error-type>application</nc:error-type>
<nc:error-tag>operation-failed</nc:error-tag>
<nc:error-severity>error</nc:error-severity>
<nc:error-path xmlns:if="urn:ietf:params:xml:ns:yang:ietf-interfaces">/rpc/edit-config/config/if:int
<nc:error-message lang="en" xmlns="https://www.w3.0rg/XML/1998/namespace">/interfaces/interface[name:

"Unsupported - val ue nust be ethernetCsnmacd or softwarelLoopback"</nc:error-nessage>

<nc:error-info>
<nc:bad-element>type</nc:bad-element>
</nc:error-info>
</nc:rpc-error>
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https://www.w3.org/XML/1998/namespace%22%3E/interfaces/interface[name='GigabitEthernet1/0/16']/type

LI T —————————

“ 2 | @ locahost-B088 stk FengEspiores Fbml
i 490 CEDE P
Esplorar Yalumn Lmnead! Bos) Colecturs | Wi Whetald =~ |Frnp-1r | Vahan
=l AT
Y T ——— o] [Cemratons | ] nnc-snm- | T N d
"“uihn—ruﬁ'd—'h-r‘nq Mode Typo beal
e o~ S
— DenTyos  ianinyvalimsriece
oo - =
= #, cisco-takie-man
Aaress raaett verme
el oo e keed Haat 17216167178 | Pt | 830 |
Prasiscn
= R v ML
heraama | Chool Pamwried | civool
* Bl o Famreclaanfiar ] Ky
= Wier o fisers -podcy Mandioy s
" Risstimtaces © Heitont O Busiont | e [ s ] | et
* B arfuces e it 1 |
Encoding | Coress Path ot ;
T ) rcocheg | orwy | Inl| ntprfce
Crpo-TEpiy memmago- L@ urniweld:oiAId%ad-biaT-desd-ETTE-aiitiackentTl irnnctanettnriacn
& haft GigabrEhane10NL R et £ par sl ona  pecoan fibaas i1, 50
S|P E RS AR | REERATOORE | Daaa i L 2% e
® gecription
o " Deserigfion  The yoe of the
& retedace
L talna
# Lk s-diree-trap-arabla T e s
* I inartaces sraie s croaind, m Bervar
* ot p-chain B MY
* B st ond-maonnoting Ieitialize the typa laal
- g rosting wieh o valid valus, 5.5,
Hiz
@ contu O Ovor 98 BT m cwwm(“ BETER SRR ST ok e e I8

Sranis Ritaieid HTTP Skt or il fustv-00

ETFR]

p El: &8t Explorer Values 84l2
Z Zn|az|o|ME Eele = Us
g = AsLch

Egolg = gl 4%, iiviHro| HE s
LICt o|Zd2 O &t 20| get- conflg Eh(

AlE5t7] Holl 7|
Openlz =&

[ el bdalueinifasgl -« Bliw
- o 08B atavc tangEA R fmd
& (I localhos1:5088 YangE o
[t CI D eYm
Enpluser | Values fotwat®|, | L BeRECH] Celarmon | Mo Masth | ﬁ|l~r-n- Value
Y P—— [ [ pemions | Dricn et | Hiama iradaca i
|
= cleco procems oy S
et o o
Ty
* Bcicosatimgrmn - other = |
= B oo b map Arces rpad wrne
|
LY PR e et 17216157478 Fori | B30 I Praisncs
- -
CommOn st . o] oot P | cocnd | '
* Bt Pl B
= W i ne-policy
* B ivertates @ metiont () RevtCont
* & ntarfacan it
oy . ﬂ_L'“""F Consaly - | s et reiece
* interlsca gurcantgs b3 e
| | [ memmse e et The lst of eonfigarnd
& ramn GigabAESarmes| 16 et b
< et o
® descripmon
i
e
- ¢ t-intustscns]

B Corl e s VR D
* & nindacosriate
= kg ochasn
* Rt nptaef mandnmrs

= it routing
: r-

Sumun - Sacawac HTT

P Bomast for rescisnnt fypa mc

/

The operationsl imm ol
o Prediace i eailibin
n e

firtnr - atatn
witecface b W tha
carfoomton e
wyatwm-comirolied
intedtace cannct be

e

RPC HIA|X|& Catalyst 38502 £
Ol ianaift:ethernetCsmacd

o
e

57| 23 Run(&Al&)2 M
H0o{F & YANG H 4|0

EH5l 24 Catalyst 38502 Q1E{H| O]
O| OIE{H|0|A MXoZ e8|},



Y localtont BORAISElc/AEngE. X

(T} localhost BOSE P
Cplorsr r— s ] = | Propery Walug
* B cscn-proces-£pu o Fuar
* Bouco-pes ~
ineo- sl mgre
L iraec- e
Wikhech by o - 17216367478 | Por | B30
* i
* o tmraame | CiSCC Fusam,
* o
* el
T T @ i3 |8 T
T iraeris crmcla
irdacn apwi-config e : ;
Gic w1 fi . R L

L et e i

L | LTt = =al Ty

: (& S .
o e aLir
* - T W
= i smuaing ./"'"'_ S canfaopration of §

@ oo ErBEEDEE . - a2 ———

7|E} RPC 27 &€ o

1. "AF& &"(config-locked) RPC 27 & HIAIX|
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<?xml version="1.0" encoding="utf-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="3">
<rpc-error>
<error-type>application</error-type>
<error-tag>in-use</error-tag>
<error-severity>error</error-severity>
<error-app-tag>config-Tocked</error-app-tag>
<error-info>
<session-id>0</session-id>
</error-info>
</rpc-error>
</rpc-reply>
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<?xml version="1.0" encoding="utf-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="3">
<rpc-errorx>
<error-type>application</error-type>
<error-tag>data-missing</error-tag>
<error-severity>error</error-severity>
<error-path xmlns:if="urn:ietf:params:xml:ns:yang:ietf-interfaces">/rpc/edit-config/config/if:inte
<error-message xml:lang="en">/interfaces/interface[name="Loopbackl111']/type is not configured</er
<error-info>
<bad-element>type</bad-element>
</error-info>
</rpc-error>
</rpc-reply>
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<?xml version="1.0" encoding="utf-8"7>
<data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"/>
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<?xml version="1.0" encoding="utf-8"7>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="6">
<rpc-errors>



<error-type>application</error-type>
<error-tag>invalid-value</error-tag>
<error-severity>error</error-severity>
<error-message xml:Tlang="en">inconsistent value: Device refused command "Togging buffered bogus" a
</rpc-error>
</rpc-reply>
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