2 ACI A% 3 E F0467: invalid-vlan, invalid-
path, encap-already-in-use
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Intersight Connected ACI Fabric

ACI Z48f F0467 AlLtE|2

X*Eﬂ VLAN Z4T| T 84|O|4: invalid-vlan

AlLtE[2

ERHA §IO1: HAZEI VIAN Z0 LBt VIANO| gi&LICh
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Ctg EHHE MdEELICH

HiE EE

ACI Fault FO4672 0424 AlLt2|20IM S 7t XM X2 ZH ALt 2|0 CHa| T8 'elo| &
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ACI Fault FO4670| L}IEtLF= 7HE 28Ol 'cause' /2 CHSF 24 &LICtH
« EZ2EIVLAN

=
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=
- o0l A8 B2l A=t

>

ACI Fault F32742| 2 & HRI2 AL2[X| =E QIE{H|0|A 9| vian #*F0f &S & &= U&LICH

Intersight Connected ACI Fabric
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Intersightod] 1A=l A

Cl A< Intersight Connected ACI THELZ! LHoi|A{ O] ZE 2| @l
ABATHAL NS E g

CHAISHO] MH|A @3 0| M EALICH
ACI| 2% F0467 A|LIE|I2

&2 E VLAN Z4I|32i0[4: invalid-vian

ALtz

- &3 VLAN 4212 M E M EPG

- EPGH &Y E =215 =H ¢

« EPGQ| VLAN 4210{ CHEt M x E H}QIE

« A% F0467 - EPGO CHEF ZQIE{7} U= A% ==0f CHEH Zef27t X|™H L& LI CH

« A% | HIAIX|of ChZ o] Z&HELICE. invalid-vlan:vlan-x :EpG7t =M1t 4L K| ot 9t
7Lt = mQlodl o] VLANO| & =|X| Lf k& LICE


https://www.cisco.com/c/ko_kr/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217576-about-proactive-aci-engagements.html
https://www.cisco.com/c/ko_kr/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217576-about-proactive-aci-engagements.html

v EPG-

Fault Properties

lc_EPG

0

General Troubleshooting History
(@)t
Fault Code: FO467
Sewverity: minor
Last Transition: 2023-06-04T14:35:08.407+00:00
Lifecycle: Raised
Affected Object: topology/pod-1/node-103/local/svc-policyelem-id-0/unifepp/fv-[uni/tn-lc_TN/ap-lc_APP/epg-lc_EPG]/node-

Description:
Type: C
Cause:

Change Set:

Created:
Code:

Mumber of
Occurrences:

Criginal Severity:

Previous
Severity:

103/stpathatt-[eth1/13)/nwissues
Fault delegate: Configuration failed for uniftn-lc_TN/ap-lc_APP/epg-lc_EPG node 103 eth1/13 due to Invalid YLAN Configuration, debug message:
invalid-vlan: vlan-421 :Either the EpG is not associated with a domain or the domain does not have this vlan assigned to it;

onfig

configuration-failed

configQualinvalid-vian, configSt:failed-to-apply, debu
associated with a domain or the domain does not have t

an-421 :Either the EpG is not
. temporaryErrorino

2023-06-04T14:33:00.796+00:00

FO467

minor

minor

fernty: minor

F7{Lt = H[Qlod O] VLANO| &&HE|o] QK| et& L

A% MHofl= "EpG7t THIQIDF o4 |0 /U K| €
CHElD HA|MOo 2 EA|IELICEH

<tfroot>

APIC# moquery -c faultInst -f 'fault.Inst.code=="F0467"' | grep 1c_EPG
descr : Configuration failed for uni/tn-1c_TN/ap-1c_APP/epg-1c_EPG

node 103 ethl/13
due to Invalid VLAN Configuration, debug message:

i nval i d-vl an:

vl an-421

Either the EpGis not associated with a domain or the domain does not have this vlan assigned to it

dn topology/pod-1/node-103/Tocal/svc-policyelem-id-0/uni/epp/fv-[uni/tn-1c_TN/ap-T1c_APP/epg-T1c_EPG]/n

oA

ol-

—-

o474

—

o4 A
HAE

I-xH

i
o

Zl VLAN E0f 223 VLANO| L|CH.

MM A 243} VLAN 4212 2|Z - =of 2= E|X| etaLot,

<ffroot>



Node-103#
show vl an encap-id

421

ext ended

<<< Empty >>>

EPG 4o et 1 B271 HHE[X| ef&LICh

<tfroot>

APIC#

moquery -c¢ | 2RtDoml fConn | grep | c_EPG | grep dn

<<< Empty >>>

T HQ! Ic_phys_dom2 Ic_EPG EPGO| 4ZAE/L|C}.

<{froot>
APIC#

noquery -c¢ fvRsDomAtt | grep -A 25 Ic_EPG| grep rn

rn : rsdomAtt-[uni/
phys-1 c_phys_dom
1

THQIT VLAN & 7ol odZ40| ERHEFLILCE.

<#root>
APIC# moquery -c infraRsVlanNs | grep -A 15
| c_phys_dom

| grep tDn
tDn : uni/infra/vlanns-[

I c_vlan_poo

]-static



Vlan & Ic_vlan_pool2 VLAN 4208+ Z &5t & H{7t X|I™HE LcH

<#root>
APIC# moquery -c fvnsEncapBlk | grep

I c_vl an_pool

dn : uni/infra/vlanns-[Tc_vlan_pool]-static/from-[
vl an- 420

1-to-[

vl an- 420

]

vlan 4210] & Z0i @22 Z "invalid-vlan: vlan-421: EpG7F =M1} Q44| K| St Qf 7L} T Rlo]
O| vianO| &2 &|X| gLt &L[Ct"

Aol FHZE =25 Ctolo{2RofA O] §H VLAN E HZE = ZZX EAFEULCH

Profiles Concrete Model
e (Configuration applied)

S — e

-'i————

Leaf Interfaces Logical Model
P, I (Configuration defined)

Interface Selectors

Collection of allowed — Policy Groups Interface settings

AAEP Leaf Interfaces Interface Policies
VLANz, VXLANS etc Interface type and Settings J

52HEl vian 4212 % vian 'Hlol| F7HEHLICH

st U Dl ¢1E S 218 VLAN & (Fabric(IH 2 2l) > Access Policies(A M| A &) > Pool(E)
> VLAN > Ic_vlan_pool)



VLAN Pool - le_vlan_pool (Static Allocation)

Properties

VLAN Ranga Description

= Mame

VLAN 421 F7}

<#froot>

APIC#

¥ VLAN 2 < #el

moquery -c¢ fvnsEncapBl k | grep | c_vlan_poo

dn : uni/infra/vlanns-[Tc_vlan_pool]-static/from-[

vl an- 420
1-to-[
vl an- 420

]

dn : uni/infra/vlanns-[Tc_vlan_pool]-static/from-[

vl an-421
1-to-[
vl an-421

]

ol =l
_ =

o

HAH

= VLANO| | 2lof| A L[]

ore
LS L—

VLAN &




Concrete Model
(Configuration applied)

Logical Model
(Configuration defined)

I bmxhoePdnns

Fabric(ZH 2 2!) > Access Policies(2id|A %42 > Physical and External Domains(= 2% & Q|£
L HIQl) > Physical Domains(Z 2% = H|2!) > Ic_phys_dom

Physical Domain - lc_phys_dom

Properties
Hame; lk.phys.doem
Associated Attachable = Name

Entity Profiles:
Ic_AAEP

VLAN Pools: | select an option I

Security Domains:

Select Name Description

[+] ZHQIT VLAN & 42

<#root>

APIC# moquery -c infraRsVlanNs | grep -A 15

| c_phys_dom
| grep tDn

<< EMPTY >>

0

Policy Faults History

0 2 W



Fabric(I 2 2l) > Access Policies(M|A Z42H) > Physical and External Domains(2 2| & 2|
T M2l > Physical Domains(2 2/ T H2!) > Ic_phys_dom

Physical Demain - le_phys_dom O

HXRE G FE HERE E=

ALtz

- EPG M=

- EPGO|| & E =i Q!

« VLAN 420, == 103 eth 1/1304| CHEF EPGO|| M & E H* ZE HIQIE

« A% F0467 - EPGO] CHEF ZQIE{7} U= é%lxl =of HﬁH Zcia7t RIHEAE LI

. g L'.II:I-I:L HIAIX|of| Ct2 0| Z & &|0{ QI&LICE. invalid-path: EpG/L30utO| = H| Q! 44

Z|04 U] E7HLE =mHQlod| O] QIE{H|O|A 7} &S =0 RUK| b &LICEH

O 2&2 AQx|/ZE/VLAN MH0| sHE ZAI| 284 0|AM0| MCHE MEE £ QUEE ST HAA X
2 oi0| O|Fo{ & mf AMZIE LICE

ol A&ro| dHof et HAMA HA 2HA o CHE AT FE1E = U&LICH

EPG - Tenants(Ell'lE) > Ic_TN > Ic_AP > Ic_EPG > Faults(Z#&) > Fault(Z&)ol M Ic_EPG2}
Fault 212



v EPG-Ic_EPG

Fault Properties

Fault Code:

Severity:
Last Transition:
Lifecycle:

Affected Object:

Description:

08

General Troubleshooting History

—
(E) e

: FO467

minor

2023-06-04T21:39:12.971+00:00

Raised

topology/pod-1/node-103/local/svc-policyelem-id-0/uni/epp/fv-[uniftn-lc_TN/ap-lc_APP/epg-lc_EPG]/node-
103/stpathatt-[eth1/13)/nwissues

Fault delegate: Configuration failed for uniftn-lc_TN/ap-lc_APP/epg-Ic_EPG node 103 eth1/13 due to Invalid Path Configuration, debug message:
invalid-path: Either the EpG/L30ut is not associated with a domain or the domain does not have this interface assigned to it;

Type: Config
Cause: configuration-failed
Change Set: configQualinvalid-path, configSt:failed-to-apply, debugMessage:invalid-path: Either the EpG/L30ut is not
associated with a domain or the domain does not have this interface assigned to it;, temporaryError:no
Created: 2023-06-04721:36:56.851+00:00
Code: FO467
Number of _
Occurrences:

Original Severity: minor

Previous

Severity: Tnor

Highest Severity: minor

02
0%
fjo
ne
rr
M
U
®
>
t)
2
H
In
O
o
H
m
|'II
fol
rr
m\l
O

48f 43 I dnoil U&Lc

AAEH

<ttroot>

APIC# moquery -c faultInst -f 'fault.Inst.code=="F0467"' | grep

| c_EPG

descr : Configuration failed for

uni /tn-1c_TN ap-1 c_APP/ epg-| c_EPG

node 103 ethl/13
due to Invalid Path Configuration, debug message:
i nval i d- pat h:

Either the EpG/L30ut is not associated with a domain or the domain does not have this interface assign
dn : topology/pod-1/node-103/1ocal/svc-policyelem-id-0/uni/epp/fv-[

uni /tn-1c_TN ap-1 c_APP/ epg-| c_EPG
1/

node-

103

/stpathatt-[

et hl/

13



1/nwissues/fault-F0467

tHE AlZ A2

VLANO| & E|FE= K|
2lg & U&LCt.

J\OI'

OIStLICH JX| ot A o] M2 Al

LS

Of2H cmdsOllAM Ic_EPGE= £3 EE{Zo| At E[= EPG 0| LICt.

Encap-vlan2 2|Z = E0| 2FE|X| S

Node-103# show vlan encap-id 420 extended
<<< Empty >>>

[1] EPG 244 MAof CHet 17" Z= 7} d|of /&Lt

<#root>
APIC#

noquery -c | 2Rt Dom fConn | grep Ic_EPG | grep dn

<<< Empty >>>

[2] SHIQITH EPG 42

<ffroot>
APIC#

noquery -c fvRsDomAtt | grep -A 25 Ic_EPG | grep rn

rn : rsdomAtt-[uni/
phys-1 c_phys_dom
1

[3] ZHIQIT} VLAN &

R
M

<tfroot>

APIC#



noquery -c infraRsVlanNs | grep -A 15 | c_phys_dom | grep tDn

tDn : uni/infra/vlanns-[
I c_vl an_poo

]-static

Ik

0
1
o

[4] VLAN Z

<tfroot>

APIC#

nmoquery -c¢ fvnsEncapBl k | grep | c_vlan_pool

dn : uni/infra/vlanns-[1c_vlan_pool]-static/from-[
vl an- 420

]-to-[

vl an- 420

]

[5] =HIQ! CH AAEP 44

<{froot>
APIC#

noquery -c¢ infraRtDonP | grep | c_phys_dom

dn : uni/phys-Tc_phys_dom/rtdomP-[uni/infra/attentp-

| c_AAEP

]

[6] IPG(Interface Policy Group Association)0f| CHEt AAEP

<#root>
rtp-aciO8-apicl#

noquery -c infraRt AttEntP | grep | c_AAEP

dn : uni/infra/attentp-1c_AAEP/rtattEntP-[uni/infra/funcprof/accportgrp-

lc_I PG



[7] IPG2t QIE{H|O|A MEAT| 44

<{froot>
APIC#

noquery -c infraRsAccBaseGp | grep -B 15 lc_I PG

dn : uni/infra/accportprof-Teadl103_IP/hports-

lc_Interface_Sel ector

-typ-range/rsaccBaseGrp

[8] A 9I%| 21Ut eiZdof Ci#t QlE{H 0|4 T2}

<tfroot>

APIC#

grep dn

ol
=

moquery -c infraRsAccPortP | grep leaf103_IP | grep dn

dn : uni/infra/nprof-
| eaf 103_SP

/rsaccPortP-[uni/infra/accportprof-leafl03_IP]

TE 22 Hulazioltoly BRs ens B E 5
ELIC}. Access Policies hop by hop2 =2l

AAEPOI| CHf#t Z0Ql @474 2t
. IPG 2401 AAEP 2}

. QIE{mo|a Z2utd @440 QUE{m oA MEHT| +&F

1.
2
3. QIE{H|O|A ME4T| 24Ad0] CHEt IPG &
4
5

A9Ix| Z2E HZol QIE{TojA ZRE rat

AU §HQl: AAEPO] CHEF =210 A& L.



(Configuration applied)

(Configuration defined)

I ool -;
4 ¥ +
L. I . Concrete Model
rules etc : Collection of switches

L - ! -
1 H I :
i | Leaf Interfaces Logical Model
I ! Profiles
: : Collection of interface 105
a i !
l l Interface Selectors
[l : Interface ID=
I
| a T
i : AAEP Leat ntetaces intrtace Polces
- : Collection of allowed
: : WVLANsz, VXLANS etc wwm settngs
I
: | [
1 1 E
leesssssssssnsns — WMJEE::%;AM

etc are consumed
Pools
List of VLANS, VXLAN etc

Fabric(Z{ &2

Attachable Access Entity Profile - lc_AAEP

Properties
MName: Ic_AAEP

Description: optional

Enable Infrastructure VLAN: []

=
Domains (VMM, Physical or
Extarnal] Associated to Interfages:

& name

[+] EPG ¢4 H¥Ao| 1y A2 7} Hl|of U& LT

<#root>

APIC# moquery -c 12RtDomIfConn | grep 1c_EPG | grep dn

<< EMPTY >>

[+] =H Q! CH AAEP @14

<#root>

APIC# moquery -c infraRtDomP | grep

2]) > Access Policies(HAM|A ZAH) > Policies(Z32H) > Global(Z123) > AAEP > Ic_AAEP

0

Palicy Operational Faults History

(e A

State



| c_phys_dom

<< EMPTY >>

T FEE EHQ HE xE

Fabric(Ii £ 2l) > Access Policies(M|A Z4&H) > Physical and External Domains(2 2|4 & Q|
£ M|2l) > Physical Domains(Z 2/ =M|2l) > Ic_phys_dom

Physical Domain - lc_phys_dom 0
Policy Faults History
—
(I
Properties
Hame: ke_phys_dom
Associated Attachable = Name
Entity Profiles:
K_AAEP
I\.-LJ\N Pools: | ic_vian_pool(static) @ I
Security Domains: o +
Salect Name Dascription

A 22l IPG AZoil AAEPTH @i&LCH

Security Domains
P — - - - - - Restricts VLANS, Switches, = ————============a
I interfaces, Tenants :
: s 4

mlmm E prmﬂes Concrete Model
—— | S (Configuration applied)

I i Leaf Interfaces Logical Model
i : e (Configuration defined)
| ; [
I
: ] Interface Selectors
1 ] interface IDs
i | ?
i E AAEP Leaf Interfaces J__ Interface Policies J
I 1 Collection of allowed
I I
I l
1 ]
S ————— j _—

IPGe} AAEP 4743

Fabric(Zi £ 2!) > Access Policies( M| A 2 > Interfaces(IE{H 0| A) > Leaf Interfaces(2IZ €|



E{m| 0|4 ) > Policy Groups(®82{ 21&) > Leaf Access Port(2|Z HMA L E) > Ic_IPG

Leaf Access Port Policy Group - le_IPG 0

Properties

[+] EPG 2 EHMo| 1™ B=7} Hl|o{ U&Lch

<#root>
APIC# moquery -c 12RtDomIfConn | grep 1c_EPG | grep dn

<< EMPTY >>

[+] IPG CH AAEP 21Z20| H|o{ /! &LCt

<#root>
APIC# moquery -c infraRsAttEntP | grep -A 15

lc_I PG

| grep tDn

<< EMPTY >>

=7d: IPG 20 AAEP &

Fabric(TH £ 2l) > Access Policies( M| A X 2) > Interfaces(2IE{H Ol A) > Leaf Interfaces(2|Z Q!
E{H| O|A) > Policy Groups(’32{ 11&) > Leaf Access Port(2|=Z HMA ZE) > Ic_IPG

Leaf Access Port Policy Group - lc_IPG 0

Properties

[+] IPG2} AAEP @122

<{froot>



APIC# moquery -c infraRsAttEntP | grep -A 15
lc_I PG

| grep tDn
tDn : uni/infra/attentp-

| c_AAEP

A 2l QlE{m o]& MEY 7] AZ0l| IPGTF el& LT

Security Domains

"' Interfaces, Tenants H

T

w-..rn&.mm : E o Concrete Model
] | ikt (Configuration applied)
b, e , - _— : - :
: : Leaf Interfaces Logical Model
E : — (Configuration defined)
i l
1 i
i I
] i
1 i
1 i
i l
1
| | AAEP _, Leaf interfaces Interface Policies
- i VLAN, VXLAN ete m,hmém,m;ww J
1
: | |
1 i
Vo o e e — mnﬁmm?ir\ﬁqm
eftc are consumed
Pools
List of VLANs, VXLANS etc

QIE{m|o|A MEYT[t QIE{mHO|A HA O 5 14

Fabric(Zl 2 2!) > Access Policies( M| A 2 > Interfaces(2IE{H 0|A) > Leaf Interfaces(2| = 2!
E{mH|0|A) > Profiles(Z 21}t Q) > leaf103_IP > Ic_Interface_Selector

Access Port Selector - lc_interface_Selector O

Policy Faults History
—

o 2 %
Properties
Mame: lc_interface_Selector

Descrigtion: | optional

Type: range
Y pe rlltﬁl

I Policy Group: | salect an option I

Port Blocks: —+
Interfaces Overnide Policy Group Interface Description

13

[+] IPGQt QIE{H|O|A MEHT| 47



<tfroot>

APIC# moquery -c infraRsAccBaseGrp | grep -B 15

lc_I PG
| grep dn
<< EMPTY >>

£7: QIE{H OlA ME47|9} QIE{H| 0] BAY 18 947

Access Port Selector - lc_Interface_Selector

Properties

[+] IPG2t QIE{m|O|A MEHT| 44

<ffroot>

APIC# moquery -c infraRsAccBaseGrp | grep -B 15

lc_I PG

| grep dn
dn : uni/infra/accportprof-Teadl103_IP/hports-

lc_Interface_Sel ector

-typ-range/rsaccBaseGrp

ikl

FRHAS 2491 OIE{H| 0| A = 21}l ¢4Zd0] QIE{mH O]

Override Policy Group

A AHEH

—_ =

4717t

o4
HA

Fa
=

L|cH.

Interface Description



4 +

T :

L : ey Concrete Model
. E e (Configuration applied)

i S5 | TR SIS = 1 )
; i Leaf Interfaces Logical Model

] . . -
i i el (Configuration defined)
i : |
: i Interface Selectors
: : Interface IDs
a | T
: ! AEP | | Leatinterfaces Intertace Policies
: i VLANS, VXLANS etc h_h:ﬂLuﬂiﬁw
1
: : [
: - Domains

________________ ‘Where VLANS, VXLANS
etc are consumed
Pools
Lizt of VLANS, VXLANS etc

QEHo|& Z2utnt QIEH0|A MEHT| 44

Fabric(ZH 2 2!) > Access Policies(2i M| A &) > Interfaces(2IE{H 0|A) > Leaf Interfaces(2|Z 2!
E{H 0| A) > Profiles(Z 2 I} ) > [eaf103_IP

Leaf Interface Profile - leaf103_IP 0
Policy Faults History
—
O & %,
Properties
Name: leaf103_IF
Description: optional
Nias:
Interface Selectors: +
< Mamg Blocks Paficy Groug

<#root>
APIC# moquery -c infraHPortS | grep Teafl03_IP

<< EMPTY >>

QEHo|A Z2utE QIEHo|A MEYT| 440 =



Leaf Interface Profile - leaf103_IP o

Palicy Faults History
@A Y
Properties
Name: leaf103_IP
Description: | optional
Interface Selectors: +
= Name Blocks: FPolicy Group
le_Intarface_Selacior 1113 le_IPG
<#root>
APIC# moquery -c infraHPortS | grep
| eaf 103_I P
dn : uni/infra/accportprof-Teafl03_IP/hports-
lc_Interface_Sel ector
-typ-range
A ol A2x| =2 E ¢d40] QlE{m oA Z2E 0| ei&LIct
Security Domains
- - - - =*  Restricts VLANS, Switches, === === =========== -
i Interfaces, Tenants i
T =
m&_":‘”“m | L Concrete Model
S ' e i‘m (Configuration applied)
- - - l - .I_ - - - "
| ' Leaf Interfaces Logical Model
i _— . (Configuration defined)
| [
: I Interface Selectors
1 : Interface IDs
1
: | |
I
: : = E:ﬂ::enngn l&ﬂnﬁn
Collection of allowed
: i VLANs, VXLANS etc Interface type and settngs
[
: | [
! : Domains
e ——— — Where VLANs, VXLANS
etc are consumed
Pools
List of VLANS, VXLANS stc

QIE{H|O|A T2 Ut AR Z2 1}

e
e
b

Fabric(ZH £ 2l) > Access Policies(Al|A &) > Switches(A 9| x|) > Leaf Switches(2|Z A 2[x[) >



Profiles(Z 21t ) > leaf103_SP

Leaf Profile - leaf103_SP

Properties

<tfroot>

APIC# moquery -c infraRsAccPortP | grep leaflO3_IP | grep dn

<< EMPTY >>

OlE{H|o|A MEH7| =2

Leaf Profile - leaf103_SP

Properties

Policy Faults History
—
O+ .
Palicy Group
leaf103_5PG
Policy a History
—
O 2 K.

+ Mama Blocks

2af10 10

Nama Description State
4o gt Q/E{mo|A =21t

<#froot>

APIC# moquery -c infraRsAccPortP | grep

|l eaf 103_I P

| grep dn

dn : uni/infra/nprof-

| eaf 103_SP

/rsaccPortP-[uni/infra/accportprof-leafl103_IP]



CHE EPGOIM o|of ArEE Z==t: o0l AFE &
ALt

7|E2™Mo 2 VLANOIE o M7t &Ltk XIHE VLAN IDE XIHE 2|z A9|x|0] By

- 11—

EPGOIZF AtEE + AU&LICH

X E leaf A2{%| LH2| 0{2] EPGOIM S UEH VLANS RHALE 524 B encap-already-in-use
F0467 Z&o| gragh|ct,

Tenants(EIl'IE) > Ic_TN > Ic_AP > Ic_EPG > Faults(Z#&) > Fault(Z &)l EPGS} Fault 12

v EPG-Ic_EPG

Fault Properties 09
I Troubleshooting History
& i
Fault Code: FO467
Severity: minor
Last Transition: 2023-07-03T15:02:06.354+00:00

e: Soaking
-t. topology/pod-1/node-103/local/sve-policyelem-id-0funifepp/fv-[uniftn-lc_TN/ap-lc_APP/epg-lc_EPG]/node-
103/stpathatt-[eth1/13]/nwissues

due to Encap Already Used in Another EPG, debug

gate: Configuration failed for uniftn-lc_TN/
dy-in-use: Encap (vlan-420)

flessage:encap-already-in-use: Encap (vian
rno

Created: 2023-07-03T15:02:06.354+00:00

Code: FO467
er of
y: minor

us s
. minor

Highest Severity: minor

APIC# moquery -c faultInst -f 'fault.Inst.code=="F0467"' | grep 1c_EPG

changeSet : configQual:encap-already-in-use, configSt:failed-to-apply, debugMessage:encap-already-in-us
descr : Configuration failed for uni/tn-1c_TN/ap-1c_APP/epg-1c_EPG node 103 ethl/13 due to Encap Alread
dn : topology/pod-1/node-103/Tocal/svc-policyelem-id-0/uni/epp/fv-[uni/tn-Tc_TN/ap-1c_APP/epg-1c_EPG]/n

2 AlZF A2

[+] CHE BT E Ic_TN_DupollX{ o|0| A+& &2l H=3tE &l & &Lt

Node-103# show vlan extended | egrep "Encap|----|vlan-420"



VLAN Name Encap Ports

3 Tc_TN_Dup:1c_APP:1c_EPG vlan-420 Ethl/13

Leaf == VPC ¥ 0| AFR SQICIE vian HEE AFESELICH

=M 2:
T &E5l84= VLANO| @iE CIE Z2|Z FF= VPC Aol M SUsH VLANS At2ErL|CE
=M 3:
SEE EPGHM 1M TE A4S MAHELICH oA stH M HiZ 7 {2 E/LC}.

mo
g
AN

v1.1 22|A O|Xe| ACI HE O ME X|HE VLAN ZHESHI} 2l= A %|e| ©H EPGO| O D& =
LICH S8t 2l A2|X|0of S VLAN ZHE371 U F HM| EPG7H e < ACIOM O] @
FE WMAZLICH

v1.1 2EARE ZEY VLAN I8 0lMolM X|HE 2|Z ALQ|X|(EE FEX)0f S8t VLAN
H&3E AH235104 0t EPGE 75 & + l&Lct

EZEY VLAN Zx|zgfo|M 7I0|=
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-
x/L2 config/b Cisco APIC Layer 2 Configuration Guide/b Cisco APIC Layer 2 Configuration Guide c

EHAE > Ic_ TN > Ic_AP > Ic_EPG > Static Ports


/content/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/L2_config/b_Cisco_APIC_Layer_2_Configuration_Guide/b_Cisco_APIC_Layer_2_Configuration_Guide_chapter_011.html#concept_BC396E1CBB7D4687A9CBBECDDD43DE11
/content/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/L2_config/b_Cisco_APIC_Layer_2_Configuration_Guide/b_Cisco_APIC_Layer_2_Configuration_Guide_chapter_011.html#concept_BC396E1CBB7D4687A9CBBECDDD43DE11

Static Path - Pod-1/Node-103/eth1/13 O

o
-
f

Froperties

ath Description:

; ~
Mode: | Trunk Access (BO2.1P) Access (Untagged

[+] EPG 12 HMo| CHet 1H ZE

<#root>

APIC# moquery -c 12RtDomIfConn | grep 1c_EPG | grep dn
dn : topology/pod-1/node-103/sys/ctx-[vx1an-2195458]/bd-[vx1an-16416666]/vian-[

vl an- 420
1/rtfvDomIfConn-[uni/epp/fv-[uni/tn-Tc_TN/ap-T1c_APP/epg-
| c_EPG

1/

node- 103

/stpathatt-[

et hl/ 13

]/conndef/conn-[vlan-420]-[0.0.0.0]]

EPGS} AAEP 44

Fabric(ZH 2 2!) > Access Policies(MlA & 2) > Policies(Z ) > Global(T123) > AAEP > Ic_AAEP



Attachable Access Entity Profile - lc_AAEP O

Paolicy Operational Faults History
e —
O £ %K.
Properties -
Mame: ke_AAEP
Description: | optional
Enable Infrastructure VLAN: []
Domai , Physical or -+
External) Associated to Interfaces:
« name State
lc_phys_dom (Physical) formed
Application EPGs
W +

= Application EPGs Encap Primary Encap Made
I_TN/Ic_APP/Ic_EPG vlan-420 unknown Access (8021P)

<#root>
APIC# moquery -c fvIfConn -f 'fv.IfConn.encap=="
vl an- 420

| grep dn
dn : uni/epp/fv-[uni/tn-T1c_TN/ap-T1c_APP/epg-1c_EPG]/node-103/attEntitypathatt-[1c_AAEP]/conndef/conn-[

vl an- 420

1-[0.0.0.0]

EPGe =Ml 44

E|I'Z1E > Ic_TN > Ic_AP > Ic_EPG > = H| 2!

Domains (VMs and Bare-Metals) 0
0 i %
= Domain Type Deployment  Resolution Allow Micro-  Primary Port Encap Switching Encap Mode Cos Value Enhanced Custom EPG
Segmentation VLAN Made Lag Policy Mame
phys_dom Physical Domain mative Auto CosQ

[+] =Ml Ic_phys_domO| EPGO{| HAZ IR & LILCt

<ffroot>

APIC# moquery -c fvRsDomAtt | grep -A 25



| c_EPG

| grep rn
rn : rsdomAtt-[uni/

phys-1 c_phys_dom
]

AAEP 2! VLAN Zo0f CHst =@l ¢4

Fabric(ZH £ 2l) > Access Policies(2 |4 Z4&H) > Physical and External Domains(Z 2% & 2|8
T HIQl) > Physical Domains(=2 2|5 £ HIQ!) > Ic_phys_dom

Physical Demain - le_phys_dom

[+] ZHIQ! CH AAEP 1A

<#root>
APIC# moquery -c infraRtDomP | grep

| c_phys_dom

dn : uni/phys-Tc_phys_dom/rtdomP-[uni/infra/attentp-

| c_AAEP

]

[+] =M/ VLAN E

¥
I

<#root>
APIC# moquery -c infraRsVlanNs | grep -A 15
| c_phys_dom

| grep tDn
tDn : uni/infra/vlanns-[



I c_vl an_poo

]-static

=3 g

=

|2l AZAE &35V {8 VLAN &

1

Fabric(ZfE 2]) > Access Policies(H M| A ) > Pool(Z) > VLAN > Ic_vlan_pool

VLAN Pool - le_vlan_pool (Static Allocation)

Properties

Description Aliocation Mode Role

MHH
nf
1o
1
o

[+] VLAN

<#root>
APIC# moquery -c fvnsEncapBlk | grep

I c_vlan_poo

dn : uni/infra/vlanns-[Tc_vlan_pool]-static/from-[
vl an- 420

1-to-[

vl an- 420

]

[+] Ic_vlan_poolO| At& & = 0|2l

<#root>
APIC# moquery -c fvnsRtVlanNs | grep

I c_vlan_poo

dn : uni/infra/vlanns-[1c_pool]-dynamic/rtinfraVlanNs-[uni/



phys-1 c_phys_dom

]

AAEP CH =M@l o4

Fabric(ZH £ 2l) > Access Policies(2A|A Z4&H) > Policies(Zd2) > Global(T123) > AAEP > Ic_AAEP

Attachable Access Entity Profile - lc_AAEP 0

Faults

<tfroot>

APIC# moquery -c infraRsDomP | grep

| c_AAEP

dn : uni/infra/attentp-T1c_AAEP/rsdomP-[uni/phys-
| c_phys_dom

]

IPG2F AAEP 1

Fabric(ZH £ 2!) > Access Policies( M| A 2) > Interfaces(2IE{H 0| A) > Leaf Interfaces(2lZ Q!
E{m|0|A) > Policy Groups(®&2 1&) > Leaf Access Port(Z2|Z HMA ZE) > Ic_IPG

Leaf Access Port Policy Group - lc_IPG 0

Properties

[+] IPG2} AAEP @122

<ffroot>



APIC# moquery -c infraRsAttEntP | grep -A 15

lc_I PG

| grep tDn
tDn : uni/infra/attentp-

| c_AAEP

Leaf Z2E1} QIE{H O|A ME4T| A4Z

Fabric(ZH = 2]) > Access Policies(H M| A E&) > Interfaces(2IE{H| 0|4 ) > Leaf Interfaces(2|Z QI

E{m 0| &) > Profiles(Z 2 I+Y) > leaf103_IP

Leaf Interface Profile - leaf103_IP

~ Mame Blocks

<#root>
APIC# moquery -c infraHPortS | grep

| eaf 103_I P

dn : uni/infra/accportprof-Teafl03_IP/hports-

lc_Interface_Sel ector

-typ-range

QEH 0]& ME47[2t QIE{H O|A HA OF 6

Fabric(ZH 2 2!) > Access Policies( Ml A &) > Interfaces(RIE{H 0|A) > Leaf Interfaces(2|Z 2!

E{H| O|A) > Profiles(Z 2 I} ) > leaf103_IP > Ic_Interface_Selector



Access Port Selector - le_Interface_Selector Q
Policy Faults History

o L .

Properties

4

Interfaces Override Palicy Group Interface Description

M3

[+] IPGS} QIE{H|0]A MEH7| 9474

<#root>
APIC# moquery -c infraRsAccBaseGrp | grep -B 15

lc_I PG

| grep dn
dn : uni/infra/accportprof-

| ead103_I P
/hports-
lc_Interface_Sel ector

-typ-range/rsaccBaseGrp

<h4">QIE{H| 0|A MESZ| Al Z

I

£9

Fabric(Zi £ 2l) > Access Policies( M| A Z2H) > Switches(A 9 x|) > Leaf Switches(Z2|Z A2{x[) >
Profiles(Z 21} ) > leaf103_SP

Ik

2ot d4of chet 2z QIEmH oA Z2mH Y

>

Leaf Profile - leaf103_SP Q

Properties

~ Mame Blocks Palicy Group

Namea Description State

o+
o
[kl
o
I
i
o
[>
|H
Hu
_El
e
=]
>
1
A
[kl
Hu
_Fl
e
1%
[k

<#root>



APIC# moquery -c infraRsAccPortP | grep

|l eaf 103_I P

| grep dn
dn : uni/infra/nprof-

| eaf 103_SP
/rsaccPortP-[uni/infra/accportprof-

|l eaf 103_I P

]

o

[+] 29I Z2EHE A2/ 24 28 Q2 T

<#root>
APIC# moquery -c infraRsAccNodePGrp | grep -A 8
| eaf 103_SP

| grep tDn
tDn : uni/infra/funcprof/accnodepgrp-

| eaf 103_SPG

Vlan & &0l

AlLEEIR

UESH VLAN 4202 = 103 - E1/130] 752
2 AN A HA 9 EPG AL|adolM 75

i

oH Af| A
- ZEH
APICE 3t ACI I{E 2] VLAN 75 &0l

Z2HeE

¥

Z oA fvicConnd| CHEH moquery= #8t= VLAN Zi=0i| A EE2E[o{ VLANO| F
EPG/ARIRI/QIE{H O|A XEE EAIE = &LICH.

<tfroot>
APIC#

noquery -c¢ fvlfConn -f

"fv.lfConn. encap=="vl an-420""' | grep dn
dn : uni/epp/fv-[uni/tn-1c_TN/ap-1c_APP/epg-1c_EPG]/
node-

103



/stpathatt-[

et hl/

13
]/conndef/conn-[
vl an-

420

1-[0.0.0.0]

A Q|X| CLIE S8l VLAN 75 £ ¢l

04 A | X|0{| M 'show vlan extended'E Al&5I04 048 VLANO| X AL[X|ofl *F E|o] YU=X],
2|7 o{E EPGel QIE{H| 0|A0]| VLANO| @1ZE|0] Q= K| &olgh £ Ql&L|Ct.

'encap-id xx' ZE{= ACI & 2|4 4.2 0|0 AFEE = U&LICt

<tfroot>
Node-103#

show vl an encap-id

420

ext ended

VLAN Name Encap Ports
2 Tc_TN:T1c_APP:1c_EPG vlan-420 Ethl/13

£2|X| CLIE S E2E SEXM VLAN 715 £l

ACl A2|x| cE°| B E VLANS Zt AQ|%x| =0 2ZQI Zt2l L& PI(Platform Independent)
VLANO{| O EL|C}.

HM A =2 'FD VLAN'O|ZH= PI VLANO| OHEE|[= EHH, EE2[X] =H Q2 'BD VLAN'O|2t= PI
VLANO{ oH&EELICE.

ok

"show system internal epm vlan all"€ A|x|0|A AlEH5I09 leafo]] HHEZEl vian SEE EAIE £

A& LICH

<{froot>

Node-103#



show vl an extended | egrep

"Encap| ----| 1/ 13"

VLAN Name Encap Ports

Tc_TN:1c_APP:1c_EPG

vl an-
420
Eth1l/13 --> FD vlan 2
18
Tc_TN:1c_BD vxlan-16416666 Eth1l/13 --> BD vlan 18

T
1
30
>
C

QIE{m| 0| A porogramingdil CHer FD vian & BD vian2 'show interface’' &2 2 = Q|
Ct.

<#root>
Node-103#
show interface eth

1/13 trunk | grep -A 2

Al | oned

Port Vlans Allowed on Trunk

Ethl/13

2,18

SVIVLAN 75 &2l

BD SVIE AF&35t0{ 20|04 3 VLANZ AS5t= A< moquery EEHA fvSubnet2 MEHIQ| IP T4
£ 7tX{ZLich

<tfroot>

APIC#

noquery -c¢ fvSubnet | grep | c_BD



dn : uni/tn-1c_TN/BD-Tc_BD/subnet-[201.201.201.254/24]
7 CHS 'show ip interface brief & 7|&22 2 &015t 1 Ux%|

=2 HXSt
= ToH

VRF& L|Ct

o] ool HE2 0
<#root>

Node-103#

show ip interface brief

IP Interface Status for VRF "
lc_TN: I c_VR

F"(16)

Interface Interface Status

Address

vl an18
201.201.201.254/24

prot ocol -up/ i nk-up/adm n-up

&= Ctolo{ 13
A5 Z2 HHRIZiol CHEE 49 7 Z2 I3 £ A

o &%l Bl A|EAME VLAN IH &
oFr|o{ A&LICH.

AN EH

0|7 CLI £21 od|2| BD VLan 1804 Cit ZdlL|C}.

£ 2|X| =E VLAN #E7HX[e] B A7} 2



/APICS ‘\ [ AP| Request for static binding ]
NGiNX l
extXMLApi (4)  Jrefreosnennes Accept if format valid with proper auth
-
Policy Distributor (33) ] ---------- Enforce no dups, other logical rules
¥
Policy Manager (6) |v#)ssssssnss Validate against Policy. If complete, push
\ Y / to policy defined nodes

Switch(es) '
[ Policy Element

}

Validate against Hardware. If pass, push
to concrete policy onto node

[ NXOS Pulls in concrete config to program HW.
VLAN deployed
HMlA A 2ty €5 cholo{a
O| 25 Clojo{aME 83 ™R AQX| =E VLAN 52 E&57| I8t HMA G 7to| HAE
Hoi& I—I Ct.
Security Domains *
"""""" =*  Restricts VLANS, Switches, M= === ============== @fﬂf
l rnmrr.-m:‘renant.—. l "‘:—_-.857
mm?:;w J E :Emﬁé%i Concrete Model
: .. ; 2 ___(Conflguratlon applied)
| | Leaf Interfaces Logical Model
i : L (Configuration defined)
: ; T
I
: ' Interface Selectors
I ] Interface IDs
I 1
| s I
! ! AAEP Leaf Interfaces Interface Policies
i 1 Collection of allowed p—p- Policy Groups Interface settings
: : VLANs, VXLANS etc Interface type and settings
| : |
: ------------- ':—" mmms
ewarecor@med
|
_ Pools

L

MM A HEol ofEE SEE NXOs B

DE HESIF AX|Lo{= AXZ HMA HE ol O|C|0E A ﬁ 1 Zrdall Z&LIch SEE ClHt
O|A9| CLI RIE{H|O[AE Saff utdoll HAEZ HO|X|US # LT



Interface
Policy

Groups
mtu 9000 ssh 10.10.1.142
switchport or no switchport zﬁzﬁﬁglsg(}mup R Interface Ethernet 1/1
switchport trunk allowed VLAN 100-200 ::gg:‘r}:::l:l:t
:ggni?: g—lfree bpdufilter enable
7% F04670| LTI Bixf AAA HHME olsstn SHE2 A TAEIRER| EHQlsfof LTk,
VLAN QI & HALE
7t W H2e 220/ h2 Yol ABE H4E NI LD
Oledet BH2 o] EM Ao A o] AL EIRE ER{EwE 7| @8 R EE[}&LICH
== sy ks
Aplc  |moquery -c faultinst -f I E 2ol M 3R] &4 HEHQI 2 E F0467 B2
'fault.Inst.code=="F0467" Lidst|ct
moquery -c I2RtDomIfConn | grep S5 epgt HZE TE/SM A2 E EARLICH
<epg_name> | grep dn
moquery -c fvRsDomAtt | grep -A EPGS} 04Z4=l EHolS E A|tLICE
25<epg_name> | grep rn
moquery -c infraRsVlanNs | grep -A | H|@I1t @1ZE VLAN Z O|§ 2 EAIFLICH o
15 <dom_name> | grep tDn 2l 0|§2 Ol BAHo|M F=EELICE
mogquery -c fvnsEncapBlk | grep E% VLAN Z1} 4Z4E VLAN H3 S E AIFLCH
<vlan_pool_name>
moquery -c infraRtDomP | grep CHOIT o4Z4EI AEPE EA|BHL|CH
<dom_name>
moquery -c infraRtA#EntP | grep THoln AZE IPGRIEHOIA Z2E O8)E
<AEP_name> E AIELICH
moquery -c infraRsAccBaseGrp | grep|R/E{H 0| A MEHZ| 247304 CHE QIE{H|O|A Z 2 1}
-B 15 <IPG_name> | grep dn L AE(PG)2 EAIRLICH
moquery -c infraRsAccPortP | grep |AQIX| Z2E o440 CHEr QIEHO|A T2 EES
<Interface_Sector> | grep dn E AgFLct.
moquery -c fvifConn -f - = = = = =
= 2o §H Z{&£5t vianO| FFE ZE 2IEH 0|
'fv.IfConn.encap=="<encap_vlan>"" | = o 1 |=
AE EARLIC
grep dn
moquery -c fvnsRtVlanNs | grep VLAN E3} o474%l oIS EA[ZHL|cH
<vlan_pool_name> | | grep dn




moquery -c fvSubnet | grep S 01T} 4Z4%l svi P2 EA|SHLICH
<BD_name>
£9/%| show vlan encap-id <encap_vlan>  |PI VLAN 2! E|IF1E, ofZ2|7|0|M Z2 1} EPG
— T lextended O|F 2| MEAIE S EAIRLICH
show vlan extended | e“grep Encap|-- =% 7 E | VLANOI CHEF MIEAFSFS EAZFLICH
--|<port:example 1/13>
show int eth <port> trunk | grep -A 2 S ZEO|A MY SQ VLANS EA|ELICE vian
HE H3 = LIT vian HE L|ct
show ip int bri vrf <vrf> 74 vrfoll CHal 5=l 2i[0]01 3 QIE{H|O|A FE A
h brief Ol AR|X|7} VPC 4ol LRl B2 VPC & HE
show vpc brie = §A|BHLICH
B e

* https://www.ciscolive.com/on-demand/on-demand-

library.html?&currentTab=session&search=BRKDCN-3900

* https://lwww.ciscolive.com/on-demand/on-demand-

library.html?&currentTab=session&search=BRKACI-2770

* https://lwww.cisco.com/c/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/4-

x/troubleshooting/Cisco TroubleshootingApplicationCentriclnfrastructureSecondEdition.pdf



https://www.ciscolive.com/on-demand/on-demand-library.html?&currentTab=session&search=BRKDCN-3900
https://www.ciscolive.com/on-demand/on-demand-library.html?&currentTab=session&search=BRKDCN-3900
https://www.ciscolive.com/on-demand/on-demand-library.html?&currentTab=session&search=BRKACI-2770
https://www.ciscolive.com/on-demand/on-demand-library.html?&currentTab=session&search=BRKACI-2770
/content/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf
/content/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf

o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5
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