ACI I = 2lof CHEF EVPN RMAC ExtCommunity

xs BH &2

A7

Ol 2 MoiM= 2|F BGP(Border Gateway Protocol) I|0{2 2 E =4IE Z &R 24 E BI2*H
MAC &% 77 LIE| §40| ACI THE 2lo]| O|x|= W&o CHai MH

HiE HE

BGPOJ A= BGP Tiofoll ZnE|S MT AL B HRLIE| U 8% HRLIEI S42 2 £ 9la
Lick Ol2{3t HARLIEI S48 S5 2t HMe
2 S3o=z WY 4 YaLich

=X

2FRE{ MAC &% 7{FLIE| £40[ IPv4 AFI HFAL2t 87 2|5 BGP Z|o{0i M ACI IHEERISE T
SE|H LHE MP-BGP ZEMAE Sl EC 2| 228 E G2 & #4l5t= EE2|9| 2 E (=0
FIBZ HAL 2z Z2f2lo| gt 4gtL|Ct 0]= RMAC extcommunity £430| BGP L2VPN EVPN &
2720l £6tH BGP IPv4 FAZ0| & UEH HREEZ| MELLICH ol 73 5.2(Uniform-
Propagation-Mode)E |8t 7| 20|, Ol= IETF A "EVPNI} IPVPNL| &5 45"0of MHE
0 U &LICt 15H0|X| 4c EFHM §H EME CrELICH

4. As discussed, Communities, Extended Communities and Large
Communities SHOULD be kept by the gateway PE from the originating
SAFI route. Exceptions of Extended Communities that SHOULD NOT
be kept are:

C. Al1 the extended communities of type EVPN.

The gateway PE SHOULD NOT copy the above extended communities
from the originating ISF route to the re-advertised ISF route.

2M 23: IPVPNI} EVPN &5 015


https://datatracker.ietf.org/doc/html/draft-ietf-bess-evpn-ipvpn-interworking-04
https://datatracker.ietf.org/doc/html/draft-ietf-bess-evpn-ipvpn-interworking-04
https://datatracker.ietf.org/doc/html/draft-ietf-bess-evpn-ipvpn-interworking-04

CIS2 iBGP A2 o uict 22l eBGPHIMHE EX|7F LIEFLLICE.

EZZ K| Clo|o{13:

BGP AS 65881 ; i
Exhnis S Spine 201 Spine 202
f—— f—
BGP AS 65601 Leaf 101 Leaf 162 EPG bare-metal
L30ut
& 1
Router 1 -
External Network -
192.168.20.8/24 192.168.10.10/32

EEZEZX|Ctolo{1 ™Y

gt

Router-1# show run | sec route-map
route-map RMAC permit 10
set extcommunity evpn rmac aaaa.bbbb.cccc

BGP /%4 C|dtO|A IPv4 F A ZI[E0]440i A BGP &% 7R LIE|E 7 Hot1 OFRHI2E Y
go| d2 M A EELICH

<tfroot>

Router-1# show run bgp
<output omitted>
feature bgp



router bgp 65001
vrf example

router-id 192.168.20.20

address-family ipv4 unicast
network 192.168.20.0/24

neighbor 192.168.30.30
remote-as 65001
update-source loopbackl

address-fanmly ipv4 unicast

send- communi ty ext ended

rout e- map RMAC out

BL 1010{|AM BGP & E{{E &fQIgfL|Ct.

<tfroot>

Teaf-101# show ip bgp 192.168.20.0 vrf example:example

BGP routing table information for VRF example:example, address family IPv4 Unicast

BGP routing table entry for 192.168.20.0/24, version 40 dest ptr 0xaOfec840

Paths: (1 available, best #1)

Flags: (0x80c00la 00000000) on xmit-1ist, is in urib, is best urib route, is in HW, exported
vpn: version 2725, (0x100002) on xmit-1ist

MuTltipath: eBGP iBGP

Advertised path-id 1, VPN AF advertised path-id 1
Path type (0xa96485b8): internal 0x18 0x0 ref 0 adv path ref 2, path is valid, is best path
AS-Path: NONE, path sourced internal to AS
192.168.20.20 (metric 5) from 192.168.20.20 (192.168.20.20)
Origin IGP, MED not set, Tlocalpref 100, weight 0 tag 0, propagate 0
Extcommunity:
RT:65001:2162688
COST:pre-bestpath:163:1879048192

Rout er MAC: aaaa. bbbb. cccc

***Notice that the router mac is present here.***

VNID:2162688

VRF advertise information:
Path-id 1 not advertised to any peer

VPN AF advertise information:
Path-id 1 advertised to peers:
10.0.216.65 10.0.216.66



CL 10204 M RIB & 3:

<{froot>

Teaf-102# show ip route 192.168.20.0 vrf example:example
IP Route Table for VRF "example:example"

'*' denotes best ucast next-hop

'**' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]

'%<string>"' in via output denotes VRF <string>

192. 168. 20. 0/ 24

, ubest/mbest: 1/0
*via

10. 0. 210. 70
%overlay-1, [200/0], 00:00:43, bgp-65001, internal, tag 65001,

rwhni d: vxl an-2162688

recursive next hop: 10.0.210.70/32%overlay-1

***Notice that we have the route here and our next-hop address is correct (showing the TEP I P of BL 101)

leaf-102# acidiag fnvread | grep 101
101 1 leaf-101 <output omitted>

10. 0. 210. 70/ 32

Teaf active 0

{EH

i
rx
Jm
o
r
0

CL 1020{ M FIB

<{froot>

moduTle-1(DBG-eTam-insel6)# show forwarding route 192.168.20.0 vrf example:example
ERROR: no longest match in IPv4 table Oxf5df36b0

***No entry is present.***

i

CL 1020{ M HAL E|O|E & =FelgtLct.
<#root>
module-1(DBG-elam-insel6)# show platform internal hal 13 routes | grep 192.168.20.0

***No entry is present.***



EP(Host 1)01 A 2|5 BGP 1|01(192.168.20.20)0 M @& 2|8 HELX T 2| ZAEZ 9| ping:

<#root>
Host-1# ping 192.168.20.20 vrf example
20 (192.168.20.20): 56 data bytes

PING 192.168.20.
Request 0 timed out
Request 1 timed out
Request 2 timed
3 timed out

Request
4 timed out

out
168.20.20 ping statistics ---
5 packets transmitted, 0 packets received, 100.00% packet Toss

Request

--- 192.

***No connectivity.***
MEdgfLICH

CL 1020 M ELAME

<#root>

Teaf-102# vsh_lc

module-1# debug platform internal roc elam asic 0O
module-1(DBG-elam-insel6)# set outer ipv4 src_ip 192.168.10.10 dst_ip 192.168.20.20

module-1(DBG-elam)# trigger reset
module-1(DBG-elam)# trigger init in-select 6 out-select 0

module-1(DBG-eTam-insel6)# start
module-1(DBG-elam-insel6)# stat

ELAM STATUS

Asic 0 Slice 0 Status Armed

Asic 0 Slice 1 Status Triggered
module-1(DBG-elam-insel16)# ereport
Python available. Continue ELAM decode with LC Pkg

ELAM REPORT
<output omitted>

LU drop reason
UC_PC_CFG TABLE_DROP
here., ***
st

***Notice the drop vector

|
L2EM
S drHe 9|= BGP I|o{0|MH ACI THEZICSZ |Pv4 TAZ

H



Y HRLUE| §4o| &2 SXlst= ALt

oMol #+8El = WS MHst 2/F BGP I|o{ C|HO|A(EHRE 1)l #HE HRLIE| H&S
SXFLICH OE 748 & otLt E= & ZFE Mot 5 S gL

Router-1# show run bgp
feature bgp

router bgp 65001
vrf example

router-id 192.168.20.20

address-family ipv4 unicast
network 192.168.20.0/24

neighbor 192.168.30.30
remote-as 65001
update-source loopbackl
address-family ipv4 unicast

ﬂl})

CHE(MB E7 ) 234 ACIOlM TAIE L3outo] Z2 Mg BHS0f 2/ BGP T|of ClbtolA
ol £4I8t RE AR UIEIE WE{>sts HLCt

EF M Tenant > Policies > Protocol > Route M aps for Route Control > Create Route Maps for Route Control -

> fml Route Maps for Route Control
Create Route Maps for Route Control

> [l Route Tag

HZ MoiE 93t B2 W M4 SHS MeErLIC

2= WMO| 0|EE X|HStD RouteMap Continue ZAEIAEE FIIEFLICIH CFEE MEIELICH + ZAEIA
E E{|0|= 2| of0|E:



Create Route Maps for Route Control (]

Name: | remove-communities

Description: |optional

Route-Map Continue:
This action will be applied on all the entries which are
part of Per Peer BGP Route-map.

Contexts

Order Name Action Description

ZHEIAEO| O|EE X|™H5lD 7|2 Z Y2 pemit MEHSFCFS + OFO|2  Associated Matched Rules Ei| 0|2

—
= 1= CreateMatch Rulefor a Route Map:



Create Route Control Context (X

Order: | 0

Name: |remove-communitites-context

Action: Permit

Description: | optional

Associated Matched
Rules: @' +

Rule Mame

Hselect an option |\/ ﬂ

Create Match Rule for a Route Map

Set Rule: select a value

B2 HMo| HEAE M 9l B2 WMo CHEF Create Match Rule(Y x| 72! M4) M ME4

— 11— =

UX| =2l o|§ 2 X|Het CtZF,0llM + otO|2E ME4st0d M HFALE FIFEILICEH. machprefix E:
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i
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o
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Create Match Rule

Name: | remove-communities-match-rule

Description: | optional

Match Regex Community Terms:

Name Regular Community Type Description
Expression
Match Community Terms: L
Name Description
Match Prefix: +
IP Description

Aggregate Greater Equal

Less Equal Mask
Mask

bl
1l
A
il

SAF Y

rr
kel

FAE FILELICE O] ool ME 2E HFALS| EAH

=



Create Match Route Destination Rule

IP: 10.0.0.0/0

Description: |optional

Aggregate:
Greater Than Mask: |0

Less Than Mask: |0

MEHSE & ok O] Create Match Route Destination Rule 25Ol 245 A7} =74 E|0{ Match Prefix T Create Match Rule
xF-
o



Create Match Rule (X

Name: | remove-communities-match-rule

Description: | optional

Match Regex Community Terms: L

Name Regular Community Type Description
Expression

Match Community Terms: L
Name Descriptian
Match Prefix: m +
IP Description Aggregate Greater Equal Less Equal Mask
Mask
| 000010 True 0 0

Match Prefix7} O|A Match Rule0ll &= 7|4 LICH,
MEAEE £ submit | cresteMach Rule B0 CFS 2 MEIRILICEH Update 2| Associated Matched Rules 3

Create Route Control Context %I':



Create Route Control Context

Order: |0

<o

Name: |remove-communitites-context

Action: Permit

Description: | optional

Associated Matched

+

Rules:
Rule Mame
remove-communities-match-rule
Set Rule: |select a value v

Cancel

HZ mof HHAE0| el Yz FE £t

>

OlFl HAZE x| FE0| HHAE O F7hEILIC



Create Route Control Context (X

Order: |0

Name: remove-communitites-context

Action: Permit

Description: | optional

Associated Matched
Rules: @ +

Rule Name

I remove-communities-match-rule

Set Rule: |select a value

O|M| HAZE Ux| #2l0| A2 Mo HEIAE| FIHE[RA&LICH.

CISo 2, O3 Yo EECIR HFE MEELICH sarue Z MEH Create Set Rulesfor aRoute Map:

0jo



Create Route Control Context (X

Order: 0

Name: | remove-communitites-context

Action: Permit

Description: | optional

Associated Matched
Rules: ET +

Rule Mame

I remove-communities-match-rule

Set Rule: |select a value ~

Create Set Rules for a Route Map
(o

PN

Rl1Er #Elo| 0|2 KIHEH CFE  set community 718 7S Nocommunity selected:

=~

1o



Create Set Rules for a Route Map [X]

Name: | remove-communities-set-rule

Description: | optional

Set Community:

&

Criteria: |No community

Set Route Tag:

Set Dampening:

Set Weight:

Set Next Hop:

Set Preference:

Set Metric:

Set Metric Type:
Additional Communities:
Set AS Path:

Mext Hop Propagation:
Multipath:

Set External EPG:

OoOoooooooooOoo

Z2 ol et A A M4

FH

Finish(OF &) & MEHSt ¥ Create Set RulesforaRouteMap & 0| A MEHSH 7 =] ElgHo| AIEILICH create
Route Control Context %F:



Create Route Control Context (X

Order: |Q o

Name: | remove-communitites-context

Description: | optional

Associated Matched
Rules: @ +

Rule Mame

I remove-communities-match-rule

Set Rule: | remove-communities-set-rule 2

O|X| Set RuleO| Route Control Contextoll F7HE|3&LICH

MEASE = ok Q| Create Route Control Context & | ZAENAE 7} F7FE[0] Contexts F£ Create Route Maps for Route

- —1L=

control & ALICH OFX|ZH 22 submit ZAL|TR0|MHE 2= StE{H



Create Route Maps for Route Control

Name: |remove-communities

Description: |optional

Route-Map Continue:
This action will be applied on all the entries which are

part of Per Peer BGP Route-map.

Contexts
Order Name Action
I 0 remove-communitites-context Permit

Ol ZHHAETH B2 HWol| FIHEIR&LICH

=2

L30utol| M BGP Z|0{ 94 Z 2 ml =
7182 YEE AB50{ B2 YE FIHE

rO

573504 + OFO|& Route Control Profile EJ|O|2 S

IC}. Route Import Policy Selected:

Description

-

D D



BGP Peer Connectivity Profile 192.168.20.20 0

Policy Faults History

O * %K.

LI Send Domain Path =
Password:

Confirm Password:

Peer Controls: [] Ridirectional Forwarding Detection
[[] bisable Connected Check
Address Type Controls: [(] AF Mcast
AF Ucast
Routing Domain ID: O
EBGP Muitihop TTL: 3 "\

Weight for routes from this neighbor: ¢ i

Private AS Control:
[ remove private AS

BGP Peer Prefix Policy: select a value

Site of Origin:

Local-AS Number Config:

Local-AS Number: i

This value

Route Control Profile: m "

~ Name Direction
1

| select an option @ |Route Import Policy

remove-communities

BGP I|o{ ¢4 =2 u}Qof| AZ W F 7}

Z2 Mol CHsl Update(CI0|E)E M=istH ChEoll F7HE Z2 Mol ZAIELICH Route Control

Profile 3£



Q

Policy Faults History
——

BGP Peer Connectivity Profile 192.168.20.20

(]

Password

Confirm Password

Peer Controls: [] Bidirectiona
Address Type Controls: [ aF t
[ aF Ucast

Rauting Demain ID: O

EBGP Multihop TTL: | 3

Weight for routes from this neighbor: | 0

Private AS Control

BGP Peer Prefix Policy: | select a value

Site of Ongin

Local-AS Number Config

Local-AS Number

Route Control Profile
Direction

O|x| ZE Wo| BGP Z|o{ 4 Z2utUoi| F7HE|RA&LICE.

*ACIe| Z= M Zm[Tefold S Mol ChEh RiMIEF L8 2 ACI IiE 2] | 30ut MM E HESHAAIL

‘?’l_O_l 3H7E=| E')"tﬂ = 3|'|—|'§ ‘_r"gl_:i%d‘ = _E_x.ujl_ 6H7E=|E|9,'!EX| 3—.*0._|3FL,||:|-_
BL 1010{|A BGP AE{E &HolstL|C}

<tfroot>

Teaf-101# show ip bgp 192.168.20.0 vrf example:example
BGP routing table information for VRF example:example, address family IPv4 Unicast

BGP routing table entry for 192.168.20.0/24, version 46 dest ptr 0xaOfec840

Paths: (1 available, best #1)
Flags: (0x80c001la 00000000) on xmit-1ist, is in urib, is best urib route, is in HW, exported

vpn: version 2731, (0x100002) on xmit-1ist
Multipath: eBGP 1iBGP

Advertised path-id 1, VPN AF advertised path-id 1
Path type (0xa96485b8): internal 0x18 Ox0 ref 0 adv path ref 2, path is valid, is best path
AS-Path: NONE, path sourced internal to AS
192.168.20.20 (metric 5) from 192.168.20.20 (192.168.20.20)
Origin IGP, MED not set, Tlocalpref 100, weight 0 tag 0, propagate 0

Extcommunity:
RT:65001:2162688
COST:pre-bestpath:163:1879048192

***Notice that no router mac is present here.***


https://www.cisco.com/c/ko_kr/solutions/collateral/data-center-virtualization/application-centric-infrastructure/guide-c07-743150.html
https://www.cisco.com/c/ko_kr/solutions/collateral/data-center-virtualization/application-centric-infrastructure/guide-c07-743150.html
https://www.cisco.com/c/ko_kr/solutions/collateral/data-center-virtualization/application-centric-infrastructure/guide-c07-743150.html
https://www.cisco.com/c/ko_kr/solutions/collateral/data-center-virtualization/application-centric-infrastructure/guide-c07-743150.html

VNID:2162688

VRF advertise information:
Path-id 1 not advertised to any peer

VPN AF advertise information:
Path-id 1 advertised to peers:
10.0.216.65 10.0.216.66

CL 10204 A RIB &3

<{froot>

Teaf-102# show ip route 192.168.20.0 vrf example:example
IP Route Table for VRF "example:example"

'*' denotes best ucast next-hop

'**' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]

'%<string>' in via output denotes VRF <string>

192.168.20.0/24, ubest/mbest: 1/0

*via 10.0.210.70%overlay-1, [200/0], 00:00:06, bgp-65001, internal, tag 65001
recursive next hop: 10.0.210.70/32%overlay-1

***Notice that no rwnid entry is present here. ***

O rwvnid &S0 B £ EMEe 2= 2o &Y o{F7F AHEELICH EX

=
M 2R E0| M rwVnid @ F0| M7AEl= A7t BE&LICH gL &4 OH A2
7t SHZEZIREX| &Ql5t7| 5 &4 FIB & HAL Ef|o|E 2 &olgtL|ct.

CL 1020{M FIBE ME4SILICT.
<f#froot>

module-1(DBG-elam-insel6)# show forwarding route 192.168.20.0 vrf example:example

IPv4 routes for table example:example/base

------------------ it it e

Prefix | Next-hop | Interface/VRF | Additional Info

------------------ it it e

*192. 168. 20. 0/ 24

10. 0. 210. 70

overlay-1

17t s 2l
otL|ct =X



***Notice that we have the route here and our next-hop address is correct (showing the TEP I P of BL 101)

Route Class-id:0x0
Policy Prefix 0.0.0.0/0

leaf-102# acidiag fnvread | grep 101
101 1 Teaf-101

10. 0. 210. 70/ 32

Teaf active 0

CL 1022| HAL Ei|0|&:

<tfroot>

module-1(DBG-elam-insel6)# show platform internal hal 13 routes | grep 192.168.20.0

4662
| 192.168.20.0/ 24| UC| 686]| 20601| TRIE| a5 5/ 0] 60a5]A| 8443 | 86b6| ef5| 1/ 2|
***Notice that we have an entry here and it's in the correct VRF. ***
module-1(DBG-elam-inse16)# hex
4662
0x
1236
module-1(DBG-elam-insel6)# show platform internal hal 13 vrf pi
| -- TOR -- | - Spine - | ACL

Vrf Hw I1IVrf | SB NB | Proxy ACI | Ing Egr
VrfId Name Vrfld I S Vnid | BDId BDId | Ou Bd Enc | Lbl Msk Lb1 Msk
26 example:example
1236
0 0 210000 0 0 0 1 0 0 0 0 0

EP(Host 1)0{l A 2% BGP T|01(192.168.20.20)0 M 2= Q|2 HES|T 2| EAEZ 9] ping:

<{froot>

Host-1# ping 192.168.20.20 vrf example

PING 192.168.20.20 (192.168.20.20): 56 data bytes

64 bytes from 192.168.20.20: icmp_seq=0 tt1=252 time=1.043 ms
64 bytes from 192.168.20.20: icmp_seq=1 tt1=252 time=1.292 ms
64 bytes from 192.168.20.20: icmp_seq=2 tt1=252 time=1.004 ms



64 bytes from 192.168.20.20: icmp_seq=3 tt1=252 time=0.769 ms
64 bytes from 192.168.20.20: icmp_seq=4 tt1=252 time=1.265 ms

--- 192.168.20.20 ping statistics ---
5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.769/1.074/1.292 ms

***Connectivity is there. ***

CL 10228| ELAM:

<tfroot>

Teaf-102# vsh_lc
module-1# debug platform internal roc elam asic O
module-1(DBG-elam)# trigger reset
module-1(DBG-elam)# trigger init in-select 6 out-select 0
module-1(DBG-elam-insel16)# set outer ipv4 src_ip 192.168.10.10 dst_ip 192.168.20.20
module-1(DBG-elam-insel6)# start
module-1(DBG-elam-insel6)# stat
ELAM STATUS

Asic 0 STice 0 Status Armed
Asic 0 STice 1 Status Triggered

module-1(DBG-elam-insel6)# ereport

Python available. Continue ELAM decode with LC Pkg
ELAM REPORT

<output omitted>

LU drop reason

no drop

***Traffic forwards correctly. ***

lad x4

- O -1

rel

« O|HEt S22 o]l Aol MHE[0] U&LICEH Cisco {1 ID CSCvx28929
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx28929
https://www.cisco.com/c/ko_kr/support/index.html
https://www.cisco.com/c/ko_kr/support/index.html
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